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Abstract

In this paper, we propose an authenticated key exchange (AKE) protocol under the computational
Diffie-Hellman (CDH) assumption with respect to the strengthened eCK-security (seCK-security) of
Sarr et al.. To date, many AKE protocols either are provably secure under a rather strong and non-
standard assumption named as the gap Diffie-Hellman (GDH) assumption, or fall to practical attacks
on the intermediate result leakage which can be captured by the seCK model. In order to remove
the gap assumption and to achieve stronger security requirements, we present the TMQYV protocol
using the twinning technique and the MQV key derivation method. With the help of trapdoor test
theorem, TMQYV is provably seCK-secure under the standard CDH assumption in the random oracle
model. Compared with the related works, TMQV achieves not only stronger security but also higher
implementation efficiency with weaker cryptographic assumptions.

Keywords: Strengthened eCK model, authenticated key exchange, Diffie-Hellman assumption, trap-
door test

1 Introduction

Motivation. Authenticated key exchange (AKE) protocols are cryptographic protocols by which two
parties that communicate over a public network can generate a common session key. After the invention
of the (extended) Canetti-Krawczyk (CK and eCK) models [4, 12] for AKE security, many authenticated
Diffie-Hellman (DH) protocols have been formally proven secure. The security proofs for these protocols
(e.g. HMQV [10], CMQV [21] and NAXOS [12]) requires an external decisional DH (DDH) oracle to
verify the DH value, and then the gap assumption [16] seems to be essential for them. Moreover, many
existing AKE protocols are shown to be insecure against the intermediate result leakage [6, 22, 19, 20].
Thus, it is interesting to design an authenticated DH key exchange protocol admits stronger security but
without the gap assumption.

Trapdoor test method of Cash er al. [5] allows us to implement an effective decision oracle for the
twin DH (TDH) problem without knowing any of the corresponding discrete logarithms. The TDH
problem, given a random triple (X;,X»,Y) of finite cyclic group elements, outputs the DH results of
(X1,Y) and of (X,,Y).

It is a non-trivial task to embed the trapdoor test method in the AKE security proof and do verifi-
cation without a DDH oracle. On one hand, the gap DH (GDH) assumption is stronger than the TDH
assumption, and, more important, the decision oracle for TDH problem is very different from that used
in the AKE proof. The decision oracle involved in the AKE proof allows fully adversarial access to the
DDH predicate which on the adversary chosen input (X, ¥, Z) returns 1 if Z is the DH value of X and ¥,
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while the TDH decision oracle only provides partially adversarial access to the TDH predicate which,
on input (X1,X>,Y,Z1,Z,) where Y, Z; and Z, are adversary chosen and X; and X, are from the problem
instance, returns 1 if both Z; is the DH value of (X1,Y) and Z, is the DH value of (X»,Y).

On the other hand, resilience to the leakage on intermediate results in computing session keys is a
desired requirement for the authenticated DH protocol. In practice, an AKE protocol is always imple-
mented using an untrusted host machine together with a computationally limited tamper-resistant device,
which stores the static private keys. For many authenticated DH protocols, the computation of interme-
diate results is more costly than that of ephemeral public keys. To enhance the protocol implementation
efficiency safely, we require the protocol is secure against the intermediate result leakage and compute
the intermediate result in the host machine, while the ephemeral public key is pre-computed in the de-
vice’s idle time.

Unfortunately, many existing AKE protocols without the gap assumption (e.g. NAXOS+ [14], HC [8]
and KFU2 [9]) are insecure against the intermediate result leakage. That is to say the intermediate
results of these protocols must be computed in the tamper-resistant device’s non-idle time. What is
worse, for these AKE protocols, the computation of intermediate results is much more costly than that
of ephemeral public keys. For example, NAXOS+ requires 4 exponentiations for a session key, but
only 1 exponentiation for an ephemeral public key. Thus, designing an AKE protocol resilient to the
intermediate result leakage without the gap assumption is of not only theoretical interest but also practical
values.

Contribution. According to the aforemention challenges, a twinning variant of MQV, named as TMQYV,
is proposed.

To capture the intermediate result leakage formally, we recall the strengthened eCK (seCK) model
of Sarr et al. [20]. Three attempts in designing AKE protocols without the gap assumption are due
to NAXOS+ [14] and to HC [8] and to KFU2 [9]. Unfortunately, these protocols does not consider
the intermediate result leakage and we show the insecurity of these AKE protocols in the seCK model
formally.

Motivated by the seCK-insecurity of these protocols, we enhance the MQV key derivation method
by binding the session identifiers to the shared secrets, and apply the twinning technique to compute the
static keys and the shared secrets in order to remove the gap assumption. With the help of the trapdoor
test theorem, TMQYV is provably secure under the standard CDH assumption in the seCK model.

Unlike the HMQV, CMQV and SMQV [20] proof, TMQV does not need the GDH assumption

or KEA1 [2], and admits higher security than HMQV and CMQV. In addition, TMQV does not use
NAXOS trick. As claimed in [22, Sect. 4.3] and [15, Sect. 3], the protocols based on NAXOS trick can
not guarantee their security against the leakage on the discrete logarithm of the ephemeral public key.
Finally, compared with the related works (especially for NAXOS+, HC and KFU2), TMQV achieves
stronger security and higher implementation efficiency with weaker cryptographic assumptions.
Related works. Here we provide a brief overview on the AKE security models and the AKE protocols
in the random oracle model.
SECURITY MODEL. The CK model [4] is a well known formal model for AKE protocols. It provides a
security consideration on the session-state leakage. By specifying the session-state to be the ephemeral
private key, an extended version (the eCK model) was defined by LaMacchia et al. [12]. Cremers [7]
drew a separation result among some variants of the CK model (including the CK and eCK models)
which stated none of them was stronger than the others.

More recently, Sarr et al. [20] proposed the strengthened eCK (seCK) model which can capture the
intermediate result leakage resilience, in addition to the security attributes considered in the CK and eCK
models. It is shown that the seCK model encompasses the eCK model and is practically stronger than
the CK model.

AKE PrROTOCOL. The MQYV protocol [13] is an efficient and well studied AKE protocol. Its security
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was formally proven by Kunz-Jacques et al. [11], but the proof was carried out in a weak model, which
considers no session-state leakages, and relies on a non-standard DH assumption in the random oracle
model. HMQV [10] is the widely accepted provably secure variant of MQV. After that, many provably
secure MQYV variants have been proposed: CMQYV [21] was obtained from (HYMQV and NAXOS [12];
and SMQV [20] was obtained from the FXCR and FDCR signature schemes [19]. Besides the MQV
method, several efficient AKE protocols have been proposed in the literature, such as NAXOS. The
provable security of the above protocols is based on the non-standard assumptions, such as the GDH
assumption and KEAI.

To remove the gap assumption, some solutions have been proposed (e.g. NAXOS+ [14] and HC [8]

and KFU2 [9]). However, in the seCK model, we will show they fall to the key compromise imper-
sonation attack and the secret replication attack in the presence of the intermediate result leakage. The
insecurity limits their implementation efficiency. Thus, a seCK-secure AKE protocol without the gap
assumption is in great need.
Organization. Section 2 describes the seCK model to capture the AKE security, and we will analyze
the seCK-insecurity of some AKE protocols in Section 3. Section 4 proposes TMQYV protocol combined
with its design rationales and security result and protocols comparison. We draw a conclusion in Section
5.

2 Strengthened eCK Model

In this section, we recall the strengthened eCK (seCK) model [20] in order to capture the security of AKE
protocols. For simplicity, we will only describe the model for two-pass DH key exchange protocols here.
Informal overview. For an AKE protocol, the seCK model considers two implementation approaches:
Approach 1 allows only the ephemeral private leakage; Approach 2 allows the leakage on intermediate
results in computing the session key. The seCK model allows two communication parties in a protocol
execution follow different implementation approaches.

The invention of the seCK model has not only the theoretical sense but also the practical value.
In practice, an AKE protocol is always implemented using an untrusted host machine together with a
(computationally limited) tamper-resistant device, which stores the static private key. The adversary
can run a malware on the host machine at a party to learn all values computed in that party, except those
stored in the tamper-resistant device. To reduce the tamper-resistant device’s non-idle time computational
effort, which is crucial for implementation efficiency, the ephemeral public key can be computed on
the host machine and the other computation is done on the device (which is captured by Approach 1
in the seCK model), or the ephemeral public key can be pre-computed on the device in the idle-time
while intermediate results in computing session keys are done in the host machine (which is captured by
Approach 2 in the seCK model). For many authenticated DH protocols (e.g. HMQV [10], SMQV [20],
NAXOS [12] and KFU [9]), the computation of the intermediate results is more costly than that of the
ephemeral public key. Thus, the second approach in the seCK model achieves the practical value in the
AKE implementation, which can not be achieved by many security models (e.g. the eCK model [12]).

Moreover, it is shown that the seCK-security encompasses the eCK-security, and is practically
stronger than the CK-security [20].
Parties. In the seCK model there are n(A) parties each modeled by a probabilistic Turing machine
and denoted by A (B), where A € N is a security parameter and n(-) is polynomial. Each party has
a static public-private key pair together with a certificate that binds the static public key to that party,
and publishes its static public key before the protocol execution. We do not assume that the certifying
authority (CA) requires parties to prove possession of their static private keys, but we require that the CA
verifies that the static public key of a party belongs to the domain of public keys.
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Session. A party A can be activated to execute an instance of the protocol called a session. A is activated
by an incoming message with one of the following forms: (i) (A,B) or (ii) (A,B,Y) where Y is B’s
outgoing ephemeral public key. If A is activated by (A,E) then A is the session initiator with peer B,
otherwise the session responder with peer B.

The session is identified via a session identifier sid = (role,ID,,ID,,out,in), where role is the role
performed by the session (initiator or responder), /D is the identifier of the participant executing sid,
1D, is the identifier of the intended communication peer, and out and in denote the ephemeral public
keys ID sends to ID;, or believes to be from /D, respectively.

Two sessions sid = (role,IDy,1D,,out in) and sid* = (role*,ID7,ID}, out*,in*) are said to be match-
ing if and only if role # role*, ID| = ID}, ID, = ID7, and at completion out = in* and in = out*. For
example, sessions (J,A,B,X,Y) and (R,B,A,Y,X) are matching, where J denotes initiator and R denotes
responder. Moreover, the session matching to (R, B,A,Y, X) can be an incomplete session (g AB X, —),
where — is a symbol meaning the incoming public key is not received. A session can not have (except
with negligible probability) more than one matching session.

Adversarial capability. The adversary M is modeled as a probabilistic Turing machine and makes ora-
cle queries to parties. It means that the adversary can control all communications between the protocol
participants. The adversary presents parties with incoming messages via Send(message), and thereby
controls the activation of sessions. For different implementation approaches, we define different adver-
sarial oracle queries to formalize possible leakage of private information. Note that the adversary M can
only issue the queries corresponding to the implementation approach followed by a party.

ORACLE QUERIES FOR APPROACH 1:

e EphemeralKeyReveal(sid): The adversary obtains the ephemeral private key held by the session
sid.

e SessionKeyReveal(sid): The adversary obtains the session key for a complete session sid.

o StaticKeyReveal(A): The adversary learns the static private key of party A. Note that the Corruptg.
query defined in the original paper [20] is the same as StaticKeyReveal query in the eCK model.
For convenience, we rename Corruptg.- as StaticKeyReveal.

e Establish(A): This query allows the adversary to register a static public key on behalf of a party
A. In this way the adversary totally controls that party. Parties against whom the adversary did not
issue this query are called honest.

ORACLE QUERIES FOR APPROACH 2: Definitions remain unchanged for queries belonging also to
Approach 1.

e InterReveal(sid): The adversary M learns intermediate results in computing the session key of
session sid. Take SMQV [20] for example: assume party A follows Approach 2; the ephemeral
public key X and the secret exponent s4 = xd + a are computed in the tamper-resistant device; s4
is sent to host machine through the card reader, and then o is computed in the host machine. By
issuing this query, M can get s4 and o;.

e SessionKeyReveal(sid).
e StaticKeyReveal(A).

e Establish(A).
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Adversarial goal. The aim of the adversary M against the AKE protocol is to distinguish the session
key for the fresh session from a random key, which means M wins the seCK game.

The freshness notion is defined as follows in order to capture the intuitive fact that a session key can
not be trivially known to the adversary.

Definition 1 (Fresh session). Let sid be the session identifier of a completed session, owned by an honest
party A with peer B, who is also honest. Let sid* be the session identifier of the matching session of sid, if
the corresponding matching session exists. sid is said to be locally exposed if one of the following holds:

o The adversary M issues SessionKeyReveal(sid).

e The implementation at A follows Approach 1 and M issues both
EphemeralKeyReveal(sid) and StaticKeyReveal(A).

o The implementation at A follows Approach 2 and M issues InterReveal(sid).

The session sid is said to be exposed if (a) it is locally exposed, or (b) its matching session sid* exists and
is locally exposed, or (c) sid* does not exist and M issues StaticKeyReveal(B). An unexposed session
is said to be fresh. O

We capture the security of AKE protocols by introducing a special query:

e Test(sid): This query tries to capture the adversary’s ability to tell apart a real session key from a
random one. This query can be asked by an adversary only once during its entire execution. If no
session key K for the session sid is defined, or the session sid is not fresh, then an error symbol

L is returned. Otherwise, a private coin f is flipped (8 & {0,1}), and K is returned if f = 1 or a
random [y-bit string, where Iy is the length of session key, is returned if § = 0.

Formally, the adversary M against the seCK-security wants to guess a bit ' such that ' = 8 where 3
is the private coin involved in Test query. We define the advantage of the adversary M by AdV?ﬁCK (M) =

| Pr[B’ = B] — ;.
Definition 2 (seCK-security). An AKE protocol P is secure if the following conditions hold:

1. Iftwo honest parties complete matching sessions then, except with negligible probability, they both
compute the same session key (or both output indication of protocol failure).

2. The polynomially bounded adversary M can distinguish a session key from a random string with
a negligible advantage, namely, Advis“® (M) is negligible in A.

O]

3 seCK-Insecurity of Some AKE Protocols

In order to motivate the design of seCK-secure DH protocol without the gap assumption, we cryptanalyze
NAXOS+ [14] and HC [8] and KFU2 [9] which are AKE protocols based on the standard CDH problem
with respect to the ephemeral private key leakage.

Here we present a key compromise impersonation (KCI) attack and a secret replication (SR) attack
on KFU2 [9] using oracle queries defined in Approach 2 of the seCK model. These attacks can be
easily extended to the other two (i.e. NAXOS+ and HC). We do not describe these protocols here and
recommend the original papers for the readers.
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KCI attack. Resistance to the KCI attack guarantees the disclosure of an honest user A’s static private
key does not enable an adversary to impersonate other uncorrupted entities to A. KFU2 falls to the KCI
attack:

1. The adversary M issues StaticKeyReveal(A) to learn the static private key (a;,ay) of party A; M
chooses (a},d}) & 7, x 7, (d}) # a and d), # a;) and computes (A],A5) = (g™1,8) and registers
aparty A’ (A’ # A) and the corresponding static public key (A, A}) through Establish query.

2. M issues Send(A, B) to initiate A who creates a session sid as an initiator with the honest peer B
and returns (E,A,X ). Then M records the ephemeral public key X.

3. M issues Send(B,A’, X) to initiate B who creates a session sid’ as a responder with the peer A’.

B computes the ephemeral public key ¥ = g (y & Zy) and the shared secrets Z] = (XA Wb,z =
(XAL)HP2, Z4 = (XAL)Y o1 and Z) = (XAS)*+P2. During this computation M issues InterReveal(sid’)
to get (Z,7},75,7}). B returns (A’,B,X,Y) and completes the session sid’ = (R,B,A’,¥,X) with
session key SK' = H(Z},75,7, 7, X,Y,A" | B).

4. M issues Send(sid,(A,B,X,Y)) to A and A computes Z; = (YB|)*™, Z, = (YB,)*™, Z3 =
(YB)*"® and Z; = (YB,)*** and completes the session sid = (J,A,B,X,Y) with session key
SK = H(Z1,7,73,74,X,Y,A,B).

5. M can compute (Z,Z5,73,Z4) correctly according to the relations Z; = Z - (YB)“~%, Z, =
Zh - (YBy) =%, Zy = 7 - (YBy)® % and Zy = Z, - (YBy)™~%. Session sid is fresh, since sid
and sid’ are non-matching and sid is locally unexposed and no StaticKeyReveal(B) is issued.
M chooses sid as the test session and breaks the seCK-security of sid easily. That is to say M
successfully impersonates any uncorrupted party B to party A to compute a common session key
after revealing A’s static private key.

The attack shown as above can be easily extended to NAXOS+ and HC: M executes Step 1 to 4
faithfully according to the definitions of NAXOS+ and HC except for the relation between the secrets of
two non-matching sessions sid and sid’ in Step 5: for NAXOS+, Z, =B%, Z, =Y*, Z3 =Z} and Z, = 7,
(where Z; = CDH(A,B), Z, = CDH(A,Y ), Z3 = CDH(X,B) and Zy = CDH(X,Y)), and for HC, Z, =Z],
=773 =17 Y44 and Z4 = Z,-Y @—d; In addition, we recognize a trivial attack on HC using
InterReveal query: by issuing InterReveal query on any session in B, M gets y, y+b; and y + b», and
then M figures out (by,b,) and impersonates B without issuing StaticKeyReveal(B).

The KCI attack is possible since the shared secrets of these protocols are not related to the identifiers

of the participants in the protocol execution. As a result of that, the adversary M can act as a dishonest
party A’ in the middle and forward the messages between A and B. At the end of the execution, A and
B compute the similar secrets with non-matching peers’ static public keys. Since M knows the static
private keys of A and A’, according to the property of the CDH problem, M can extract A’s secret from
B’s secret successfully.
SR attack. The SR attack was proposed firstly by Cremers [6]. In the attack, the adversary forces two
non-matching sessions with the same communication parties to establish similar shared secrets. Then M
can compute the shared secret of the test session from that of the non-matching session. SR attacks differ
from KCI attacks shown as above in the sense that M does not learn the static private key of any party.
The SR attack on KFU?2 is shown as follows:

~

1. M issues Send(A, B) to initiate A who creates a session sid as an initiator and returns (B,A,X).

Then M records A’s ephemeral public key X.
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~

A) to initiate B who creates a session sid’ as an initiator and returns (A,B,Y).
s ephemeral public key Y.

2. M issues Send(B,
Then M records B’

3. M issues Send(sid’,(B,A,Y,X)) to B and Send(sid, (A,B,X,Y)) to A. Then, B computes the
shared secret as Z| = (XA )"+, Z) = (XA, )01, ZL = (XA )*+2 and Z) = (XA,)"*"2. A computes
the shared secret as Z; = (YB;)*t9, Z, = (YBy)* ™, Z3 = (YB1)* ™ and Zy = (Y By)* ™. We can
see Z| = 7, Zy = 74, Z3 = Zb and Zy = Z, and sid = (J,A,B,X,Y) and sid’ = (J,B,A,Y,X).

4. M issues InterReveal(sid') to get (Z,Z),Z,Z,) and computes the secret (Z,Z>,73,Z4) of sid
according to the relation described in Step 3.

5. Session sid is fresh, since sid and sid’ are non-matching and sid is locally unexposed and no
StaticKeyReveal(B) is issued. M issues Test(sid) and guesses the private bit involved in Test
query correctly.

The attack shown as above can be easily extended to NAXOS+ and HC: M executes Step 1, 2, 4
and 5 according to the definition of NAXOS+ and HC except the relation between the secrets of two
non-matching sessions in Step 3; for NAXOS+, Z; = Z}, Z, = Z}, Z3 = Z), and Z4 = Z}, and for HC,
Zl = Zé, 22 = ZQ, Z3 = Zi and Z4 = Zé

The SR attack is possible since the shared secrets of these protocols are not bounded to the cor-
responding sessions, and then the adversary can easily force two non-matching sessions with similar
secrets.

These attacks conclude, for NAXOS+ and HC and KFU?2, the shared secrets should be computed in
the computationally limited tamper-resistant device (by their insecurity against the intermediate result
leakage), while the ephemeral public keys can be computed in the untrusted host machine (by their eCK-
security). In order to reduce the tamper-resistant device’s computational effort and achieve higher AKE
security, it is interesting to design an AKE protocol based on CDH with security against the leakages on
the intermediate result and the ephemeral private key respectively.

4 Proposed AKE Protocol: TMQV

We present several design rationales of TMQV before its definition.

Prevent KCI and SR attacks. Hashing the session identifiers into the exponents of the corresponding
secrets (i.e. d and e in TMQV) can make the secrets of two non-matching sessions independent, due to
the properties of non-matching session definition and the hash function (which is modeled as a random
oracle). The independence makes KCI and SR attacks impossible. Moreover, as shown formally in
Appendix B, TMQV is provably seCK-secure.

Remove the gap assumption. In the TMQYV initialization procedure, we apply the twinning technique
to compute the static keys appropriately such that the trapdoor test method can be used in the security
reduction, and thus the simulator can answer the DDH oracle faithfully (except with negligible proba-
bility) and solve the CDH problem easily. That is equivalent to say the security of TMQV is provable
without the GDH assumption and admits weaker cryptographic assumptions. Compared with the related
methods to remove the gap assumption (e.g. NAXOS+, HC and KFU2), TMQYV is more effective (see
Section 4.3).

Avoid the NAXOS trick. We avoid the use of the controversial NAXOS trick [12] in the ephemeral
public key derivation, which is recommended by Ustaoglu [22, Sect. 4.3] and Moriyama et al. [15, Sect.
3]. In the design of TMQYV, we derive the ephemeral public key for a party following the original Diffie-
Hellman protocol, and improve the secret derivation method of MQV by the twin static key: the secret
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for party A is computed as (61, 0,) = (CDH(XA?,YB5),CDH(XA{, Y BS)). Without the knowledge of x
and (a1,a), an entity can not learn (DLOG(XA¢), DLOG(XA4)) and figure out (01, 02).

4.1 Protocol Description

TMQV is a two-pass AKE protocol. Let A € N be the security parameter and G = (g) be a cyclic
group of prime order ¢ with |¢g| = A and H; and H, be two hash functions modeled as random oracles.
H, outputs integers of length |g|/2. This output length provides the best trad-off between security and
performance [10, Remark 4.2]

We compute the twin static key of a party: the static private key of party A is (a1,az) & Ly %X Ly
(where Z; = [1,q — 1]) and the static public key is (A1,A2) = (g*,g*); similarly, the static private key
of B is (b1,b) and the static public key is (By,B;) = ("', ¢"). As usual, we require a certificate binds
the static public key to the corresponding party. TMQYV proceeds as follows:

1. Upon activation (A,E), party A (the initiator) performs the steps: (a) Select an ephemeral private
key x & Z}; (b) Compute the ephemeral public key X = g*; (c) Initiate session sid = (J AB X, -)
and send (B,A,X) to B.

2. Upon receiving (B,A,X), party B verifies that X € G* = G\{1}. If so, B performs the following

steps: (a) Select an ephemeral private key y & Z?; (b) Compute the ephemeral public key ¥ = g”.
(c) Compute d = H,(J,A,B,X,Y) and ¢ = H;(R,B,A,Y,X); (d) Compute the secret exponents
s1p = y+eby and sy, = y + eby and the secret 07 = (XA‘f)S”’ and 0 = (XAg)SZb; (e) Compute the
session key K3 = H (o7, 02,A,B,X,Y); (f) Complete session sid* = (R, B,A,Y,X) with the session
key K and send (A,B,X,Y) to A.

3. Upon receiving (A,B,X ,Y), party A checks if he owns a session with identifier (J,A,l?,X ,—). If
s0, A verifies that Y € G* and performs the following steps: (a) Compute d = H; (J,A,é,X Y)
and e = H, (iR,B,A,Y,X); (b) Compute the secret exponents s1, = x +da; and sy, = x+da; and
the shared secret o1 = (YBS)*'* and 0, = (Y B{)*>; (c) Compute the session key K; = H»>(01, 02,
A,B,X.,Y); (d) Complete session sid = (J,A,B,X,Y) with the session key K;.

If any verification fails the party erases all session specific information from its memory and aborts
the session. It is easy to see two honest users execute TMQYV directly can agree on the same session key.
A graphical description of TMQYV is shown in Figure 1.

4.2 Security

Informally the design rationales suggest that TMQV is secure. Formally, the following theorem shows
TMQV is seCK-secure under the standard CDH assumption and the random oracle assumption.

Theorem 1 (seCK-security of TMQV). For any probabilistic polynomial-time (PPT) adversary M
against the seCK-security of TMQV that involves at most n(A) honest parties and activates at most
s(A) sessions, and makes hi(A) and hy(A) random oracle queries to Hy and H, respectively, where
A € N is a security parameter and s(-), n(-), hi(-) and hy(-) are polynomial, we can construct a PPT
attacker 8 who can solve the CDH problem with probability

. 1 1 C C se
Suecg"(8) 2 M s S (A) nA) sy (&) n(AJs(A ) (A) HAdviiie, (0

where Advissa, (M) is the advantage of M to attack the seCK-security of TMQV and C is a constant
arising from the forking lemma [17]. ]
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Public Information: G, (A, A»), (By, By), Hy, H,
Private Information: (ai, a), (b1, by)

Party A Party B
x<—ZZ‘1 B A X -
X =g " Verify X € G*?
e
Verify Y € G*?: A B XY Y=g o
d=H{1,A,B X,Y) d=H{(I,A,B,X,Y)
e=H|(R BA YX) e=H|(R BA,YX)
Slq = X +day, o = (YBS)XM Sip=y+eby, o1 = (XA?)S”’
$2qa = X+ day, o5 = (YB})™ Sy, =y +eby, 0 = (XAg)st
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Figure 1: An honest execution of TMQV

A detailed reductionist proof is presented in Appendix B to show the seCK-security of TMQV with-
out the GDH assumption. In the proof, we embed the CDH instance in the static public key or the
ephemeral public key appropriately according to the freshness of the test session, and use the trapdoor
test theorem [5] to remove the gap assumption due to the twin static keys; and we also have a patch in
the proof to treat a special kind of attackers using the derandomization technique.

4.3 Protocols Comparison

Table 1 provides a comparison between TMQV and some well accepted AKE protocols in the random
oracle model. The comparison focuses on the efficiency (numbers of exponentiations and hash compu-
tation per party) and the security (security model, cryptographic assumption and tightness of security
reduction). “#Exp-s” and "#Exp-e” and "#Exp-ss” denote the numbers of exponentiations used to com-
pute the static public keys and ephemeral public keys and shared secrets respectively. Note that, for
TMQV, #Exp-ss is counted as 1.5 exponentiations for o7 (0.5 for e-exponent and 1 for s,-exponent) and
1.5 exponentiations for 0>. All protocols are assumed to perform public key validation, so it is left out
efficiency. The number of exponentiations is counted in the naive way without accounting for possible
improvements. “#Hash” denotes the number of hash computation. We say a security reduction is tight
if the forking lemma [17] is not used in the reduction, otherwise the security reduction is not tight. The
advantages of TMQYV are shown:

Higher security level and more practical value. TMQYV not only achieves higher security level but also
is more practical than NAXOS+ and HC and KFU2 which are also based on CDH. TMQV is provably
seCK-secure while the other three are shown to be seCK-insecure. The seCK-security achieves both
theoretical and practical advantages and encompass the eCK-security.

TMQYV requires less exponentiations in computing the shared secret. #Exp-ss of TMQV is 3, since
computing o) requires 1.5 exponentiations (0.5 for e-exponentiation and 1 for s,-exponentiation) and
computing o, requires 1.5 exponentiations. More hash computation is required for TMQV. As it is
known to us, the hashing is much more efficient than the exponentiation. Although TMQV requires one
more exponentiation in computing the static public key than NAXOS+, but the computation of the shared
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’ Protocol ‘ #Exp-s ‘ #Exp-e ‘ #EXp-ss ‘ #Hash ‘ Model Assumption ‘ Tight ‘

HMQV [10] 1 1 1.5 3 CK (not seCK) | GDH, KEA1 [2] no
CMQV [21] 1 1 2 4 eCK (not seCK) GDH no
SMQV [20] 1 1 1.5 3 seCK GDH no
NAXOS [12] 1 1 3 2 eCK (not seCK) GDH yes
NAXOS+ [14] 1 1 4 2 eCK (not seCK) CDH yes
HC [8] 2 1 4 2 eCK (not seCK) CDH yes
KFU2 [9] 2 1 4 1 eCK (not seCK) CDH yes

| TMQV | 2 1 3 | 3 | seCK \ CDH | no |

Table 1: Protocols Comparison.

secret is more costly than that of the static public key. For s(1) > 1 sessions, NAXOS+ requires s(4) — 1
more exponentiations than TMQV.

TMQYV can follow different implementation approaches to improve its efficiency, while NAXOS+
and HC and KFU2 can not. For these four protocols, the computation of shared secrets is more costly
than that of ephemeral public keys. Implementation efficiency of TMQV can be significantly enhanced
following Approach 2 in the seCK model, but that is not the case for the other three due to their insecurity
against the intermediate result leakage.

Weaker cryptographic assumptions. Amongst the provably secure MQV variants, TMQV admits
weaker assumptions with comparable security level. As shown in [19, Sect. 2] and [20, Sect. 4], HMQV
and CMQYV are not ephemeral secret exponent leakage resilient. That is to say HMQV and CMQV are
both seCK-insecure. For SMQYV, TMQYV achieves the same security level but weaker assumptions.
NAXOS-trick-free design. TMQV is a NAXOS-trick-free design, while NAXOS, NAXOS+ and HC
compute the ephemeral public keys using the NAXOS trick. Ustaoglu [22] and Moriyama et al. [15]
claimed that security proofs of the protocol using NAXOS trick can not guarantee the security against
the leakage on the discrete logarithm of the ephemeral public key. Moreover, it is not difficult to see
NAXOS can not meet the seCK-security.

5 Conclusion

We have proposed an authenticated Diffie-Hellman protocol, TMQYV, by utilizing the twinning technique
and the key derivation method of MQV. TMQV is provably secure in the strengthened eCK model un-
der the standard computational Diffie-Hellman (CDH) assumption. The implementation efficiency of
TMQV can be significantly reduced, while the related protocols can not. Compared with the related
works, TMQYV admits the strengthened security and enhanced efficiency with weaker and more standard
cryptographic assumptions. On the negative side, the security reduction of TMQV is not tight, since the
forking lemma is essential. It is interesting to consider an appropriate modification to the shared secret
derivation of MQYV in order to construct a tight reduction under the CDH assumption.
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A Diffie-Hellman Assumptions

Let A € N be a security parameter and G = (g) denote a multiplicative cyclic group of known prime
order ¢ with |g| = A, generated by g € G.

The discrete logarithm (DLOG) function DLOG(+) in G takes input a random element U € G and
returns u € Z, such that U = g*. The computational Diffie-Hellman (CDH) function CDH(-,-) takes
as input a pair of random elements (U,V) € G? and returns gPLOG()DLOG(V) ~ The decisional Diffie-
Hellman (DDH) function DDH(-,-,-) takes as input a triple of random elements (U,V,W) € G* and
returns 1 if W = CDH(U, V) and 0 otherwise. An algorithm 8 in solving the Gap Diffie-Hellman (GDH)

problem is given as input (U,V) & G2 and oracle access to DDHY(-,-,-) outputs CDH(U,V). The twin

Diffie-Hellman (TDH) function TDH(-,-,-) takes as input a triple of random elements (U,V,W) € G>
and returns (gPLOG(U)PLOG(W) oDLOG(V)DLOG(W)),

The DLOG/CDH/DDH/GDH/TDH assumption says the probability that any polynomial time (in 1)
algorithm can solve the DLOG/CDH/DDH/GDH/TDH problem is negligible (in A).

B Security Proof of TMQV

Assume the adversary M can distinguish the session key from a random key and break the seCK-security
with probability greater than % + p(A), where p(A) is non-negligible. Then we use M to construct
another attacker 8 to solve the CDH problem. Let (U,V) be a random CDH instance. We define the
following events:

e Succ, which occurs if M correctly guesses the private bit 8 involved in Test query. That is
equivalent to say M wins the distinguishing game.

o AskH2, which occurs if M queries H, with (61, 03,A,8,X.,Y).

Without querying H,, M can succeed no better than flipping a coin. Hence Pr[Succ A AskH2] < % and

1
Pr[Succ| = Pr[Succ A AskH2] + Pr[Succ A AskH2] < Pr[Succ A AskH2] + 3

whence Pr[Succ A AskH2] > p(14). We denote Succ A AskH2 by SA.
For the different implementation approaches in the seCK model, we define the events:

e I}, which occurs if both A and B follow Approach 1;

e I, which occurs if both A and B follow Approach 2;
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e I;,», which occurs if A and B follow different implementation approaches.

Define SA; £ SAATI, SA, 2 SAAL and SA|.» 2 SAAIT ;. If event SA occurs with non-negligible
probability, then at least one event from the set {SA;, SA;,SA|»} occurs with non-negligible probabil-
ity. In the remainder of the security proof, we will analyze these complementary events and have a patch
concerning on a special kind of attackers in [23].

Assume sid is the test session with owner A and communication peer B. We assume A and B are
distinct. If A and B are the same (for the reflection attack), one can modify the following reduction to
solve the square CDH problem [1] without the DDH oracle. The square CDH problem is equivalent to
the CDH problem in the prime order cyclic group.

The following convention will be used in the security argument. & : G* x G* — G* is a random
function known only to the simulator 8, such that §(X,Y) =& (Y,X) forall X,Y € G*. 8, which simulates
M’s environment, will use &(X,Y) to “represent” CDH(X,Y) in the situation where 8 may not know
DLOG(X) and DLOG(Y). Except with negligible probability, M will not detect that & (X,Y) is being
used instead of CDH(X,Y). A naive way to instantiate § is to choose a random element Z in G* as the
output of &(X,Y).

B.1 Event SA;
By I; and the freshness of sid, we consider the following complementary cases:

1. There exists session sid* matching to the test session sid and the adversary M does not issue
EphemeralKeyReveal(sid*); and either of the following:

(a) M does not issue StaticKeyReveaI(A) - Event Ey,,.
(b) M does not issue EphemeralKeyReveal(sid) - Event E1p,.

2. M issues EphemeralKeyReveal(sid*) (if the matching session sid* exists), but does not issue
StaticKeyReveal(B); and either of the following:

(a) M does not issue StaticKeyReveaI(A) - Event Ey,.
(b) M does not issue EphemeralKeyReveal(sid) - Event Eyy,.

Event E1, A SA;. Assume that M always selects a test session sid with the owner A for which the match-

ing session sid* exists. In this case, & chooses 7, s & Z, uniformly at random, and assigns the static pub-
lic key A; = U, Ay = g*/U" for party A, and selects random static key pairs for the remaining n(A) — 1
parties. The random oracles H; and H; are simulated as usual. The protocol execution and all the ora-
cle queries are simulated as the definition of TMQYV. For the simulation of sid and sid*, by modifying
the simulation of Send queries, 8 embeds V into the ephemeral public key as ¥ = V, and computes
o1 = E(XAY,YBS) and 0, = E(XA4,YBS). The remainder of sessions sid and sid* is simulated as the
protocol definition.

This simulation is perfect except with negligible probability. The adversary M can learn (A;,A;) #
(g",8") orY # g’ or (01,02) # (CDH(XA{,YB5), CDH(XA{,YB¢)) with negligible probability, since
the definitions of E}, and &.

With probability at least 1/s(4)? M picks sid and sid* as the test session and its matching session,
and with probability 1/n(A) M selects A as the owner of sid. If M wins the distinguishing game, 8 can
solve the CDH problem as follows: for each item (o7, 0,,A,B, XY ) in the random oracle list of Hy, 8
computes Z; = (o - Y % g=¢0* -Al_d’zd)‘rl and Z, = (0 - Y % - g=¢01* -Az_eb]d)w1 (where it is feasible
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to compute N-th residues in Z; [3, 18]); and if Z{Z, = V* then CDH(U,V) = Z,. With probability 1/q,
8 will fail, since the trapdoor test theorem [5] states that Z]Z, is equal to V* even if Z; # yDPLOG(A1) gpd
7, # VPLOG(A2) with probability 1 /q. Thus, 8 can solve the CDH problem with probability

Pr($] > Wp(z) _; (1

In the following parts of our proof, we exclude the negligible error probability 1/q and rewrite (1) as

1
Prls] >~ ap(h)
Event E1;, A SA;. Assume that M always selects a test session sid for which the matching session sid*
exists. In this case, & simulates the protocol execution and oracle queries as the description of TMQV
except for sessions sid and sid*. For the simulation of sid and sid*, § embeds (U, V) into the ephemeral
keys as X = U and Y =V, and computes 0 = &(XAY,YBS) and 0, = £(XA4,YBS). This simulation is
perfect except with negligible probability by Ej;, and &.

With probability at least 1/s(4)? M picks sid and sid* as the test session and its matching session.
During the simulation, if M wins the distinguishing game, 8 can solve the CDH problem as follows:
for item (01, 02,A,B,X,Y) (such item must be in the list), $ computes CDH(U,V) = o, - Y 414 . X <2
g~ 721 Thus, § can solve the CDH problem with probability

2

PrlS] > ——

= W p(A) (3)

Event E», A SA,. Assume that M always selects a test session sid with the owner A whose communica-

tion peer is B. In this case, 8§ chooses 0, ¢ & Zy uniformly at random, and assigns the static public key

A1 =U"%, A, = U? for party A, and chooses r, s & Z, uniformly at random, and assigns static public key
By =V, By =g*/V" for B, and selects random static key pairs for the remaining n(2) — 2 parties. For sid
and sid*, 8 computes 01 = &(XA?,YBS) and 0, = £(XA4,YB) where Y may not be computed by 8 and
thus DLOG(Y) is not known to 8. This simulation is perfect except with negligible probability by E,,
and €.

With probability at least 1/s(A) M picks sid as the test session, and with probability at least 1/n(2)?
M chooses A as the owner of sid and B as the communication peer of A. If M wins the distinguishing
game, S can solve the CDH problem as follows: for each item (o7, GZ,A,}E?,X ,Y), 8 computes

I, =0, .Y—x‘Bl—ex’ andI, =01 Y .Bz—ex‘

Without the knowledge of DLOG(Y), 8 is unable to compute Z; = CDH(U, B, ) and Z, = CDH(U, B;)
from II; and Il, and present further analysis using the trapdoor test theorem. Following the forking
technique [17], 8§ runs M twice on the same input and coin flips, but only modifies the responses to the
H,(R,B,A,Y,X) queries. In M’s first run, he must have queried H;(R,B,A,Y, X) (where the response is
a random value e), otherwise it is infeasible for M to compute (o7, 03 ); for M’s second run, 8 selects a
random value ¢’ # e uniformly and answers H| (R,B,A, Y,X) with ¢’ and the response to H| (J,A,B,X Y)
is the same as the first run. If M succeeds in the second run, § computes

I, =05 Y B°*, and [T = o] - Y *-B;“*
and figures out

I1 7Y~ IT N 1oy
Z = (Hill)((67e )de) 1, and Z, = J)((efe )de) !
1
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By the trapdoor test theorem, if Z{ - Z, = U* then CDH(U,V) = Z;. Thus, 8 can solve the CDH problem
with probability

1 C
Prls) 2 Smm) ™

where C is a constant arising from the use of the forking lemma.
Event E», A SA|. Assume that M always selects a test session sid with the peer B. In this case, S selects

A) “)

r,s & Z,, and assigns the static public key B; =V, B, = g° /V" for party B, and selects random static key
pairs for the remaining n(A) — 1 parties. For sid and sid*, 8 embeds U into the ephemeral public key as
X = U, and computes 01 = &(XAY,YBS) and 0, = & (XA4,YB¢). This simulation is perfect except with
negligible probability by E,; and &.

With probability at least 1/s(A) M picks sid as the test session, and with probability at least 1/n(1)
M chooses B as the peer of the test session. If M wins the distinguishing game, § can solve the CDH
problem as follows: for each item (o7, 0,4, B,X,Y), 8 computes

—d —eda —d —eda
H1:C72-Y az'Bl z,andHQZGl'Y al‘Bz L

Similar to Event E,, A SA, following the forking technique, 8 runs M twice on the same input and coin
flips, but only modifies the responses to the H; (SQ,E,A,Y,X ) queries. In M’s first run, the response to
H\(R,B,A,Y,X) is e; and in M’s second run, 8 answers H;(R,B,A,Y,X) with another ¢’ # e, and the
response to Hy(J,A,B,X,Y) is the same as the first run. If M succeeds in the second run, § computes

¢ _ _
I, = o5 - Y% . B 9% and IT, = o] -y 41 . g, 94

and figures out
IT,

I,

1
By the trapdoor test theorem, if Z{Z, = X* then CDH(U,V) = Z;. Thus, § can solve the CDH problem
with probability

7, = ( )(e—e/)—l’ and Z, = (7)(e—e/)—l.

Pr[S] > 5)

"s) P

B.2 Event SA,

For this event, we only need to simulate two complementary cases: sid has the matching session sid*
(denoted by E,;,) or not (denoted by E,,;,).

Event E,, A SA;. The simulation is the same as Ej, A SA; where X = U and Y = V. By I, and the
freshness of sid, the adversary M can not learn the ephemeral private key of a session, and M can not
issue the InterReveal query to learn the shared secrets and their exponents of sid and sid*. Thus, the
simulation is perfect, and we have the success probability of § is the same as that of Ej, A SA;.

Event E,,, A SA,. M can not issue StaticKeyReveal(B) by the freshness of sid, and can not learn the
ephemeral private key of any session by I,. Thus, the simulation and the success probability of 8 are the
same as those of Ey, A SA].

B.3 EventSA; .,

We are also interested in whether sid has a matching session sid* or not.
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1. Issue Send(B, B,) to active B as an initiator to communicate with £; (P, # A)
and obtain Y;;

2. Issue an arbitrary number of H; oracle queries on (U,f?,ﬁ,-, Y;,Z;), and record
the answers. Denote {Z;} the set of queried Z;;

3. Choose Z' & {Z;} and issue Send(sid,é,f’i,Yi,Z}) where session sid is

owned by B;

4. Issue InterReveal(sid).

Figure 2: Attacking Queries in [23].

Event E,, A SA| . We suppose that A follows Approach 1. As sid* exists, from any polynomial time

algorithm which succeeds in E,, A SA |, when A follows Approach 1, one can derive a polynomial time
machine which succeeds with the same probability when A follows Approach 2.

For Approach 2, M can not learn the ephemeral private key of any session in B. We embed ¥ =
V. By the freshness of sid, we have M (i) does not issue StaticKeyReveaI(A) or (ii) does not issue
EphemeralKeyReveal(sid).

The simulation and the success probability of (i) are the same as those of Ej, A SA1; and the simula-
tion and the success probability of (ii) are the same as those of Ej, A SA;.
Event E,,,, A SA| .. By the freshness of sid,

o If A follows Approach 1 and M does not issue StaticKeyReveal(A), then M can not issue
StaticKeyReveal(B) and the simulation and the success probability are the same as those of
E>, NSA,.

e If A follows Approach 1 and M does not issue EphemeralKeyReveal(sid), then the simulation
and the success probability are the same as those of Ep, A SA;.

o If A follows Approach 2, M can not learn the ephemeral private keys and the shared secrets of
the sessions in A. Then 8 embeds X = U. M does not issue StaticKeyReveal(B). Thus, the
simulation and the success probability are the same as those of E,;, A SA;.

B.4 A Patch on SA; and SA, ;,

We are aware of the proof attackers shown in [23] will make the simulation for SA; and SA ., imperfect,
where the InterReveal query is available to the attackers. We summarize these attackers as Fig.2. For
the completeness of the proof, a patch is presented in the following to bound the success probability of
this kind of attackers to be negligible.

Let PM be an adversary to break seCK-security of TMQV in SA; or SA; ., which issues the queries
in Fig. 2 at some points of its run. He may execute these queries polynomial many times. Let polynomial
m be an upper bound on the number of Z; chosen at Step 2. For simplicity, we assume PM always
chooses m Z; at Step 2.
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1. The same as Step 1 in Fig. 2;

2. Issue an arbitrary number of H; oracle queries on (J,E,I%-,Y,-,ZL j) for every
Z1;€4{Z11, -+ ,Z;n}, and record the answers;

3. Issue Send(sid,B, B;,Y;,Z;;));

4. Issue InterReveal(sid).

Figure 3: Modified Attacking Queries.

For a PM, let PM* be an attacker perform the same as PM, but with an input vector

v Zig Zip o Zig
| i gy Zpp o Lo
V - )
ik Zky Zip o Zim
where k denotes the number of PM’s runs of the sequence shown in Fig. 2, and (Z;,---,Z;,,) denotes

the queried random group elements chosen by PM in Step 2 of his /-th run (I € [1,k]), and Z; ;, denotes
the group element chosen by PM in Step 3 of his /-th run, and using the modified attacking sequence in
Fig. 3. Notice that PM* is polynomial if PM is.

Let V be the set of input vectors. For v € V, we say that PM*(v) matches PM if, for all [ € [1,k],
PM executes attacking queries in Fig. 2 and chooses {Z; 1, ,Z;,, } in Step 2 and uses Z; ;, in Step 3. In
this case, Pr[PM succeeds] = Pr[PM*(v) succeeds].

We say v € V possible if there is nonzero probability that PM*(v) matches PM. Let Poss(V) be the
set of these possible vectors. One can see the success probability of PM is bounded by

Pr[PM succeeds] < max {Pr[PM*(v) succeeds]}
vePoss(V)

We prove Pr[PM*(v) succeeds] is negligible for all v € Poss(V). To this end, we modify the simula-
tion of Send(B, B)) for the I-th run as following:

rs1p+sap—ds

r+1 and

e Select 513,50 & Zy and d & {0, I}W /2 uniformly at random, and compute y; =
Y; = g”, and embed d in H; oracle list as d = H; (J,E,I%,H,Zlil).

Now when InterReveal(J ,E,I%,Yi,Z[J,) is issued, we can return the correct (s15,52,) pre-computed
in the modified simulation of Send(B, ;) such that the relation (Y; = g1 /BY) A (Y; = g /BY) always
holds. The other parts of simulation are the same as SA; and SA|, respectively. Pr{PM*(v) succeeds]
is the same as the probability concluded in SA; and SA;,, and Pr[PM succeeds]| is upper bounded by
the negligible probability. Thus, the proof of SA; and SA| ., is consistent, after the patch is applied.

B.5 Overall Analysis

By the analysis shown in B.1 to B.4, the success probability of S is

. 1 1 C C se
Suecg"(8) 2 M s S (A) nA) sy () n(AYs(A ) (A) Hadviiie, (00
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where AdVST‘f\fgV (M) is the advantage of M to attack the seCK-security of TMQV. The running time of 8
is polynomial if that of M is polynomial.

Moreover, if Adv‘ﬁfg\,(M) is non-negligible then Succ{?”(8) is also non-negligible, which contra-
dicts the CDH assumption. Therefore no polynomially bounded adversary succeeds in breaking seCK-
security of TMQV with non-negligible probability.
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