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Abstract

Cloud computing has come into our daily lives. The cloud server can provide powerful comput-
ing and storage capability as services. Since the decryption algorithm for attribute-based encryp-
tion needs a lot of computations, so with the help of cloud servers many attribute-based encryp-
tion schemes are designed for practical applications in cloud computing. To the best of our knowl-
edge there does not exist any flexible key policy attribute-based proxy re-encryption (KP-AB-PRE)
scheme with matrix access structure. In this paper, we present a KP-AB-PRE scheme, in which
the cloud server can function as a proxy and deal with the attribute-based encryption (ABE) cipher-
texts directly. In the proposed scheme, the key policy is matrix access structure. We will prove our
scheme in the replayable adaptively chosen ciphertext attack (RCCA) security model. Our construc-
tion enjoys the desirable properties of unidirectional, non-interactive, and multi-use, and the secret
key security is guaranteed.

Keywords: key policy, attribute-based encryption, proxy re-encryption, matrix access structure

1 Introduction

As we know, cloud computing is becoming a promising computing paradigm. Recently, it has drawn
extensive attention from both academia [7, 6, 11] and industry. Especially for internet businesses, cloud
computing is used to provide data storage and computing. It has become a useful way for providing a
flexible, on-demand, and dynamically scalable computing infrastructure for many applications.

The businesses could utilize these characteristics to increase revenue [17]. Not so much to building
their own infrastructures, users might as well save their investments significantly by migrating businesses
into the cloud. With the development of cloud computing technologies, more and more businesses could
be moved into the cloud in the near future [24].

Though it is a promising paradigm, it has many new challenges. These challenges come from the fact
that cloud servers are generally operated by commercial providers which are very likely to be outside of
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the trusted domain [17]. When users outsource sensitive data for sharing on cloud servers, it is necessary
to consider the data security and access control.

For example, the user’s attributes can be designed to access control policies, such as position (teacher,
student, etc). Furthermore, it must be able to revoke decryption rights for data access. Thus, when
user change or deletion, it require to re-encrypt the data files accessible to the outgoing users. Data
confidential against cloud servers is hence frequently desired when users outsource data for storage and
computing in cloud servers.

In addition, we note that there are also cases in which cloud users themselves are content providers.
They publish data on cloud servers for sharing and need fine-grained data access control in terms of
which user has the access privilege to decrypt which types of data. For example, millions of teaching
records of a school can be stored in the cloud server. It would allow data consumers such as teachers,
students, researchers, etc, to access various types of teaching records.

The notion of proxy re-encryption (PRE) was first introduced by Mambo and Okamoto [16]. Though
the cloud server is semi-trusted, it can serve as the proxy in the scheme of PRE. The proxy is powerful
and it can finish the maximum computation efficiently and save the resource. In our schemes, the cloud
server acts as the proxy.

Now we describe an application scenario. The data owner encrypts the message M with the attributes
set S1 using key policy attribute -based encryption (KP-ABE) algorithm [11], in which the key policy
is constructed by linear secret-sharing schemes (LSSS) access structure (M1,ρ1). Then he saves the
ciphertexts into the cloud server. U1

1 can decrypt the ciphertexts if the attributes associated with the
ciphertexts satisfy his key’s access structure. If U1 is on a business trip, meeting, or very busy, he has no
time to deal with the ciphertexts. Then he empower his secretary U2

2 to handle the ciphertexts. In this
scenario:

a The proxy and U2 learn nothing about U1’s private key.

b The cloud proxy updates the ciphertexts, output CT′, that is to say, the maximum amount of cal-
culation is finished by the cloud server.

c The authority send CT′′ to U2, he is able to decrypt the ciphertexts if the attributes associated with
CT′′ satisfy his key’s access structure. Then he can decrypt all the ciphertexts to get the message
M.

1.1 Our Contribution

We present a key policy attribute-based proxy re-encryption (KP-AB-PRE) scheme. The key policy
realized in our scheme is matrix access structure, and the proxy can convert the KP-ABE ciphertexts
under pki into ciphertexts under pk j with the help of transform key. Our scheme inherits the following
properties of PRE mentioned in [15, 2]:

- Unidirectionality. The convertion can only from U1 to U2.

- Non-interactivity. The private key generator (PKG) can compute the transform key without the
participation of U1 or U2.

- Multi-use. The cloud proxy can re-encrypt the ciphertexts multiple times, e.g. re-encrypt from
U1 to U2, and then re-encrypt the result from U2 to U3. In this process, the computation would
increase, polynomial not exponential.

1U1 could also be a user group that every user has the common attributes
2U2 could also be a user group that every user has the common attributes
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Our scheme has other properties:
Secret Key Security. The cloud proxy can not obtain U1’s secret key, even it colludes with U2.
Re-encryption Control. The date owner can decide whether the ciphertexts can be re-encrypted [14].
After that, we analysis the scheme, then extend our scheme to replayable adaptively chosen ciphertext

attack (RCCA) secure model with the help of the technology proposed by Waters [11].

1.2 Related Work

Mambo and Okamoto [16] presented the notion of proxy re-encryption (PRE). Later Blaze et al. [19]
presented the first concrete bidirectional PRE scheme. These schemes all had multi-use property. The
first unidirectional and single use proxy re-encryption scheme was presented by Ateniese et al. [2]

In 2007, Green and Ateniese [15] provided identity-based proxy re-encryption (IBPRE), and their
schemes are secure in the random oracle model. Chu et al. [8] proposed new identity-based proxy
re-encryption schemes in the standard model. Matsuo [18] proposed new proxy re-encryption system
for identity-based encryption, the scheme needs a re-encryption key generator (RKG) to generate re-
encryption keys.

Attribute-based encryption (ABE) was first proposed by Sahai and Waters [1]. Attribute-based
encryption is classified as ciphertext-policy attribute-based encryption (CP-ABE) [4] and key-policy
attribute-based encryption (KP-ABE) [10]. The access structure including AND and OR gates, tree
access structure, and linear secret sharing schemes (LSSS) access structure.

Similar to the concept of PRE, Green, Hohenberger, and Waters [11] firstly presented outsourcing
the decryption of ABE ciphertexts in the cloud environments. Their schemes showed how to delegate (in
a true offline sense) the ability to transform an ABE ciphertext on message m into an ciphertext on the
same m, without learning anything about m.

After the presenting of ABE, Guo et al. [21] proposed the first attribute-based proxy re-encryption
scheme, their scheme is based on key policy and bidirectional. Liang et al. [23] proposed the first
ciphertext policy attribute-based proxy re-encryption scheme which has the above properties except re-
encryption control. Luo, Hu, and Chen [14] presented a novel ciphertext policy attribute-based proxy
re-encryption scheme.

For the purpose of data confidentiality and fine-grained access control in cloud computing environ-
ments, Yu et al. [24] put forward a system model using KP-ABE and PRE. Do, Song, and Park [9]
proposed a system model that store and divide data file into header and body. In addition, their scheme
selectively delegate decryption right using type-based proxy re-encryption. Zhao, Feng, et al. [12] raised
attribute-based conditional proxy re-encryption scheme with chosen-ciphertext security. Mizuno and
Doi [22] came up with hybrid proxy re-encryption scheme for attribute-based encryption.

Organization. The paper is organized as follows. We give necessary background knowledge and as-
sumptions in section 2. In section 3, we present our scheme and security model, then give security anal-
ysis, simulation. We discuss the replayable adaptively chosen ciphertext attack (RCCA) secure scheme
and the follow-up work in section 4. In section 5, we give the conclusions of our work.

2 Preliminaries

In this section, we first introduce the basic definitions and properties of bilinear pairings and some well
known number-theoretic problems in the gap diffie-hellman groups. Then we briefly introduce the access
structure, linear secret sharing schemes (LSSS) and monotone span programs (MSP).
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2.1 Bilinear Pairings

Let G and GT be two multiplicative cyclic groups of prime order p. Let g be a generator of G and
e : G×G→GT be a bilinear map with the properties:

1. Bilinearity: for all u,v ∈G and a,b ∈ Zp, we have e(ua,vb) = e(u,v)ab.

2. Non-degeneracy: e(g,g) 6= 1. We say that G is a bilinear group if the group operation in G and the
bilinear map e: G×G→GT are both efficiently computable.

2.2 Decisional Bilinear Diffie-Hellman Assumption

Definition 1 (DBDH Assumption) The decisional BDH assumption [1, 5] is that no probabilistic polynomial-
time algorithm B can distinguish the tuple (A= ga;B= gb;C = gc;e(g;g)abc) from the tuple (A= ga;B=
gb;C = gc;e(g;g)z) with more than a negligible advantage.

2.3 Computational Bilinear Diffie-Hellman Problem

Definition 2 (CBDH Problem) Let g ∈G be a generator and a,b,c ∈ ZR. The CBDH problem is : given
the tuple [g,ga,gb,gc], and strike to output e(g,g)abc.

2.4 Access Structure

Definition 3 (Access Structure [3]) Let {P1, P2, · · · , Pn} be a set of parties. A collection A⊆ 2{P1,P2,··· ,Pn}

is monotone if ∀B,C : if B ∈ A and B ⊆ C then C ∈ A. An access structure (respectively, monotone
access structure) is a collection (resp., monotone collection) A of non-empty subsets of {P1,P2, · · · ,Pn},
i.e., A ⊆ 2{P1,P2,··· ,Pn}\{∅}. The sets in A are called the authorized sets, and the sets not in A are called
the unauthorized sets.

2.5 LSSS and Monotone Span Programs [10]

Definition 4 (Linear Secret-Sharing Schemes (LSSS) ) A secret-sharing scheme Π over a set of parties
P is called linear (over Zp) if

1. The shares of the parties form a vector over Zp.

2. There exists a matrix M with ` rows and n columns called the share-generating matrix for Π.
There exists a function ρ which maps each row of the matrix to an associated party. That is for
i = 1, · · · , `, the value ρ(i) is the party associated with row i. When we consider the column vector
v = (s,r2, · · · ,rn), where s∈Zp is the secret to be shared, and r2, · · · ,rn ∈Zp are randomly chosen,
then Mv is the vector of ` shares of the secret s according to Π. The share (Mv)i belongs to party
ρ(i).

LSSS has a close relation with a linear algebraic model of computation called monotone span pro-
grams (MSP) [13]. It has been shown that the existence of an efficient LSSS for some access structure
is equivalent to the existence of a small monotone span program for the characteristic function of that
access structure [3, 13].

Using Access Trees. Some prior ABE works (e.g. [10]) described access formulas in binary trees.
Using standard techniques [3] one can convert any monotonic boolean formula into an LSSS representa-
tion. An access tree of l nodes can be converted into an LSSS matrix of l rows.
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3 Proxy Re-encrypt KP-ABE Ciphertext

3.1 Algorithms of KP-AB-PRE

In our scheme, from the system level, there are six algorithms as follows:

Setup(λ ,U). This algorithm takes the security parameter λ and a universe description of attributes U
as input and then generates a public key PK, a master secret key (MSK).

Encrypt(PK,M,S1). This algorithm takes as input a message M, a set of attributes S1, and PK. It
output the ciphertext CT.

KeyGen(MSK,(M1;ρ1). This algorithm takes as input an access structure A1, the master key MSK
and the public parameters. It outputs a decryption key SK1.

TransformKey(MSK,S2). It firstly call the KeyGen algorithm, output the transform key (TK). Then
call the Encrypt algorithm to encrypt gαd under the attributes set S2.

Re-Enc(TK,CT). This algorithm takes as input the TK, CT that is associated with S1. At final, it
output the updated ciphertext CT′.

Decryption(SK1,SK2;CT,CT′). This algorithm takes as input secret key and the ciphertext and output
the message M.

Figure 1: The KP-AB-PRE System
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3.2 Security Model for Our Scheme

Through the analysis of the above algorithms, we need to construct two security models [14]. One is for
the system level and the other is for the private key.

3.2.1 Selective-Policy Model for Our Scheme

The selective-policy model for our scheme is as follows:
Init: The adversary (A ) declares the set of attributes S∗, that he wishes to be challenged upon. Then

he commits to the challenger key policy A∗1.
Setup: The challenger runs the Setup algorithm and gives PK to A .
Phase 1: A makes the queries as follows:
− Extract (S∗1): A submits an attribute list S∗1 for a KeyGen query where S∗1 2 A∗1, the challenger

gives the adversary the secret key SKS∗1 .
− TK-extract (SKS∗1 ,A

∗
1): A submits SKS∗1 and access structure A∗1 for a TK query, the challenger

gives the adversary the transform key T KS∗1 .
Challenge: A submits two equal-length messages M0, M1 to the challenger. The challenger flips a

random coin b, then Encrypt(PK,Mb,S∗1) and compute ReEnc(TK,CT), gives the 1-st level ciphertext to
the adversary.

Phase 2: Phase 1 is repeated.
Guess: A outputs a guess b′ of b.
The advantage of A in this game is defined as AdvA = |Pr[b′ = b]−1/2|.

3.2.2 Selective Secret Key Security Model

The selective secret key security model is as follows:
Init: The adversary (A ) declares the set of attributes S∗ that he wishes to be challenged upon. Then

he commits to the challenger key policy A∗1.
Setup: The challenger runs the Setup algorithm and gives PK to A .
Phase 1: A makes the queries as follows.
− Extract(S∗1): A submits an attribute list S∗1 for a KeyGen query where S∗1 6= S∗, the challenger

computes the secret key SKS∗1 .
− TKExtract(S∗1,A∗1): A submits S∗1 and access structure A∗1 for a TK query, the challenger gives the

adversary the transform key T KS∗1 .
Output: A outputs SKS∗ for the attribute list S∗, then A succeeds.
The advantage of A in this game is defined as AdvA = Pr[A succeeds].

3.3 The Proposed Scheme

The first three algorithms are the same as in [11]:
Setup(λ ,U). The setup algorithm takes as input a universe description U and the security parameter

λ . Let U = {0,1}∗. It then chooses a group G of prime order p, a generator g and a hash function F that
maps {0,1}∗ to G. Furthermore, it randomly chooses values α ∈ Zp and g1,h ∈G. The authority sets α

as the master secret key, MSK=α . The public key is published as

PK = g; g1; gα ; h; F
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Encrypt(PK,M,S1). The encryption algorithm takes as input the public parameters PK, a message
M, and a set of attributes S1. It chooses a random s1 ∈ Zp. The 2nd-level3 ciphertext is published as CT
= (S1;C0) where

CT0 = M · e(g,h)αs1 ;C1 = gs1 ;C′1 = gs1
1 ;{Cx = F(x)s1}x∈S1

KeyGen(MSK,(M1;ρ1)). The KeyGen algorithm takes as input PK, MSK and security parameter.
Furthermore, it takes as input an LSSS access structure (M1;ρ1). The function ρ1 associates rows of M1
to attributes. Let M1 be an l1×n1 matrix. It first chooses a random vector−→v1 =(α,y2, · · · ,yn)∈Zn

p, which
are used to share the encryption exponent α . For i = 1 to l, it calculates λ1,i =

−→v1 ·M1,i, where M1,i is the
vector corresponding to the ith row of M. In addition, the algorithm chooses random r11, · · · ,r1l ∈ Zp.
The SK1 is published as :

(D11 = hλ11 ·F(ρ1(1))
r11 ,R11 = gr11), · · · ,(D1l = hλ1l ·F(ρ1(l))

r1l ,R1l = gr1l )

along with a description of (M1;ρ1).

TransformKey(SK1,(M1,ρ1)). The Transform key algorithm calls the KeyGen algorithm, then
chooses random d ∈ Zp, and compute gλ1,id

1 , gαd . Then it encrypt gαd with the attributes of U2 using
the Encrypt(PK,gαd ,S2) algorithm. It output CT1 = EnS2(g

αd) and the TK as:

(D′11 = hλ11 ·F(ρ1(1))
r′11 ·gλ11d

1 ,R11 = gr′11), · · · ,(D′1l = hλ1l ·F(ρ1(l))
r′1l ·gλ1ld

1 ,R1l = gr′1l )

Re-Enc(TK,CT). The Re-Enc algorithm takes as input the CT, public parameters PK, then takes as
input S1. Suppose that S1 satisfies the access structure (M1;ρ1) and let I1 ⊂ {1,2, · · · , l1} be defined as
I1 = {i : ρ1(i) ∈ S1}. Then, let {ωi ∈ Zp}i∈I1 be a set of constants such that if λ1i are valid shares of any
secret α according to M1, then ∑i∈I1 ωiλ1i = α . It calculate CT2 as follow:

CT2 =
e(C1,∏i∈I1 D

′ωi
1i )

∏i∈I1 e(R1i,C
ωi
ρ1(i)

)

=
e(gs1 ,∏i∈I1(h

λ1iωi ·F(ρ1(i))
r′1iωi ·gλ1idωi

1 ))

(∏i∈I1 e(gr′1i ,F(ρ1(i))
s1ωi))

= e(g,h)s1αe(g,g1)
s1αd

The 1st-level CT ′: CT0 = M · e(g,h)αs1 ; CT1 = EnS2(g
αd); C1 = gs1 ; C′1 = gs1

1 ; CT2
Decryption(SK1,SK2;CT,CT′). U1 can decrypt the ciphertext if the attributes associated with the

ciphertext satisfy his key’s access structure. If the attributes associated with CT1 satisfy U2’ access
structure, he could get the message M.

Dec1(SK1,CT ). The decryption algorithm takes as input a private key SK1 and CT. Suppose that S1
satisfies the access structure (M1;ρ1). The decryption algorithm computes

ct2 =
e(C1,∏i∈I1

Dωi
1i )

∏i∈I1
e(R1i,C

ωi
ρ1(i)

)
= e(g,h)s1α

then get M =CT0/ct2
Dec2(SK2,CT ′). U2 decrypts CT1 using his secret key sk j to get gαd . Next, calculate CT3 = e(gαd ,gs1

1 )=

e(g,g1)
s1αd . Finally, it calculate CT0 ·CT3/CT2 = M.

3In our proxy re-encrypt KP-ABE CT scheme, a 2nd-level ciphertext is an original ABE ciphertext and a 1st-level ciphertext is
a transformed ciphertext.
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3.4 Security Analysis

Theorem 1. If there is an adversary who breaks our scheme in selective secret key security model to get
U1’s SKS1 , then he can solve discrete logarithm problem.

Proof. In the security model, the simulator B starts the game. The adversary A commits to a
challenge attribute list S′. To provide a public key PK to A , B generate PK = g;gα ′ ;F ;h. A makes
queries.
− Extract(S∗1): A submits an attribute list S∗1 for a KeyGen query where S∗1 6= S

′
, B randomly choose

λ ′11, · · · ,λ ′1l ,r11, · · · ,r1l , computes the secret key SKS∗1 :

(D11 = hλ ′11 ·F(ρ1(1))
r11 ,R1 = gr11), · · · ,(D1l = hλ ′1l ·F(ρ1(l))

r1l ,R1l = gr1l )

− TK-extract(S∗1,A∗1): A submits an attribute list S∗1 for a transform key query, B runs the Trans-
formKey algorithm.

T K : (D′11 = hλ ′11 ·F(ρ1(1))
r′11 ·gλ ′11d∗

1 ,R′1 = gr′11), · · · ,(D′1l = hλ ′1l ·F(ρ1(l))
r′1l ·gλ ′1ld

∗

1 ,R′1 = gr′1l )

If the proxy collude with the U2, he can get gα ′d∗ from U2. If he want to get SKS∗1 , he must firstly

compute gλ ′11d∗

1 , · · · , gλ ′1ld
∗

1 , it equal to solve discrete logarithm problem, equal to solve the CDBH prob-
lem, and he knows nothing about the random parameter r11, · · · , r1l .

Theorem 2. Our KP-ABPRE scheme is a selectively CPA-secure construction, as the GPSW KP-
ABE scheme [10] is selectively CPA-secure.

Proof.4 If there exists a polynomial-time adversary A , that can break our scheme in the selective
policy model with advantage ε , it can win the decisional BDH game with advantage ε/2.

Init: Given a DBDH tuple [g,ga,gb,gc,Z]. The simulator B starts the game. A gives the key policy
A∗1 to B.

Setup: B randomly choose α ′
r←− Zp, g,h ∈G set A = gα ′ . Then it gives the PK to A .

Phase 1: A makes the following queries.
− Extract(S∗1): A submits an attribute list S∗1 for a KeyGen query where S∗1 2 A∗1. B choose

λ ′11, · · · ,λ ′1l satisfy that ∃ ω ′i , i ∈ I1, ∑i∈I1 λ ′1iω
′
i = α ′. The secret key SK∗1 is:

(D11 = hλ ′11 ·F(ρ1(1))
r′11 ,R11 = gr′11), · · · ,(D1l = hλ ′1l ·F(ρ1(l))

r′1l ,R1l = gr′1l )

− TKExtract(SKS∗1 ,A
∗
1): A submits SKS∗1 and access structure A∗1 for a TK query. It randomly choose

d′ ∈ ZP. Finally B gives the adversary C = gd′ and the transform key TK’:

(D′11 = hλ ′11 ·F(ρ1(1))
r′11 ·gλ ′11d′

1 ,R11 = gr′11), · · · ,(D′1l = hλ ′1l ·F(ρ1(l))
r′1l ·gλ ′1ld

′

1 ,R1l = gr′1l )

Challenge: A submits two challenge messages M0 and M1. Then B flips a random coin b ∈ {0,1}
and returns A the ciphertext as

CT0 = Mb · e(g;h)α ′s1 ;B =C′1 = gs1
1 ;CT2 = Z · e(g;h)α ′s1

Phase 2: Phase 1 is repeated.
Guess: A outputs a guess b′ of b. B outputs 1 if and only if b′ = b. The advantage of breaking

DBDH assumption is

AdvA = |Pr[b′ = b]−1/2|= 1
2 ε

4The security of the 2nd level ciphertext and CT1 have been proved security [11]. We only need to prove the security of 1st
level ciphertext.
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3.5 Simulation

Figure 2: The size of KP-ABE CT and SK

From the results we can know that the 2-level ciphertext and the user’s SK grow linearly with the number
of policy attributes.

Figure 3: The time of TK Generation ReEncryption

We got the same results. The TK generation time and the re-encryption time grow linearly with the
number of policy attributes.

Figure 4: CT2 size and U2 decryption time

The advantage of proxy re-encryption of ABE ciphertexts is shown in the figure. The CT2’ size and the
time U2 decrypt is constant, so the number of policy attributes have no effect on them.
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4 Discussions

4.1 Multi-Use

To realize the multi-use property, the form of the CT1 is CT1 = gαd
1 ·e(g;h)αs2 ; C′2 = gs2 ; C′x = F(x)s2

x∈S2
.

The U2’s secret key is :(D21 = hλ21 ·F(ρ2(1))
r21 ,R21 = gr21), · · · , (D2l = hλ2l ·F(ρ2(l))

r2l ,R2l = gr2l ) along
with a description of (M2;ρ2).

4.2 Re-encryption Control

We note that if the encryptor does not provide with gs1
1 in the ciphertexts, it has no effect on the decryption

process of 2nd level ciphertexts. But user can not decrypt the 1st level ciphertexts. That’s because gs1
1 is

only used to decrypt re-encrypted ciphertexts, so the encryptor can control whether the ciphertexts can
be re-encrypted or not.

4.3 Construction of RCCA-Secure KP-AB-PRE

We now extend our above results to the stronger RCCA-security guarantee. We accomplish this using
the techniques from Green and Waters [11]. The Setup, KeyGen and TransformKey algorithms operate
exactly as before, except the public key additionally includes the value e(g,h)α (which was already
computable from existing values) and the description of hash functions H1 : {0;1}∗ → Zp and H2 :
{0;1}∗→{0,1}k.

Encrypt(PK,M ∈ {0,1}k,S1). The encryption algorithm randomly chooses a R ∈GT . It then com-
putes s1 = H1(R;M) and r = H2(R). For each x ∈ S1 it generates Cx as in the CPA-secure scheme. The
ciphertext is published as CT:

c = R · e(g,h)αs1 ;C1 = gs1 ;C′1 = gs1
1 ;C′′ = r⊕M;{Cx = F(x)s1}x∈S1

along with a description of S1.
Re-Enc(TK,CT). The Re-Enc algorithm recovers the value CT2: e(g,h)s1αe(g,g1)

s1αd as before. It
outputs the 1st-level CT ′:

CT0 = R · e(g,h)αs1 ; CT1 = EnS2(g
αd); C1 = gs1 ; C′1 = gs1

1 ; CT2

Decrypt(SK,CT). The decryption algorithm takes as input a private key (SK2,gαd) and a ciphertext
CT. If the ciphertext is not partially decrypted, then the algorithm first executes ReEnc(TK,CT). If the
output is ⊥, then this algorithm outputs ⊥ as well.

Otherwise, it takes the ciphertext (CT0,CT1,C1,C′1,CT2), U2 decrypts CT1 using his secret key sk j to
get gαd , calculate CT3 = e(gαd ,gs1

1 ) = e(g,g1)
s1αd , next calculate R =CT0 ·CT3/CT2, M =CT1⊕H2(R),

and s1 = H1(R;M). If CT0 = R · e(g;h)αs and CT2 : e(g,h)s1αe(g,g1)
s1αd , it outputs M; otherwise, it

outputs the error symbol ⊥.
The form of ciphertext in 4.1 also need to be extended.
Encrypt(PK2,M ∈ {0,1}k,S2). The encryption algorithm randomly chooses a R2 ∈ GT . It then

computes s2 = H1(R2;M) and r2 = H2(R2). For each x ∈ S2 it generates Cx as in the CPA-secure scheme.
The ciphertext is published as CT:

c = R2 · e(g,h)αs2 ; C1 = gs2 ; C′′ = r2⊕M; {Cx = F(x)s2}x∈S2

along with a description of S2.
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4.4 Construction of CCA-Secure KP-AB-PRE

Peikert and Waters [20] firstly put forward lossy trapdoor functions (LTFs), in particular as a means to
construct chosen-ciphertext attack (CCA) secure public-key encryption (PKE) schemes. After that, it
drawn extensive attention by a lot of cryptography scholars. We may construct the CCA-secure KP-AB-
PRE scheme with the help of their way. We can also refer to the work of Zhao, Feng [12]. But it is not
an easy work, we need more time to research.

5 Conclusions

We present a key policy attribute-based proxy re-encryption (KP-AB-PRE) scheme, in which the proxy
can be the cloud server. In our scheme, we use matrix access structure to realize the key policy. The
secret key size, encryption, and decryption time scale linearly with the complexity of the access formula.
Our work result can also inherit some properties of PRE. In addition, our scheme has secret key security
property, the cloud proxy can not obtain the secret key information even it colludes with the user. The
stronger and accurate security proof need to do.
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