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Abstract

Phishing has become a lucrative business for cyber criminals whose victims range from end users
to large corporations and government organizations. Though Internet users are generally becom-
ing more aware of phishing websites, cyber scammers come up with novel schemes that circumvent
phishing filters and often succeed in fooling even savvy users. Recent studies to detect phishing and
malicious webpages using features from URLs alone show promise. The approach, however, may
not be reliable and robust enough to detect evolving sophisticated phishing webpages. For examples,
phishers can use URL shortening services to masquerade their phishing URLs, or use compromised
legitimate websites to host their phishing campaign. Along with the features from URLs, we propose
many novel content based features and apply cutting-edge machine learning techniques to demon-
strate that our approach can detect phishing webpages with error rates 0.04-0.44%, false positive and
false negative rates of 0.0-0.30% and 0.06-0.73% respectively on real-world data sets using Random
Forests classifier, thereby improving previous results on the important problem of phishing detection.

Keywords: phishing attack, phishing webpages, content-based approach, batch learning, online
learning

1 Introduction

In a typical phishing attack, a phisher sends out deceptive emails pretending to come from a reputable
institution, e.g., a bank. The phisher urges the user to click on a link to fraudulent site where user is
asked to reveal private information such as password, bank account information, credit card number,
social security number, etc. Whittaker et al. [42] define a phishing webpage as ”any webpage that,
without permission, alleges to act on behalf of a third party with the intention of confusing viewers
into performing an action with which the viewers would only trust a true agent of the third party.” This
definition, which is similar to the definition of ”web forgery”, covers a wide range of phishing pages from
typical ones – displaying graphics relating to a financial company and requesting a viewer’s personal
credentials – to sites which claim to be able to perform actions through a third party once provided with
the viewer’s login credentials. In this paper, we use the same definition of phishing and propose a novel
method to detect such phishing webpages.

Besides financial institutions and online payment services, phishers are increasingly targeting various
other popular online brands such as gaming and social networking sites. Phishers targeted gaming site
in the first half of 2010 reaching a high of 16.7% of all impressions in June. The percentage of active
phishing sites that targeted social networks increased during the final months of the year accounting
for 4.2% of active sites in December, despite receiving 84.5% of impressions that month, according to
Microsoft Security Intelligence Report [2].
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Due to the strategic position of the browser and the concentration of the browser market, web
browsers play a key role in defending the end users against phishing by warning them directly and
effectively. However, studies show that blacklists were ineffective when protecting users initially, as
most of them caught less than 20% of phish at hour zero [29, 39]. It has been found that two tools using
heuristics to complement blacklists caught significantly more phish initially than those using only black-
lists [29]. Whitelist approach, on the other hand, maintains a list of known ”good” URLs. It is, however,
very difficult to maintain the list of a large number of variants of legitimate sites. Moreover, phishers
may compromise a legitimate site and host their phishing campaign on an otherwise popular and benign
website. The methods needed to address these shortcomings should be discovery-oriented, dynamic, and
semi-automated.

To that end, we propose a set of heuristics that can be used to evaluate the ”phishy” nature of a
webpage. These heuristics are rooted in the evaluation of data commonly available from search engines,
phishing and malware related web resources, hosting servers, and webpage contents. Some of these
features are based on historical statistics and reports published by trustworthy and well-known online
sources. While we borrow some popular features from existing research, we also propose a number
of novel discriminative features based on text and HTML contents of phishing webpages. We ran our
experiments on a datasets of more than 16,000 phishing and 24,000 non-phishing webpages comparing
several batch and online learning algorithms. We experimentally demonstrate that our approach can
obtain error rate of less than 0.5% while still maintaining low false positive rate of less than 0.3% and
false negative rate of less than 0.7%.

2 Our Method

In this section, we provide a detailed discussion of our approach to detecting phishing webpages. We
begin with an overview of the classification problem, followed by a discussion of the generation of our
datasets, features we extract, and finally the set of machine learning classifiers we use in our experiments
to evaluate our methodology.

2.1 Method Overview

We propose a machine learning based approach to classifying phishing webpages by using the informa-
tion available on URLs, hosting servers, and page contents. We treat the problem of detecting phishing
webpages as a binary classification problem where we classify phishing webpages from legitimate non-
phishing ones. We first run a number of scripts to collect our phishing and non-phishing URLs, automat-
ically fetch their page contents and create our data sets. Our next batch of scripts then extracts a number
of features by employing various publicly available resources in order to classify the instances into their
corresponding classes. We then apply machine-learning algorithms to build models from training data,
which is comprised of pairs of feature assignments and class labels. Separate sets of test data are then
supplied to the models, and the predicted class of the data instance (phishing or non-phishing) is com-
pared to the actual class of the data to compute the accuracy and various other performance measures of
the classification models. Figure 1 shows the graphical representation of our phishing webpage detection
methodology.

2.2 Data Sets

Public and raw benchmark data sets for phishing websites seem to be scarce in literature. Hence, we
decided to collect our own data from various popular and credible online sources. For phishing web-
pages, we wrote Python scripts to automatically download confirmed phishing URLs from PhishTank
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Figure 1: Graphical representation of phishing webpage detection methodology

[4]. PhishTank, operated by OpenDNS, is a collaborative clearinghouse for data and information about
phishing on the Internet. A phish once submitted is verified by a number of registered users to confirm it
as phishing. We collected first set of phishing URLs from June 1 to October 31, 2010. Phishing tactics
used by scammers evolve over time. In order to investigate these evolving tactics and to closely mimic
our experiments as the real world in the wild scenario, we collected second batch of confirmed phish-
ing URLs that were submitted for verification from January 1 to May 3, 2011. We wrote scripts [5] to
automatically detect and expand the shortened URLs provided by online service longurl.org.

We collected our legitimate webpages from two public data sources. One is the Yahoo! Directory, the
web links in which are randomly provided by Yahoo’s server redirection service [7]. We used this service
to randomly select a URL and download its page contents along with server header information. In order
to cover wider URL structures and varieties in page contents, we also made a list of URLs of most
commonly phished targets. We then downloaded those URLs, parsed the retrieved HTML pages, and
harvested and crawled the hyperlinks therein to also use as benign webpages. We made the assumption,
which we think is reasonable, to treat those webpages as benign, since their URLs were extracted from a
legitimate sources. These webpages were crawled between September 15 and October 31 of 2010. The
other source of legitimate webpages is the DMOZ Open Directory Project1. DMOZ is a directory whose
entries are vetted manually by editors.

Based on the date on which phishing URLs were submitted to PhishTank for verification, we gener-
ated two data sets. The first data set, we refer to it as OldPhishTank, contains 11,240 phishing webpages
submitted before October 31, 2010. The second data set, we refer to it as NewPhishTank, contains 5,454
phishing webpages submitted for verification between January 1st and May 3rd of 2011. Combining
these phishing data sets with non-phishing webpages from 2 sources, we generate our 5 data sets, which
are summarized in Table 1.

Features were collected as soon as a webpage was crawled and successfully downloaded. We dis-
carded the URLs that were no longer valid as the page couldn’t be accessed to extract features from their
contents.

2.3 Features

Anywhere from a handful to tens of thousands of features have been proposed and used in classifying
phishing webpages. We developed our set of 179 features based on related works, drawing primarily
from existing literatures [12, 13, 14, 15, 23, 24, 30]. Nevertheless, we also propose many novel server
and content-based highly relevant features. The use of relatively small number of fixed set of features

1http://www.dmoz.org
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Data set # Phishing webpages # Non-phishing webpages Total
OldPhishTank-Yahoo (OY) 11,240 21,946 33,186
NewPhishTank-DMOZ (ND) 5,454 9,635 15,089
OldPhishTank-DMOZ (OD) 11,240 9,635 20,875
NewPhishTank-Yahoo (NY) 5,454 21,946 27,400
All data sets (OYND) 16,694 31,581 48,275

Table 1: Summary of data sets

Feature category Feature count
Lexical based 24
Keyword based 101
Search Engine based 6
Reputation based 8
Content based 40
Full set 179

Table 2: Feature category and number of features in each category

makes the decision boundaries less complex, and therefore less prone to over-fitting as well as faster to
evaluate.

We group features that we gather into 2 broad categories: URL based and content based features.
We briefly describe each feature category in the following subsections. We summarize feature categories
with number of features in each category in Table 2.

2.3.1 URL-based Features

URL-based features are extracted from the webpage’s URL and its meta-data. For clarity and to better
understand the types of tactics used by phishers, URL-based features are further grouped into 4 broad
categories and briefly describe them next. These URL-based features are similar to the ones we used in
our previous work [15].

Lexical based features. Lexical features, the textual properties of the URL itself, have widely been
used to detect phishing emails and malicious websites [23, 24, 30, 43]. Phishers usually obfuscate URLs
to trick users into thinking that the malicious URL belongs to a legitimate website users are familiar
with. For example, they take advantage of ”typo squatting” – using a domain closely related to the actual
target’s Web domain or putting the domain name or the target name in URL’s path or sub-domain.

Phishers also obfuscate URLs with certain characters such as ‘-’, soft hyphen, Unicode, and visually
similar looking characters. We try to identify these tactics and use them as binary features in our classi-
fiers. For instance, we check if certain characters such as ‘-’, ‘ ’, ‘=’, ‘@’, digits, and non-standard port,
etc., are present in the URL. There are 24 real and binary features in this category.

Keyword based features. Phishing URLs are found to contain several eye-catching word tokens. For
example, suggestive words such as “login” and “signin” are very commonly found in phishing URLs.
After calculating the mutual information (MI) [32] of each unique term extracted from phishing URLs,
we applied performance based feature selection technique to come up with 101 keyword-based features.
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After ranking all the unique terms based on the MI values in descending order, we applied Naı̈ve Bayes
classifier to search the subset of features using forward selection technique that yielded the best accuracy
result [26]. These are Boolean features that state if a root term is present or not in a URL. Keyword based
features include terms such as ‘log’, ‘pay’, ‘update’, ‘warn’, ‘cmd’ ‘free’, ‘access’, ‘bonus’, ‘bank’,
‘user’, etc. 8 red flag keyword based features have also been used in [24].

Search engine based features. In order to gather search engine based features, we check if a URL
and its domain exist in search engines’ index. We employ top three search engines: Google, Bing, and
Yahoo!. First, we search for the whole URL and retrieve top 30 results. We used top 30 results because
experiments show that going beyond don’t improve classification accuracy [43]. If the results contain the
URL, we consider it as a potentially benign URL, phishing otherwise. We also check if the domain part
of URL matches the domain part of the result links. Similarly, if there is a match, we flag the URL as a
potentially legitimate URL. Otherwise, we query the search engine again with just the domain part of the
URL. If none of the returned link matches the search query, we flag the webpage as potentially phishing.
Garera et al. [24] and Whittaker et al. [42] have used Google’s proprietary page rank and index tables to
generate their features.

If both the URL and the domain do not exist in search engines’ index, it is a high indication that
the domain is a newly created one and thus more likely to be phishing. There are 6 search engine based
binary features.

Reputation based features. The idea behind reputation based features is to make use of the historical
statistical data on top IPs and domains that have the bad reputation of hosting the most phishing web sites.
If a webpage has many other phishing related heuristics and also its host belongs to top IP and/or domain
that has historic reputation of hosting most phishing web sites, then we can increase our confidence level
to classify the URL at hand as a phishing one.

We use 3 types of statistics, Top 10 Domains, Top 10 IPs, and Top 10 Popular Targets published by
PhishTank [4].

We also use top 50 IP address report produced by StopBadware.org [6]. We check if the IP address
of a URL belongs to this top 50 report and flag it as potentially phishing if it does.

Besides, we use hpHosts to check if the domain of a URL exists in its database. hpHosts is a
community managed and maintained hosts file that allows an additional layer of protection against access
to ad, tracking and malicious websites [8].

We use Safe Browsing API [1] to check URLs against Google’s constantly updated blacklists of sus-
pected phishing and malware pages and use 3 binary features for membership in the blacklists provided
by the API.

There are 8 reputation based binary features.

2.3.2 Content-based Features

Our preliminary experiments in classifying phishing websites using features based on URLs show some
promising results. Can the content-based features help to improve accuracy in phishing webpage classi-
fication by reducing false positives and negatives? We try to find the answer to that question in this paper.
An ingenious phishing webpage resembles the look and feel of the target legitimate website. In fact, it
will be extremely hard for users to distinguish a phishing site from its target site without aid of other
browser clues. Data indicates that some phishing attacks have convinced up to 5% of their recipients to
provide sensitive information to spoofed websites [20].

Some content-based features have been previously used in related works [34, 42, 43]. Augmenting
the features based on a URL, we propose several novel features based on the technical (HTML) – as
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opposed to text-based features used in related works – contents of a phishing webpage. Besides page
contents, our web crawlers download server header information and extract certain features which, we
think, can help classifiers in better discriminating phishing webpages from non-phishing ones. Neverthe-
less, we also propose some novel and discriminative text based features to detecting phishing webpages.

We briefly describe our content-based features in the following paragraphs.

TITLE tag. Most webpages (phishing or non-phishing) usually contain a TITLE tag. Essentially, the
TITLE tag’s text is what is displayed as text for links returned from major search engines (Google, Yahoo
and Bing). Zhang et al. select the top 5 words with highest TF-IDF value to generate lexical signature
of a page [43]. They feed each lexical signature to Google search engine and check if the domain name
of the current webpage matches the domain name of the top 30 results. If yes, they consider it to be a
legitimate website. We use webpage’s TITLE text as the signature of the page and search Google using
the title of the page. We then check if the whole URL and domain part of the current webpage matches
the URL and domain name of the top 30 results. If yes, we consider it to be a legitimate webpage. We
also check if any of the top targets is present in the title. We stick to top 30 results because Zhang et al.
showed that going beyond top 30 didn’t improve the classification performance [43].

FORM tag. Most phishing webpages have a FORM tag for potential victims to submit their personal
information. In fact 99.3% of phishing webpages had one or more FORM tag(s) in them. Phishers
tend to bypass the hassle of setting up SSL/TLS and simply follow easy and insecure method to send
the form data back to them. Using ‘get’ method to send form data is insecure way to send password
or any sensitive data as the data are encoded by the browser into the URL and which in turn is logged
by HTTP(S) server in plain text besides most likely being stored in client’s browser history [27]. If a
legitimate website is hacked, phishers can modify the form’s target to send data to different domain that is
under their control. Since online account password is one of the most common confidential information
phishers are after, we check whether a page contains the keyword password as an input type attribute
inside a form tag.

Server and client redirection. Cyber criminals may compromise a legitimate Web server and redirect
the traffic to a malicious website using HTTP redirect or by Pharming. Pharming is a type of attack which
is conducted either by changing the hosts file on a victim’s computer or by exploitation of vulnerability
in DNS server software [40]. Phishers may poison DNS entries for a target website on a given DNS
server, replacing them with the IP address of a server they control. In order to circumvent anti-phishing
technologies phishers may use META tag’s refresh property to make the client’s browser automatically
load a phishing page that scammer controls. Moreover, phishers may use obfuscated JavaScript to dy-
namically generate the HTML page with just a META refresh tag with the URL of a phishing webpage
as target [11].

In order to evade detection, phishers may setup a large number of webpages to redirect traffic from
one page to another before taking potential victims to the final phishing page. Victims, as in other
web based malware attacks, e.g., drive-by-download attacks [18], are often sent through a long chain of
redirection operations making it more difficult to track down an attack, notify all the involved parties
(e.g., registrars and providers), and ultimately, take down the offending sites. We anticipated this tactic
and investigated it in our data set to use as features. We record the number of times the browser is
redirected; for example, by the server or using META refresh tag. “Number and target of redirections”
is one of the 10 features used in detecting drive-by-download attacks [18]. Since the META refresh
tag’s URL is the final destination of phishing scam, our web crawlers download the destination URL and
check it against the Google’s blacklists [1].
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Other tags. Due to Cross Site Scripting vulnerability (XSS) [3] or other vulnerabilities in a website,
hackers may be able to inject IFRAME tag and force victim’s browser to unknowingly load a malicious
webpage inside an otherwise legitimate page. We count anchor tags for both internal (within the same
domain) and external (to other domain) links. The idea is that phishers, for convenience, usually copy
just one page (normally a login page) of the target website and simply leave all other objects (such as
CSS, scripts, images, etc.) pointing back to the target website. We, therefore, expected to have more
external links than internal links in phishing Webpages.

IFRAMEs are the most prevalent type of attack that uses HTML and JavaScript [33, 2]. We count
the number of IRFAME tags on a webpage and use them as a real valued feature. Furthermore, we check
IFRAME’s source URLs against the Google’s blacklists and also check if they are indexed by Google
search engine by querying search engine with the complete URL and checking if any of resulting links
match with the searched URL. We found that most of the IFRAME tags in non-phishing webpages were
for displaying banner ads while most of the IFRAME tags in phishing webpages were for displaying part
of the webpage perhaps to invade filters. Interestingly, no IFRAME source URLs from both phishing
and non-phishing webpages were in Google’s blacklist.

Page structure. Most browsers are forgiving and usually have high tolerance for missing tags or non-
standard and invalid markups. Even though phishing webpages need to be rendered well and must
resemble very close to their targets visually, we anticipated that sophisticated phishers would exploit this
browser feature. In order to break HTML parser and evade detection, phishers may deliberately churn
poorly structured obfuscated HTML codes. We modified and used the Beautiful Soup parser [36] to
parse HTML content and extract content-based features. One of the most powerful features of Beautiful
Soup is that it won’t choke on bad markup. It parses a (possibly invalid) XML or HTML document into a
tree representation. We observed that our parser failed to parse 27.8% of phishing webpages and 21.9%
of legitimate webpages. Surprisingly, relatively a large percentage of developers of legitimate websites
were not following industry-standard best programming practices. We used regular expressions to collect
features from webpages that the parser was unable to parse.

Using these URL based, server based, and content based features, we encode each webpage into a
feature vector with 179 dimensions. Most of the lexical based and all of the keyword-based features are
generated by the “bag-of-words” representation – the order of the word as they appear on the URL is not
taken into consideration. All real-valued features are scaled to fall between 0 and 1, thus giving equal
weight to each feature which makes the max and min value for each feature to be 1 and 0 respectively.
The phishing examples are labeled as 1 and legitimate ones are labeled as -1.

2.3.3 Machine Learning Algorithms

Since no single classifier is perfect, we evaluate several popular supervised classifiers, specifically the
ones that have been applied to problems similar to ours. Empirically comparing a large number of
classifiers we want to find out the best suitable one for detecting phishing webpages. As researchers,
we have no vested interest in any particular classifier. We simply want to empirically compare a number
of classifiers based on their availability in implementation and determine the one that yields the best
performance in terms of both training time and accuracy to the problem of detecting phishing webpages.

We evaluate a set of 6 batch learning algorithms: Support Vector Machines (SVM) [41] with rbf
and linear kernels, Random Forests [16], Naı̈ve Bayes [38], C4.5 [35], Logistic Regression (LR) [28]
and a set of 5 online learning algorithms: updatable version of Naı̈ve Bayes (NB-U), updatable version
of LogitBoost (LB-U), Perceptron [37], Passive-Aggressive (PA) [22], and Confidence-Weighted (CW)
[19] algorithms.
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3 Empirical Evaluations

We used 10 times 10-fold cross-validation (unless otherwise stated) to estimate the test error and other
classifier performance criteria. The experiments were run on a machine with 2 dual-core 2 GHz Intel
processors with 4 GB memory. To conduct all the experiments, we used WEKA (Waikato Environment
for Knowledge Analysis) [25] and CW libraries [19, 22]. C4.5 classifier is named as J48 in WEKA and
we use the terms C4.5 and J48 interchangeably throughout this paper.

3.1 Classifier Performance Criteria

There are several metrics to measure the quality of binary classification models. We report the standard
ones that are briefly described below.

Error rate. Error rate is the total number of incorrectly classified instances among all webpages avail-
able during the test.

False positive rate (FPR). FPR determines a classifier’s test performance on classifying non-phishing
webpages incorrectly as phishing among all non-phishing webpages available during the test.

False negative rate (FNR). FNR determines a classifier’s test performance on classifying phishing
webpages incorrectly as non-phishing. When unsuspecting users rely on automated system to detect
phishing webpages, it is normally preferred to have very low or rather 0 FNR. Users may rather visit a
webpage with caution, rather than the false sense of security.

F1-measure. F1 score or F1-measure is the harmonic mean of precision and recall. In F1-measure,
precision and recall are equally weighted. For better comparison, we show all three measures in our
results.

Mathew’s correlation coefficient (MCC). Since we have an unbalanced dataset (number of phishing
webpages is not equal to the number of non-phishing webpages), we also present MCC. MCC takes into
account true and false positive and negative and is generally regarded as a balanced measure that can be
used even if the classes are of very different sizes [10]. MCC gives coefficient value between -1 and +1
where a coefficient of +1 represents a perfect prediction, 0 a random guess, and -1 an inverse prediction.

Balanced error rate (BER). BER, one of the main judging criteria in feature selection [17], is also
used to evaluate classifiers’ performance. BER is defined as the average of the error rate on positive class
examples and the error rate on negative class examples. If there are fewer positive examples, the errors
on positive examples will count more.

3.2 Classifier Evaluation

In these experiments, we evaluate the classifiers on each of our data sets using full features. Table 3
summarizes the performance results of all the classifiers. The non-shaded rows are performance results
from batch learning algorithms while the shaded rows are results from the online learning algorithms.

The differences in performance results from all the classifiers are statistically insignificant. The
best value for each performance metric is boldfaced. Overall, Random Forests (RF) performed the best
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Classifier
OY OD NY ND

Error FPR FNR Error FPR FNR Error FPR FNR Error FPR FNR
RF 0.42 0.26 0.73 0.04 0.01 0.06 0.15 0.07 0.44 0.23 0.00 0.62
J48 0.32 0.18 0.58 0.06 0.02 0.10 0.35 0.16 1.10 0.25 0.01 0.68
SVM-lin 0.42 0.21 0.81 0.17 0.04 0.28 0.96 0.34 3.45 0.19 0.00 0.53
LR 0.47 0.30 0.81 0.26 0.13 0.37 0.72 0.29 2.44 0.44 0.31 0.66
SVM-rbf 0.86 0.52 1.54 0.35 0.00 0.65 1.48 0.48 5.50 2.74 0.65 6.42
NB 2.20 2.22 2.17 1.02 0.22 1.70 4.15 4.44 2.95 0.99 0.47 1.91
PA 0.57 0.37 0.96 0.17 0.11 0.21 1.22 0.48 4.18 0.25 0.04 0.62
LB-U 0.88 0.58 1.48 0.15 0.06 0.23 0.34 0.14 1.14 0.43 0.05 1.10
Perceptron 0.68 0.59 0.85 0.22 0.22 0.21 1.87 0.80 6.18 0.48 0.45 0.53
CW 0.57 0.46 0.78 0.24 0.26 0.22 1.86 1.33 4.00 0.23 0.03 0.57
NB-U 2.20 2.22 2.17 1.02 0.22 1.70 4.15 4.44 2.97 0.83 0.25 1.85

Table 3: Comparison of batch and online learning algorithms on the four data sets (OY, OD, NY, ND).
The non-shaded rows are results from the batch and shaded ones are from the online-learning algorithms

followed by J48 and SVM-linear. Among batch classifiers, Naı̈ve Bayes performed the worst followed
by SVM-rbf and Logistic Regression.

In Table 4, we show performance metrics comparing batch and online learning algorithms on the
combined data set (OYND). Among the online algorithms, overall Passive Aggressive (PA) algorithm
yielded the best performance results followed by updatable version of LogitBoost (LB-U). When com-
paring between batch and online learning groups, most batch algorithms yield superior classification
results though the differences are not that significant.

Additionally, in order to investigate the tradeoff between the accuracy and the time taken to build
the model, we compare training time of each classifier on all the data sets in Table 5. Naı̈ve Bayes is
widely used in spam filters and related security applications partly because the training and testing time
is fast. We see similar results in our experiments with Naı̈ve Bayes showing the fastest time in most of
the data sets to build models. Among online algorithms, Passive Aggressive (PA) and Perceptron took
similarly least training time. Overall, online algorithms took less time compared to batch algorithms to
build models.

Overall, we can argue that Random Forests (RF) has the best tradeoff for training time and overall
accuracy in all the data sets.

3.3 Feature Evaluation

In these experiments, we explore the discriminative power and importance of each feature and feature
category along with various combinations of feature sets. Our preliminary experimental results show that
URL based features are effective in detecting phishing URLs. Particularly, as the focus of this paper is on
the content-based features, we investigate the benefit of using content-based features along with the URL
based features. Figure 2 compares the classification error rates on the four data sets using 6 different sets
of features. For brevity, we only show detail results from Random Forests (RF) classifier, which yields
overall both low error rates and also relatively faster training time (see section 3.2). However, the other
classifiers also produced similar results on the data sets. Table 6 shows the total number of features in
each feature set for the whole (OYND) data set.

Search engines based feature set yields the best error rates among all the individual feature categories
in all the data sets. Content based feature set yields the second best results. Combined full feature set,
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Classifier Error FPR FNR Precision Recall F-Measure MCC BER
J48 0.41 0.24 0.75 99.55 99.25 99.40 0.991 0.49
RF 0.44 0.30 0.70 99.43 99.30 99.36 0.990 0.50
LR 0.75 0.42 1.36 99.20 98.64 98.92 0.984 0.89
SVM-lin 0.77 0.38 1.50 99.28 98.50 98.89 0.983 0.94
SVM-rbf 1.17 0.54 2.38 98.97 97.62 98.29 0.974 1.46
NB 2.95 3.08 2.69 94.34 97.31 95.80 0.936 2.89
PA 1.00 0.61 1.74 98.84 98.26 98.55 0.978 1.18
LB-U 1.25 0.84 2.02 98.41 97.98 98.19 0.972 1.43
Perceptron 1.35 1.10 1.84 97.93 98.16 98.05 0.970 1.47
CW 1.36 1.00 2.03 98.10 97.97 98.04 0.970 1.52
NB-U 2.95 3.08 2.69 94.34 97.31 95.80 0.936 2.89

Table 4: Comparison of batch and online learning algorithms on the combined data set (OYND). The
non-shaded rows are results from the batch and shaded ones are from the online learning algorithms

Classifier OY OD NY ND OYND
J48 31.7 m 6.9 m 45 m 10.8 m 127.6 m
RF 10 m 3.7 m 9.6 m 3.9 m 25.7 m
LR 4.6 m 1.8 m 8.9 m 0.6 m 16.1 m
SVM-lin 3.2 m 0.9 m 5.7 m 14.5 m 12.5 m
SVM-rbf 6 m 1.8 m 7.6 m 21.6 m 18.1 m
NB 2.8 m 1.9 m 3.1 m 1.3 m 6.1 m
PA 0.8 s 0.5 s 0.6 s 0.4 s 1.1 s
LB-U 11.2 m 6.8 m 8.8 m 4.7 m 15.4 m
Perceptron 0.8 s 0.5 s 0.6 s 0.3 s 1.1 s
CW 2.7 s 1.7 s 2.1 s 1.2 s 4.2 s
NB-U 3.4 m 1.9 m 2.7 m 1.0 m 5.6 m

Table 5: Time taken to build model (training time) for batch and online learning algorithms on all data
sets. The shaded classifiers are online learning and non-shaded ones are batch learning algorithms

however, yields the best overall error rates in all the data sets. Content-based features significantly help
in improving error rates by improving both false positive and negative rates when combined with each
individual URL based feature set. The combined URL based feature sets yield 0.67% error rate which is
much better than each URL based feature set. All feature sets but search engine based feature category
yields 2.23% error rate which is better than that given by content based feature set but worse than that
given by the combined URL based features. This further emphasizes the importance of search engine
based features. URL based features when combined with the content based features (full feature set),
however, yield the best error rates along with the best false positive and negative rates, emphasizing the
importance of content based features.

Next, in order to find the importance of each individual feature, we compute the F-score (Fisher score)
of all the features. F-score is a simple but effective criterion to measure the discrimination between a
feature and the label. Based on statistic characteristics, it is independent of the classifiers [17].

A larger F-score value indicates that the feature is more discriminative. One known disadvantage of
F-score is that it considers each feature separately and does not say anything about the mutual co-relation
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Figure 2: Error rates for RF classifier with five feature categories on each of the four data sets. Overall,
using more features improves classification accuracy

Feature category
Feature count

Error rate FPR FNR
Total Relevant

Lexical based 24 23 14.34% 8.00% 26.40%
Keyword based 101 98 16.42% 5.20% 37.60%
Reputation based 8 8 14.4% 1.50% 38.90%
Search Engine based 6 6 1.62% 1.00% 2.70%
URL (lexical+keyword+reputation+search engine) 139 135 0.67% 0.40% 1.20%
Content based 38 38 4.49% 3.60% 6.20%
Lexical + Content based 62 61 3.53% 2.90% 4.70%
Keyword + Content based 139 137 3.45% 2.50% 5.30%
Reputation + Content based 46 46 3.55% 2.70% 5.20%
Search Engine + Content based 44 44 0.75% 0.05% 1.20%
Lexical + Keyword + Reputation + Content 171 167 2.23% 1.60% 3.40%
Full features 177 173 0.44% 0.30% 0.70%

Table 6: Error rates for RF classifier with various combinations of features on the combined (OYND)
data set

among features. For brevity, we list the top 20 features based on F-score in Table 7. The top 20 feature
list is dominated by URL based features except for 5 content based features that are ranked 7, 9, 10, 18,
and 19. Mostly keyword based features made up the bottom of the list.

3.4 Mismatched Data Sets

Features extracted by observing a particular data set can yield impressive low classification error rates
when trained and tested on disjoint sets of the same data source using the right classifier. However,
experiments results show that when training and testing sources are completely mismatched, a classi-
fier’s accuracy decreases significantly [30]. To investigate if this phenomenon holds in this context, we
experiment with training and testing on various combinations of phishing and non-phishing sources of
webpages. We use the abbreviations defined in Section 2.2 to refer to each combination of data sets, e.g.,
OY for Old PhishTank-Yahoo.

Table 8 shows classification results of training and testing on mismatched data sets using Random
Forests (RF) classifier.
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Rank Feature description F-score
1 Domain NOT in Google top results 8.48
2 URL NOT in Google top results 7.77
3 URL NOT in Yahoo top results 3.46
4 Domain NOT in Yahoo top results 2.47
5 URL NOT in Bing top results 1.95
6 Domain NOT in Yahoo top results 2.05
7 Title search NOT matching domain 0.68
8 URL in Google phishing blacklist 0.62
9 Title search NOT matching URL 0.31

10 Password field in page 0.26
11 Digit [0-9] in Host 0.22
12 IP in PhishTank top 10 0.20
13 Number of dots in URL path 0.11
14 PhishTank top target in URL 0.11
15 ‘log’ in URL 0.10
16 PhishTank top domain in URL 0.10
17 Length of URL 0.08
18 Number of internal links 0.08
19 Has server redirection 0.08
20 ‘pay’ in URL 0.07

Table 7: Top 20 features based on F-score using the combined OYND data set

As expected, when trained and tested RF classifier with same data set, the overall error rates are
normally better compared to when trained and tested with mismatched – possibly different sources –
data sets (see the diagonal values in Table 8). When newer phishing webpages are tested against the
model trained from older phishing webpages, the error rate is 3.8% contributed mostly by false negatives.
When only the non-phishing webpage source is mismatched (e.g., OD and OY), error rate increases due
to higher false positives. This observation is similar to the ones observed by Ma et al. [30]. However,
when only the phishing webpage data sets are mismatched (e.g., OD, ND), we do not see a big increase
in error rates. The worst error rate in this category is 3.9% (NY and OY). This small increase in error rate
may be due to the fact that the sources of phishing webpages are not technically different but they differ
by the time when phishing URLs were submitted for verification. We look into this in detail in the next
section. When classifier is trained with combination of any phishing data sets plus DMOZ (OD, ND),
and tested with combinations of phishing and Yahoo data set (OY, NY), the error ranges between 9–38%,
contributed mostly by high false positives. This is due to the fact that DMOZ data set is about half the
size of Yahoo data set and Yahoo data set also includes non-phishing webpages from top targets, which
look very similar to phishing webpages that DMOZ doesn’t have. When trained with the combined data
set, the model generalizes well and yields good performance results across all test data sets (last row)
except for testing OY data set, which yields a higher error rate of 5.3%. This experiment concludes that
the training data set needs to be selected properly that represent the actual test environment in the real
world in order to achieve the best performance from a classifier.
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Training
Testing (Error rate)

OY OD NY ND
OY 0.42% 0.44% 3.82% 4.27%
OD 9.84% 0.04% 38.30% 0.55%
NY 3.96% 19.11% 0.87% 1.53%
ND 11.52% 0.77% 16.34% 0.45%
All data sets (OYND) 5.28% 0.00% 0.00% 0.16%

Table 8: Overall error rates when training on one data set and testing on another (possibly different
source) using RF classifier

3.5 Data Drift

As phishers change their attack tactics over time, so must the classifier’s model employed in detecting
phishing webpages. It is evidently clear from previous experiments that classifiers performance drifts
over time (see Table 8) when classifiers are trained with older data set (OY) and tested with newer data
set (NY). Moreover, measuring how performance drifts over time can help us determine how often we
need to retrain our classifier to keep it up-to-the-minute. In order to experimentally demonstrate how
our approach would work in the wild scenario if deployed in real world, we use OldPhishTank phishing
data set and 22,480 (twice the number of phishing webpages) randomly selected non-phishing webpages
from Yahoo and DMOZ data sets as our “base” training set. Figure 3 and Figure 4 show the comparison
of batch and online learning algorithms respectively after training the classifiers on different intervals.
The x-axis shows number of days in the experiment with the phishing webpages collected from January
1st to May 3rd of 2011, and the y-axis shows the cumulative error rates on testing the classifiers. To
generate test data for non-phishing webpages, twice the number of phishing webpages was randomly
selected from the remaining 9,101 non-phishing webpages from Yahoo and DMOZ data sets.

3.5.1 Comparison of Batch Algorithms

Though batch learning algorithms are ultimately limited by the training time and memory limitation in a
large-scale real-time application, we experimented with the top 2 batch algorithms from the first exper-
iment in Section 3.2 as our combined data set (OYND) is small enough to hold in the memory. Figure
3 compares classification accuracies of Random Forests (RF) and J48 using different training intervals.
RF-once and J48-once curves represent training once on “base” training set and using those models for
testing on all other days. RF-weekly and J48-weekly curves represent training the classifiers weekly with
the data collected up to that week and testing on the data collected in the subsequent week. Similarly,
RF-daily and J48-daily curves represent training and testing the models on the daily basis. Overall, RF
outperforms J48 among all interval-based training with the best cumulative error approaching 1.5% when
training the classifiers daily.

As most batch algorithms take anywhere from several seconds to minutes to train models, retraining
them after every instance may not be practical in real-world applications where tolerably low turn-around
time is expected for a successful implementation besides high accuracy rates. We, therefore, try to exploit
the advantage of online algorithms in the next section.

3.5.2 Comparison of Online Algorithms

The major advantage of online algorithms is that they allow the model to update incrementally with-
out having to retrain them from scratch which saves time and memory resources. Online algorithms
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Figure 3: Error rates for batch algorithms using all features and various interval based training

have been shown to perform better compared to some batch algorithms when trained continuously
with variable-feature sets in the context of detecting malicious URLs [31]. In order to investigate if
the online algorithms achieve similar superior performances in our context, we compare classification
performances of five online algorithms such as updatable version of Naı̈ve Bayes (NB-U), Perceptron,
Passive-Aggressive (PA), Confidence-Weighted (CW), and the updatable version of LogitBoost (LB-U)
algorithms and show the performance results in Figure 4.

Figure 4: Error rates for online algorithms using all features and continuous and interval based training

When trained on a daily interval, the updatable version of LogitBoost (LB-U) performs the best
among all the online learning algorithms with cumulative error approaching to 2.9%. Interestingly, LB-U
performs worse when trained incrementally. When trained in interval or incrementally, the online version
of Naı̈ve Bayes, surprisingly, outperforms the remaining three online algorithms with the cumulative
error approaching to 4.2% as compared to 16.1% by Perceptron, 10.4% by PA and 9.8% by CW. Naı̈ve
Bayes is also comparatively the most robust to data drift as its performances remain very similar (15-4%)
when trained either daily or continuously. Though the cumulative error rates are much worse (more than
10%) for other three classifiers (PA, Perceptron and CW), they show improvements in accuracy results
when trained continuously over training on the daily basis. Moreover, performances of these 3 classifiers
are as bad as random guessing when retrained them weekly (the results are not shown). Nevertheless, all
online classifiers were much faster in training models as opposed to all the batch algorithms.

Interestingly, in this context, all the online algorithms yield lower accuracies compared to the batch
algorithms that are trained on the daily basis.

34



Learning to Detect Phishing Webpages Basnet and Sung

3.6 Top Targets

In these experiments, we investigate how our proposed method performs in detecting the legitimate
webpages from top targets as non-phishing. We combine all the datasets (OYND) except the webpages
of the top targets and use the combined 46,992 instances as a training data set. We use the rest 1,671
instances as a test data set. Random Forests (RF) yields a 13.76% error rate, meaning only 86.23% of
legitimate webpages related to the top targets are correctly classified as non-phishing webpages and the
rest are all misclassified as phishing webpages. This big error rate is due to the fact that these target
webpages look very similar to the forged phishing webpages, and the model, perhaps, is not trained with
the types of webpages that are seen during testing.

In order to address this, we randomly select 66% of legitimate webpages from top targets and in-
clude them in the training set and retrain the model. We test the newly trained model with the remaining
569 instances of webpages. As expected, the results improve significantly, yielding a 1.05% error rate,
misclassifying only 6 non-phishing webpages as phishing. This experiment further emphasizes the im-
portance of judicious selection of training data set with proper representation of all the possible phishing
and non-phishing webpages the system will be tested against in real world.

Unlike related works [24, 30, 34, 43, 42], we explicitly test the validity of our method on the actual
phishing targets and show that our method yields good accuracy results in detecting not only the phishing
webpages but also in detecting the legitimate webpages of the actual targets.

3.7 False Positives and Negatives

We were motivated with a hypothesis that including features from webpage contents could lower false
positives and negatives in classifying phishing websites. We experimentally confirmed our hypothesis
that including the content-based features lowered both the false positive and false negative rates (see
Table 6). Despite low false positive and false negative rates achieved by this approach, examining mis-
classified webpages may help us to understand the limitations of our approach and possibly reveal trends
that can suggest refinements to our current approach. We examined the test results by Random Forests
(RF) on the combined (OYND) data set.

Non-phishing webpages that we downloaded from the links harvested from our initial seed URLs of
most targeted brands contributed to some false positives. These URLs were long in nature containing
some of the red-flagged keywords. Interestingly, these URLs also didn’t exist in search engines’ indexes.
Also, some poorly written legitimate webpages that didn’t use HTTPS to transmit FORM data with
password field were classified as phishing webpages. Though these groups of non-phishing webpages
are not phishing, but they sure are insecure in the sense that unencrypted confidential data can be sniffed
during the transmission.

Phishing webpages hosted on free legitimate hosting services that have been around for a while,
phishing URLs that didn’t have any of the red flagged keywords but their domain were in search results
were classified as legitimate webpages contributing to false negatives.

One of the advantages of using machine-learning approach is that their learned models allow us to
tune tradeoff between false positives and negatives. Due to enterprise’s policy reason, or individual Inter-
net users’ personal preferences, focusing to minimize the overall error rate may not be always desirable.
Rather, the practitioners may want to tune a threshold t to have low false positives at the expense of more
false negatives or vice versa.

Figure 5 shows the results of this experiment as an ROC graph with respect to threshold t over an
instance of the combined data sets using (OYND) using RF classifier. By tuning false positives to a very
low 0.1%, we can achieve 1.95% false negative rate. By tolerating slightly higher false positives of 0.3%,
however, we can achieve significantly lower false negative rate of 0.7%.
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Figure 5: ROC showing tradeoff between false positives and false negatives using RF on the combined
data set (OYND). Note that the false positive rate on the x-axis ranges between 0 and 1%

4 Related Work

The work by Whittaker et al. [42] is most closely related to our work. They describe the design and
performance characteristics of a scalable machine learning classifier to detect phishing websites, which
has been used in maintaining Google’s phishing blacklist automatically. Their proprietary classifier
analyzes millions of pages a day, examining URL and the contents of a webpage to determine whether
or not a page is phishing. Their system classifies webpages submitted by end users and URLs collected
from Gmail’s spam filters. Though some features are similar, we propose several new URL and webpage
content based features and evaluate our approach using publicly available batch and online learning
algorithms on public data sets. While they use features from the terms appearing in the text of a page,
most of our content-based features are based on HTML tags of a webpage. Unlike their approach, we
also do not use DNS entries and geo-locations of pages’ host and nameservers.

Zhang et al. present CANTINA, content based approach to detecting phishing web sites, based on the
TF-IDF information retrieval algorithm [43]. By using a weighted sum of 8 features (4 content-related,
3 lexical, and 1 WHOIS-related), they show that CANTINA can correctly detect approximately 95%
of phishing sites. Though similar in motivation, our approach differs significantly in both methodology
(comparing a number of batch and online learning algorithms) and scale (considering a large number of
features and an order-of-magnitude more training examples).

Miyamoto et al. [34] used AdaBoost algorithm to 8 heuristics proposed by Zhang et al. [43] and
achieved 97% accuracy (a 2% improvement) in detecting phishing websites. Our approach differs in the
same way as it differs from Zhang et al. In [14] we proposed a rule based approach to detect phishing
webpages and showed that the proposed approach was effective in classifying phishing webpages from
non-phishing ones yielding classification accuracy of more than 99%.

Dong et al. propose a method based on analysis of users’ online behaviors to detect phishing websites
[21]. Other papers have attempted to automatically classify malicious and phishing URLs from using
the information and meta-data on URLs alone [15, 24, 30]. The approach of relying on URL properties
alone to detect malicious and phishing webpages is very intriguing. Because of the focus on the URL
itself, this approach can be applied anywhere that a URL can be embedded, such as in email, webpages,
chat sessions, to name a few. Depending on the number and type of meta-data and heuristics used, the
approach may be efficient as it doesn’t require the need to download the actual webpage. Since most
phishing webpages are also rigged with malware – virus, spyware, Trojans, adware, and all kinds of
badware – it is deemed unsafe to download and analyze those pages on users system. Nevertheless,
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we think this approach may not be reliable and robust enough as phishers can easily circumvent such
a system. For example, phishers can use homegrown URL shortening services [9] to masquerade their
phishing URLs or use compromised legitimate websites to host their phishing campaign. In the ever-
changing threat landscape, security counter-measures need to be adapted and tuned constantly in order
to protect Internet users from plethora of social engineering based attacks. Moreover, in this paper we
show that adding content-based feature does improve classification accuracies by reducing false positives
and negatives compared to only using URL based features.

Similar to spam filters, several phishing email filters have been proposed, see for e.g., [12, 13, 23].

5 Conclusion

In this paper, we proposed many new URL based, server based, and content based features for classifying
phishing webpages. We demonstrated that the proposed features are highly relevant to the automatic dis-
covery and classification of phishing webpages. We tested our approach on real-world temporal data sets
using a number of popular batch and online learning methods. We showed that the proposed approach
can detect phishing webpages (in some data sets) with an accuracy of as high as 99.9%, false positive
rate of as low as 0.00% and false negative rate of 0.06% using features from URLs, web servers, and the
contents of the webpages.

With a goal to ultimately constructing a near real-time phishing webpage detection system, we eval-
uated batch and online learning algorithms for our application to study their benefits and tradeoffs. Most
classifiers showed statistically similar performance results. Overall, among the examined batch classi-
fiers, Random Forests (RF) performed the best in terms of classification performance and training time in
this context. Online algorithms, however, showed poorer classification performance compared to batch
algorithms. As expected, the classification performances of all the classifiers degraded while training
them with older and testing them with newer data sets. It is, thus, recommended to retrain classifiers
with newer data sets as and when they become available if deployed in real world.
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