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Abstract

Mobile devices will continue to be central in providing personalized services in the hyper-connected
era following the introduction of 5G network services. If a mobile device is exposed to malwares,
there is a risk of malware spreading to all the devices it is connected to in an instant. For example,
malware can transit from mobile devices to autonomous vehicles that share data through various sen-
sors and that are hyper-connection capable with a server or other device on a 5G network. It is thus
becoming more important to preemptively anticipate the behavior of mobile malware using machine
learning techniques based on pre-learned datasets. In this paper, we propose a scheme to identify ma-
licious codes by extracting APIs used in Android apps by hybridizing machine learning techniques
based not only on APIs but also ACG. The proposed scheme aims to reduce false positives of existing
approaches using only APIs and improving performance problems of ACG approaches using exces-
sive features. In addition, we evaluate the performance of the proposed scheme by comparing and
analyzing the experimental results of the proposed scheme and the existing schemes for third-party
malicious code samples.
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1 Introduction

Along with Android’s high market share, new applications are developed every day, and malwares
targeting vulnerabilities in Android applications is also on the rise. However, it is not easy for general
users to cope with the Android characteristics, in which it is easy to acquire and redistribute code. Thus,
it is essential to develop technology that identifies malicious behavior by accurately analyzing application
operations.

In addition, with the commercialization of 5G networks that can hyper-connect all components in the
IoT era, billions of mobile devices will share data to provide various user-centric services [10]. These
hyper-connected and personalized services will still be provided by mobile devices, which if exposed to
malwares, run the risk of being infected by malware. For example, consider that malware transits from
mobile devices to autonomous vehicles that share data through various sensors that are hyper-connection
capable with a server or other devices on a 5G network. Therefore, in the future, it is more important to
preemptively predict the response using the machine learning algorithms based on the pre-learned dataset
rather than detecting malicious activity after the mobile device is infected.

In order to detect such mobile malicious codes, techniques that mainly use permissions [20] and
descriptions [15] have been proposed. However, these techniques rely on subjective judgments or user
feedback and have limitations in analyzing malicious behaviors. Recently, a variety of malware detec-
tion techniques have been studied. In particular, techniques for determining malicious behavior based on
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Application Programming Interface (API) information used in an application along with ma-
chine learning technology have been actively researched [6, 24, 21].

Therefore, in this paper, we propose a scheme to identify malicious codes by hybridizing machine
learning techniques based on API and API Call Graph (ACG) to Android, which has the largest mar-
ket share in mobile devices. The proposed scheme is expected to provide a foundation for faster and
more accurate malware prediction by reducing the false positive rate of a single API and improving the
performance degradation of the ACG technique due to the excessive use of features.

This paper is organized as follows. Section 2 describes the related work, and Section 3 describes the
proposed scheme. In Section 4, we report on the implementation of the proposed scheme, compare the
performance with the existing schemes, and provide our conclusions in Section 5.

2 Related Work

API based malware detection technology can be classified into two phases: learning and decision.
Among these, the techniques can be classified into API based approach and ACG based approach accord-
ing to API extraction and modeling methods. Finally, classification techniques applied in common to
both approaches. This section outlines the two approaches.

2.1 API based Approach

This approach is used to predict whether an application is malicious by extracting API from mal-
ware and modeling it. Examples of such approach are given in Yerima, et al. [23], Qiao, et al. [17], and
DroidAPIMiner [3]. For example, analyzing the scheme proposed by Yerima, et al., in this scheme, first,
APIs and all permissions used in the target application are extracted, and the frequency of occurrence is
measured. The Mutual Information (MI) score [8] is then measured based on this. The MI score is an in-
dicator of the interdependence between two variables using probability. Given C = {Benign,Malicious},
the following equation quantifies the interdependency of each API.

MI(C,Xi) = ∑
c∈{mal,ben}

∑
x∈{0,1}

P(C = c,Xi = x) · log 2

(
P(C = c,Xi = x)

P(C = c) ·P(Xi = x)

)
In this equation, P(C = c) is the probability that APK is Benign or Malicious. P(Xi = x) is the prob-

ability of appearance of the API, where x = 0 is the probability that API does not exist, and x = 1 is the
probability that API exists. And P(C = c,Xi = x) is the probability that both scenarios occur simulta-
neously, i.e., the probability of API exists and being malicious. In this way, a total of four probability
calculations can be performed, and the sum of all of them is the value of MI. The larger the value of the
MI, the more information about the group is contained in the entity.

Table 1 shows the top 10 MI scores among the information measured by Yerima, et al. This scheme
uses the permission and API with a high MI score as features using a Bayesian-based algorithm. It also
specifies three models and then calculates the accuracy.: a model using only permission, a model using
only code-specific information including API, and a combination of both models.

Although the scheme proposed by Yerima, et al. is very simple and efficient, it detects with a single
API and is thus limited when detecting malicious behavior. The same API may or may not be considered
malicious, depending on how it is used. For example, if a sensitive API that accesses personal information
is called, it will be judged to be malicious if it is connected to an API that transmits the information to
another place over the network. However, if it operates only within the device, it cannot be judged to
be malicious. Thus, rather than simply relying on the use of a particular API, more precise detection is
possible through analysis of how the API was used.
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Table 1: MI Scoring Example of [23]
Permissions and Properties Benign Malicious Total MI Score

getSubscriberId(TelephonyManager) 42 742 784 0.42853
READ SMS 20 591 611 0.32920
WRITE SMS 11 466 477 0.25053
getDeviceId(TelephonyManager) 316 854 1170 0.22919
READ PHONE STATE 388 888 1276 0.20962
SEND SMS 24 443 467 0.20709
getSimSerialNumber(TelephonyManager) 35 455 490 0.19674
RECEIVE SMS 14 394 408 0.19305
.apk 89 537 626 0.18202
chmod 19 389 408 0.17989

· · ·

2.2 ACG based Approach

MaMaDroid [13], Peiravian and Xingquan [16], and Droidmat [22] are techniques used to determine
whether malware is involved in the call relationship between APIs, rather than targeting APIs extracted
from malware. As a representative example, MaMaDroid is described as follows. First, define API by
dividing it into family and package as shown in Figure 1, and extract ACG using Flowdroid [4] to create
a sequence of family and package. After that, the training data set is created through modeling using
the Markov chain, and the usage pattern of API call sequence is used for learning. For classification,
k−NN (k−NearestNeighbors) [11] and Random Forest [5] classifiers are used.

Figure 1: Definition of API Call

MaMaDroid counts and models all the ACGs used in the app, with the ACG being used as a feature
ranging from hundreds of thousands to millions, and counting the number of occurrences, which involves
a great deal for data preprocessing and classification, and is a lengthy process. Too many features can
reduce not only classification speed but also so classification accuracy, so proper feature sizing can
improve classification performance.

3 Proposed Scheme

This section addresses the problems of using a single API in the API based approach and the problems
of using too many features in the ACG based approach. A hybrid approach that takes advantage of the two
approaches is also proposed. Figure 3 shows the overall structure of the proposed scheme. The proposed
scheme is largely divided into the learning phase and decision phase.
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Figure 2: System Architecture of Proposed Scheme

3.1 Learning Phase

This phase extracts the APIs and ACGs used by the benign applications and the malware set, respec-
tively, to analyze the usage pattern of the API in the application.

First, the API extraction process is as follows. The API can be extracted by parsing the classes.dex
file of the application. The DEX file consists of 8 fields, among which method related data is included in
the method table and class def table. The class def table is a list of user-defined classes. Among
them, class data item includes direct method and virtual method information. Direct methods

contain information indicating the offset of the method, which points to the index of the method table.
After reaching the string table through the name index value, which is obtained by calculating the
difference between the method index offsets of the direct and virtual methods in the method table,
it is possible to finally find and extract the API name from the data section. In this way, the package,
class, and method information of the API can be obtained as shown in Table 2.

Table 2: Extracted API Example
API

android/transition/TransitionManager;beginDelayedTransition

android/os/Parcel;writeStringList

android/view/View;getWidth

java/lang/reflect/Field;get

android/net/NetworkInfo;getExtraInfo

android/view/View;getId

. . .

Next, ACG can be extracted using Taint analysis [14]. This paper also uses Flowdroid just as it did
for MaMaDroid. Flowdroid is a framework that provides Taint analysis based on Soot [19], a Java

optimization framework. It extracts information by analyzing AndroidManifest.xml, classes.dex,
layout.xml files of Android APK, and extracts ACG by analyzing the flow from source to sink in the
main method. The API sequence generated through the extracted ACG has the form shown in Fig-
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ure 3. In this paper, the package unit of API is used for analysis, so it is finally used in the form of
"bighead.wallpaper.beauty To java.lang".

Figure 3: Extracted ACG Example

Once the APIs and ACGs extraction is complete, the frequency used by the malware set and the
benign application set is measured. The MI score is calculated using the frequency. As explained in
Section 2.2, MaMaDroid takes a lot of time to learn and classify using all of the hundreds of thousands
of ACGs extracted, while the proposed scheme calculates the MI score of the extracted ACGs for more
efficient learning and classification, and selects only the ACG pattern that is used mainly in malwares as
the feature. Because we are aiming at detecting malwares, we generate MI scores against APIs that are
used more often in malwares than in benign applications.

For example, the MI score of the android/telephony/TelephonyManager;getSubscriberId

API is determined as follows. It is assumed that the number of benign and malicious apps used is 1000
and 2000, respectively, and the APIs are found in 106 benign apps and 1207 malicious apps.

MI(C,Xi) = P(mal,Xi = 1) · log 2

(
P(mal,Xi = 1)

P(mal) ·P(Xi = 1)

)
+P(ben,Xi = 1) · log 2

(
P(ben,Xi = 1)

P(ben) ·P(Xi = 1)

)
+P(mal,Xi = 0) · log 2

(
P(mal,Xi = 0)

P(mal) ·P(Xi = 0)

)
+P(ben,Xi = 0) · log 2

(
P(ben,Xi = 0)

P(ben) ·P(Xi = 0)

)
=

1207
3000

· log 2

1207
3000

2000
3000 ·

1313
3000

+
106
3000

· log 2

106
3000

1000
3000 ·

1313
3000

+
793

3000
· log 2

793
3000

2000
3000 ·

1687
3000

+
894

3000
· log 2

894
3000

1000
3000 ·

1687
3000

= 0.180272

3.2 Decision Phase

The F1 score [18] of the target app was calculated using the typical machine learning algorithms
k−NN, Naı̈ve Bayes [9], Random Forest, and XGBoost [7]. The performance of the classifier is verified
through 10-fold cross validation [12]. F1-Score is defined as follows.

F1-Score= 2 · precision ·recall
precision+recall

where precision is T P/(T P+FP) and recall is T P/(T P+FN), and also T P, FP, and FN
indicate true positive, false positive, and false negative, respectively.

4 Experiments

In order to evaluate the performance of the proposed scheme, we implement the Yerima, et al.,
MaMaDroid on the same training dataset and analyze the accuracy of the proposed scheme, comparing
with them.
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4.1 Experimental Setup

The proposed scheme was implemented using Python 3.7.2, and the experiment was conducted on a
Windows 10 with Intel i5-7400 CPU, and 32GB RAM. Malware samples used in the experiment were
2000 obtained from Virusshare [2], and 1000 benign applications used in the Google Play Store [1].

4.2 Experiment Results

Experimental results of each phase of the proposed scheme are described separately.

4.2.1 Learning Phase

First, to create an API-based model, classes.dex file is parsed and extracted to the method unit
of API, and MI score ranking of all APIs is generated, and 40 APIs with the highest scores are used as
the features. Generate training and test set by vectorizing the presence or absence of 40 APIs to 1 or 0.
Table 3 shows the API MI scores of 40 APIs.

Table 3: API based MI Scoring Results
No. API Malicious Benign MI Score
1 Landroid/telephony/TelephonyManager;getSubscriberId 1207 106 0.180272
2 Landroid/net/NetworkInfo;getExtraInfo 1118 81 0.175569
3 Landroid/app/Notification;setLatestEventInfo 1393 251 0.132037
4 Landroid/telephony/SmsManager;sendTextMessage 708 27 0.118491
5 Landroid/telephony/gsm/GsmCellLocation;getLac 797 49 0.117406
6 Landroid/app/Activity;onKeyDown 1446 304 0.11694
7 Landroid/telephony/SmsManager;getDefault 719 33 0.114415
8 Landroid/telephony/gsm/GsmCellLocation;getCid 798 54 0.112885
9 Landroid/telephony/TelephonyManager;getCellLocation 800 55 0.112451

. . .
40 Landroid/util/FloatMath;sqrt 406 41 0.039788

Next, extract API call sequence using Flowdroid to create ACG. In this paper, we use the information
up to the API package unit defined by Google and calculate the MI score to use the top 40 API call
sequences as a feature. Table 4 shows 40 ACGs and their respective MI scores.

Table 4: ACG based MI Scoring Results
No. ACG Malicious Benign MI Score
1 android.util To java.lang 1827 900 0.033248028
2 Selfdefined To android.telephony.cdma 311 30 0.023368218
3 java.util To android.webkit 168 4 0.022288056
4 android.telephony.cdma To java.lang 301 30 0.021959577
5 android.net To android.net 1828 877 0.018417745
6 java.io To java.lang 1935 901 0.017549512
7 org.apache.http.conn.scheme To java.lang 851 219 0.017139855
8 Selfdefined To android.util 1830 871 0.01543745
9 Obfuscated To obfuscated 1935 897 0.015065262

. . .
40 android.widget To android.os 31 0 0.005214148
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Finally, in the proposed hybrid model, the top 20 features were extracted from the two results pre-
sented above. A new dataset was constructed using 40 features. Table 5 shows the 40 features used in
the proposed scheme.

Table 5: MI Scoring Results for Proposed Scheme
No. API + ACG Malicious Benign MI Score
1 Landroid/telephony/TelephonyManager;getSubscriberId 1207 106 0.180272
2 Landroid/net/NetworkInfo;getExtraInfo 1118 81 0.175569
3 Landroid/app/Notification;setLatestEventInfo 1393 251 0.132037
4 Landroid/telephony/SmsManager;sendTextMessage 708 27 0.118491

. . .
20 Landroid/widget/RemoteViews;getLayoutId 379 4 0.071514
21 android.util To java.lang 1827 900 0.033248028
22 Selfdefined To android.telephony.cdma 311 30 0.023368218
23 java.util To android.webkit 168 4 0.022288056
24 android.telephony.cdma To java.lang 301 30 0.021959577

. . .
40 android.app To android.widget 84 5 0.00800451

4.2.2 Decision Phase

After the MI scoring was obtained, the accuracy of the proposed scheme was compared with Yerima
et al., and MaMaDroid, using 3-NN, Naı̈ve Bayes (NB), XGBoost (XGB), and Random Forest (RF) clas-
sifiers. F1-Score measurement results are shown in Table 6, and Figure 4 is a graphical representation.

Figure 4: Classification Performance Comparison
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Table 6: F1-Score of Three Models

Model
Classification F1-Score

3-NN NB XGB RF
Yerima, et al 0.957 0.942 0.961 0.969
MaMaDroid 0.950 0.949 0.950 0.982
Proposed Scheme 0.957 0.958 0.957 0.984

Experimental results show that the accuracy of the proposed scheme is high among the three schemes,
and the accuracy is highest when the Random Forest classifier is used. In addition, the proposed scheme
took about 8 seconds to classify, while the MaMaDroid took about 24,350 seconds. Accordingly, it can
be seen that the hybrid model proposed in this paper was more efficient at classifying malwares.

5 Conclusion

In this paper, we propose a scheme to reduce the error of existing API based schemes and to improve
the performance degradation of ACG based schemes by exploiting the advantages of API and ACG based
approaches. Our results confirmed that hybrid learning can detect malicious behavior more accurately
than when API or ACG are used alone.

The use of more sample applications and improved machine learning algorithms will make detec-
tion more accurate, and we expect to make meaningful contributions to the field of application security
research in the future.
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