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Abstract

With the widespread of cloud service and the popularity of mobile devices, more and more re-
searchers are working on the technologies that can securely outsource expensive computation tasks
to a single semi-trusted cloud server. Inversion has always been considered one of the most basic and
prohibitively expensive arithmetic operations in cryptographic system based on finite field or elliptic
curve. In this paper, we construct two algorithms for secure outsourcing inversion operation with
the help of single and untrusted cloud server. The first algorithm, named Inv, is designed for secure
outsourcing single element’s inversion. The second algorithm, named MInv is designed for secure
outsourcing multiple elements’ inversion. Compared with using the extended Euclidean algorithm,
the client can achieve higher efficacy by using the first proposed algorithm Inv. The efficiency of
the second proposed algorithm on the cloud side is superior to invoking the first algorithm multiple
times. At the same time, there is no increase in computational burden on the client side. The for-
mal security analysis shows that our algorithms satisfy the security of verifiability, input-privacy, and
output-privacy. Furthermore, we simulate our proposed algorithms to evaluate its performance. The
simulation results demonstrate that our proposed algorithms are valid and practical.

Keywords: Secure computation outsourcing, Inversion, Verifiability, Privacy

1 Introduction

With the emergence and the widely used of cloud computing, it becomes feasible to access almost lim-
itless computing resources according to people’s demand. Computation outsourcing, as one of the fun-
damental advantages of cloud computing, makes cloud customers with expensive computation tasks get
rid of the limitation of their resource-constraint devices. At the same time, computation outsourcing gets
more widespread because of the popularity of mobile devices. Using this model, users constrained by
mobile or device with limited resources can complete some resource consumption computations, such as
modular exponentiation [1] and linear programming [20]. By outsourcing the computation tasks, com-
panies and individuals can avoid the cost of deploying and maintaining hardware or software for they
can pay to the cloud service provider according to the amount of resources used.

Although computation outsourcing has tremendous advantages, outsourcing computation tasks to
the commercial public cloud servers inevitably bring new security issues and challenges [8, 13, 25, 26].
Users no longer have direct control of their data during the computation. This makes the cloud servers not
fully trustworthy [19, 24]. A secure computation outsourcing should meet the following three require-
ments. First, because the semi-trusted cloud servers may return incorrect results to the client, the clients
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should be able to detect the dishonest behavior of the cloud servers. Second, the verification process
on the client side should not contain any complicated computations due to the resource-limited devices
may be incapable of accomplishing the complicated verification. At least, the amount of computation
required by the client to perform the validation should be much less than that required to complete the
original task. Otherwise, it would be meaningless to outsource the computation tasks. Third, the tasks
may include some sensitive informations, such as the financial records, the secret key of the client and
personally identifiable health information. These information should not be exposed to cloud servers.
Computation outsourcing must guarantee that cloud servers should not learn any useful information.

Currently, researches on the computation outsourcing can be divided into two directions: the general
outsourcing model [4, 10, 28] and the specific outsourcing model [3, 2, 12, 23, 29]. For generic out-
sourcing model, the first formal definition of the concept of verifiable computation outsourcing is given
by Gennaro et al, and a verifiable computation outsourcing scheme for arbitrary functions is constructed
in [10]; An outsourcing algorithm for inverting homomorphic functions based on computation disequi-
librium was proposed by Zhang et al. in [28]; In [4], an improved scheme without any garbled circuit was
proposed for generic computation outsourcing by Chung et al. However, to verify the result, the users are
asked to make some pre-computation in [4]. For specific outsourcing model, The first secure outsourc-
ing algorithm for modular exponentiation was proposed by Hohenberger and Lysyanskaya in [12] based
on two untrusted cloud servers, and further study was made by Chen et al in [1], and a more efficient
algorithm proposed in [3, 2, 23, 29]; An efficient scheme for secure outsourcing the bilinear pairings
was proposed by Chen et al. in [18], and a more efficient algorithm was proposed in [21]; Based on the
interactive methods, a secure outsourcing mechanism was constructed in [14] by Wang et al. for secure
outsourcing large-scale systems of linear equations. For secure outsource the inversion modulo a large
composite number, Su et al. proposed an efficient scheme in [16].

Inversion as one of the most basic scientific computation is widely used in many public-key cryp-
tosystems [5, 6, 9] such as the Elliptic Curves Cryptosystems (ECC). ECC [24] uses inversion in its
fundamental operations, such as point addition and scalar multiplication. With the increasing applica-
tions of cryptosystems based on ECC [15, 27, 17] and bilinear pairings [7, 11, 22], inversion in finite filed
plays more and more predominant role in both theory and applications. However, inversion as a time-
consuming operation may not be performed on some resource-constraint devices. Therefore, it is vital
to outsource the inversion operation to the cloud server. We focus on secure outsourcing the inversion in
finite field in this paper.

Our Contribution. We construct an algorithm for secure outsource single element’s inversion with
the aid of a semi-trusted cloud server. The proposed algorithm meets all requirements stated before.
A client can effectively outsource the single element’s inversion with privacy and verifiability. Also,
we construct an algorithm called for secure outsource multiple elements’ inversion. This algorithm
can obtain multiple elements’ inverses through one-time outsourcing. Compared with invoking the first
proposed algorithm multiple times, the computational overhead on the cloud side can be reduced to by
using the multiple inversion algorithm (if the client wants to calculate inverses) while the additional
computational overhead on the client side does not need. It means the client only needs to pay less
money to the cloud service provider if it adopts the second outsourcing scheme. By giving the security
analysis, we prove the security of our algorithms. Finally, we conduct several simulation experiments,
and the experimental results demonstrate the effectiveness of our proposed algorithm.

Organization. The rest of this paper is organized as follows. The formal definition and security
model of secure computation outsourcing are presented in Section 2. In Section 3, we give a compu-
tation outsourcing algorithm for single element’s inversion and we also construct a secure outsourcing
algorithm for multiple elements’ inversion. The security proof and efficiency comparisons are presented
in Section 4. Finally, we give a conclusion in Section 5.
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2 Formal Definition and Security Model

2.1 Formal Definition of Computation Outsourcing

A computation outsourcing model contains two participants: cloud and client. The client is resource-
constrained and tries to outsource a computation task f (x) to an untrusted cloud, where the computation
task f takes x as the input. In order to guarantee the privacy of x, the client encodes x into σx. Then the
client sends σx and the description of f to the cloud. The cloud computes σy after received f and σx.
Next, the cloud sends σy back to the client as the result, and the client verifies the correctness of σy. If
it is correct, the client accepts it; otherwise, the client refuses it. Finally, the client obtains f (x) from σy.
The concrete procedure is described in Fig. 1.

Figure 1: The Computation Outsourcing Model

A secure computation outsourcing scheme, which denoted by ( f ,x) , contains the following proba-
bilistic polynomial-time (PPT) algorithms.

- KeyGen(1k)→ τ . Takes the security parameter k as input, outputs the random value τ .
- Encrypt(x,τ)→ σx. Takes the computation task x and the random value τ as inputs, outputs σx.
- Compute( f ,σx)→ σy . Takes the computation task f and σx as inputs, outputs σy.
- Veri f y(σx,σy,τ)→ {y,⊥}. Takes σx, σy, and the random number τ as inputs, outputs y indicting

the result is correct, or ⊥ indicting the result is incorrect.

2.2 Security Model

There are two requirements for an ( f ,x)-computation outsourcing algorithm: verifiability and privacy.
Verifiability implies that the client should have the ability to detect whether the result from the cloud
is correct or not. It means that the cloud could not fool the client by returning a corrupted σ̂y. From
the point of mathematics, if σ̂y = σy, we say that the probability of Veri f y(σx,σy,τ) = y is negligible.
Privacy includes the input privacy and the output privacy. The privacy requirement can guarantee that the
cloud could not get any useful information about the input x and the output f (x). Firstly, we formalize
the concept of verifiability with the following experiments.

Experiment Expveri f y
A [ f ,k]

Query and response:
x0 = σx0 = β0 =⊥
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For i = 1 to l
- xi←A (x0,σx0 ,β0, ...,xi−1,σxi−1 ,βi−1);
- τi← KeyGen(1k);σxi ← Encrypt(τi,xi);
- σyi ←A (x0,σx0 ,β0, ...,xi−1,σxi−1 ,βi−1,σxi);
- βi =Ve f iry(σxi ,σyi ,τi).
Challenge:
- x←A (x0,σx0 ,β0, ...,xl,σxl ,βl);
- τ ← KeyGen(1k);σx← Encrypt(τ,x);
- σy←A (x0,σx0 ,β0, ...,xl,σxl ,βl,σx);
- ŷ =Ve f iry(σx,σy,τ).
If ŷ 6= f (x) and ŷ 6=⊥ , output 1; else output 0.
In the query and the response phase, the untrusted cloud is given access to the three oracles KeyGen,

Encrypt, and Veri f y. The adversary succeeds if the result ˆf (x) accepted by the client. However, it fails.
The ( f ,x)-computation outsourcing algorithm is verifiable only if the probability that any adversary
succeeds in this experiment is negligible. We give a more precise definition as follows.

Definition 1. (Verifiability) The ( f ,x)-computation outsourcing algorithm is verifiable if the success
probability of any polynomial-time adversary A in the above experiment Expveri f y

A [ f ,k] is negligible. In
other words, Pr[Expveri f y

A [ f ,k] = 1] is negligible.
According to the typical indistinguishability argument, the privacy of input and output can be de-

fined. Input privacy and output privacy requires that no useful knowledge about the input and the output
are disclosed. Briefly speaking, when the encryption algorithm Encrypt inputs two different values, the
output of the encryption algorithm Encrypt are indistinguishable for the cloud, we believe that the com-
putation outsourcing algorithm can guarantee the privacy of the input. Next, we formalize the concept of
input privacy with the following experiments.

Experiment ExpInprivacy
A [ f ,k]

Query and response:
x0 = σx0 = β0 =⊥
For i = 1 to l
- xi←A (x0,σx0 ,β0, ...,xi−1,σxi−1);
- τi← KeyGen(1k);σxi ← Encrypt(τi,xi).
Challenge:
- (x(0),x(1))←A (x0,σx0 ,β0, ...,xl,σxl );
- b←R {0,1},τb← KeyGen(1k),σx(b) ← Encrypt(τ(b),x(b));
- b̂←A (x0,σx0 ,β0, ...,xl,σxl ,βl,σx(b)).
If b̂ = b, output 1; else output 0;
In the experiment ExpInprivacy

A [ f ,k], the KeyGen and Encrypt oracles are available to the adversary
A . In the challenge phase, if the adversary A can distinguish the outputs of the encryption algorithm,
i.e., b̂ = b. we say that the adversary succeeds. A more precise definition is given as follows.

Definition 2. (Input privacy) The privacy of input is achieved in ( f ,x)-computation outsourcing algo-
rithm if the advantage of any PPT adversary A success in the experiment ExpInprivacy

A [ f ,k] is negligible.
That is, Pr[ExpInprivacy

A [ f ,k] = 1]−1/2 is negligible for any PPT adversary A .
The privacy of output can be defined similarly to input privacy. The following experiment formalizes

the definition of output privacy.
Experiment ExpOut privacy

A [ f ,k]
Query and response:
x0 = σx0 = β0 =⊥
For i = 1 to l
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- xi←A (x0,σx0 ,β0, ...,xi−1,σxi−1 ,βi−1);
- τi← KeyGen(1k);σxi ← Encrypt(τi,xi);
- σyi ←A (x0,σx0 ,β0, ...,xi−1,σxi−1 ,βi−1,σxi);
- βi =Veri f y(σxi ,σyi ,τi).
Challenge:
- Choose x(0),x(1) ∈ χ

- b←R {0,1};
- σx(b) ← Encrypt(τ(b),x(b)), σy(b) ←Compute( f ,σx(b));

- b̂←A (x0,σx0 ,β0, ...,xl,σxl ,βl).
If b̂ = b, output 1; else output 0;
In query phase, the adversary is given the oracle access to Encrypt and Veri f y. The adversary

succeeds if he/she can distinguish the outputs of Veri f y in the challenge phase.
Definition 3. (Output privacy) The privacy of input is achieved in ( f ,x)-computation outsourcing

algorithm if the advantage of any PPT adversary A success in the experiment ExpOut privacy
A [ f ,k] is neg-

ligible. More intuitive, Pr[ExpOut privacy
A [ f ,k] = 1]−1/2 is negligible for any PPT adversary.

3 Secure Computation Outsourcing for Inversion in Finite Field

In this section, we describe the proposed algorithms. The first is a secure outsourcing algorithm for single
element’s inversion which sends one request to the cloud to obtain an inverse of the specified element.
The second algorithm is for secure outsourcing multiple elements’ inversion which can obtain the batch
of inverses through one request.

3.1 Secure Outsourcing Algorithm for Single Element’s Inversion

3.1.1 Outsourcing Algorithm

The secure outsourcing algorithm called Inv is proposed for a single element’s inverse with the aid of
a single and untrusted cloud server. The privacy requirement for algorithm Inv is that the cloud server
could not obtain any useful information about the element and its inversion. Let G is a multiplicative
cyclic group with order p and x is an element in G, where p is a prime number. The algorithm Inv takes
p and x as inputs. The algorithm Inv outputs y, which meets the equation xy≡ 1 mod p. The algorithm
Inv is constructed based on the extended Euclidean algorithm [11], which can be shown in Algorithm 1.

3.1.2 Example

Let (Z∗p, ·) is a multiplicative group of modulus p, where p is a prime number. In this example, we set
p = 79 and x = 29. We want to calculate y = 29−1mod 79. We invoke the extended Euclidean algorithm
and the proposed algorithm Inv to calculate y respectively. The concrete procedures of using the extended
Euclidean algorithm and using the proposed algorithm Inv are described in Table 1 and Table 2.

Using the extended Euclidean algorithm, the client needs to perform 12 times multiplications and 6
times divisions locally. By using the proposed algorithm Inv, the computational cost on the client side
can be reduced for the client only needs to execute are 3 times multiplications in step 2, 7 and 8. It is
easily observed that the proposed algorithm Inv reduces the computation cost of the client from 12 times
multiplications and 6 times divisions to 3 times multiplications.
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Algorithm 1 Secure Outsourcing Algorithm Inv for Single Element Inversion
Input: Prime p; Element x ∈ G
Output: y = x−1 mod p
1: Client randomly chooses an element τ ←R G.
2: Client uses the random element τ to encrypt input x: σx← x× τ mod p.
3: Client sends the prime p and the encoded σx to cloud.
4: Cloud initializes the parameters: v← p, u← σx, x1← 1, x2← 0.
5: Cloud does as follows.
6: while u 6= q do
7: q← bv/uc;
8: r← v−qu, x3← x2−qx1;
9: v← u, u← r, x2← x1, x1← x3;

10: Cloud returns σy = x1modp as the calculation result back to the client.
11: Client verifies the validity: it computes β ← σx×σy mod p.
12: If β = 1, goto Step 13; Else return ⊥.
13: Client recovers result: y← σy× τ mod p.
14: return (y)

Table 1: Calculate y using the extended Euclidean algorithm
1 q = b79/29c= 2, r = 79−2×29 = 21, x3 = 0−2×1 =−2;
2 q = b29/21c= 1, r = 29−1×21 = 8, x3 = 1−1× (−2) = 1+2 = 3
3 q = b21/8c= 2, r = 21−2×8 = 5, x3 =−2−2×3 =−8
4 q = b8/5c= 1, r = 8−1×5 = 3, x3 = 3−1× (−8) = 11
5 q = b5/3c= 1, r = 5−1×3 = 2, x3 =−8−1×11 =−19
6 q = b3/2c= 1, r = 3−1×2 = 1, x3 = 11−1× (−19) = 30
7 29−1mod 79 = 30

3.2 Secure Outsourcing Algorithm for Multiple Elements’ Inversion

3.2.1 Outsourcing Algorithm

The secure outsourcing algorithm MInv is designed for multiple elements’ inversion with the aid of a
single and untrusted cloud server. Based on x−1 = y · (xy)−1 and y−1 = x · (xy)−1 hold, we construct the
proposed algorithm MInv.

Let G is a multiplicative cyclic group with order p and x1,x2, ...,xm are nonzero elements in G, where
p is a prime number. The inputs of algorithm MInv are x1,x2, ...,xm and p. The outputs of algorithm
MInv are x−1

1 ,x−1
2 , ...,x−1

m , such that xix−1
i ≡ 1 mod p, where i = 1,2, ...,m. The proposed algorithm

MInv can described as shown in Algorithm 2.

3.2.2 Example

Let (Z∗p, ·) is a multiplicative group of modulus p, where p is a prime number. In this example, we set
x1 = 4, x2 = 9, x3 = 14, x4 = 15, x5 = 18 and p = 79. We want to calculate the inverse of 4, 9, 14, 15
and 18. i.e., x−1

1 = 4 mod 79, x−1
2 = 9 mod 79, x−1

3 = 14 mod 79, x−1
4 = 15 mod 79 and x−1

5 = 18 mod
79. The concrete procedures of using the proposed algorithm MInv are described in Table 3.

Using the extended Euclidean algorithm, 30 times multiplications and 15 times divisions are needed
on the cloud side, and 15 times multiplications are needed on the client side. In contrast, by using the
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Table 2: Calculate y using the proposed algorithm Inv
1 τ = KeyGen(Z∗79) = 3; σx = 3×29 (mod 79) = 8;
2 σy = 8−1 (mod 79) = 10
3 σx×σy (mod 79) = 8×10 (mod 79) = 1
4 y = 3×10 (mod 79) = 30

Algorithm 2 Secure Outsourcing Algorithm for Multiple Elements’ Inversion
Input: Prime p; Nonzero element x1,x2, ...,xm ∈ G
Output: x−1

1 ,x−1
2 , ...,x−1

m , where xix−1
i ≡ 1 mod p

1: Client randomly chooses an element τ ←R G.
2: Client does: c1← x1× τ (mod p).
3: for i = 2→ m do
4: ci← ci−1× xi (mod p).
5: Client does: σx← cm

6: Client sends the prime p and the encoded σx to cloud.
7: Cloud initializes the parameters: u← σx, v← p, z1← 1, z2← 0.
8: Cloud does as follows.
9: while u 6= 1 do

10: q← bv/uc;
11: r← v−q×u, z3← z2−q× z1;
12: v← u, u← r, z2← z1, z1← z3;
13: Cloud returns σy = z1 mod p as the result back to the client.
14: Client does: β ← σx×σy (mod p);
15: Client verifies: If β = 1, goto Step 16; Else return ⊥.
16: Set w← σy.
17: Client recovers result as follows.
18: for i = m→ 2 do
19: x−1

i ← ci−1×w (mod p).
20: w← w× xi (mod p).
21: x−1

1 ← w× τ (mod p).
22: return (x−1

1 ,x−1
2 , ...,x−1

m )

algorithm MInv, on the one hand, the cloud needs to perform 8 times multiplications and 4 times divi-
sions. On the other hand, the client needs to perform 15 times multiplications. Clearly, the computation
overhead on the cloud side is significantly reduced. Meanwhile, the overhead on the client side does not
increase. The more the inverses are calculated, the more the calculation can be reduced on the cloud side.

4 Security Proofs and Efficiency Comparisons

4.1 Security Proofs

Although there are some differences between the algorithm Inv and the algorithm MInv, in terms of
security, no distinct difference can be aware of. we security. Here, we mainly focus on proving the first
proposed algorithm Inv meets the security requirements. Similarly, the security of the second proposed
algorithm MInv can be proved. In Inv, KeyGen includes step 1, Encrypt includes step 2, and Veri f y
includes steps 7,8.
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Table 3: Calculate x−1
1 , x−1

2 , x−1
3 , x−1

4 , x−1
5 , using the proposed algorithm MInv

1

τ = KeyGen(Z∗79) = 3; c1 = τ× x1 = 3×4 (mod 79) = 12;
c2 = c1× x2 = 12 (mod 79) = 29; c3 = c2× x3 = 29×14 (mod 79) = 11;
c4 = c3× x4 = 11×15 (mod 79) = 7; c5 = c4× x5 = 7×18 (mod 79) = 47;
σx = 47;

2

q = b79/47c= 1, r = 79−1×47 = 32, x3 = 0−1×1 =−1;
q = b47/32c= 1, r = 47−1×32 = 15, x3 = 1−1× (−1) = 2;
q = b32/15c= 2, r = 32−2×15 = 2, x3 =−1−2×2 =−5;
q = b15/2c= 7, r = 15−7×2 = 1, x3 = 2−7× (−5) = 37;
σy = 37 (mod 79)= 37;

3 σx×σy (mod 79) = 37×47 (mod 79) = 1
4 y = 3×10 (mod 79) = 30

Theorem 1. According to Definition 1, our proposed algorithm Inv is verifiable.

Proof. To prove the proposed algorithm Inv is verifiable, we will prove that the single untrusted cloud
cannot cheat the client by any incorrect results. According to the experiment Expveri f y

A [ f ,k] which is
defined in Section 2, our proof can be described as following.

Query and response:
For i = 1 to l
-xi←A (x0,σx0 ,β0, ...,xi−1,σxi−1 ,βi−1).
-τi← KeyGen(1k);σxi ← Encrypt(τi,xi), where σxi = τi× xi mod p and τi←R G.
- σyi ←A (x0,σx0 ,β0, ...,xi−1,σxi−1 ,βi−1,σxi).
- βi =Ve f iry(σxi ,σyi ,τi).
Challenge:
-x←A (x0,σx0 ,β0, ...,xl,σxl ,βl).
-τ ← KeyGen(1k);σx← Encrypt(τ,x), where σx = τ× x mod p and τ ←R G.
- σy←A (x0,σx0 ,β0, ...,xl,σxl ,βl,σx).
- ŷ =Ve f iry(σx,σy,τ).
Set σy = f (σx), and σy is an element in G for σx ∈G. According to the challenge phase, we can get:
- If σ̂y /∈ G, then Veri f y(σx, σ̂y,τi) will output ⊥.
- If σ̂y×σx 6= 1 mod p, then Veri f y(σx, σ̂y,τi) will output ⊥.
- If σ̂y× σx ≡ 1 mod p, then Veri f y(σx, σ̂y,τi) will output 1. That is to say, σ̂y is the expected

computation result. That is because of the following hold. Let σ̂y ≡ σy×α mod p, α be an element in
G. We can get:

1≡σ̂y×σx mod p

≡σy×α×σx = σy×σx×α mod p

≡1×α ≡ α mod p.

Consequently, α ≡ 1 mod p, α is an element in G, α = 1, thus α̂y = αy. Therefore, for every query
from the adversary, Pr[ExpOut privacy

A [ f ,k] = 1] = 0 always holds.

Theorem 2. According to Definition 2 and Definition 3 in Section 2, our proposed algorithm Inv can
achieve the privacy of input and output.

Proof. To prove the proposed algorithm Inv is input-privacy, we will prove Pr[ExpInprivacy
A [ f ,k]]−1/2,

which is defined in De f inition2, is negligible. Our proof can be described as following.
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Query and response:
For i = 1 to l
-xi←A (x0,σx0 ,β0, ...,xi−1,σxi−1).
-τi← KeyGen(1k);σxi ← Encrypt(τi,xi), where σxi = τi× xi mod p and τi←R G.
In the query and response phase, σxi can be considered as a ciphertext encrypted with τi as the random

encrypt key. Since τi is randomly chosen and uniformly distributed in G, σxi = τi×xi (mod p) is one-time
pad encryption with advantage in perfect privacy. Therefore, no useful knowledge of the input and the
output will be leaked to the adversary during the experiment ExpInprivacy

A [ f ,k], except the information
that the adversary knows beforehand.

Challenge:
-(x(0),x(1))←A (x0,σx0 ,β0, ...,xl,σxl ).
-b←R {0,1};τb← KeyGen(1k);σx(b) ← Encrypt(τ(b),x(b)).
- b̂←A (x0,σx0 ,β0, ...,xl,σxl ,βl,σx(b)).
Similarly, σx(b) ≡ τ × x(b) (mod p) can also be considered as one-time pad encryption where the

random encrypt key is τi, which is randomly chosen and uniformly distributed in G. In the challenge
phase, what the only thing that the adversary can do is randomly guess a bit b̂, and the probability of
success for the adversary is 1/2. Therefore, the advantage of the adversary A success in the experiment
ExpInprivacy

A [ f ,k] is negligible. i.e., Pr[ExpInprivacy
A [ f ,k]] = 1/2.

Similar to proving the input-privacy, the output-privacy can be proven. Given the perfect privacy ad-
vantage of one-time pad encryption, the queries in experiment ExpOut privacy

A [ f ,k] does not leak any useful
information to the adversary. In the challenge phase, send ( f (x(0)), f (x(1)),σx(b) ,σy(b)) as a challenge to

the adversary A , and ask the adversary A to output b̂. On the one hand, because σ
(b)
x mod p is a one-

time pad encryption and τ is randomly choose and uniformly distributed in G, x(b) is completely invisible
to the adversary. On the other hand, because of σy(b) = f (τ(b)× x(b)(mod p)) = (τ(b))−1× (x(b))−1(mod
p) holds, we can get (x(b))−1 = σyb× (τ(b)) (mod p), and Pr[ f (x(0) = σy(b)× τ(b)] = 1/2.

Therefore, the probability to guess the correct bit b̂ for the adversary A is 1/2.

Similar to proving Theorem 1 and Theorem 2, we can prove Theorem 3 and Theorem 4.

Theorem 3. Our proposed algorithm MInv is verifiable according to Definition 1.

Theorem 4. According to Definition 2 and Definition 3 in Section 2, our proposed algorithm MInv can
achieve the privacy of input and output.

4.2 Efficiency analysis

We simulate the proposed algorithm Inv and MInv. For convenience, we use Algorithm 0 to represent the
extended Euclidean algorithm, use M to represent the multiplication operation, and use D to represent the
division operation. We now give the analysis of the proposed algorithms. To prove the efficiency of the
first proposed algorithm Inv, we compare the computation cost on the client side between algorithm Inv
and Algorithm 0. In each cycle of the Algorithm 0, 1 division and 2 times multiplications are needed to
conduct on the client side. The loop of divisions in Algorithm 0 is log(p) in the worst case, where p is the
modulus. Therefore, using Algorithm 0, the client is required to execute 2log(p) times multiplications
and log(p) times divisions in the worst case. By contrast, using the proposed algorithm Inv, in any case,
the client only needs to perform 3 multiplications. In Table 4, we compare the number of multiplications
and divisions involved in Algorithm 0 with those in algorithm Inv.

The second proposed algorithm MInv is used to calculate multiple elements’ inversion. Trivially,
we can invoke the first proposed algorithm Inv multiple times to calculate x−1

1 , x−1
2 , ... , x−1

m . On the
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Table 4: Comparison of Algorithm 0 and algorithm Inv
Algorithm 0 2log(p)M+ log(p)D;

Inv 3M

client side, the computational cost is 3m ·M. And on the cloud side, the computation cost of m elements
is m · 2log(p)M +m · log(p)D. With the proposed algorithm MInv, the computational overhead in the
cloud is reduced to 2log(p)M + log(p)D, while the client does not increase the additional computing
burden. We show this comparison in Table 5.

Table 5: . The cost for calculating m elements’ inversion in Inv and MInv
On the Client side On the cloud side

Inv 3mM m ·2log(p)M+m · log(p)D;
MInv 3mM 2log(p)M+m · log(p)D

Besides, we carry out simulation experiments for the three algorithms. The experiments are executed
on Lenovo G450 PC with an Intel Pentium Dual-Core T4300 @ 2.10GHz processor and 4GB of RAM
running Ubuntu version 14.04.

Figure 2: Client’s running time of Algorithm 0 and algorithm Inv

Firstly, we compare the running time of Algorithm 0 and the proposed algorithm Inv on the client
side. The bit length of p is set from 0 to 1280. From Fig. 2, we can see that the running time in Algorithm
0 increases much more rapidly than that in the proposed algorithm Inv. We can observe this more clearly
with the increasing of bit length.

In Fig. 3, we show the running time of the algorithm Inv and MInv on the client side and on the
cloud side, respectively. The bit length of p is set from 0 to 1280 (here we set m = 8). The running time
of cloud in algorithm MInv is 1/8 of that in algorithm Inv, while the running time of client in algorithm
MInv doesn’t increase compared with that in algorithm Inv.

If client wants to calculate m inverses, the client needs to send m outsourcing requests and the cloud
needs to execute m times inverse operations using algorithm Inv. However, using algorithm MInv,
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Figure 3: Cloud’s running time of algorithm Inv and algorithm MInv for 8 elements’ inversion

Figure 4: Cloud’s running time of Inv and MInv for multiple elements

the client only needs to send one outsourcing request and the cloud needs to execute one time inverse
computation. As the result, the cloud needs to handle one inversion request, in which case the client can
get m inverses. That is, the running time of cloud in algorithm MInv is 1/8 of that in algorithm Inv. Also,
the computation cost of client does not increase. We set the number of elements from 0 to 100 and show
the experimental results in Fig. 4.

From above analysis, we can conclude that it would be much better to run algorithm MInv than to
run algorithm Inv multiple times when calculate multiple elements’ inversion.
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5 Conclusion

In order to make public-key cryptography more accessible to resource-constrained devices, we mainly
explore how to securely outsource the group inversion to a semi-trusted cloud server in this paper. We
firstly propose an algorithm Inv for securely outsourcing a single element’s inversion. Then, we propose
an algorithm MInv for securely outsourcing multiple elements’ inversion for the purpose of reducing
traffic and economic cost. Based on the definitions of security, the formal security proofs of verifiability,
input privacy, and output privacy are given. In the algorithm Inv and MInv, the client and the cloud only
need to exchange one message with each other. The simulation results of the proposed algorithm Inv
and MInv shows that our algorithms are efficient.
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