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Abstract

The development of social media is beneficial for users to quickly access various types of infor-
mation online. However, this can be a risky for teenagers under the age of 18 years because they
may become exposed to information that is unsuitable for them. Some social media platforms have
established age-restricted content policies to prevent teenagers from being exposed to bad informa-
tion. However, unsuitable content that has not been marked as age-restricted still exists online as a
result of the enormous volume of information provided on the Internet and the inability to identify
it immediately, among other factors. It is important to classify restricted and unrestricted content to
protect teenagers’ online safety because teenagers are more likely to be negatively affected by biased
and harmful content than adults are. We suggest a strategy for classifying restricted and unrestricted
content in this study by examining content comments. We collected and cleaned comments obtained
from two datasets (each containing restricted and unrestricted content comments, respectively) from
YouTube. Word2vec was used to display comments as vectors, and the classifier was established us-
ing convolutional neural network and long short-term memory. Through our findings, we hope make
the social media environment more secure to protect the physical and mental health of teenagers.
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1 Introduction

The practice of sharing and watching online videos via social media has exploded in popularity in recent
years [1]. Video watching is becoming an important part of daily life for social media users [2]. YouTube
is one of the largest video-sharing platforms, allowing users to upload, view, rate, and share videos [3].
According to the report from statista, the global YouTube user base is expected to reach 2,854.14 million
people by 2025. Furthermore, it was shown that the majority of YouTube users in the United States are
between the ages of 15 and 25 [4, 5]. It follows from the above that teenagers under the age of 18 years
occupy an important position among YouTube users [6].

While teenagers under the age of 18 years benefit from social media by interacting with and learning
from others, they are also at risk of exposure to large amounts of objectionable online content [7], 2011).
Social media violence and cyberbullying are on the rise. Video-sharing sites are generally regarded as
sites that bring online risks to teenagers under the age of 18 years [6].
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YouTube is the most used free video-sharing platform globally and the most utilized social media
platform. Therefore, we selected YouTube as the object of this study. On YouTube, restricted content
refers to content or videos that contain vulgar language, sexual content, gore/violence, or dangerous
activity [8]. In order to prevent teenagers under the age of 18 years from accessing restricted video on the
YouTube platform, the platform provides regulations to control restricted content as well as employees
who are responsible for evaluating content based on user requests, among other measures. However,
a sizable proportion of videos that can be categorized as restricted content are still accessible on the
website, and many of them are not labeled, making them accessible to teenagers. This is related to
the reasons that the quantity of videos uploaded to the platform is expanding on a regular basis [9].
Meanwhile, it has been discovered that restricted videos are incredibly popular, garnering a large number
of views and likes. Teenagers are classed as vulnerable groups owing to their lack of life experience,
which makes it difficult for them to distinguish right from wrong. They may be particularly vulnerable
to the effects of a video and may imitate the inappropriate behavior displayed in it [10, 11]. Video
categorization can assist video-sharing platforms in distinguishing unacceptable videos from acceptable
videos, as well as in implementing autonomous video management [12].

Comments reflect the feelings, perceptions, and opinions of viewers about the content they watch
[13]. Over than 100 million people interact with videos on YouTube every week, according to the survey
of YouTube. They do so by rating, sharing, and commenting on videos. The comments of users can be
used to explain the content of a video, and can be valid evidence to declare the video quality, perfection,
relevance, and popularity [12, 14] Therefore, users’ comments on a video can be highly beneficial for
video classification. In this study, we classify restricted content based on YouTube video comments
using deep learning methods. The following two questions will be the primary focus of our discussion:
(1) How effective is deep learning in classifying restricted content? (2) Is hybrid model building using
a convolutional neural network (CNN) and long short-term memory (LSTM) effective for restricted
content classification? In this study, convolutional neural network (CNN) and long short-term memory
(LSTM) hybrid modeling methods is used to explore video classification, which is helpful to understand
the role of deep learning hybrid modeling methods in video classification. Meanwhile, the results of this
study are beneficial to improve the accuracy of distinguishing harmful videos from harmless videos, and
contribute to creating a safe and healthy Internet environment for teenagers.

The following is the structure of the remainder of this study: Section 2 summarizes related work
and discusses how this study differs from previous work. Detailed explanations of the methodology and
experimental results are provided in Sections 3 and 4. The suggested model and its findings are described
and discussed in Section 5. Section 6 offers the final conclusion.

2 Literature Reviews

Previous studies on video classification have found that machine learning can be used to classify videos
by constructing classifiers on the metadata and comments on videos [12]. However, the simplicity of
ML functions may reduce their generalization ability. This, combined with limited samples and com-
putational units, makes them unable to handle complex classification problems and express complex
functions, and restricts the extent of possible classification [15]. Some studies used metadata for videos
to develop naı̈ve Bayes and support vector machine (SVM) classifiers for detecting videos that contain
racism, racist slurs, and feminism [16]. Neural network technology is widely used for image process-
ing. Detecting pornographic content using motion information and deep learning architectures; using an
architecture based on a CNN to detect inappropriate video scenes in video files by analyzing audio and
video features; and a fine-grained approach called KidsGUARD1 were proposed to detect videos that
contain violent and pornographic scenes [17, 18, 19]. Pornographic content detection was hindered by
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the poor resolution, tiny patch support, and variety in appearance [20]. The analysis of video reviews uti-
lizing long short-term memory (LSTM) methods to identify video content that is detrimental to teenagers
has not been addressed before, and this is the focus of our work.

With the help of the CNN and the LSTM, we have developed a text classification system that is
hybrid model-building-based. The LSTM model was used to preserve historical information and identify
contextual dependencies of text after we employed CNN to extract local characteristics of the text.

2.1 Background of the Deep Learning Model

Deep learning replicates how the human brain works in order to create machine learning models with
multiple hidden layers, transforms low-level features into higher-level features to represent attribute cate-
gories, and reveals scattered features in data. It creates deep network architectures for extracting features
efficiently and has good generalization ability [21]. Many models of deep learning, like as deep neural
networks (DNN), LSTM, autoencoder (AE), and CNN have been used in different tasks. Furthermore,
the deep learning model has shown remarkable success in the processing of natural language for a num-
ber of situations because the feature definition work can be decreased and higher performance in terms
of accuracy can be achieved [22, 23].

2.2 Word2vec

As a deep learning model, Word2vec is one of many approaches to word embedding that have been
proposed, it is capable of converting text to vector format and relocating words into a new space [24]. In
other words, the natural language problem is translated into a form that can be understood and processed
by machines. Word2ves is able to regulate the dimensions of feature vectors and handle the situation
of multiple dimensions. In addition, as compared to other methods of text representation, the word
vector created by the word2vec model contains more contextual semantic information, which is beneficial
in the training of neural networks, as previously stated [25]. Each word in word2vec is represented
as a vector that is concatenated or averaged with the vectors of the other words in the context. The
generated vector is utilized to make context-dependent predictions about further words. Word2vec learns
vector representations of words using continuous bag-of-words (CBOW) model and continuous skip-
gram model. Figure 1 shows the CBOW and skip-gram models. As seen in the Figure 1, the CBOW
model predicts the present word based on context, while the skip-gram model predicts the surrounding
words based on the present word [26].

Figure 1: The Method of CBOW and Skip-gram

In previous studies, word2vec was applied to sentiment classification because it can identify the
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semantic relationship between words in a document. Zhang et al.[24] utilized word2vec clustering syn-
onyms referencing the same product attributes to verify their ability to extract semantic features, and then
SVMperf was used to classify review text. The experimental findings suggest that combining word2vec
with SVMperf can achieve satisfactory classification performance. Sun and Chen [27] devised a method
for categorizing short texts using word2vec and the Latent Dirichlet Allocation (LDA) topic model in
their study. Gibbs sampling was used in their study to train the LDA topic model based on speech
weight. The results were vectorized with topic high-frequency words and trained using word2vec, which
lengthened the test text. The extended short phrases were categorized using the SVM approach after
the features were increased. In accordance with the experimental findings, the proposed strategy in their
research has the potential to greatly improve classification performance. According to Xue et al. [28],
a novel model based on the semantic orientation pointwise similarity distance (SO-SD) model may be
used to assess the emotional inclinations of Weibo posts and other social media communications. They
began by segmenting Weibo information into discrete Chinese terms with the use of a word segmenta-
tion tool. The word2vec program was trained using a subset of the processed Weibo words, resulting
in the production of an extended Weibo emotion lexicon. The distance between words was measured in
order to establish which group each word belonged to. The researcher pointed out that word2vec has
the potential to capture sentiment information in citations. Jang et al.[29] created a convolutional neural
network (CNN) employing two word2vec embedding algorithms, the CBOW model and the skip-gram
model, to explore the effect of word2vec on the CNN classification model’s outcomes. On real news
and tweets, they tested CNN’s categorization accuracy using CBOW, skip-gram, and word2vec mod-
els. The experimental findings indicated that word2vec considerably enhanced the classification model’s
accuracy.

2.3 Convolutional Neural Network Model (CNN)

The CNN is a multi-stage trainable neural network architecture developed for classification tasks. Its
design was inspired by the human eye system [30]. The CNN was initially used for image processing
research and achieved excellent results in this field [20]. Recently, the CNN model was effectively used
in text classification [31]. As part of the investigation into the classification of social media commu-
nications, Yu et al.[13] used a CNN model on three manually labeled Twitter datasets to examine its
effectiveness on the categorization of social media messages. Using the findings, it was discovered that
the accuracy of the CNN model was superior to that of SVMs and logistic regression models (LR). Geor-
gakopoulos et al.[32] also proved that CNN was better than traditional text mining algorithms, such as
SVMs, naive Bayes, and K-nearest neighbor (KNN), in terms of classification of toxic comments. Wei et
al. [33] evaluated the performance of CNN in categorization using real-world data from a variety of legal
projects. They compared the effectiveness with an SVM. The findings indicated that the performance
of the CNN model was still superior to that of the SVM model, despite the fact that the CNN model
was utilized in the experiment without additional optimization. Pei et al. [34] suggested a model named
TW-CNN which obtains the semantic characteristics of the short text using LDA and word2vec and then
extracts the text features using a CNN for classification. The trials demonstrated that the TW-CNN model
has a greater classification accuracy than standard machine learning approaches for text categorization.
Furthermore, it has been shown that deep CNN is capable of classifying words without any prior knowl-
edge of the words or the syntactic or semantic structure of a language [35]. This is because the CNN
has strong adaptability and can make full use of the convolution filter, which can automatically learn the
characteristics suitable for the given task, and no professional knowledge about the structure of the target
language is required [36, 23].

The CNN is built primarily of three layers: the input layer, the hidden layer, and the output layer. In
the CNN model, the embedding layer is used to address the sparse matrix problem in recommendation
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systems. The trained vector values from the embedding layer were sent into the convolutional layer,
which extracted the relevant features of the text from the input text. The matrix obtained by the con-
volution layer was utilized as the input to the polling layer in the next step. The main purpose of the
polling layer is to reduce computational complexity. Max-polling is the most used polling technique,
which makes use of as much information about the immediate vicinity as possible. The pooling layer
outputs the two-dimensional vector, which is flattened and sent to the next layer. Typically, the fully
connected layer is the last layer of the CNN. In this study, the CNN model had one embedding layer,
three convolutional layers, and one max-polling layer. Figure 2 shows the architecture of the CNN used
in this study.

Figure 2: The Architecture of Convolutional Neural Network

2.4 Long Short-Term Memory (LSTM)

The Recurrent Neural Network (RNN) is a kind of neural network that was developed from feed forward
neural networks, which are capable of processing variable-length sequences of inputs by using their
internal state (memory). Hochreiter [37] proposed the Long Short-Term Memory (LSTM) as a specific
sort of RNN. The LSTM seeks to improve the expression of long- and short-time dependency relations,
as well as the handling of gradient diffusion and gradient explosion difficulties that are generated by
a normal RNN algorithm. The LSTM model has also been shown to be quite powerful in capturing
long-distance correlations in sequences of variable lengths, which is another advantage [37]. The LSTM
architecture is made up of a cell and three gates: an input gate, an output gate, and a forget gate. Fiure 3
depicts the LSTM architecture.

Figure 3: The Architecture of Long Short-Term Memory

The LSTM uses its gates to add, delete, and reset information in each block, which is stored as a
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cell state. The importance of new information exceeds the importance of current information [38]. The
calculation formula is as follows:

it = σ(Wiht −1+Uiαt +bi) (1)

ft = σ(Wf ht −1+U f αt +b f ) (2)

c̃ t = tanh(Wcht −1+Ucαt +bc) (3)

ct = ft ∗ ct −1+ it ∗ c̃ t (4)

ot = σ(Woht −1+Uoαt +bo) (5)

ht = ot ∗ tanh(ct) (6)

In the equations, σ is the logistic sigmoid function, and ∗ denotes the two vectors’ element-wise
product. The activation function is denoted by tanh. The parameters are represented by the letters W , U ,
and b. W and U denote the weight matrices between two consecutive layers, while b is the bias between
the two successive levels. Furthermore, the input gate, forget gate, cell memory, and output gate are
represented by the symbols it , ft , ct , and ot , respectively. The input vector at time t is denoted by the
symbol αt . As seen in equation (6), the variable ht not only includes the information represented by αt ,
but it also contains the past output state ht1, which may be used to capture dependencies in a phrase
based on previous contextual knowledge.

The LSTM is suitable for processing sequence data because of its unique design structure. Numerous
research use it in conjunction with other network architectures to address complicated issues. For the
classification challenge of large-scale news texts, Li et al. [39] employed Bi-LSTM-CNN as the learning
model. They did not employ a unidirectional LSTM layer to gather context information, but rather a bidi-
rectional LSTM layer. Following that, CNN was utilized to create the contexts for each individual word.
The findings revealed that this strategy performs an excellent work to maintain context information while
also allowing for a greater variety of word orders. A classification model based on word2vec and LSTM
was used to classify patent texts in a study by Xiao et al. [40]. The findings from their analysis show it
was discovered that this method outperformed the classification accuracy rates of classification models
based on LSTM, KNN, CNN as well as the accuracy rates of models based on CNN and word2Vec.
Zhou et al. [41] suggested a cross-language sentiment categorization model based on an attention-based
LSTM. This model employs multilingual bidirectional LSTM to represent the source and destination
languages’ word sequences. Validation was carried out using a benchmark dataset in which Chinese
was used as the source language and English was used as the target language, with exceptional results.
Liang and Zhang [42] introduced a framework for modeling phrases and documents named AC-BLSTM,
which combines an asymmetric convolutional neural network (ACNN) with a bidirectional long short-
term memory network (BLSTM) for modeling. When training the model, it is applied to phrases and
sentences from the Stanford Sentiment Treebank (SST), although only the sentences are examined during
the validation phase. The results demonstrate that the AC-BLSTM model outperforms all other models
in the commonly used sentiment classification, question classification, and document classification tasks
used by academics.

Astonishing improvements in the area of natural language processing have been made possible by
deep learning. Nevertheless, due to CNN’s shortcomings in capturing long-term relationships of words in
text, some semantic information may be lost, which may result in a reduction in its modeling performance
[35]. Furthermore, LSTM may capture long- or short-term relationships, as well as model text sequences
of varying lengths. We propose a hybrid model in this study, which incorporates CNN and LSTM to
distinguish between restricted and unrestricted content classification.
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3 Research Methodology

This study used unstructured data from YouTube as input. After removing stop words and symbols,
word2vec converted words into vectors to identify inference between words conveniently. These vector
values became the input for the proposed model, which processed the vector values. Finally, accuracy,
precision, recall, and F-score were used to verify the classification results. Figure 4 shows the study
process.

Figure 4: Research Process

3.1 The Proposed Hybrid CNN-LSTM model

A schematic diagram of our hybrid CNN-LSTM model is shown in Figure 5. CNN and LSTM were uti-
lized in this model to get the desired results. We started by converting words into vectors using word2vec,
since deep learning is unable to interpret human-written text directly. These vector values were sent into
the CNN model as its input data. We used convolutional layers to extract local characteristics from the
CNN model’s input vector values. Next, the feature vector generated by CNN was used as input for the
LSTM model, which was used to extract context-dependent features, and a classifier layer was applied
at the end of this process.

Figure 5: The Architecture of the Proposed Hybrid CNN-LSTM Model
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3.2 Embedding Layer

The proposed model’s first layer is the embedding layer, which is capable of extracting semantic charac-
teristics from the input and initializing vocabulary word vectors through a pre-trained word vector matrix
[43]. The embedding layer is initialized using the embedding extracted from word2vec. We froze the
embedding layer to maintain the general meaning of the words. This layer’s output is used as the input
for the convolutional layers of model.

3.3 CNN Layer

The embedding layer’s data is supplied to the CNN module, which extracts local characteristics from
it. vi is considered as the d-dimensional word vectors for the ith location of a given word in a headline.
Assuming the phrase comprises L words and the CNN’s sliding window has a size of k, the word vector
in the jth( jL−1) sliding window may be represented as v j,v j+1, ..., v j+k−1. They can be represented
as window vectors, as follows:

X j = [vi,v j +1, . . . ,v j + k−1] (7)

where the window vector associated with the current word v j is denoted by the following: X j−k+1,
X j− k+ 2,. . . , X j. Then, for each element Y j of the feature map for window vector X j, the following
expression may be used:

Yj = f (X j
⊙

W +b) (8)

where b is the bias, W denotes the convolution kernel,
⊙

is the convolution multiplication, f denotes
the activation function, and relu function may enhance the network’s learning dynamics and minimize
the number of iterations necessary for convergence in deep networks. The relu function is represented
by:

g(x) = max(0,x) (9)

After the convolution layer, max-pooling is used to dramatically reduce the number of features and
parameters, as well as the complexity of the computations involved. It is possible to describe the win-
dow vector feature matrix as Y( j− k+ 1),Y( j− k+ 2),. . . ,Yj , determining the maximum eigenvalue by
performing a maximum operation on each row of the matrix. The maximal produced word feature is
represented by the following formula:

α j = Max(Yj − k+1,Yj − k+2, . . . ,Yj) (10)

3.4 LSTM Layer

However, although CNN can extract local characteristics from text and increase the accuracy of clas-
sification, it has limitations when it comes to identifying context dependencies from the text [44]. An
exceptionally successful method for collecting long-distance correlations in sequences of variable length
has been shown using the LSTM algorithm [37]. The text feature vector produced by the CNN is passed
on to the LSTM as input. The following is the formula for calculating the result:

it = σ(Wiht −1+Uiαt +bi) (11)

ft = σ(Wf ht −1+U f αt +b f ) (12)

c̃ t = tanh(Wcht −1+Ucαt +bc) (13)

ct = ft ∗ ct −1+ it ∗ c̃ t (14)
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ot = σ(Woht −1+Uoαt +bo) (15)

ht = ot ∗ tanh(ct) (16)

Each of the CNN layer’s j output corresponds to an LSTM input at time t. The output of the LSTM
layer is sent into the softmax classifier, which then performs classification on the information. The
softmax function converts the average of random outcomes into a 0,1 form, and its formula is as follows:

P(y = i | x,θ) = eoi/(ΣN
K=1eok) (17)

4 Experiments

It is in this part that the suggested CNN-LSTM model’s classification performance is evaluated and the
results are analyzed using the training dataset. We will first describe the training and testing datasets,
and then we will assess the metrics and outcomes that were obtained.

4.1 Datasets

This study used two datasets from YouTube as corpus. There are 15 categories divided into YouTube
channels, and the people and blogs category has been the most deleted and taken down according to ID
Africa’s survey [45]. We collected comments on videos that were and were not labeled age-restricted
in the category of people and blogs. The videos deemed unsuitable for teenagers are tagged with “Age-
restricted video (based on Community Guidelines)” on YouTube. First, we manually confirmed the
videos that fit our purpose, and then crawled comments. Finally, 81,986 comments were taken from
videos labeled as age-restricted, and 77,622 comments were obtained from videos not labeled as age-
restricted. The corpus was separated into three portions in this study using a 7:1:2 ratio for the training,
verification, and testing sets.

4.2 Experimental Setting

Keras, a prominent Python package, was used to implement the suggested model. In this study, the
CNN model consisted of six layers: one embedding layer, three convolutional layers, and three polling
layers. Because DNN consists of a large number of parameters, they are prone to overfitting. With the
use of dropout, it is possible to randomly remove the feature detector from the network during training
and produce less interdependent network elements, resulting in improved performance [46]. Therefore,
the dropout technique was used in each convolutional layer to prevent the overfitting of the model. The
suggested Hybrid CNN-LSTM model’s parameters are listed in Table 1 below, along with their associated
values.

5 Results and discussion

On the same corpus, two popular deep learning models (CNN and LSTM) as well as the hybrid model
suggested in this work were tested for performance. According to the results, the proposed hybrid model
outperforms the other LSTM and CNN models in terms of performance. Model performance was eval-
uated using conventional evaluation measures such as accuracy, precision, recall, and the F-measure.
Figure 6 depicts the outcomes of the study.

The classification system’s accuracy is defined as the proportion of correctly classified samples to
the total number of samples in each dataset. The accuracy equation can be expressed as Accuracy =
((T P+T N))/((T P+T N +FP+FN)). As seen in Figure 6, the hybrid model has an accuracy of 85%,
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Table 1: CNN-LSTM Model Parameter Settings
Parameters Value
Convolutional function ReLu
Filter windows size 3,5,7
Learning rate self-adaptive
Dropout 0.2
Embed size 300
Step size earlystopping
Batch size 50
LSTM hidden vector size 200

Figure 6: Comparison Results in Accuracy, Precision, Recall and F-measure

which is greater than the accuracy of LSTM and CNN models of 82% and 83%, respectively. Precision
means that the positive examples that are judged to be true account for the proportion of all examples
that are judged to be true. The equation can be expressed as Precision = T P/((T P+FP)). Additionally,
the hybrid model’s precision was 84%. This is greater than LSTM and CNN models, which have 79%
and 83%, respectively. The recall rate was utilized to account for the relationship between the number
of positive examples in the classifier and the total number of positive examples. The equation can be
expressed as Recall = T P/((T P+FN)). Further, the result of the hybrid model reached 74%, that of
the typical LSTM model reached 75%, and that of the CNN model reached 70%. The F-measure tries to
achieve a better balance between the influence of the accuracy rate and the recall rate, as well as to assess
a classifier more comprehensively. Its equation can be expressed as F −measure = ((2 ∗Precision ∗
Recall))/((Precision+Recall)). The result of the hybrid model reached 79%, which is higher than the
77% and 76% of typical LSTM and CNN models, respectively. According to the results, the hybrid
CNN-LSTM model was proposed to achieve ideal classification performance for classifying restricted
and unrestricted content. The hybrid model not only efficiently exploits the sliding window properties
of CNN to extract local features, but it also incorporates LSTM to maintain historical information and
extract contextual dependencies from text.
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6 Conclusion

Technology companies should concentrate on creating a secure online environment for teenagers, who
account for the preponderance of social media users, as network technology continues to evolve and
social media platforms continue to grow in popularity and growth. We suggested a framework for dis-
tinguishing restricted and unrestricted videos in this study using online user comments. The study’s
findings indicate that the suggested framework may successfully assist social media platforms in iden-
tifying content that is inappropriate for teens. This study has the potential to make three contributions.
First, this study proposed a framework built using deep learning methods by analyzing and summariz-
ing the theoretical and practical experiences of earlier studies, and the examination of user comments
demonstrates the suggested framework’s superior performance. This enriches the literature in the field of
video classification. Second, in contrast to the practice of using machine learning techniques to analyze
comments in earlier studies, this study used a combination of CNN and LSTM to build the framework
and compared the classification performance of the framework using a single deep learning technique.
The results proved that the framework established by hybrid technology showed excellent classification
performance. Third, the results of this study demonstrate that user-generated content can be analyzed to
effectively distinguish between restricted and unrestricted videos. Social media platforms must create a
safe online environment and improve service quality by analyzing user comments to identify inappropri-
ate content for teenagers in a timely manner.

There are several limitations to this study. First, we only used data from user comments for our
study, and future research could consider exploring additional available data types, such as video titles
or information about video authors. Second, we only collected data from one category on the YouTube
channel. Future research could collect data from other categories to make the dataset more comprehen-
sive. Third, this work focused only on text-based classification algorithms; future research could examine
both textual and non-textual aspects for online video categorization.
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