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Abstract 

This study explores the impact of internet users’ and web owners’ knowledge, measured by the level 

of digital skills, on the number of insecure websites based on a survey of the internet. The influence 

of the affordability of internet access to the web space on the vulnerability of a particular European 

country is also considered. The study introduces a quantifiable index for assessing the insecurity of 

websites that is incorporated into a newly developed tool that scans websites and identifies the 

vulnerability in the Web Content Management System (WCMS). The collected vulnerability data 

and the digital skills are analyzed with statistical methods for finding the interdependences and 

relationships. Higher levels of digital skills and lower fixed-internet-access costs contribute to a 

smaller number of insecure websites. The vulnerability of the websites for different economic 

sectors is explored as well. The paper discusses the differences in the digital development pathways 

and governmental policies applied in European countries that have been affected by user knowledge 

and digital skills. The study brings original results and findings, as there are no similar studies 

addressing the impact of the knowledge of a country’s population on the level of insecurity found 

in the WCMS, including plug-ins.  

Keywords: Web Content Management Systems, Vulnerability, Insecurity, Digital Skills. 

1 Introduction and Background 

The development of innovative digital services and the growth of a secure digital market have been two 

of the main priorities in the policies of the European Union (EU) for many years. In this context, the EU 

provides comprehensive financial support to member states for topics related to security initiatives 

through funding programs that focus on cyber-security awareness and applications. The purpose of these 

policies is to achieve an economic alignment with cybersecurity-protection provisions in the 

heterogeneous digital markets of the EU member states. The advance of the EU member states towards 

a secure digital economy and society is an interesting subject for studies, as the EU member states still 
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demonstrate great variety in the pace of economic development and the degree of digitalization of their 

markets and societies, where in many cases the security aspects are not given sufficient consideration 

(Labȩdowicz & Urbanek, 2017).  

Digital services are offered through web applications and represent the interface between the service 

provider and the consumer. The web service itself is usually supported by a complex software 

infrastructure that typically includes an application server, a web content management system (WCMS), 

and a set of external systems such as databases, payment gateways and other applications dedicated to 

the consumers of the service. The multi-layered architectures of web-based systems and their 

sophisticated interactions with different types of subsystems on the web increases the number of 

weaknesses that can be exploited by attackers with malicious intentions (McGuire & Dowling, 2013). 

The number of vulnerabilities that expose a website to malware and identity theft is growing, with 

successful web attacks leading to substantial economic and other types of damage, such as the credibility 

of the website and the service, including financial losses. According to Symantec (Symantec 2019), 

undiscovered web vulnerabilities are the reason why the world witnessed a 56% global increase in the 

number of successful web attacks in 2021, with 23% of them having serious consequences. Sfakianakis 

et al., (2020) reported that 351,913,075 unique websites with flaws were detected in the second quarter 

of 2020 alone. Due to the continuously increasing number of web vulnerabilities, as well the growing 

number of successful attacks, website security was ranked as the number-one issue among the identified 

serious cybersecurity problems for the whole of the internet (Sfakianakis et al., 2018). 

In addition to the economic impact, the damage caused by successful cyberattacks provokes social 

consequences, as the attacks affect many different web-service categories, such as health services, 

scholar and financial services, personal property (including hardware or software), service performance, 

theft from bank accounts or unauthorized access to devices and private information (Clough, 2012). 

Moreover, the indirect impacts of cyberattacks affect the social and business worlds, which includes a 

loss of trust in e-commerce (consequently reducing e-purchases and the acceptance of e-services), a loss 

of trust in websites, which contributes to an increased difficulty in communicating with banks, and 

increases the threat to a country’s infrastructure (Anderson et al., 2013; McGuire & Dowling, 2013). 

Good knowledge of existing website vulnerabilities accompanied by a higher level of awareness 

about security threats among a country’s population are expected to impact on the use of protective 

measures either by the website owner, the web maintainer or sometimes also by the website user, 

especially in cases when it is supported by governmental policies in education. Having the appropriate 

skills and understanding or possessing knowledge about threats, on the one hand, and the existence of 

vulnerabilities within the systems, on the other, could contribute to a greater engagement and ensuring 

behavior in line with cybersecurity recommendations. This might reduce the odds of negative outcomes, 

such as the theft of data, money or personal information (Park, 2013). 

The level of digital skills among the population of the EU member states was recognized as having 

a crucial role in the progress of European digital society; its value was specified as an indicator that 

measures the achieved success of digital development. The “European 2020 Strategy Act” adopted in 

2016, by the European Commission (EU, 2016) introduced a digital-performance measurement system 

known as the Digital Skill (DS) index for tracking the evolution of the EU member states in terms of 

digital competitiveness (Joshi et al. 2021; Nedelcheva, 2021). Two years later, a more complex index 

known as the DESI (Digital Economy and Society Index) was introduced by the European Commission 

to monitor Europe's overall digital performance. It included elements that are present in the old DS 

index, but the new DESI is enriched with several economic parameters such as the level of employment 

in the country. Eurostat (2020) measures the indicator levels each year by carrying out regular surveys 
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among the EU member states. The DS index consists of several items that evaluate the skills of a 

country’s population, for example, copying or moving files or folders, saving information from the 

internet, obtaining information from public authorities or service websites, finding information about 

goods or services, and searching for health-related information. Information about the communication 

skills of individuals is also included in the DS index, for example, sending or receiving emails, 

participating in social networks, making and receiving phone calls or video calls over the internet and 

uploading self-created content to any website on the net. Problem-solving skills include those that are 

required for transferring files between computers or other devices, installing software or applications, or 

changing the settings of software, including the operating system or security programs used for 

protection. The included software skills enable the use of word-processing software, spreadsheets or 

editing software for photographs, videos, and audio files, as well as a familiarity with online services 

that covers online buying or selling in a secure way, the use of online learning resources and internet 

banking. Additional skills that contribute to the DS index include the user`s safety awareness in creating 

presentations or documents, integrating text, pictures, tables or charts, or the use of advanced functions 

in spreadsheets to analyze data (use of formulas, charts, etc.) and writing code in a programming 

language are also included in the DS index (Eurostat 2020). The performance of these tasks includes 

some awareness of cybersecurity, especially during the interaction with web services when shopping, 

paying, using bank services, communicating with health systems, etc.  

The digital development of a country’s society is frequently assessed using information-

communication technology (ICT) data such as the frequency of internet use and the country’s underlying 

infrastructure for internet access. Depending on the time when these indicators were designed and used 

(ITU, 2020)], most of them have recently become obsolete as the technologies that were used for their 

definition and measurement reached some level of widespread presence, like the use of TV, fixed or 

mobile telephone lines, the use of personal computers, etc. For this reason, the most relevant and widely 

considered indicators for assessing the status of digital development today are those that reflect digital 

skills, the economic aspects of the digital economy including cybersecurity and the development of the 

ICT infrastructure (Kavitha R., et.al (2018). These indexes are measured by the International 

Telecommunication Unit, a UN agency, and the most used are as follows: the frequency of internet use 

by the population [FoIU], the number of households connected to the internet [HH], and the cost of fixed 

access to the internet [Fixed] which is expected to reflect accessibility to the internet infrastructure.  

The scientific literature addressing the digital-knowledge inequality among different regions is 

mainly focused on the identification of socio-economic and institutional factors that explain the different 

levels of digital development in a country or at the regional level (Monedero et al., 2012; Greco et al. 

2019; Micheli et al., 2018, Noussan & Tagliapietra, 2020; Büchi et al., 2018). The differences between 

the digital-skill levels as a factor that influences other more technical areas like cyber security have been 

studied much less, although a number of authors have found that in some cases the geographical 

proximity of the neighboring countries may have an influence on the scale of digital development and, 

consequently, on the digital skills (Salemink et al., 2017). Recent studies of digital knowledge among a 

country’s population were focused on the gains that come from the use of the internet and look into the 

gaps in the capacity of individual users to translate the use of the internet into favorable offline outcomes 

(van Deursen & Helsper, 2018), in economic, social, political and cultural terms (Lutz 2019). Dodel and 

Mesch (2018) tried to connect digital skills and the adoption of safety behaviors, but their study was 

focused mainly on antivirus behavior, based on a sample of 1850 interviews. When considering these 

findings, it becomes apparent that the impact of digital knowledge on the technological properties of the 

internet, such as web security, have not yet been sufficiently studied and analyzed. (Thorncharoensri, 

P., 2019) 
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This study presents attempts to find an answer to the question of whether and how the differences in 

the knowledge in a country’s population measured through the values of the DS index and the 

affordability of the communication infrastructure impact on the increased insecurity of internet-

connected websites. The presented research looks to identify the dependencies between the population’s 

skills and the detected vulnerability in the connected websites by analyzing millions of pieces of data 

collected from European internet web spaces, by inspecting web vulnerability, the severity of the 

detected flaws in the visited web sites, and the inequality in the digital skills among the populations of 

European countries. Although the search of web vulnerability was spread over all internet websites, due 

to the absence of reliable digital skills data about country populations from trustable sources like Eurostat 

outside Europe, this prevented the study from including other countries.  

The paper has several sections. After a presentation of the background, a section describing the design 

of the research comes next. Then, a section presenting the methodology used for collecting the data is 

presented with an analysis of the data collected and a presentation of the results. An evaluation of the 

findings compared with previous studies is presented in the discussion section. The paper concludes 

with a reflection on the presented study and the obtained results. 

2 Design of the Study 

The vulnerabilities of a web system can be identified using either a static or a dynamic inspection. A 

static inspection is performed on the source code before the service goes live. A dynamic vulnerability 

inspection is performed on an active internet web space with web scanners that automate the process of 

examining the web security (Alshreef, 2017). Most of the known studies about web vulnerability involve 

tools developed and used to discover web vulnerabilities, but they tend to focus on the web server itself 

and usually they have limited capabilities. The most-often used tools in the reported studies of web 

vulnerability are Zmap (Durumeric et al., 2013) and Masscan (Graham, 2020). These tools are capable 

of scanning for web vulnerabilities, but only at the level of server plug-ins; the other applications are not 

affected by the scan. Reports of these scans can be found in a public database on the internet (Schagen 

et al., 2018; Nappa et al. 2014; Kim et al. 2018). Other web-vulnerability studies are focused on 

analyzing a selected website set taken from a public database that lists the identified vulnerable websites 

(Alexa, 2020), but the information is usually restricted to several thousand websites, as the analyzed sets 

are taken from the top of the Alexa database (Alexa, 2019) that ranks websites according to their internet 

popularity.  

The web-service applications with content for different types of users are normally developed and 

offered with an application known as a content management system (CMS). One of the most popular 

CMSs is provided by the company WordPress. The product is known as the Word Press Content 

Management System (WPCMS). This WPCMS is very popular, due to the low cost of the software, the 

friendliness of its use and the easy maintenance of the website. The abundance of available plug-ins for 

the provision of rich web services enables the development of almost any type of web service and 

multiple scenarios for different types of users, such as blogs, social networks, banking, e-commerce, or 

educational services, all of which contribute to the popularity of the WPCMS. Plug-ins are used for the 

provision of different web-service applications. They   are individual pieces of software that act as add-

ons within the basic web software (e.g., the web-content system’s core) to provide additional rich 

features for the web service. Currently, the estimated number of plug-ins that can be applied for a 

website’s content is close to 56,000. According to a survey carried out by the W3Tech Consortium, 

about 52.9% of internet websites use some version of the WPCMS (W3Tech 2021). As these systems 

are known for their popularity, they become a frequent target of malicious attacks. These attacks are 
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often successful, which has triggered an urgent need for the CMS to be upgraded and protected with 

additional security features. 

For our study, the website-scanning tool that was designed to access and inspect the websites built 

with the WPCMS application was called VULnet. The WPCMS system was chosen because it is the 

most widely applied, open-source tool for internet websites, and is used by both professional and non-

professional users for the provision of web services. WPCMSs are normally maintained by ordinary 

users or the owners of web pages for blogs and other platforms. However, it is well known that many of 

them do not possess sufficient knowledge to install security features to protect their systems and remove 

the vulnerabilities from the web core or from the installed plug-ins. WPCMS applications, despite having 

the status of a popular open system, can be found in the website services of many well-known companies, 

such as NBC, CNN, TED, New York Times, Forbes, eBay, Best Buy, Sony, UPS, CBS Radio, 

TechCrunch and others (WordPress 2021). 

The major difference between the developed scanning tool called Vulnet (Cigoj & Jerman, 2019) 

used in this study and other vulnerability scanners is the in-built automatic scoring system for assessing 

the security of the CMS core and the plug-ins of the inspected websites (Mell, 2007, CVSS, 2020). The 

scoring mechanism uses the identified vulnerability in a particular web-core system and the present plug-

ins and calculates the insecurity index of that particular website.  The risk level for a single vulnerability 

is obtained from a publicly available Common Vulnerability and Exposure (CVE) database maintained 

by the organization Mitre (Lalet, 2020). The CVE database contains more than 300 identified 

vulnerabilities of the WordPress web-core version and over 2168 identified plug-in vulnerabilities. The 

total risk level of a website is calculated as a sum of the detected exploitability of the number of 

vulnerabilities in the web core and in the plug-ins. The calculated risk of each website is described as 

low, medium or high. For example, functionalities such as an authentication requirement can receive the 

value none, single or multiple; similarly, the confidentiality can be none, partial or complete.  The 

website-score system of Vulnet gives risk values that can be between 0 and 10, where 0 represents the 

lowest identified risk and 10 is the highest risk deriving from   the exploitability of the identified 

vulnerability.  

The scoring mechanism that calculates the total risk uses two sets of the detected exploitability: the 

first is the risk to the website’s core C_([s]), and the second is the exploitability of the attached plug-ins 

P_([s]). The risk score for the website A_([s]), which denotes the insecurity of that website, is calculated 

as an aggregated score obtained from the score of the web-server core C_([s]) and the score of the 

attached plug-ins max(P_((s))) using the following equation: 

𝐴[𝑠] = max(𝐶[𝑠], max(𝑃[𝑠])).            (1) 

Equation 1: Vulnerability risk score calculation. 

Where A_([s]) is the final risk score, max(P_[s]) is generated from the highest score detected 

among the risk scores of the plug-ins, and max(C_[s]) is the highest risk score among the 

vulnerabilities detected within the web server (the web core). The highest identified value between the 

two scores defines the web-risk score of the website. 

The first scan across the whole internet with Vulnet was carried out in January 2021, providing 

126,086,633 website connections. Among these websites, there were 16,274,980 with WPCMS 

installations and 17,126,445 with plug-in installations.  

The web spaces of European countries were scanned in February 2021, and as a result a set of 

23,131,336 websites was obtained. Of these, 3,738,654 websites (16%) were found to run WPCMS 

applications. In the European sample, the hosted websites on the same web server were selected as 
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individual websites according to the country-specific suffix of their domains, and this feature was not 

used before in any of the published studies with much smaller numbers of accessed websites. The 

collected sets of websites were from the following European countries: Germany (DE), Netherlands 

(NL), France (FR), Great Britain (GB), Italy (IT), Denmark (DK), Poland (PL), Spain (ES), Sweden 

(SE), Switzerland (CH), Czech Republic (CZ), Ireland (IE), Finland (FI), Austria (AT), Romania (RO), 

Belgium (BE), Hungary (HU), Bulgaria (BG), Norway (NO), Slovakia (SK), Estonia (EE), Slovenia 

(SI), Portugal (PT), Croatia (HR), Lithuania (LV), Luxembourg (LU), Greece (GR), Iceland (IS), Latvia 

(LT), and Cyprus (CY). The choice of these countries was based on the availability of the DS indexes 

and other relevant country data provided by Eurostat. The second source of data addressing the 

infrastructure in the study came from the databases of the International Telecommunication Union 

(ITU).  

The smallest sample of inspected web spaces was 3554 websites belonging to Cyprus, and the largest 

sample was 805,279 belonging to Germany. This indicates a wide variability in the number of websites 

per country in Europe. As the number of websites with WP installations in Malta was too small, this 

country was not included in the study. Out of the total European sample of 3,738,654 WP websites, 

1,339,325 were found to be vulnerable. The results are presented in Table 1. On average, a vulnerability 

status was identified in 34% of all the detected WP websites. For some websites the vulnerability could 

not be assessed because the WordPress application version of either the core or the plug-ins were not 

available, because it was hidden. This is a common practice of some web owners or maintainers. They 

decide to not provide information about the version number of the WPCMS application because they 

believe that when the version of the software is hidden, the probability that the website will be attacked 

is much lower, due to the fact that attackers will not know about the existing vulnerabilities. However, 

studies have shown that this belief is unfounded (Fonseca & Vieira, 2014).  

Each plug-in or WP core-version insecurity was assessed according to the scoring system presented 

in equation 1. The websites were then classified based on the calculated scores into one of three 

categories: secure, insecure, and unknown. A website was considered secure if the core version and all 

the plug-ins (if any) were also secure, meaning that no vulnerability was detected. 

Table 1: Summary Statistics of all WPs Found in the European Sample, with the Percentage of Vulnerable 

Websites 

 Total WP unknown [%] Secure [%] Insecure [%] Critical [%] 

Mean 124621.8 34.02 27.6 38.38 30.98 

Std 183737.33 3.56 4.66 4.52 4.57 

Min 864 27.38 21.22 30.31 22.1 

25% 14924.75 31.38 24.19 35.32 27.29 

50% 53261 34.21 26.05 39.44 31.97 

75% 140195 36.98 30.98 41.57 34.76 

Max 805279 40.15 37.85 47.37 41.31 

The other set of data used in the study was obtained from the Eurostat survey data about the Digital 

index collected in 2021 (Eurostat 2021). The main reason for using the Eurostat statistics was the 

availability of the data for all the EU member states, in addition to the data of two other European 

countries that are not EU members (Switzerland and Norway). Another reason for this country selection 

was the fact that the Eurostat data are standardized at the international level and are reliable, which 

ensures that the results will have a high degree of reliability.  

The use of DS as an indicator of digital development was presented for the first time in 2016, and 

from that time new data about DS levels are provided regularly each year.  Eurostat recognizes three 
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levels of digital skills: low, medium (basic) and high. These are based on the required skills in four 

knowledge domains: information, communication, problem solving, and software usage. Individuals 

with an “above basic (high)” skill level have “above basic skills” in all four domains of knowledge 

specified in the Eurostat DS definition. Individuals with a “basic (medium or middle skill level)” skill 

level display at least one “basic” skill among the four defined areas, but they do not have (“no skills”) 

in the other four domains, with the exception of the only area for which it has been proven that basic 

skills are present. Individuals with a “low” skill level are missing basic skills: from one to three “no 

skills” in the four domains. Other data used in the study were taken from ITU surveys (ITU, 2021). 

These are as follows: the frequency of internet use by the population [FoIU], the number of households 

connected to the internet [HH], the cost of fixed access to the internet, the content-creator index [CC] 

and the gross national income of the country (GNI). 

3 Applied Study Methods 

The differences between the number of vulnerabilities in the web spaces across Europe and the impact 

of the digital-skill levels on a higher or lower level of security were studied using a statistical method 

known as factor analysis [FA], which is a multi-variate statistical technique that allows us to analyze the 

interdependences between a broad set of variables, and at the same time also enable the selection of 

common and unique influential factors that are not correlated. Authors such as Crusz-Jezus et al., (2012) 

and Corrocher & Ordanini, (2002) consider FA to be an especially appropriate statistical technique to 

analyze digital development with the underlying digital infrastructure. The following variables were 

considered in the study: digital skills [DS], gross national income [GNI], the cost of fixed access to the 

internet [Fix], number of households with access to the internet [HH], frequency of use of the internet 

by the population [IU], and the content-creator index [CC].  

The FA method involves several steps, and the technique depends on the correlation structure of the 

studied sample. This correlation structure of the data sample was inspected using a correlation matrix 

and the results showed that the variables from the Eurostat and ITU databases are closely correlated, so 

that the dominating factors had to be identified. The suitability of the data sample was evaluated using 

the Kaiser–Mayer–Olkin (KMO) method and Bartlett’s test. The KMO test is a statistical measure to 

determine how suitable a data sample is for a FA. The test measures the sampling adequacy for each 

variable in the model. The KMO value varies from 0 to 1, if these values are between 0.8 to 1.0 the 

sampling is considered to be adequate. Bartlett's sphericity test provides information about whether the 

correlations in the data are strong enough to use a dimension-reduction technique such as common-

factor analysis, while numbers below 0.05 suggest that there is substantial correlation in the data. 

Bartlett’s test gave the following values: the chi-square was 320,655425 and p < 0.001, which confirmed 

that the result was statistically significant. The KMO test for the suitability of the data returned a value 

of 0.869799, which is higher than 0.77, and thus confirmed the suitability of the data sample. Cronbach's 

alpha index is a measure of the internal consistency of the data and how closely related a set of data is 

as a group, and is used to measure the reliability scale of the factors and informs us about the internal 

consistency and the reliability scale of the data. This index   gave a result of more than 0.7, which is 

considered a good result for the reliability of the data. The next step was the identification of the latent 

dominating factors and the interpretation of these with the use of varimax rotations and the factor 

loadings. The results of the FA are presented in Table 2, which provides the factor loadings, while the 

varimax rotated factor loadings are provided on Table 3. The loading pattern determines the factor that 

has the most influence on each variable in the data set. Numbers close to -1 or 1 indicate that the factor 

strongly influences the variable. Values of 0.7 or higher for the factor loading suggest that the factor 
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extracts sufficient variances from the variables. The selected factor, DS and the cost of fixed internet 

access (0.96 and 1.02) were appropriate values. The rotated values of the loadings with the varimax 

method, and the communalities presented in Table 3 are also appropriate as the numbers of rotated 

loadings are close to 1 (0.92 and -0.88). The communalities appeared to be appropriate as they are higher 

than 0.7 (0.86 and 0.75). The cumulative and proportional variances presented in Table 4 are also higher 

than 0.6 (0.74 and 0.79). 

Table 2: Factor Loadings 

 Factor 1 Factor 2 

DS 0.96 0.03 

DESI 0.89 0.09 

GNI 0.66 -0.26 

HH 0.93 -0.01 

IU 0.89 -0.13 

FoIU 0.97 -0.02 

Fixed 0.03 1.02 

Table 3: Rotated Loadings with the Varimax Method: Factor Loadings and Communalities 

 Factor 1 Factor 2 Communalities 

DS 0.92 0.08 0.86 

DESI 0.82 0.14 0.69 

GNI 0.83 -0.11 0.79 

HH 0.93 0.05 0.86 

IU 1.00 -0.09 0.65 

FoIU 0.99 0.05 0.98 

Fixed 0.14 -0.86 0.75 

CC 0.58 0.44 0.52 

Table 4: Variances 

 Variance Proportional variance Cumulative variance 

Factor 1 5.91 0.74 0.78 

Factor 2 0.37 0.79 0.73 

Based on the FA results, two factors were selected for analyzing the data as they were found to 

accumulate the largest-possible amount of information from the data set (the accumulated total variance 

explained is close to 80%, and this is in line with Pearson's criterion and the Kaiser method). The oblique 

rotation varimax of the factors (the loadings used to achieve a better split of the original indicators 

provided the factor number 1) is more strongly connected to the variables DS, DESI GNI and the 

variables connected with internet use, like IU and FoIU, while the variable cost of fixed access loads on 

factor 2. This factor, therefore, reflects the influence of the internet infrastructure’s affordability (as the 

cost of fixed internet access was normalized with the GNI of the country), while factor 1 reflects mainly 

the underlying socio-cultural influences.  

Among the methods available to interpret the relationships between the variables, linear regression 

is the most-used method. The linear method summarizes the functionality and parametric relationship 

between the variables. The linear method distinguishes two types of variables, i.e., independent and 

dependent variables, and makes it possible to follow the changes of the independent variables on the 

values of the dependent variables.  In our case this applies to the appearance of higher or lower insecurity 

of the websites. The model presented is in the form of a linear equation between the variable Yi and the 

independent variables Xi1, Xi2, … Xin (Hastie & Chambers, 1992).  
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The regression between digital skills and the number of WP websites marked as insecure gave r = -

0.68, which suggested a linear dependence. The calculated model of the appearance of insecurity was 

found to be: 

insecure = 50.38 – 0.2 * DS  (2) 

Equation number2: insecurity model 

With R^2 = 0.463 and RMSE = 3.25. These values were significant, with F (1, 29) = 24.11 and p < 

0.001. The RMSE is the square root of the variance of the residuals. It indicates the absolute fit of the 

model to the data and how close the observed data points are to the model's predicted values. Lower 

values of RMSE indicate a better fit of the data. R squared is a relative measure of the fit, and an 

improvement in the regression model was made that showed an increase in  R squared. The improvement 

to the model was based on the removal of the residual outlier (LT) and the leverage points (IS) and (LU). 

These three countries have very low populations: IS has only 357,000 inhabitants; LU (which is also a 

very small country similar to IS) is characterized by the concentration of businesses from banking, 

finance, and commerce where information security is very important, but shows only very moderate skill 

levels in the country’s population. This can be explained by the fact that most employees within these 

sectors are not citizens of Luxembourg, most of them do not live in Luxembourg and are not captured 

in the population surveys. The new model provided the following regression equation: 

insecure = 52.64 - 0.25 * DS  (3) 

Equation 3: the improved web insecurity model 

Where R^2 increased to 0.67 and RMSE dropped to 2.48. The summaries of both regression models 

are presented in Table 5. The linear regression shows that a higher level of digital skills has a negative 

impact on the presence of insecure WPCMS websites. It is assumed that a population with a higher DS 

index of digital skills possesses more knowledge and is more aware of the potential security risks among 

users and web owners, and as consequence either demand the maintainers improve the security or if they 

are the website owners, they do that themselves. This behavior can impact on the number of vulnerable 

WP websites, making that number lower. These facts lead to the conclusion that the DS of a country’s 

population is a negative factor for web insecurity. The regression-analyses summary is presented in 

Table 5. 

Table 5: Regression-Analysis Results  

  Summary of regression results  

  95% CI Goodness of-fit 

Model regressors coef SE beta lower upper residuals F-static p-value AIC BIC R2 RMSE 

1: insecure~DS const 50.38 2.52  45.22 55.55 28 24.11 <0.001 160 162.8 0.463 3.25 

 DS -0.2 0.04 -0.68 -0.29 -0.12        

2: insecure~DS const 52.65 2.11  48.30  25 50.68 <0.001 129.7 132.3 0.67 2.48 

 DS -0.25 0.04 -0.82 -0.33 -0.18        

4 Results 

The regression analysis indicated that a higher level of digital skills may have a negative impact on the 

number of insecure WP websites. In a country having a population with higher DS indexes and more 

digital knowledge a smaller number of insecure websites is detected. Higher numbers for digital skills 

contribute to a greater awareness and knowledge about security and the need for protective measures to 

be applied for the web users, owners or maintainers. This finding can also be generalized to the presence 

of a greater awareness among a country’s population about the security risks and applying sufficient 

precautions when using web services. The percentage of web insecurities in European countries and the 

value of DS are illustrated in Fig. 1 
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Figure 1: DS Values in European Countries and the Percentage of Insecure Websites 

Five groups of countries can be identified in Fig. 1. The first group of countries with a low percentage 

of insecure sites and high levels of DS indexes contains the following: Denmark, Germany, Switzerland, 

Norway, Finland, Sweden, and Netherlands. The second group of countries with a higher number of in-

secure websites and a moderate level of DS includes Great Britain, Austria and Belgium. The third group 

of countries that have more insecure websites includes Estonia, the Czech Republic, Slovakia, Malta, 

and Portugal. The fourth group with a higher number of in-secure websites includes Cyprus, Latvia, 

Greece, Ireland, Poland, Croatia, Hungary, Italy, Slovenia, and Lithuania. The group composed of  

Romania and Bulgaria has the lowest values of DS in their populations. 

The dependencies between the next digital index that contains in addition to DS information about 

some economic factors DESI and the websites’ insecurity are presented in Fig. 2 with an indication of 

the DS values in each country denoted with a different color. The second selected factor—the fixed cost 

of access to internet normalized with GNI—provided similar groupings of European countries regarding 

the percentage of insecure websites. GNI (Gross National Income) is a measure of a country’s economic 

power, and as such has an impact on the cost of digital services. Fig. 3 presents the distribution of 

European countries in terms of the percentage of insecure websites and the cost of fixed internet access 

normalized with GNI, with represented levels of DS in different colors.  Countries with low values of 

DS and a high cost of access to internet have a much higher numbers of insecure websites, while those 

with low costs of fixed internet access and higher values of DS have fewer insecure websites. Only 

Romania and Cyprus show a moderate cost of fixed internet access, but both countries have a higher 

percentage of insecure websites.  

The grouping of countries in Fig. 3 is similar to those in Fig. 2. The first group with the smallest 

percentage of insecure websites and a low cost of internet access is composed of Sweden, Netherlands, 

Denmark, Norway, Switzerland. The next group consists of the same group of countries identified with 

moderate levels of DESI, as in Fig 2. Belgium, Great Britain, and Austria, but Spain and France show 

lower levels of internet-access cost and a moderate percentage of insecure websites. The next group of 

countries with a higher percentage of insecure websites and moderate costs of internet access is 

composed of Estonia, Cyprus, Slovakia, Ireland, and Romania. More differences can be observed in the 

fourth and fifth groups, where Greece, Czech Republic, Croatia and Latvia can be allocated to the fourth 

group, and the fifth group is composed of Slovenia, Hungary and Italy, which have joined Bulgaria, 

identified as a country with very low DS index. Romania, which has advanced its ranking as the cost of 

internet access is more affordable compared to the other countries (as the communication infrastructure 

was recently improved), but the DS index has not changed much when compared with some earlier 

studies.  
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The low cost of fixed internet access is a positive factor for a higher percentage of secure websites. 

Although the members of each of the identified groups in both studies illustrated in Fig. 1, Fig2 and Fig 

3. do not overlap completely, the country allocations in each of the identified groups are similar. 

 
Figure 2: DESI Values of the European Populations and the Percentage of Insecure Websites 

 

Figure 3: Fixed Cost of Access to the Internet and the Percentage of Insecure Websites 

The results presented above confirmed that the inequalities in the digital skills of a country’s 

population make a difference regarding the percentage of insecure websites in the country’s web space. 

The same applies to the affordability of the digital infrastructure, which differs among European 

countries and impacts on the overall security of a country`s web space. The reason for that can be found 

in the level of investments and the introduction of policies to speed up the digital development by the 

country’s authorities. Leading countries with a lower percentage of insecure websites are countries with 

greater economic power and developed economies where the investment in digital development is high. 

These are Germany, Denmark, Austria, Sweden, Belgium, Finland, Netherlands, Switzerland, and 

Norway. These countries have high DS values for their population, and this leads to the conclusion that 

digital skills in a country’s population have an important role in the overall security of the internet web 

spaces. A higher DS index implies a lower percentage of vulnerable websites, and a more affordable use 

of the internet infrastructure contributes to a lower percentage of insecure websites as well. The bivariate 

statistical outliers that were found to be Lithuania, Luxemburg, and Iceland, did not change the image 

much. 
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To complement the study, the security of the internet web spaces among the websites offering 

services in different economic sectors of Europe was explored as well. The explored websites were in 

the following sectors: healthcare, finance, news, education, research institutions and the services offered 

by different types of societies or associations. For each of these six sectors, keywords (up to 60) were 

selected to describe their content. These sectors were selected according to a survey carried out by the 

Concordia Cybersecurity Competence Center, which focused on specific industry sectors by relying on 

the web services for which data protection and the overall security of their infrastructure were found to 

be of utmost importance (Concordia, 2022). The keywords denoting the areas where these sectors act 

were translated into the national languages spoken in each of the European countries. Some European 

languages have specific letters or use a non-Latin alphabet (e.g., Cyrillic or Greek), and as a consequence 

may have several synonyms for the selected words describing a particular sector. The selected keywords 

were translated, and the synonyms were included in the data set as well for some countries with several 

official languages, for example, Luxembourg, Belgium and Switzerland, several sets of keywords were 

written in different languages and included in the dataset of keywords. A summary of the sample 

statistics is presented in Table 6.  

A one-way variance analysis for analyzing the effect of the sector/field type (news, education, health, 

institute, finance, society, others) on the percentage of insecure websites gave the following result, F (6, 

203) = 7.92, p − value = 0.000, with an effect size ω= 0.17. Turkey’s HSD test was used to determine 

which field (or sector) had a significantly lower average percentage of insecure websites. It was found 

that news (where p = 0.001) was the sector with the lowest percentage of insecure websites. However, 

no significant statistical differences were found among the other sectors, although the highest percentage 

of insecure websites belonged to the sectors of education and finance. 

Table 6: Summary Statistics of the Percentage of Insecure WP Websites for Each Sector 

95% CI 

SECTOR N Mean SD SE  Lower Upper 

EDUCATION insecure 30 38.58 6.72 1.23 36.14 41.03 

FINANCE insecure 30 38.25 6.56 1.2 35.86 40.63 

HEALTH insecure 30 37.64 5.68 1.04 35.57 39.71 

INSTITUT insecure 30 38.88 6.04 1.1 36.69 41.08 

NEWS insecure 30 29.05 7.91 1.44 26.17 31.93 

SOCIETY insecure 30 36.69 9.12 1.66 33.37 40.01 

OTHER insecure 30 38.5 4.61 0.84 36.82 40.18 

Within the whole sample, the education sector appeared to have the highest percentage of insecure 

websites in the following countries: Slovenia, Latvia, Spain, Great Britain, Austria, Netherlands, 

Germany, and Norway. The finance sector showed the highest share of insecure websites in Lithuania, 

Iceland, Ireland, Estonia, France, and Switzerland. The largest share of insecure websites in the health 

domain was found to be in Bulgaria, Italy, and Sweden. The institute/association sector had the largest 

percentage of insecure websites in Cyprus, Poland, Luxemburg, the Czech Republic, Belgium, and 

Slovakia. For the news sector, the largest percentage of insecure websites was found in Denmark and 

Finland, while the societies had the highest percentage of insecure websites in Croatia, Greece, Hungary, 

and Portugal. 

Figure 4 presents the results of the study in the form of clusters. The different levels of insecure WP 

websites are marked with different colors, where each color represents the percentage of insecure 

websites. Green squares indicate a low percentage of insecure websites, reddish squares indicate the 

highest percentage of insecure websites. The sector clustering in Fig. 4 shows that the sectors Finance 

and Institute together with the sectors Education and Health have a similar distribution of insecure 
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websites per country. Two big groups of countries with similar distributions across all sectors were 

identified. The first group is composed of Estonia, Iceland, Denmark, Finland, Netherlands, Austria, 

Germany, Norway, Sweden, and Switzerland, showing a lower percentage of insecure websites in all 

sectors, while the rest of the studied countries form the second group with a higher percentage of insecure 

websites. The smallest number of insecure websites was found to be in the news sector. This can be 

explained by the fact that this sector normally uses familiar commercial platforms, and consequently the 

number of detected websites with WPCMS applications in this sector is very small compared to the other 

sectors. It is well known that commercial platforms are usually much better maintained and are more 

frequently checked for vulnerabilities. Any identified vulnerabilities are removed and the sites are 

updated with the newest software. 

 

Figure 4: Clustering of the Economic Sectors According to the Web Security 

5 Discussion 

Most of the digital-inclusion studies agree with the idea that the ICT uptake and engagement for 

improving the digital literacy among a country’s population contribute to the level of digital skills. The 

adopted knowledge leads to a range of positive outcomes for the individuals and society (Robinson et 

al., 2018). A study of the inequality of digital skills and the adoption of online safety behaviors (Dodel 

& Mesch, 2018) proposes two different scenarios for a better uptake and more secure user behavior (van 

Deursen et al. 2017; Robinson et al. 2018; Livingstone & Helsper 2013). The first scenario, which is 

based on technological diffusion followed by an educational pathway, contributes equally to the 

knowledge and the skills in all countries and segments of society. The other scenario known as the 

stratification model of technology diffusion supposes that social groups and countries with pre-existing 

advantages derived from older socio-economic stratifications will maintain their edge in the digital 

economy as well. The associated skills by the population will advance even in the case of an increase in 

the digital uptake worldwide (Cruz-Jezus et al., 2012). Which of these scenarios is true can be 

determined by looking at the study of the digital inequalities and the digital development of European 

countries carried out 10 years ago and compared with our findings (Cruz-Jezus et al., 2012).  

The research findings presented in the study show that the leading countries in Europe in terms of 

digital development and the associated digital skills have the lowest percentage of insecure websites and 

a safer internet infrastructure. The leading countries that have maintained their edge are located in the 

north of Europe. They are Denmark, Sweden, Netherland, Finland, and Norway. The data in the study 

from Cruz-Jezus et al., (2012) about the digital inequalities in Europe published before the DS index 

was developed, concluded that the leading countries in Europe were Denmark, the Netherlands, and 
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Sweden. These countries were best ranked regarding the level of digital development and the skills 

among their population. The next group of countries was identified as a group of moderate advancers 

like Finland, Switzerland and Norway, where the advantage in the socio-economic stratification 

contributed so that after 10 years of development, they become leading countries. Great Britain, Belgium 

and Luxembourg stayed in the group with a moderate level of digital development and a moderate 

percentage of insecure websites. Bulgaria and Romania formed the group of the least digitally developed 

countries in the EU-27, having extremely low levels, on average, for all dimensions used in the Eurostat 

study (Eurostat 2019; Robinson et al. 2018). They formed the group of “digital laggards”. Our study 

brought similar results as these two countries still have very low levels of DS and a high percentage of 

insecure websites. Other European countries, such as Hungary, Latvia, and Slovenia, were evaluated as 

countries with a well-developed ICT infrastructure, but with a very low level of using e-business and 

services (Cruz-Jezus et al., 2012). This was considered to be a group with a highly unbalanced digital 

development. Ten years later our study shows that the pathways for digital development in these 

countries were different. Slovenia has a high cost of fixed internet access, a moderate level of DS and a 

large number of insecure websites. Hungary is not a follower of the advanced countries and belongs to 

the group with a high percentage of insecure websites and a low DS level. For Cyprus, the Czech 

Republic, Greece, Italy, and Lithuania, they were known to have an unbalanced digital development. 

The situation ten years later has not changed. In our study, Lithuania appeared as an outliner, but also 

as a country with unbalanced development, while Luxembourg as a leading country in the past study did 

not advance as expected. The other three countries that were found to have an unbalanced development 

are joined by Croatia, Latvia, Ireland, and Poland. These countries have a high cost of internet access, 

low DS levels and a large percentage of insecure websites. The unbalanced development in this country 

was obviously not resolved in the past 10 years. The Czech Republic together with Slovakia, Spain, and 

Portugal remained in the middle group with a moderate or low level of DS and a considerable percentage 

of insecure websites. Changes in the development were noticed in Romania, where the ICT infrastructure 

was much improved, the cost of internet access is not high and more affordable services are offered to 

the country’s population.  

Geographically, the intermediate values of digital development were found in the European regions 

located in the central zone spanning from the west to the east of the continent: Spain, Ireland, Slovakia, 

Slovenia, Latvia, Lithuania. The lowest values of digital development were found in South-East Europe 

and also in some regions belonging to Portugal, Greece, and Italy. These findings are very close to the 

results of the current study presented above as these countries together with the Baltic countries (with 

the exception of Estonia) belong to the fourth and fifth groups of countries that show the highest 

percentage of vulnerable websites and low levels of digital skills. 

These findings show that the second scenario of digital development dominates among the European 

countries, as the pre-existing advantages derived from older socio-economic factors maintained the edge 

in digital development in the 21st century and not the spread of IT technology. The knowledge and the 

affordability of internet access in a country’s population, being a pre-existing advantage, was confirmed 

to be an important factor for the digital development and the provision of secure digital services. The 

advanced state policies for digitalization in the past maintain the edge of the leaders, but if properly 

applied, they still can help the newcomers join the group of leaders.  

It that context it is important to note that that the awareness and the knowledge of the flaws of web 

systems among the web owners contribute much to the presence of web-space insecurity being lower. 

The responsibility for remediating the web resources with vulnerabilities should be shared between web 

maintainers and the software providers such as WordPress. Frequently, they are accused of not regularly 
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informing their consumers and not doing enough to remove the vulnerabilities in their products. 

Fortunately, this is changing over time. The current local database of available WPCMS systems 

contains 430 different web-core versions of the Word Press supplier. In recent years, the users of these 

systems were informed that 90 of them contain critical vulnerability flaws. However, due to the warnings 

regarding web insecurities in 2019, the number of applications with flaws dropped to only 8 

vulnerabilities and as a consequence the web users updated their systems. This trend shows that although 

the number of new WordPress versions delivered to the users increases with the years, the number of 

identified vulnerabilities decreases. The updated, old application versions and their replacement with 

clean versions are changing the WPCMS insecurity statistics. However, the problem of plug-ins applied 

to web systems is still a major contributor to vulnerability and remains unsolved. 

6 Conclusions 

The presented study clearly confirms that the knowledge of the country’s population impacts on the 

insecurity of web spaces. The same holds for the affordability of the internet access. The developed tool 

Vulnet that was used for collecting the data about the vulnerabilities on the internet was acting as an 

ethical tool (the website is not attacked) and is capable of inspecting the website and collecting 

information without attacking it. The collected data enabled us to identify the impact factors for higher 

insecurity among European web spaces.  A higher value for the population’s digital skills and a lower 

cost of internet access in the studied countries have a positive impact on the availability of more secure 

websites. The applied tool and the developed security-score mechanism showed good reliability when 

compared to other available tools for inspecting the vulnerability of the WPCMS and the conducted 

studies for digital inequality. The study introduced a new index for measuring the affordability of 

internet access in a country. The designed indexes were found to be relevant and important factors that 

reflect the insecurity in a country’s web space. 
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