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Abstract 

Internet security is of paramount importance due to the pervasive nature of the network in modern 

society. As the globe grows increasingly interconnected, issues like data breaches, unauthorized 

access, and service disruptions become more common. Safeguarding private data, ensuring 

uninterrupted communication, and protecting vital services are all essential to establishing 

confidence and stability in the online world. Internet security is a complex problem to solve due to 

the interconnected nature of the Internet's Architecture and Protocols (IAP). Due to the wide variety 

of devices and platforms that can access the Internet, cybercriminals can breach a complex 

ecosystem. Constant monitoring and flexibility are required due to the rapid development of new 

attack methods and vulnerabilities. The difficulty lies in balancing implementing new security 

measures and minimizing disruptions to the user experience, which calls for adaptive and novel 

approaches. In this paper, the Behavioural Biometric Block Chain-Enhanced Authentication layer 
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(BBB-EAL) framework recommends a static authentication mechanism for end-users and edge 

servers. This authentication creates a secure and encrypted link between parties. Access tokens are 

produced via a smart contract, removing the requirement for a trusted third party. This 

work emphasizes the importance of architecture design and sequence diagrams in representing 

participant interactions and information sharing. Additionally, it examines the construction of the 

Machine Learning (ML) model used to recognize KMT dynamics. Simulations indicate that the 

recommended design improves user authentication in an IAP-enabled environment. The findings 

demonstrate the ability to evaluate confidence in real time, achieve minimal authentication time, and 

utilize resources efficiently. 

Keywords: Security, Internet, Protocol, Machine Learning, KMT Dynamics, Behavioural, 

Biometric, Block Chain, Authentication. 

1 Introduction to Behavioural Biometric Block Chain 

The first design of the IAP was to provide a shared and decentralized network that facilitated equitable 

participation. This network operated through peer-to-peer interconnection, eliminating the need for 

dependence on a singular computer (Yang, W., 2019). A further crucial factor in the initial design of the 

Internet was the requirement for computers to possess interoperability across diverse systems, enabling 

a more significant number of devices to be included in the network. Nevertheless, after the first dot-com 

boom, prominent firms like Google and Amazon came to see that the primary benefit derived from this 

decentralized network was in aggregating, structuring, and commercializing information via centralized 

services (Boucher, C., 2022). Consequently, these organizations have established their worth by 

expanding extensive centralized databases populated with readily accessible private and personal 

information. Subsequently, this data is utilized on the Internet, resulting in a partial divergence of the 

Internet's service architecture from its initial intended design. 

Currently, the Internet exhibits a physical decentralization. However, it encompasses crucial 

elements for processing information, social media, marketing, and crowdsourcing, which heavily rely 

on prominent centralized services. The conventional Internet service comprises three distinct entities: 

service requesters, large companies (acting as service providers), and a centralized database. Service 

requesters are responsible for soliciting services from service providers offering Internet-based services. 

Most service providers possess their own data centers, which serve as repositories for customer data and 

facilitate the operation of their apps (Luo, H., 2014).  

Initially, it is worth noting that conventional Internet service designs exhibit susceptibility to denial 

of service, resulting in the unavailability of services, as exemplified by the Global Financial Crisis (GFC) 

(Berentsen, A., 2019). Additionally, many Internet services depend on a centralized database, 

encountering a single failure point. This vulnerability exposes these services to potential attacks, 

presenting attackers with a solitary target to exploit. For example, in cases where centralized services 

such as LinkedIn or Gmail Services experience a failure, all the websites and applications that rely on 

these services cease to function.  

Furthermore, the personal information of users, including their name, email address, and phone 

number, as well as their job solutions, are stored in a centralized database. This database now raises 

many concerns regarding data privacy. It is challenging for users to ascertain the activities occurring 

within the enclosed environments of centralized services. Consequently, individuals need more specific 

knowledge regarding the extent of data collection by these services and the subsequent utilization of 

such data. Moreover, when a service requester and supplier disagree, it becomes necessary for them to 

rely on a reliable network that can provide an impartial adjudication, potentially resulting in a 
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phenomenon commonly referred to as 'error-reporting.' In summary, it is evident that current 

IAP implementations effectively provide decentralized information transmission and sharing. However, 

there has been a lack of thorough examination and proactive measures to ensure transactional confidence 

and the exchange of wealth or value via the Internet. 

Hence, establishing a reliable and credible Internet infrastructure is a crucial and foundational 

undertaking. Numerous research areas have been explored to address some of the challenges in Internet 

services. The subjects mostly pertain to identifying and mitigating attacks, the limitations of relying on 

singular solutions and safeguarding privacy. Various techniques have been suggested in the academic 

literature to protect personal data privacy, such as data anonymization, differential privacy, and 

encryption systems (Vasa, J., 2023). Reputation-based security techniques have been developed to assess 

and forecast the safety of transactions by considering the collective use patterns and reputations of a 

diverse user community. 

The blockchain is a recently emerged platform technology that has gained significant recognition. Its 

primary development objective was to facilitate the usage of the Bitcoin cryptocurrency (Kassab, M., 

2019). Blockchain Technology (BT) is founded upon the principles of decentralized networking, 

whereby one of its primary attributes lies in its ability to ensure data security and preservation. The 

system exhibits scalability and robustness since all participating nodes equitably contribute resources, 

mitigating traffic flow bottlenecks with a many-to-one pattern. This particular approach has been shown 

to effectively reduce traffic delays and address the potential issues arising from a single point of failure 

(Mohanta, B.K., 2020). 

Biometrics is defined as the process of quantifying human characteristics. Biometric identifiers are 

identifiable and measurable characteristics used to identify and describe individuals (Alsaadi, I.M., 

2021). Prominent instances of biometric verification encompass ocular scans, fingerprint analyses, and 

DNA investigations. Biometric verification is a technique that involves matching an individual's genetic 

features or behavioral characteristics with pre-existing data that has been captured, recorded, and 

arranged in a structured database or stored on a token (Mason, J., 2020). The concept is defined as the 

process of self-identification through knowledge, possession, or inherent qualities (Sundararajan, A., 

2019). In other words, it discerns the intrinsic characteristics.  

Biometric characteristics are categorized into two distinct types: physiological biometrics and 

behavioral biometrics. Physiological features encompass the anatomical and biological traits shown by 

an individual. The biometric modalities in this category consist of fingerprints, face recognition, iris 

scan, voice recognition, palm veins, DNA, and other similar methods. The methods are the conventional 

approaches via which an individual's identification is verified (Tripathi, K.P., 2011). In contrast, 

behavioral biometrics encompasses gait, GUI interaction, haptics, programming style, database access, 

system call records, mouse dynamics, and more. Determining an individual's interior characteristics and 

attributes is contingent upon several factors (Boakes, M., 2021). 

Behavioral biometrics (BB) is a nascent area of study that centers on techniques for capturing distinct 

and quantifiable patterns in human behaviors, specifically in activities such as Keystrokes, Mouse usage, 

and Touchscreen (KMT) dynamics. In contrast to physiological biometrics, such as fingerprints or iris 

patterns, which necessitate active user participation with costly sensors or biometric scanning devices, 

keystroke, and mouse dynamics can be collected passively using readily available hardware, such as a 

keyboard and mouse. 

This research paper explores the integration of behavioral biometrics with BT as a solution to the 

security difficulties IAP features. This novel methodology acknowledges the dynamic nature of 
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cybersecurity risks and utilizes distinct behavioral attributes demonstrated by individuals, including 

KMT dynamics, to augment authentication processes. This study aims to enhance the security 

framework by integrating behavioral biometric markers into the authentication layer, creating a more 

robust and user-oriented system. The main contributions of this work are: 

• The Behavioural Biometric Block blockchain-enhanced authentication layer (BBB-EAL) is 

proposed to integrate behavioral biometrics with BT to solve the security difficulties IAP faces. 

• The BBB-EAL framework suggests initial static authentication between end-users and edge 

servers. This authentication process aims to create a safe and encrypted channel between the two 

parties. This process generates access tokens via a smart contract, eliminating the need for an 

intermediary or trusted third party. 

• This study highlights the significant role played by various architectural components, such as 

architecture design and sequence diagrams, in depicting the interactions and information exchange 

among participants. Additionally, it explores the design process of the ML model used to recognize 

KMT dynamics. 

• This study presents a series of experiments showcasing the suggested architecture's effectiveness 

in providing enhanced user authentication in an IAP-enabled environment. The results exhibit real-

time confidence evaluation, minimal authentication time, and low resource usage. 

The rest of the paper has been organized as follows: Section 2 describes related research on 

behavioral biometrics with BT for IAP. Section 3 provides the Behavioural Biometric Block blockchain-

enhanced authentication layer (BBB-EAL) that integrates behavioral biometrics with BT as a solution 

to the security difficulties faced by IAP. Results and discussion have been given in section 4. Finally, 

the conclusion, limitations, and scope for further research have been shown in section 5. 

2 Related Works on Behavioral Biometrics with BT for IAP 

BT has gained interest in Bitcoin, financial services, Supply Chain Management (SCM), the IoTs, and 

Internet services since 2009. Given the prevalence of centralized development in many Internet services, 

scholars have investigated decentralized frameworks to address the growing security challenges and 

constraints. Other Internet service areas are being researched in addition to financial applications. These 

include IoT, public, social, cloud, reputation management, and crowdsourcing services. 

Alkhateeb et al. (2022) proposed a systematic literature review to study hybrid BT platforms for the 

Internet of Things (IoT) (Alkhateeb, A., 2022). Their study shows the widespread use of hybrid systems 

that combine public and private BT benefits. The findings show hybrid systems can address scaling 

issues while maintaining security and decentralization. The flexibility of these devices makes them ideal 

for many IoT applications. However, blockchain technology's interoperability challenges are complex. 

This study helps scholars and professionals understand the changing landscape of blockchain solutions 

for the Internet of Things. 

Hakiri et al. (2020) presented a BT architecture for IoT networks that prioritizes tamper resistance. 

This architecture supports SDN. The design uses blockchain technology to increase network security. 

The findings demonstrate the design's ability to protect IoT networks from unauthorized interference 

(Jung, S.W., 2022). A comprehensive literature review by Hisseine et al. (2022) examined blockchain 

technology in social media. This study shows that blockchain improves security and data integrity. 

However, blockchain have drawbacks, including high computational overhead (Hakiri, A., 2020). 

Through a thorough review of prior studies, the authors demonstrate how blockchain technology can 

improve data integrity, user autonomy, and digital identity (Hisseine, M.A., 2022). The findings show 
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that the technology could solve significant privacy and security issues. This technique has openness 

benefits, but scalability is limited. This study sheds light on BT's dynamic role in digital transactions 

and proposes using blockchain for secure and private data exchange. 

Sabu et al. (2021) described a blockchain-based system for secure and private E-health and IoT data 

exchange (Sabu, S., 2021). The suggested method involves developing and implementing a blockchain-

based solution to protect healthcare and IoT data. The findings show that a safe sharing architecture can 

exchange medical data while protecting patient privacy. Petcu et al. (2023) proposed a secure, 

decentralized authentication method. This mechanism uses Ethereum BT and Web 3.0 (Petcu, A., 2023). 

The researchers use Web 3.0 to improve authentication and security. The results show that this strategy 

provides safe, decentralized authentication solutions. The complexity of the underlying technology 

causes drawbacks, but this technology increases user control and confidentiality.  

Hu et al. (2020) proposed continuous authentication using behavioral biometric features to protect 

blockchain wallet private keys (Hu, T., 2020). The researchers collect and analyze user activity data, 

such as keystrokes and mouse movements, to create biometric profiles. The findings show that this 

method provides uninterrupted and unobtrusive authentication. The conclusions emphasize real-time 

user verification for security. Advanced security measures increase safety and reduce vulnerability to 

conventional authentication methods. However, false positives and the system's ability to adapt to 

behavior changes should be considered.  

Delgado-Mohatar et al. (2020) examined the pros and cons of blockchain and biometrics (Delgado-

Mohatar, O., 2020). The researchers analyzed technology convergence to mitigate security issues. The 

findings show that diverse applications can improve security and privacy. The implications emphasize 

the need to address information security and scalability. This method enhances identity verification and 

data integrity. However, information ownership and compatibility must be addressed to progress. Oak 

(2018) reviews the literature on behavioral biometric authentication (Oak, R., 2018). To understand 

behavioral biometric authentication systems, a comprehensive literature study is recommended. The 

findings cover a wide range of authentication behaviors. Inferences demonstrate their versatility and 

security potential. The non-intrusiveness of behavioral biometrics is an advantage—however, system 

reliability and user flexibility present challenges.  

Al-Naji and Zagrouba (2022) present the CAB-IoT architecture, which uses blockchain technology 

for continuous IoT authentication (Al-Naji, F.H., 2022). The researchers use BT and behavioral 

biometrics for real-time authentication. The findings show that this method can improve IoT security. 

User-centric and context-aware authentication is a benefit of this approach. However, drawbacks like 

IoT devices' computational burden must be considered. Zulkifl et al. (2022) introduce FBASHI, a fuzzy 

logic-BT adaptive security solution for healthcare IoTs (Zulkifl, Z., 2022). The researchers use fuzzy 

logic and BT to address healthcare IoT ecosystem security issues. The results of this study show that 

this method provides adaptable and context-sensitive security. This technology protects patient data and 

adapts to changing conditions. Fuzzy logic's complexity presents a challenge.  

Internet service designs typically include basic communication mechanisms between networks, 

which vary in hardware, software, or technical configuration. A secure and layered service architecture 

is essential to meet business and user needs. However, a robust and reliable security model must be 

prioritized to maintain these goals. Most Internet companies or businesses have data centers to store user 

data and run their proprietary applications (Thooyamani K.P., et.al, 2014). Due to their size and 

visibility, cybercriminals target these entities to steal confidential information, making strong security 

measures essential. BT emerged and evolved to address privacy and trust issues in modern Internet 
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services. Distributed ledgers reduce single points of failure. Blockchain technology uses a decentralized 

peer-to-peer network to reduce reliance on centralized data storage systems, deviating from client-server 

architectures. BT could boost competition by eliminating lock-ins and giving consumers complete data 

control (Pop, C., 2018). 

The primary aspect of this proposed solution revolves around utilizing BT, which augments security 

and transparency. The utilization of BT offers a viable solution for safeguarding critical behavioral 

biometric data by using its decentralized and tamper-resistant properties. This approach effectively 

mitigates the risks associated with centralized databases. The amalgamation of behavioral biometrics 

with BT offers a means to augment the authentication process while concurrently addressing emerging 

concerns about client privacy, security breaches, and unauthorized transactions. 

3 Behavioural Biometric Block Chain-Enhanced Authentication Layer 

(BBB-EAL) Framework 

The BBB-EAL architecture proposes incorporating an initial static authentication procedure between 

end-users and edge servers. The primary objective of this authentication procedure is to establish a 

secure and encrypted communication connection between the two entities involved. Access tokens are 

produced through an intelligent contract, hence obviating the necessity for an intermediary or 

trustworthy third party. This work emphasizes the crucial significance that different architectural 

components, such as architecture design and sequence diagrams, play in representing the interactions 

and flow of information among participants. 

 

Figure 1: Architecture for the Blockchain-based Enhanced Authentication for Mobile Devices with IAP 

Figure 1 shows the architecture for the blockchain-based enhanced authentication for mobile devices 

with IAP. To enhance authentication in the IAP environment, BBB-EAL recommends the 

implementation of a distributed architecture that leverages BT. This approach eliminates the requirement 

for an intermediate or trusted third party, ensuring high trust and availability. The Ethereum Blockchain 

has been selected due to its ability to allocate a distinct Ethereum address comprising public and private 

keys to each participating node. This feature enables the creation of access based on bespoke tokens, 

hence augmenting the security aspect in the context of Identity and Access Management. Ethereum 
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demonstrates a comparatively swift transaction processing capability, with a block time ranging from 

15 seconds to 25 seconds, unlike other BT networks that often need about 15 minutes. Ethereum has a 

scalability feature through the utilization of block gas restrictions, which determine the cost of each 

transaction based on factors such as complexity requirements, storage demands, and bandwidth usage. 

The present study aims to deploy a private Ethereum network utilizing the proof of authority consensus 

mechanism as an alternative to the commonly employed proof of work consensus mechanism. The 

utilization of private blockchain has several advantages in comparison to public networks. It enhances 

security and anonymity while delivering faster computation time, reduced costs, and improved 

scalability. 

The suggested design would facilitate the implementation of an edge server layer. This layer can 

potentially enhance the limited resources of mobile devices in an IAP environment, namely in terms of 

storage capacity, computational power, and networking capabilities. Incorporating edge servers into the 

proposed architecture would contribute to its scalability by facilitating the execution of resource-

intensive activities associated with constant authentication and communication with the BT network. 

The deployment of edge servers near IAP mobile devices, along with the utilization of ML models, 

enables edge computing to provide real-time learning from IAP device data with more efficacy than 

cloud computing, which introduces a delay in response time to IAP devices. 

 

Figure 2: Detailed Architecture of the Proposed BBB-EAL Framework 

Figure 2 shows the detailed architecture of the proposed BBB-EAL framework. The architecture 

elements play a crucial function, as depicted in the following manner: 

The internet cloud is utilized for the storage of non-real-time data transactions, which are then 

analysed for business logic in the context of big data. The suggested system encompasses a real-time 

enhanced authentication procedure, whereby the edge nodes layer offers localized control response to 

the IAP mobile devices. 
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The administrative user is responsible for assigning each IAP device to a certain edge node. 

Additionally, they grant authorization to end users to access these IAP devices through the utilization of 

a smart contract. The individual who has the smart contract will bear the responsibility of initiating and 

deploying it. It is assumed that this individual has the capability to appoint various administrators with 

management control in accordance with the specific needs of the organization. 

End-users are able to submit a formal request for access authorization to a specific IAP device 

through the utilization of a smart contract. Subsequently, the user will be granted access permissions 

subsequent to the completion of the authentication procedure at the designated edge node. 

In the context of the IAP, it is important to note that each individual device is associated with a 

specific edge node. Due to the constrained resources of IAP mobile devices, the execution of BT is 

unfeasible. The edge server layer is activated as a representative of IAP mobile devices. 

Edge nodes serve as a direct connection to the Ethereum smart contract, functioning as an 

intermediary between IAP devices and the BT. Their purpose is to alleviate the burden of ongoing 

verification for resource-constrained IAP devices. Edge nodes has robust computational capabilities, 

enabling them to effectively manage numerous concurrent requests associated with the 

enhanced authentication process. In BBB-EAL, the BB recognition ML model is hosted, and each 

edge node is responsible for training the model. The classification parameters are then shared with 

neighboring edge nodes, rather than relying on a coordinating node that would impact all connected 

edge nodes. This approach reduces the system's vulnerability to risks associated with hacking or 

unauthorized manipulation, as any compromise would only affect the neighboring node, which is 

comparatively easier to address. The BB similarity score that is created will largely be employed for the 

purpose of enhanced authentication. In this process, the similarity threshold will be synchronized with 

BT. Consequently, any decrease in the similarity score below the threshold will be promptly detected. 

The outcome of the created comparison will serve as the input for the access determination module, 

which will assess whether the user should be allowed to continue using the device or be locked out from 

further access. 

The BBB-EAL network, which is being proposed, is built upon the Ethereum Blockchain. The 

platform of this network comprises the following components: Ethereum encompasses two types of 

accounts: managed accounts and smart contract accounts. These accounts are distinguished by a 25-byte 

address. A smart contract is a software program that is kept within the blockchain and operates in a 

manner that is analogous to traditional contracts, with the purpose of achieving predetermined 

objectives. The system possesses Application Binary Interfaces (ABIs) that let users to interact with its 

operations through the transmission of transactions or messages from Ethereum accounts. In the context 

of a blockchain ledger, it is important to note that each node inside the network possesses a localized 

version of the blockchain. 

The suggested method entails the division of the procedure at the Blockchain layer into three distinct 

steps, namely: 

a) Registration phase. 

b) Static authenticating phase. 

c) Enhanced authentication phase. 

The smart contract can receive and respond to queries from end-users or edge nodes to execute 

various operations, such as registration, static authorization, and ongoing verification. 
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Instruments 

The experimental project will use the Anaconda system for data pre-processing and implementing 

a recognition machine learning model utilizing the Python programming language. Jupiter Notebook 

serves as the Integrated Development Environment (IDE) for development purposes, offering a dynamic 

and interactive platform for the display and execution of code. The implementation of distributed 

computing in TensorFlow will include using the distributed strategy, enabling the nodes to modify the 

model variables after data training. The database will be partitioned into multiple segments, and a 

TensorFlow distribution method will be employed to facilitate variable trade and updates among nodes. 

Each node will independently train the current information segment and store the resulting variables. 

These variables will then be exchanged with the subsequent node, utilizing the obtained variables to 

introduce the following data segment. Using the Azure Workbench, the ML strategy will be 

implemented as a web service inside the Azure cloud infrastructure.  Microsoft has made significant 

investments in the growth of the Azure Blockchain services and the Ethereum networking within the 

Blockchain networking level.  The Microsoft Azure Blockchain Growth Kit for Ethereum is utilized to 

construct the Blockchain network and facilitate the deployment of the intelligent agreement on this 

network. The Azure Blockchain Workbench Application Programming Interface (API) can initiate 

requests to the record and transmit information from another system to a designated contract. It is 

important to note that the Blockchain networks and the intelligent agreement cannot retrieve data from 

sources outside their networks.  The Azure Blockchain Development Kit also offers a readily available 

testing environment and presents a visually intuitive interface for executing Ethereum test cases and 

investigating the Blockchain system. The Azure Monitoring service has a collection of efficiency charts 

that specifically focus on various Key Performance Indicators (KPIs) to assess the overall network 

efficiency or effectiveness at the individual node level. 

Software Architecture 

The system is comprised of three main elements:  

(a) The visual user interface is designed to capture the dynamics of user keystrokes and mouse 

movements during information entry.  

(b) The information pre-processing unit produces distinct user trends (features) from the keystroke and 

mouse movement dynamics. 

(c) The ML unit acquires knowledge from the characteristics to provide predictions for novel input 

data. 

The software application collects and stores the unique characteristics of a user so that during the 

authentication procedure, new data is collected and compared to the previously held information.  

Confirming recognition happens when the information is determined to be coherent, whereas rejecting 

occurs if the information is determined to be incoherent. The BBB-EAL architecture illustrates the 

implementation and management of an ML system that enables the production of predictions on new 

data.  The model requires the collection of ten knowledge examples from persons who possess the cards 

legitimately (accurate research) and ten information examples from those involved in fraudulent actions 

(false knowledge).   Hence, it was ensured that the BBB-EAL scheme was furnished with ten pre-

processed spurious data sets acquired from several users who input fabricated card information shown 

on the graphical user terminals.    

The current user must enter the same fictitious card data 1,000 times on the graphical user interface. 

This procedure enables the production of genuine data, combined with pre-existing synthetic data, to 
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train and maintain an algorithm.  The method employs a sequential application of the same artificially 

generated card data, irrespective of the user, as test data to develop judgments on the validity of the 

user's input. 

• User Interface 

The user interface has been developed to replicate the structure and appearance of a conventional online 

payment application.  The Kivy2 Python module recorded user actions about KMT behavior from the 

form's input fields. The information is saved in the JavaScript Object Notation (JSON) layout, which 

offers simplicity in Python programming owing to its built-in compatibility with JSON. JSON 

documents comprising 1760 examples of raw KMT dynamics have been available. The data was 

obtained from 1,000 persons who willingly participated in the study. The male and female participants 

were at least 18 years old. During the experiment, they were asked to input fabricated card information 

into the BBB-EAL web page. 

• Data Pre-processing 

A diverse range of keyboard and mouse behaviors are recorded throughout user sessions, including 

critical presses and updates, mouse movements, left and right button presses and updates, and scrolling 

in both upward and downward directions. The analysis of KMT dynamics extends to many user interface 

forms, including touch displays. The collected KMT movements were converted into a condensed 

collection of characteristics by computing several functions, including the lowest, highest, and mean, 

for each test session.  Based on the information, the research has ascertained the most suitable subset of 

characteristics using a well-recognized approach called choosing features. The factors that were chosen 

were later utilized for training for forecasting. 

 

Figure 3: (a) Keystroke Features, (b) Mouse Trajectory Features 

The chosen variables consist of the average duration of keyboard stay and the average time of flight 

period, as seen in Figure 3(a). The middle path of mouse movements in each session of KMT movement 

testing is represented in Figure 3(b). As seen in Figure 3(b), the average mouse path is determined by 

calculating the total length covered (𝑙1 + 𝑙2 + 𝑙3) and dividing it by the number of pauses that exceed 
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500 ms from the initial point to the final point, inclusive. This calculation is performed three times. The 

chosen characteristics are placed in a Pandas Data Frame, prepared for training and testing ML methods. 

• Machine Learning 

In the present iteration of BBB-EAL, the categorization job was performed using the sci-kit-learn4 

implementations of an SVM classification with default parameters. To showcase the functionality of 

BBB-EAL classification for authentication by users, the research focused only on the three chosen 

characteristics. These attributes were obtained from a total of 1,000 user data-entering sessions. 

Software Demonstration 

The user interface exhibits the particulars of an imaginary card, accompanied by directives to input these 

particulars inside the payment form. The BBB-EAL system is initially equipped with 1,000 fabricated 

user KMT dynamic examples. These instances are obtained by gathering data from persons who input 

simulated card information on the user interface. During the initial creation process, the program 

prompts the legitimate user to input their card data on ten occasions. A timer appears on the consumer's 

interface throughout the accurate entry of information (e.g., ‘Training information provided: 1/1000). 

The Reset button serves the purpose of clearing the input fields in the event of user error or mistakes. 

The Delete and Save Modeling buttons will stay inactive until a minimum of ten accurate user training 

information submissions have been performed. The dynamics of KMT characteristics are derived from 

the entries and the pre-existing fabricated user data. The features are then utilized for training the 

classification approach, which is stored in the Sparse Allele Vectors (SAV) file type using the Save 

Modeling button. 

• Classification Module 

The proposed framework will partition the dataset, allocating 80% for training and reserving the 

remaining 20% for testing. This approach aligns with the widely accepted best practice in data science. 

Within the classification component, the feature vector derived from the input face picture is compared 

to the feature vectors of enrolled behavioral biometrics stored in the template database. This process 

aims to authenticate the behavioral biometrics by confirming a match with a satisfactory level of 

likelihood. If no match is discovered, the behavioral biometric is classified as unknown. Categorization 

methods have emerged as the most suitable option for implementing ongoing authentication compliance. 

Among these methods, the SVM classification has gained significant popularity and shown superior 

accuracy and quicker prediction capabilities than other classifiers. Numerous studies have been 

conducted on using SVMs in behavior biometric identification, with promising outcomes described. 

SVM classifier demonstrates optimal memory use by using a subset of the training data known as support 

vectors in its decision mechanism.  Essentially, the algorithm determines the optimum width of the 

hyperplane that effectively partitions the data points into different categories. 

One of the primary issues associated with the SVM classification is the need to identify the key 

factors that significantly impact how well it performs. These factors include selecting a suitable kernel 

feature and determining the optimal value for the soft boundary variable C, which is crucial in ensuring 

precise classification.  To mitigate their influence, BBB-EAL intends to use an improved SVM 

classifying methodology by substituting the decision-making function of the hyperplane that separates 

with the Euclidean space algorithm.  Figure 4 depicts the Euclidean-based classification method. 
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Figure 4: Classification Method for the Behavior Biometrics 

To facilitate training and categorization tasks, it is necessary to preprocess and transform the face 

photos database into numerical form. This conversion enables the mapping of the pictures into vector 

spaces.  The information will undergo dimensionality reduction to reduce the computational time 

required for calculating, as previously stated in the feature extraction component.  

In the training stage, the SVM method will be used to fit the instruction points used for training and 

then map them into support vectors for every group. Any data points that cannot be recognized will be 

discarded. In the classification stage, an unorganized data point undergoes preprocessing and is 

incorporated into the categorization component. Instead of the traditional SVM decision operation, the 

Euclidean distance operation is employed, as depicted in Equation (1). In this equation, 𝑝𝑥 and 𝑞𝑥 

represent the coordinates of 𝑃 𝑜𝑟 𝑄 in an n-dimensional space. 

𝐷 = √(𝑝1 − 𝑞1)
2 + (𝑝2 − 𝑞2)

2 +⋯+ (𝑝𝑛 − 𝑞𝑛)
22
     (1) 

The information point will be assigned a label based on the grouping with the shortest distance to the 

collection of support vectors, which will be determined by calculating the mean distance between the 

information point and the support vectors for every grouping. 

• Authentication 

The suggested approach utilizes token-based authentication, whereby a token is created by the intelligent 

agreement to verify the individual's identity. Although the consumer's token is employed in static 

verification as a one-shot verification method, its suitability for this duty is negated by its continuous 

monitoring feature. BBB-EAL organization is now pursuing a methodology that relies on biometric 

traits. In the context of the ongoing verification structure, recognizing an impostor being identified has 

more significance than detecting an imposter. The primary objective of the BBB-EAL is to identify 

instances of illegal connection with minimal delay. 
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Finding anomalies is a common approach in data science, using various statistical methods and 

machine learning techniques.  Nevertheless, within the IoT realm, the proliferation of data being created 

has presented a heightened level of difficulty in addressing this particular undertaking. The BBB-EAL 

framework has a trust module that enables ongoing verification of users. The access authorization of a 

user is reassessed by using the acquired facial picture of the present user and comparing it with the 

reference template of the authorized user. A trust-level appreciation (𝑇𝐿) will be assigned, varying from 

0.0 (no trust) to 1.0 (finished trust), to assess the credibility of the present user. If the trust level falls 

below a predetermined threshold, the computer system will require the execution of static obtrusive 

confirmation to maintain access. The user must meet the necessary access requirements to enter the 

device. The continuous calculation of a shift in trust-level value, denoted as 𝛿𝑇𝐿, is contingent upon the 

face similarity rating, 𝐸𝑓, derived by the face recognition machine learning model at the fog nodes level. 

Applying a threshold to the degree of similarity of each behavioral biometrics collected throughout the 

session will increase the False Acceptance Rate (FAR) and the False Rejection Rate (FRR). This 

thresholding process will significantly reduce the level of detail and precision in the verification 

operation. Consequently, the 𝑒𝑚 and 𝑒𝑟𝑒𝑑 functions about the behavior biometric resemblance 

assessment will be used to either increase or decrease the 𝑇𝐿 value. 

The level of trust should be subject to variation over the period between encounters. Two primary 

functions will determine this change, notably 𝑒𝑚 and 𝑒𝑟𝑒𝑑.. The primary objective of the 𝑒𝑟𝑒𝑑 function 

is to regulate the system's behavior if behavioral biometrics is not recognized. In security, the system 

exhibits a higher level of protection when multiple uses occur without any identified facial activity 

during device inactivity, as opposed to instances when the gadget is actively used. The operation is 

defined with a single variable, 𝑇𝐿𝑂, which determines the duration after which the user will be 

automatically logged out if no face picture is recognized. 

The function 𝑒𝑟𝑒𝑑 determines the rate of change of the 𝑇𝐿 value at any given moment, as described 

by Equations (2) and (3). The quadratic component is indicative of a cubic decrease in login trust.  Once 

the legal user's identity has been validated, the trust level should gradually decrease without a recognized 

facial picture. This loss in confidence should occur at a quicker rate as more time elapses. To prevent an 

excessive and rapid decline in trust, the rate of change of the 𝑒𝑟𝑒𝑑 variable is limited to -0.1 per minute. 

𝑒𝑟𝑒𝑑(𝑡) = {

𝑡2

10𝑡𝑠(𝑡𝑠−1)
𝑡 < 𝑡𝑠

1

10
𝑒𝑙𝑠𝑒

        (2) 

𝑡𝑠 =
3

2
𝑡𝐿𝑂 + 1/3(𝑡𝐿 − 6)        (3) 

In the context of continuous verification in BBB-EAL, the behavior biometric similarity score 𝐸𝑓 is 

used to modify the 𝑇𝐿 value in active discussions by increasing or decreasing it. Specific guidelines are 

used to ascertain the impact of a facial similarity score derived from a session on the corresponding login 

rating.   

The obtained fit operation, denoted as 𝑒𝑚, utilizes the behavioral biometrics resemblance score 𝐸𝑓 

variables as shown in Equations (4) and (5). 

𝑒𝑚 =

{
 

 
3

10
𝑓(𝐸𝑓) < 0.01

𝑓(𝐸𝑓) 0.01 < 𝑓(𝐸𝑓) < 0.2

−
3

10
𝑒𝑙𝑠𝑒

       (4) 
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𝑓(𝐸𝑓) =
(𝐸𝑓)

3

7
−
(𝐸𝑓)

2

3
+
𝐸𝑓

4
        (5) 

The variables 𝑒𝑚 and 𝑒𝑟𝑒𝑑, in conjunction with the duration of the preceding session 𝑡𝑥−1, are 

employed to calculate the 𝑇𝐿 at period 𝑡𝑠  , as demonstrated in Equation (6). 

𝑇𝐿(𝑡𝑠) = 𝑇𝐿(𝑡𝑥−1) + ∫ 𝑒𝑟𝑒𝑑𝑑𝑡 + 𝑒𝑚(𝐸𝑓)
𝑡𝑠
𝑡𝑥−1

      (6) 

As the duration of 𝑡𝑑 increases, the likelihood of 𝑒𝑟𝑒𝑑  resulting in a 𝑇𝐿 score under zero during 

intervals between sessions grows more pronounced. To mitigate the risk of unauthorized access to the 

device over an extended period, a projected value of 𝑇𝐿 at a subsequent time (𝑡𝑥+1) is determined using 

the variables 𝑡𝑑 and 𝑡𝑒, as illustrated in Equations (7) and (8). 

𝑇𝐿(𝑡𝑥+1) = 𝑇𝐿(𝑡𝑠) + ∫ 𝑒𝑟𝑒𝑑
𝑡𝑥+1
𝑡𝑠

       (7) 

𝑡𝑥+1 = 𝑡𝑠 + 𝑡𝑑 + 𝑡𝑒        (8) 

The score at time 𝑡𝑥+1 is contrasted with the log in limit 𝑇𝑐, which is dynamically changed based on 

the genuine user pattern.  If the degree of confidence falls below a certain level, it indicates a significant 

disparity between the present user and the authorized user. The system will become locked and need the 

implementation of intrusive authentication procedures to regain access. The process of accessing the 

system will continue. 

This section presents the BBB-EAL framework, a unique approach to addressing security concerns 

in the context of IAP. BBB-EAL establishes the safe first authentication method by seamlessly 

integrating behavioral biometrics and blockchain technology. This procedure promotes the 

establishment of secure communication channels between end-users and edge servers, assisted by using 

access tokens issued by smart contracts, hence removing the need for intermediaries. This section 

illustrates how the framework can improve online security using advanced techniques to provide a strong 

and effective authentication system. 

4 Simulation Analysis 

Behavioral biometrics refers to the field of study that focuses on analyzing and measuring human 

behavioral patterns for identification. The Multi-device and multi-activity data from the Same users 

(BB-MAS) dataset encompasses data obtained from several devices used by a cohort of more than 1,000 

individuals (Dataset). These users were involved in various activities, including typing, swiping, and 

tapping. The data set comprises information obtained from four distinct device categories: smartphones, 

tablets, laptops, and desktops. Each user is associated with a total of 10,000 occurrences of activity. The 

provided dataset is a valuable and extensive resource for studying cross-device behavioral biometrics. 

The Python-based simulation program SciKit-Learn was used to examine the BB-MAS dataset. The 

investigation was performed on a workstation with an Intel Core i7 CPU operating at a frequency of 3.5 

GHz, 16GB of RAM, and 512GB of solid-state drive storage capacity. The simulation used parallel 

processing, using all available cores with an average memory of 8GB. The dataset was partitioned into 

training and testing subsets, with a ratio of 80% for training and 20% for testing, to evaluate the 

performance of the ML model. 
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Figure 5: Authentication Time Analysis of Behavioral Biometrics 

The average authentication analysis of behavioral biometrics of different systems is shown in Figure 

5. The mean authentication durations for the various techniques were recorded as follows: CAB-IoT 

(17.675 ms), Ethereum (28.1 ms), Web 3.0 (20.6 ms), FBASHI (14.45 ms), Blockchain (23.2 ms), and 

BBB-EAL (11.625 ms). The BBB-EAL technique demonstrated superior performance to other 

approaches in the training and testing stages. It achieved the lowest average authentication time, owing 

to its effective use of static authentication and blockchain-enhanced mechanisms. Using its distinctive 

architecture and behavioral biometric approach in this technique leads to decreased processing time and 

improved overall performance. 

 

Figure 6: Resource Utilization Analysis of Behavioral Biometrics 

The resource utilization analysis of behavioral biometrics of different methods is shown in Figure 6. 

The mean resource usage percentages for the approaches were as follows: CAB-IoT (86.625%), 

Ethereum (91.475%), Web 3.0 (88.5%), FBASHI (83.45%), Blockchain (87.7%), and BBB-EAL 

(80.4%). Although BBB-EAL demonstrated somewhat greater resource use than specific approaches, it 

consistently maintained efficient utilization of resources. The capability is ascribed to its optimized 

architectural design, seamlessly incorporating behavioral biometrics and blockchain technology. This 

integration enables safe authentication processes while efficiently controlling resource requirements. 
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Figure 7: Confidence Level Analysis of Behavioral Biometrics 

The confidence level analysis of behavioral biometrics of different methods is shown in Figure 7. 

The mean confidence levels for the different techniques were as follows: CAB-IoT (93.7875%), 

Ethereum (92.225%), Web 3.0 (92.95%), FBASHI (94.5%), Blockchain (91.425%), and BBB-EAL 

(95.75%). The BBB-EAL model had the most excellent mean confidence levels throughout the training 

and testing. The system’s improved capability to reliably evaluate and authenticate users’ identities is 

primarily due to the combination of behavioral biometric data with blockchain-enhanced authentication, 

leading to increased trust levels. 

 

Figure 8: FAR Analysis of Behavioral Biometrics 

FAR analysis of behavioral biometrics of different methods is depicted in Figure 8. The FAR for the 

different approaches were calculated and found to be as follows: CAB-IoT (0.805%), Ethereum (0.67%), 

Web 3.0 (0.73%), FBASHI (0.575%), Blockchain (0.7%), and BBB-EAL (0.445%). The BBB-EAL, as 

suggested, demonstrated the most favorable average false acceptance rate (FAR) values throughout both 

the training and testing phases, thereby highlighting its efficacy as a biometric authentication system. 

The greater accuracy of this technology in identifying legitimate users from illegal ones is ascribed to 

the precision of its behavioral biometric recognition model. 
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Figure 9: FRR Analysis of Behavioral Biometrics 

The FRR analysis of behavioral biometrics of different methods is depicted in Figure 9. The 

techniques exhibited varying average FRR. FRRs for CAB-IoT, Ethereum, Web 3.0, FBASHI, 

Blockchain, and BBB-EAL were 6.095%, 5.86%, 5.98%, 5.285%, 5.605%, and 4.765% respectively. 

The BBB-EAL, as suggested, demonstrated the lowest average FRR values throughout the training and 

testing phases. This observation emphasizes the robustness of the BBB-EAL in effectively identifying 

and admitting real users. The model's ability to accurately identify user behavioral biometric patterns 

has been credited for this accomplishment, resulting in a decrease in valid users being erroneously denied 

access. 

 

Figure 10: Throughput Analysis of Behavioral Biometrics 

Throughput analysis of behavioral biometrics of different methods is shown in Figure 10. The mean 

throughput numbers (in kilobits per second) for the respective techniques were as follows: CAB-IoT 

(124.575 kbps), Ethereum (139.5 kbps), Web 3.0 (131.7 kbps), FBASHI (117.2 kbps), Blockchain 

(126.75 kbps), and BBB-EAL (144.4 kbps). The BBB-EAL demonstrated superior average throughput 

values throughout the training and testing periods. The enhanced performance of this system is ascribed 

to its optimized architectural design and streamlined data processing capabilities, leading to accelerated 

data transfer rates. Integrating behavioral biometric authentication and blockchain upgrading is expected 

to boost data management efficiency within the technique. 



Security Issues in Internet Architecture and Protocols Based 

on Behavioural Biometric Block Chain-Enhanced 

Authentication Layer 

Jhimmy Alberth Quisocala Herrera et al. 

 

139 

The simulation findings demonstrate that the BBB-EAL approach consistently performed more than 

other strategies across all measures. The BBB-EAL system showed an average authentication time of 

11.625 milliseconds, with training and testing utilization rates of 80.4% and 81.2%, respectively. The 

average confidence levels were measured at 96.4% and 95.1%, while the false acceptance rates were 

0.38% and 0.51%. The false rejection rates were also determined to be 4.92% and 4.61%. The training 

and testing throughput were recorded as 148.2 kilobits per second and 140.6 kilobits per second, 

respectively. The result highlights the efficacy of BBB-EAL in providing prompt and reliable 

authentication by using behavioral biometrics and integrating blockchain technology to reduce mistakes 

and enhance resource utilization. 

5 Conclusion and Future Study 

In an age characterized by the Internet's pervasive presence, the need to safeguard its security has 

emerged as a primary preoccupation. The demand for resilient solutions has increased with the rising 

incidence of data breaches, unlawful entry, and service interruptions. The present study aimed to tackle 

these difficulties by introducing a novel authentication layer called the Behavioural Biometric Block 

Chain-Enhanced Authentication (BBB-EAL). The emergence of this unique framework is attributed to 

the identified limitations present in current models. Many current models often encounter complex 

challenges that arise from the heterogeneous nature of Internet Architecture and Protocols. The 

proliferation of networked devices and platforms has created a multifaceted ecosystem susceptible to 

cyber-attacks. Achieving a balance between security advances and user experience has proven a 

formidable problem, necessitating exploring adaptable and innovative methodologies. 

The BBB-EAL framework has emerged as a promising solution, successfully integrating behavioral 

biometrics and blockchain technology. The integrated system implemented an initial static 

authentication step to create secure communication channels between end users and edge servers. 

Significantly, this methodology produced access tokens through smart contracts, reducing reliance on 

intermediaries and promoting heightened security. The simulation findings provided a valuable 

perspective on the capabilities of the system. BBB-EAL demonstrated exceptional performance across 

various metrics. It achieved an average authentication time of 11.625 ms, with training and testing 

utilization rates of 80.4% and 81.2%, respectively. The confidence levels for training and testing were 

96.4% and 95.1% respectively. The false acceptance rates were 0.38% and 0.51%, while the false 

rejection rates were 4.92% and 4.61%. The training and testing throughput was measured at 148.2 kbps 

and 140.6 kbps, respectively. The results highlight the efficacy of BBB-EAL in attaining reliable and 

expeditious authentication. 

Nevertheless, like every groundbreaking scientific endeavor, other problems and concerns arose. The 

issue of privacy about behavioral biometric data and the possibility of data faking necessitated thorough 

scrutiny. The continuing focus was to ensure the framework's flexibility to change cyber threats. The 

future trajectory requires expanding this study to incorporate more comprehensive investigation and 

enhancement. The following research will focus on enhancing mechanisms for privacy protection, better 

safeguarding the components of the blockchain, and studying strategies to adapt to the ever-shifting 

threat environment. In light of the ongoing evolution of technology, research endeavors need to maintain 

flexibility and adaptability to tackle new difficulties effectively and influence the future trajectory of 

Internet security. 
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