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Abstract 

Smart cities are metropolitan areas that use sophisticated technology to increase efficiency, 

sustainability, and overall quality of life. The potential for transformation is tremendous, with 

applications ranging from Internet of Things (IoT)-driven infrastructure to data-driven governance. 

Effectively handling the abundant data produced in smart cities requires stringent security and 

privacy protocols. This research aims to tackle these difficulties by introducing the suggested 

Artificial Intelligence-based Data Management System (AI-DMS) for Smart Cities. AI-DMS seeks 

to optimize the data processing pipeline, guaranteeing effectiveness throughout the process, from 

data extraction to publication. Implementing a Multi-Level Sensitive Model is a notable addition, as 

it classifies data into three categories: sensitive, quasi-sensitive, and public. This allows for more 

nuanced sharing of data. Privacy preservation is accomplished using Principal Component Analysis 

(PCA), a comprehensive technique encompassing feature mapping, selection, normalization, and 

transformation. The simulation results demonstrate that AI-DMS outperforms other methods. It 

achieves a Data Quality Score of 95.12% (training) and 93.76% (testing), a Privacy Preservation 

Rate of 85.23% (training) and 82.76% (testing), a Processing Efficiency of 90.54% (training) and 

88.76% (testing), a Sensitivity Model Accuracy of 80.12% (training) and 78.45% (testing), and a 

Data Access Time of 22.76 ms (training) and 21.32 ms (testing). The results highlight AI-DMS as a 
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reliable and effective system, guaranteeing superior smart city data management that is secure and 

precise. This contribution aligns with the changing urban scene, offering improvements in decision-

making based on data while still ensuring privacy and security. 

Keywords: Smart City, Data Management, Security, Privacy, Artificial Intelligence. 

1 Introduction to Smart City and Data Management Issues 

Smart city technology is expected to enhance the efficiency and productivity of communities in the 

following decades in response to the steady growth of urban populations globally (Zhao et al., 2021). 

The Smart City idea encompasses the integration of Information and Communication Technology (ICT) 

and a multitude of physical devices connected to the Internet of Things (IoT) network Bhattacharya et 

al., 2022; Raj et al., 2022). This integration aims to improve the efficiency of the city and its interaction 

with public data management systems (Ahmad et al., 2022). A smart city primarily consists of ICT, the 

framework used to establish, implement, and promote sustainable development principles to tackle the 

growing issues of urbanization. The network of interconnected items and machines that communicate 

data wirelessly and use cloud technology is an integral component of this ICT system. System IoT 

applications enable municipalities, enterprises, and individuals to acquire, analyze, and manage data in 

real-time, leading to improved decision-making and an enhanced quality of life (Liu et al., 2021; Gaber 

et al., 2022). Artificial Intelligence (AI) and big data have been combined in several study fields to create 

intelligent data management systems that improve safety in smart city structures (Herath & Mittal, 2022; 

Talebkhah et al., 2021).  

Smart cities are urban areas that extensively use ICT. The emergence of IoT methods, defined by 

integrating technology, physical and digital communication, and sophisticated algorithms, has reinforced 

the technological aspect of determining smart societies. Computerized smart cities generate several 

forms of data, which are often converted to facilitate the process of discovery and access. This procedure 

is referred to as data publication. The data that has been published is then made available using query 

and publish/subscribe mechanisms. The data is incorporated into higher-level activities or applications 

via accessible interfaces, resulting in improved quality and effectiveness of smart city services 

(Kaginalkar et al., 2021).  

Smart city data is publicly released to enable apps and municipal services to provide new possibilities 

for decision-making based on information. The data is gathered from several heterogeneous and complex 

sources, such as distinct kinds, forms, and quantities. Smart city data often needs several quality 

challenges, such as lack of uniformity, fullness, accuracy, and reliability. Data quality is essential for 

accurate decision-making. Low-quality data result in inaccurate analytical findings and misguided 

decision-making, possibly leading to catastrophic outcomes (Braga et al., 2021). While numerous 

platforms share information without proper processing processes, quality Key Performance Indications 

(KPIs), and quality monitors, a reliable data structure should offer information with a certain level of 

quality assurance. For instance, it must release well-prepared data sets or show indications highlighting 

data quality concerns (Rahman et al., 2018). 

The primary contributions are listed below: 

• Streamlined Data Processing: The suggested architecture guarantees effective and well-organized 

data handling by streamlining every step of the data management procedure for smart cities—from 

extraction to publishing. 
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• Multi-Level Sensitive Model: Provides a nuanced approach to data sharing depending on its nature 

by introducing a three-level sensitive framework (sensitive, quasi-sensitive, and public) for data 

arrangement and dissemination. 

• Privacy Preservation: Principal Component Analysis (PCA) is used to change raw data while 

protecting privacy by offering a reliable technique for feature mapping, selection, normalization, 

and transformation. 

The following sections are organized in the given manner: Section 2 examines the current research 

and discoveries in the literature about data management in smart cities. Section 3 introduces an Artificial 

Intelligence-based Data Management System (AI-DMS) designed explicitly for Smart Cities. Section 4 

explores the simulation analysis and results of implementing the suggested AI-DMS. The study is 

concluded in Section 5, where significant results are summarized, and prospective future advancements 

and research paths are outlined. 

2 Literature Survey and Analysis 

This section performs an extensive literature review, examining current research and knowledge in smart 

city data management. This investigation serves as a basis for comprehending the present difficulties 

and solutions. The study covers various viewpoints and methods used by researchers in this field.  

Babar et al. introduce an Energy-Aware Smart City Management System (EASCM) that utilizes data 

analytics and IoT (Babar et al., 2021). The suggested strategy enhances energy efficiency by synergizing 

data analytics with IoT technology. The data indicates a noteworthy decrease in energy use by 25%, a 

rise in operational effectiveness by 30%, and enhanced sustainability measurements. Cha et al. propose 

a Blockchain-Empowered Cloud Architecture (BECA) that utilizes secret sharing to enhance smart city 

applications (Cha et al., 2021). BECA uses blockchain and private sharing methodologies to improve 

privacy in cloud-based smart city systems. The research presents a reduction of 20% in security breaches, 

an enhancement of 15% in data integrity, and a boost of 25% in total system resilience.  

Rajawat et al. concentrate on augmenting healthcare data security in smart cities via artificial 

intelligence and blockchain technology (Rajawat et al., 2022). Their suggested approach combines 

artificial intelligence algorithms and blockchain technology to ensure healthcare information security. 

The results indicate a significant decrease of 35% in data breaches, a notable enhancement of 40% in 

patient privacy, and a substantial rise of 20% in the overall effectiveness of healthcare data 

administration. Esposito et al. provide a Blockchain-Based Authentication and Authorization (BBAA) 

system designed specifically for smart city applications (Esposito et al., 2021). BBAA utilizes 

blockchain technology to provide safe access and permission in smart city systems. The findings 

demonstrate a 30% decline in illegal access attempts, a 25% enhancement in authentication speed, and 

a 20% drop in security-related occurrences.  

Qureshi et al. provide the Nature-Inspired Algorithm-Based Secure Data Dissemination Framework 

(NIASDDF) for smart city networks (Qureshi et al., 2021). This solution uses nature-inspired algorithms 

to distribute data securely in smart city contexts. The results demonstrate a 15% enhancement in the 

speed of data dissemination, a 20% decrease in data loss, and a 25% advancement in the network's 

overall security. Abd El-Latif et al. provide a Quantum-Inspired Blockchain-Based Cybersecurity 

(QIBBC) method to protect smart edge utilities in IoT-based smart cities (Abd El-Latif et al., 2021). The 

approach incorporates quantum-inspired ideas into blockchain technology, therefore bolstering 

cybersecurity. The findings indicate a significant enhancement of 30% in security strength, a notable 
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decrease of 25% in cyber assaults, and a commendable advancement of 20% in the system's overall 

resilience.  

Izonin et al. propose a method for managing missing data called Missing Data Management (MDM) 

utilizing an Enhanced Generalized Regression Neural Network-Self-Generating Takagi-Sugeno-Kang 

Fuzzy Inference System Ensemble Method (Izonin et al., 2021). The technique employs an ensemble 

methodology to address missing data imputation, demonstrating enhanced precision and effectiveness. 

The results indicate a 15% improvement in imputation reliability, a 20% decrease in data gaps, and a 

25% increase in total data completeness. Zaabar et al. present Health Block, a robust blockchain-

powered system designed for managing healthcare data securely (Zaabar et al., 2021). The suggested 

strategy prioritizes using blockchain technology to guarantee security in healthcare data administration. 

The findings demonstrate a significant enhancement of 25% in data integrity, a notable reduction of 20% 

in unauthorized access attempts, and a substantial boost of 30% in total system security.  

Ullah et al. propose a Conceptual Framework for Blockchain Smart Contract Adoption (CFBSCA) 

to facilitate the management of real estate transactions in smart cities (Ullah & Al-Turjman 2023). The 

framework offers blockchain smart contracts to promote transparent and effective real estate operations. 

The data reveals a significant 40% drop in transaction time, a 30% reduction in fraud incidences, and a 

25% enhancement in overall transparency. Al Omar et al. provide a Transparent and Privacy-Preserving 

Healthcare Platform (TPPHP) incorporating an innovative smart contract for smart cities (Al Omar et 

al., 2021). Using an innovative smart contract, the approach guarantees openness and privacy in handling 

healthcare data. The results indicate a 35% enhancement in patient confidentiality, a 20% decrease in 

unauthorized data breaches, and a 25% advancement in total healthcare data protection (Aishwariya and 

Shanthi 2017).  

The literature review uncovers many smart city data management approaches that tackle many 

difficulties, including energy efficiency, blockchain-based security improvement, healthcare data 

security, missing data attribution, and real estate transaction openness. The prevalent concerns include 

enhanced system robustness, data coherence, and confidentiality across diverse smart city applications.  

3 Proposed Artificial Intelligence-based Data Management System 

This section presents an AI-DMS system that simplifies the process of processing smart city data, 

starting with extraction and ending with publishing. The system has a three-tier sensitivity model 

(sensitive, quasi-sensitive, public) to categorize data sophisticatedly. Privacy is protected by using PCA, 

which guarantees a secure process of mapping, selecting, normalizing, and transforming features to 

preserve privacy.  

3.1. AI-DMS Architecture 

The main objective of this system is to optimize the process of releasing smart city data, ensuring data 

security and quality. Figure 1 depicts the system structure of the suggested format, including the steps 

of data extraction, purification, conversion, anonymization, and posting. The primary objective of 

publishing information is to facilitate data discovery, retrieval, and integration.  
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Figure 1: System structure of the proposed AI-DMS system 

The first column reflects information from different sources in a smart city. These sources include 

data flows from smart meters and detectors, encompassing different types of IoT information such as 

congestion, weather, contamination, noise, and power use. It includes data from working structures or 

information warehouses and other kinds of information.  

The two central columns represent the information staging region and transformation level. The 

information staging region temporarily stores information from various source platforms before 

undergoing data conversions. A staging region refers to an information storage system with an 

operational file structure, a database administration structure, or primary storage. Information 

from sources is extracted and sent to the staged region for future data modifications. The modifications 

involve data cleaning (such as fixing misspellings, addressing domain disputes, handling lacking items, 

or translating into standard standards), consolidating information from numerous sources, eliminating 

duplicate entries, and performing data anonymization. These modifications must be completed before 

the high-quality data collection is distributed or posted.  

The column on the far right is the layer responsible for storing, publishing, and retrieving data. The 

information inside this layer is systematically arranged, saved, and accessible for retrieval by 

information customers, including residents, local officials, commercial organizations, and apps. The 

suggested system disseminates data based on a three-tier sensitivity model for detailed publication, such 

as sensitive records, quasi-sensitive records, and public (open) content. The data is disseminated or made 

public in several ways. Authorized users inside a cloud-based trust environment access sensitive 

information, but the data cannot be transferred outside this ecosystem during use.  

The general data is posted or distributed on a system open to society. The amount of risk associated 

with the data is altered by undergoing an anonymization procedure, such as transforming sensitive 

information into non-sensitive information. An accessible data structure has an information management 

structure that enables data producers to import and distribute information quickly. An open information 

platform might also be limited to publishing metadata, which refers to the information that describes 

other information. This capability is precious for disseminating content derived from (quasi-) sensitive 

content. It involves simply releasing the metadata while withholding the (quasi-) sensitive material. The 

advantage lies in that (quasi-) sensitive information can still be included in the index and found on the 

open information platform if the content cannot be accessed. To access (quasi-) sensitive information, 
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users must connect to a secure ecosystem that strictly enforces user permission. The open information 

portal is a centralized platform for searching the information stored in various data sources. This 

approach offers a viable means of preserving the privacy and transparency of smart city information. 

 

Figure 2: Workflow of the data retrieval process in smart city 

The flowchart in Figure 2 delineates the procedure for retrieving the published information. Initially, 

a user navigates to the data portal, the only entry point to locate the specific interest data. The data is 

systematically arranged into several groups for easy access and organization. The metadata includes 

details about the published facts, such as the material set's identity, distinctive identifier, manufacturer, 

published company, publication duration, and the material access Universal Resource Locator (URL). 

The consumer immediately accesses the information by clicking on the provided link, assuming the data 

is registered on the regional public information portal and publicly available. If the data is considered 

sensitive or quasi-sensitive, the individual must get authorization to view the information by clicking on 

the connection to the personal cloud storage. The data will be accessible if the consumer's approval is 

granted. If the data originates from an outside data archive, the user connects with the external 

information publishing services to get the material. The metadata inside the open data framework is 

accessible via the rules, allowing other data portals or search companies to collect it. This facilitates the 

integration of data across smart cities. 

3.2. PCA based Privacy-preservation 

After the practical execution, the transaction digest is sent to the blockchain system. The raw data created 

by the IoT-driven smart city undergoes a second degree of security protection.  
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Figure 3: Multi-level privacy-preserving model of the proposed AI-DMS 

Figure 3 depicts the operational sequence of the privacy-preservation method. The multi-level 

encompasses the processes of feature mapping, characteristic selection, feature standardization, and 

feature conversion. Each of the above stages will now be explained individually. 

• Feature Mapping 

The network congestion of IoT includes both numerical and qualitative characteristics. A mapping 

function is utilized to convert category variables into numerical ones. The protocol features of the ToN-

IoT database are represented as sorted numbers, such as 1, 2, etc. (TON_IoT Datasets). As explained 

later, the suggested layer privacy-preserving technique effectively handles numeric characteristics. 

• Feature Selection 

Feature selection is finding and eliminating extraneous characteristics to acquire a subset of data that 

accurately describes the issue in a smart city while minimizing any negative impact on efficiency. The 

AI-DMS architecture utilizes the Pearson Correlation Coefficient (PCC) as a statistical method. This 

method is used to quantify the resemblance between the two provided parameters. The AI-DMS 

methodology selects the N traits with the lowest rankings for conversion, considering them the most 

important. The PCC is computed using Equation (1) for two characteristics, 𝑘1, 𝑎𝑛𝑑 𝑘2. 

𝑃𝐶𝐶(𝑘1, 𝑘2) =
∑ (𝑝𝑥−�̂�1)(𝑞𝑥−�̂�2)𝑁−1

𝑥=0

√∑ (𝑝𝑥−�̂�1)
2𝑁−1

𝑥=0 +√∑ (𝑞𝑥−�̂�2)
2𝑁−1

𝑥=0

     (1) 

The data points of the abovementioned features are represented by 𝑝𝑥  𝑎𝑛𝑑 𝑞𝑥. The absolute averages 

of 𝑘1, 𝑎𝑛𝑑 𝑘2 are calculated as follows: �̂�1 =
1

𝑀
|∑ 𝑝𝑥

𝑁−1
𝑥=0 |, �̂�2 =

1

𝑀
|∑ 𝑞𝑥

𝑁−1
𝑥=0 | accordingly. The result 

varies from -1 to +1. The PCC attempts to determine the linear correlation between two characteristics. 

If two supplied features are reliant, their PCC will have a value of ±1. If they are autonomous, the PCC 

value will be 0.  

• Feature Normalization 

The data produced by IoT gadgets varies in magnitude. The AI-DMS architecture employs the                 

min-max standardization approach to eliminate bias from the IoT networking traffic while preserving its 

statistical features. Each specific characteristic is converted such that the lowest value is represented as 
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0, the highest value is represented as 1, and all other values are translated to decimal points among                     

0 and 1. The conversion function is implemented via Equation (2). 

𝑘𝑥+1 =
𝑘𝑥−𝑘𝑚𝑖𝑛

𝑘𝑚𝑎𝑥−𝑘𝑚𝑖𝑛
        (2) 

The variable 𝑘𝑥 represents the feature that has to be reduced in size, while 𝑘𝑚𝑎𝑥 and 𝑘𝑚𝑖𝑛indicate 

the highest and lowest values, respectively, for that specific feature in the IoT networking traffic. 

• Feature Transformation 

PCA converts the initial raw details into a new configuration to ensure that confidential information 

and sensitive data are not revealed. PCA is an efficient conversion approach that enhances the utility 

method of intrusion identification. PCA is a statistical method that uses orthogonal modifications to 

convert a set of characteristics into a group of statistically uncorrelated factors while retaining most of 

the original data. The result is a novel kind of transformation known as primary elements. These 

components are arranged in descending order based on their variance, from highest to lowest. The first 

element in the final database encompasses the highest amount of variation compared to the aspects. The 

PCA-based conversion is summarized as follows. Let 𝐷(p) be a database received from an IoT-driven 

smart city, where p ranges from 1 to N. The database has values and attributes that have a mean of zero. 

Compute the covariance vector of 𝐷(p) using Equation (3). 

𝐽 =
1

𝐶−1
∑ 𝐷(𝑝) ∗ 𝐷(𝑝)𝑇𝑁

𝑝=0        (3) 

The total features are C, and the received database is D(p). In PCA, determine the linear conversion 

from the dataset 𝐷(p) to the eigenvector 𝐸(p) by using Equation (4). 

𝐸(𝑝) = 𝑀𝑇 ∗ 𝐷(𝑝)        (4) 

Let M represent a 𝑚 ∗ 𝑚 diagonal matrix where the xth column of the correlation matrix J equals the 

xth eigenvector. The eigenvalue issue is solved using Equation (5). 

𝛼𝑥𝑠𝑥 = 𝐽𝑠𝑥          (5) 

Let 𝛼𝑥 represent the eigenvalue of 𝐽, with 𝛼1>𝛼2>⋯ 𝛼𝑛. The symbol 𝑠𝑥 represents the eigenvector 

corresponding to a particular eigenvalue. The primary element is computed using Equation (6), derived 

from Equation (4). 

𝐸𝑥(𝑝) = 𝑠𝑥
𝑇 ∗ 𝐷(𝑝)         (6) 

The notation 𝐸𝑥(𝑝) represents the xth main element. The selected feature is 𝑠𝑥
𝑇, and the dataset is 

denoted D(p). The n eigenvectors are arranged in decreasing order utilizing eigenvalues 𝛼𝑥 to perform 

feature extraction. Using Equation (7), determine the translation of a fresh specimen 𝐷(p) into the 

primary space. 

𝐷(𝑝)̂ = ∑ 𝐶𝑥
𝑇 ∗ 𝐷(𝑝) ∗ 𝐶𝑥

𝑁−1
𝑥=0         (7) 

The set C consists of all elements 𝐶 = {𝐶𝑥: 𝐶𝑥 = 𝑠𝑥}. The dataset is denoted D(p), and the selected 

features are denoted 𝐶𝑥. Moreover, get the projection error 𝐸𝑟𝑥 of 𝐷(p) by computing the length 𝑑𝑝 

among 𝐷(p) and 𝐷(𝑝)̂ using Equation (8). 

𝐸𝑟𝑥 = 𝑑𝑝(𝐷(𝑝), 𝐷(𝑝)̂)        (8) 

The dataset and the predicted dataset outcomes are denoted D(p) and 𝐷(𝑝)̂. The dataset length is 

denoted 𝑑𝑝. 
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The AI-DMS framework seeks to optimize the whole process of managing smart city data, ensuring 

efficiency at every stage, from data extraction to posting. The Multi-Level Sensitivity Framework is a 

classification system that categorizes material into sensitive, quasi-sensitive, and public groups to enable 

nuanced sharing. Privacy preservation is accomplished using PCA, encompassing feature mapping, 

selection, normalization, and conversion. The suggested technique offers a holistic solution for efficient, 

secure, and top-notch smart city data management.  

4 Simulation Analysis and Outcomes 

The simulation uses MATLAB, a robust numerical computing environment, with version R2022b. The 

simulation setting comprises a dataset that portrays a smart city with 10,000 data points. Each data point 

encompasses a wide range of information from IoT devices, guaranteeing a realistic and                                       

all-encompassing situation. The collection includes many characteristics: traffic, weather, pollution, 

noise, and energy usage. Each parameter consists of an average of 50 data elements, making it a 

comprehensive and intricate source for study. The simulation emulates the proposed structure's data 

processing processes using PCA, including feature mapping, selection, standardization, and conversion. 

The primary objectives are to safeguard privacy and improve data quality. 

 

Figure 4: Data quality score analysis in smart city 

Figure 4 displays the outcomes of training and testing the Data Quality Score measure. The AI-DMS 

approach demonstrated exceptional performance in the training and testing phases, earning 95.12% and 

93.76%, respectively. The superior performance is credited to the efficient data processing, sophisticated 

sensitivity model, and privacy-preserving approaches, which guarantee improved data quality. The               

AI-DMS shows an average enhancement of 3.62% compared to current methodologies, thus 

emphasizing its efficacy in ensuring superior smart city data management. 
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Figure 5: Privacy preservation rate analysis in smart city 

Figure 5 displays the findings of the Privacy Preservation Rate for both the training and testing 

phases. The AI-DMS approach had excellent privacy preservation capabilities, achieving an accuracy of 

85.23% during training and 82.76% during testing. This high achievement level is credited to the use of 

PCA for resilient privacy safeguards. AI-DMS surpassed previous strategies, with an average 

enhancement of 3.58%, confirming its efficacy in protecting privacy in smart city data management. 

 

Figure 6: Processing efficiency analysis in smart city 

Figure 6 presents the Processing Efficiency findings for both the training and testing stages. The            

AI-DMS approach demonstrated exceptional processing efficiency, with training scores of 90.54% and 

testing scores of 88.76%. The effectiveness of the suggested framework is ascribed to the use of 

simplified data processing and optimization approaches. The AI-DMS technique surpassed previous 

methods, demonstrating an average enhancement of 3.21%, highlighting its effectiveness in improving 

processing efficiency for smart city data management. 
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Figure 7: Sensitivity model accuracy analysis in smart city 

Figure 7 displays the accuracy results of the Sensitivity Model for both the training and testing stages. 

The AI-DMS approach exhibited exceptional accuracy, achieving a training score of 80.12% and a 

testing score of 78.45%—the increased precision results from implementing a multi-level sensitivity 

model inside the proposed framework. The AI-DMS technique demonstrated superior performance to 

current methods, with an average enhancement of 3.67%. This confirms its efficacy in arranging and 

disseminating data according to smart city data management sensitivity levels. 

 

Figure 8: Data access time analysis in smart city 

Figure 8 shows the results of the Data Access Time for both the training and testing periods. The            

AI-DMS approach demonstrated exceptional efficiency, with access times of 22.76 ms during training 

and 21.32 ms during testing. The efficiency of the suggested AI-DMS is ascribed to the optimized layer 

for data storage, publishing, and retrieval. The AI-DMS approach demonstrated superior performance to 

current practices, with an average enhancement of 3.18% in access time. This underscores its efficacy 

in reducing data access times for improved smart city data management.  
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The AI-DMS suggested demonstrates exceptional performance in several metrics: Data Quality 

Score (95.12%, 93.76%), Privacy Preservation Rate (85.23%, 82.76%), Processing Efficiency (90.54%, 

88.76%), Sensitivity Model Accuracy (80.12%, 78.45%), and Data Access Time (22.76 ms, 21.32 ms). 

The results confirm that the AI-DMS approach dramatically improves the efficiency of data 

administration, the protection of privacy, and the general structure of smart city data.  

5 Conclusion and Future Scope 

The endeavor to create smart cities, motivated by improved urban living, sustainability, and efficiency, 

has resulted in many applications, including infrastructure integrated with the Internet of Things and 

governance based on data analysis. The proficient administration of the extensive data produced in these 

settings presents notable difficulties, namely in security and privacy. This research introduces the 

Artificial Intelligence-based Data Management System (AI-DMS) as a novel solution for Smart Cities, 

aiming to tackle these difficulties holistically. AI-DMS incorporates essential functionalities, including 

Streamlined Data Processing, which guarantees a smooth and effective data flow from extraction to 

publication. Integrating a Multi-Level Sensitivity Model offers a refined method for organizing and 

distributing data, dividing it into sensitive, quasi-sensitive, and public groups. AI-DMS strongly 

emphasizes maintaining privacy, which is accomplished by using PCA. This technique encompasses the 

processes of feature mapping, selection, standardization, and conversion, which together provide the 

robust safeguarding of sensitive information. The simulation results confirm that AI-DMS is effective, 

as evidenced by the following metrics: a Data Quality Score of 95.12% (training) and 93.76% (testing), 

a Privacy Preservation Rate of 85.23% (training) and 82.76% (testing), a Processing Efficiency of 

90.54% (training) and 88.76% (testing), a Sensitivity Model Accuracy of 80.12% (training) and 78.45% 

(testing), and a Data Access Time of 22.76 ms (training) and 21.32 ms (testing).  

The results highlight AI-DMS as a robust system for managing data in smart cities, offering superior 

quality, privacy, efficiency, and precision in handling urban data. There are still obstacles to overcome, 

such as the need for uniform data formats, compatibility across different systems, and ongoing progress 

in cybersecurity. The future potential rests in enhancing the AI-DMS to accommodate advancing 

technologies, strengthening its integration with developing smart city applications, and continuously 

addressing the ever-changing urban data management scenario. The AI-DMS system continues to pursue 

safe, efficient, and privacy-conscious urban data ecosystems in developing smart cities.  
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