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Abstract 

Location-based services (LBS) have grown in popularity due to technological improvements and 

the widespread use of GPS, mobile devices, and wireless communication. Ensuring the protection 

of location data and its corresponding attributes while simultaneously delivering high-quality 

services poses an enormous challenge, particularly in the context of continuous surveillance and 

sharing of users' location information. This gives rise to legitimate concerns regarding the privacy 

and security of sensitive personal data. Particularly in healthcare situations, maintaining user privacy 

is of the highest priority. This paper proposes an Enhanced User and Anonymizer Cache (EUAC) 

architecture based on a trusted third-party (TTP) approach. The EUAC approach incorporates user 
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authentication, query caching, and anonymization techniques to protect user information by 

minimizing communication connections, increasing cache hit rates, and reducing privacy leakage 

risks. While employing anonymization, we propose the Cloaking Region algorithm that utilizes the 

Euclidean distance approach to disseminate selected dummy locations as widely as possible. The 

results validate the efficiency and effectiveness of our architecture concerning cache hit rates, 

communication overhead, response times, and entropy.  

Keywords: Location-based Service (LBS), Trusted Third Party (TTP), Privacy Protection,                   

k-anonymity, Query, Cloaking Region. 

1 Introduction 

Location-based services have been increasingly gain popularity over the past year as a result of 

technological advancement, GPS, mobile system, and wireless connection. Mobile users can access a 

wide range of services via LBSs in a number of sectors, including healthcare, education, entertainment, 

business, and daily living (Schiller & Voisard, 2004; Tanjo et al., 2014; Sudhakar, 2019). Snapshot LBS 

and continuous LBS are the two types that make up geography based services (Pingley et al., 2011; 

Uchida et al., 2019). User simply transmits location information to LBS once during a snapshot request. 

On the other hand, user frequently provides the LBS his location information while in continuous query 

so as to gain services. When a user uses the GPS (Global Positioning System), which provides the user's 

geographic location, to look for services, a continuous LBS takes place as opposed to a snapshot LBS, 

which is when a user searches for a local hospital, restaurant, or bank. Inside an LBS, mobile user creates 

and sends query message to LBS provider that provides a target service, including the user's geographic 

location and personal information. In response to the question, the LSP provides the mobile user with 

precise points of interest (POI), like a hospital, office, church, restaurant, and any movie theatre, etc. 

The basic work flow of LBS is shown in Figure 1 (Chopvitayakun, 2019; Ram & Chakraborty, 2024). 

When a management center has to track a mobile user or they need information service, the embedded 

positioning device, GPS sends to the center and offers real-time positional data. The GPS central GIS 

server analyses the service requirements to provide a report that is sent to the mobile users. 

 

Figure 1: A fundamental workflow of LBS system architecture 

Although LBS makes life incredibly simple for the user, but it also puts their privacy in danger. The 

general meaning of privacy is to prevent the disclosure of sensitive information (Begum & Nausheen, 

2018). In addition, the user doesn't want to be recognized when using sensitive services, like asking for 

the location of the closest cancer treatment facility. Consequently, the attacker can examine the user's 

contents inquiries can cause privacy problems because they access the user's personal information. 

Therefore, the use of LBS applications may result in difficulties with location privacy and query privacy. 

Therefore, the capacity to keep others from learning one's current or prior location can be viewed as 

location privacy. Furthermore, location privacy is defined as a subset of data privacy (Aloui et al., 2022; 

Ahmed, 2019). To guarantee location privacy, adversaries must not be aware of the user's history or 

present location. Adversaries must also be unable to relate a single request or response to a specific user 
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in order to ensure query privacy. As a result, in order to provide effective sensitive information security, 

the adversary must be forbidden from correlating sensitive information to a specific user.  

The power of people to decide when, what, and how their personal information is released to others 

can be conceived of as privacy. Consider a scenario when a patient who uses a mobile device wishes to 

visit a hospital and shares his exact location as well as query information with a location service provider. 

If the attacker can gather and analysis the user data found in the LBS queries to access all personal 

information about the user, including identify, position, trajectory, lifestyle, and health state. In order to 

get an edge, an attacker may compile a user profile and reveal it to a rival or any other person. Because 

the user position be there frequently directed to LBS in the case of a continuous LBS, the situation gets 

worse (Peng et al., 2019). Therefore, it is necessary to insert privacy into user's life. 

Non-Trusted Third Party (NTTP), Trusted Third Party (TTP), and Peer to Peer Network are the three 

types of LBS systems. As shown in Figure 2, the service provider in a TTP-based network is unaware 

of the real user's identity or location. TTP, on the other hand, ensures the privacy of the LBS user's 

mobile device. 

 

Figure 2: Different models of LBS systems 

The topic of privacy in LBS has been addressed in a number of ways during the past few years. We 

offer a novel solution for this problem in the form of a simple real-world LBS system that works with 

any GPS system to assist mobile users. The enhancement of user privacy when engaging with any LBS 

is our key objective. 

To overcome the privacy challenges while a mobile user interacts with LBS system, we propose a 

novel trusted third party (TTP) based Enhanced User and Anonymizer Cache (EUAC) architecture. Our 

proposed scheme adopt cache based multi-layers including mobile user, anonymizer, and LBS server. 

The main contributions of this paper can be summarized as follows: 

a) We investigate the Privacy challenge while interacting with LBS system to get any Point of 

Interest (POI).  

b) We employ the Certificate Authority (CA) module to for user authentication at both user end 

as well as LBS server system.  

c) We employ cache based anonymizer server which is cable to provide the results either from 

user history through internal cache or anonymize user’s query and forward to LBS system.  
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d) We analyse the privacy attributes including cache hit ratio, packets delay, Query Initialization 

Time, overall performance, query process time, and entropy. 

The rest of the paper is organized as follows. Section 2 presents the literature review including 

background study and existing state-of-the-art methods. In section 3, we present the proposed privacy 

model comprehensively. Further section 4 describe the implementation and results of proposed model, 

and comparative analysis with existing studies. Finally, we conclude the study in section 5. 

2 Background and Literature Review 

Now we give background overview of emerging technologies used in proposed EUAC model followed 

by state-of-the-art techniques in section 2.2. 

1) Technology Background  

A. Cache-Based Anonymizer 

A cache-based anonymizer, crucial for safeguarding user privacy, operates through a set of mathematical 

notations and processes (Cui et al., 2020). Let D symbolize the input data, comprising sensitive 

information denoted as D={d1,d2,…,dn}, where di represents an individual data item. The 

anonymization process is encapsulated by the function A:D→A(D), responsible for transforming the 

input data into an anonymized version. To expedite operations, a cache storage mechanism C is 

employed, featuring m cached entries denoted as C={c1,c2,…,cm}. A decision function F:(diC) →fi 

orchestrates the choice between cache hits (fi=Hit) and cache misses (fi=Miss). When a cache hit occurs, 

the anonymized data A(di) is promptly retrieved from the cache (cj), while a cache miss triggers the 

application of A to di and the subsequent storage of the result in the cache (cj=A(di)). Privacy guarantees 

are instituted through anonymization techniques like k-anonymity or l-diversity, ensuring the 

indistinguishability of data items within specific groups. Additionally, a cache replacement policy, 

typically adhering to principles such as Least Recently Used (LRU) or First-In-First-Out (FIFO), 

manages cache size and entry replacements.  

B. Clocking Region 

A cloaking region, integral to privacy protection, can be comprehensively described using mathematical 

notations (Saravanan & Balasundaram, 2020). Let U denote the entire spatial universe or geographical 

area, and O represent the set of all legitimate users within this spatial context. The cloaking region, 

defined as C, is a subset of U that serves as a protective shield for user locations. Symbolically, C⊆U. 

Each user ui∈O is associated with a location vector Li within the cloaking region, where Li=(xi,yi) in 

two-dimensional space. The cloaking mechanism aims to obscure individual user locations, ensuring a 

level of anonymity within the cloaking region. Mathematically, this can be expressed as ui being 

indistinguishable from other users uj∈O within C, denoted as Li=Lj when ui and uj are both present in 

C. The size and shape of C are crucial parameters influenced by privacy requirements and the underlying 

cloaking algorithm. To maintain usability, the cloaking region needs to adapt dynamically to the 

movement of users, making use of functions and algorithms that ensure effective privacy protection 

while allowing legitimate user interactions within the defined spatial context.  

Previously, the location-based services were only available for traffic signals. However, here are now 

hundred different ways to use location-based services and find out where you are. Users can ask any 
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location-based question, like "find the nearest hospital," at any time, but doing so could reveal personal 

information about their identities. To protect against this, many established techniques have been 

introduced, including trusted third parties, k-anonymity, obfuscation, dummies, and encryptions. In 

order to maintain anonymity, some private or made-up information, such as pseudonyms, is used in 

place of the users' real names. In encryption, the user sends a query in an encrypted form that cannot be 

decrypted by any adversary without knowledge of the private key. In obfuscation, it uses some 

mathematical and transformational methods to hide user-sensitive location information. 

2) Related Work  

Several studies have been proposed to address the privacy challenges in LBS systems. This section 

presents state-of-the-art methods, their objectives, limitations and further directions. 

Zuberi et al., (2012) studied the appliance of k-anonymity and its progress in LBS trough three 

perspectives on the usability of K-anonymity: architecture-based K-anonymity, algorithm-based                

K-anonymity, besides the kind of anonymity used to protect user privacy. Shin et al., (2012) gives a 

brief description of a current mechanism that can be utilized to protect location privacy in LBS. The 

user's actual location points were switched around using the obfuscation and perturbation approach. 

Select the Clique Cloak that modifies the user's location area to achieve k-anonymity. Niu et al., (2014) 

presented the Dummy Location Selection technique to attain k-anonymity in LBS, keeping in mind that 

analysis of relevant information might be utilized by adversaries. Also, suggest an improved Dummy 

Location Selection algorithm and enhanced DLS algorithm maintains a comparable level of privacy 

while evaluating entropy. 

To efficiently adjust their privacy preferences, (Natesan & Liu, 2015; Basic, 2018; Sreenivasu et al., 

2022) Achieve context-based anonymity protection. A learning model has been constructed based on 

reading a list of characteristics that frequently influence the choice of privacy profile. Alrahhal et al., 

(2017) proposed AES Route Server approach by utilizing the "position dummy technique" and 

developing a secure server strategy for location services on the road. The architecture is designed to 

enable data to be supplied by TTP LBS system dummy and cellular users, who will then utilize the 

routing protocol "L" or the road network "G" to identify points of interest (POI). Finally, an array is 

created using the dummy data array (DDA) technique, which includes the index of the user's current 

position as well as all K dummy positions. Concerned about privacy leakage, (Sun et al., 2017) offered 

a method called Enhanced Dummy Location Selection offered a mechanism to partition the map's 

regions into several privacy levels as a response to RSA (PLs). Some dummy locations from en-DLS 

are removed in an effort to maintain region privacy, and some places are chosen from high PL regions 

instead. In addition to proposed a premium scheme for Distributed K-anonymity that was based on a 

credit mechanism, (Li et al., 2017) presented a credit-based incentive system in which each node updates 

and maintains its own local credit certificate to store its credit value. Li et al., (2017) provide hash 

function-based anonymous mutual authentication approach in which RFID tags can be mutually 

authenticated and servers in healthcare RFID systems. This technique offers intractability, tag anonymity, 

and unlink ability by using lightweight operations. Through the use of the Marko model to predict the 

user's future position based on their mobility and the selection of k cells based on the predicted location, 

the cell's cache contribution rate, and the data freshness, (Zhang et al, 2019) approach reduced the user's 

interaction with the LSP and improved cache hit rate. The multi-user query case was not taken into 

account.  
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Zhang et al., (2018) introduced a K-anonymity-based multi-anonymizer Dual Privacy Preserving 

approach that applies the dynamic pseudonym system and the Shamir threshold. Multiple anonymizers 

are used to send user questions to the query LSP; this increases the privacy of the anonymizer's user 

trajectory. However, multi anonymizer's idle rate. In the privacy protection mechanism, (Natgunanathan 

et al., 2018) connect the Main Processing Unit to the patient's body while introducing an empty zone to 

prevent the sensitive location from getting too close to the actual location. This ensures that no adversary 

can connect the patient to their sensitive places. In an emergency, the MPU transmits encrypted data 

including the patient's location, the emergency details, and a group identifying ID directly to the 

hospital's emergency department. Arava & Lingamgunta, (2020) introduced a systematic technique for 

seed selection while implementing the adaptive k-anonymity algorithm to cluster data. By forming 

groups, adaptive K-Anonymity calculates k-closeness to determine the optimal seeds for 'p' in 

O(nlogn/k). In order to preserve user identification and related personal data, (Yamin et al., 2019) 

suggested Blind Approach (BLA), combination of two techniques, namely Blind Third Party and Blind 

Peer. If there are no close peers in IBPs, the user must rely only on the BLP. By taking these measures, 

users can take full use of all the TP/features Server while preventing any potential data breaches. In 

relation to mobile cloud computing, the author (Almusaylim & Jhanjhi, 2020) discussed privacy 

concerns. LBS is worried about user privacy regarding their present locations. In order to boost the 

privacy problem of the user's location in the future while minimizing performance overhead, this 

research advised putting forth a few potential solutions with a unified scheme. It also suggested 

identifying a few potential weaknesses in protecting user location protection in the future.  

Saxena et al., (2019) developed a computation model for privacy inferencing as well as a generic 

privacy idea for approaches based on location obscuration. A target user's location privacy can be 

measured through the suggested computation model as a user moves. This paradigm is broad and 

expressive enough to apply to other privacy concepts already in existence. To enhance user trajectory 

privacy in continuous LBSs, (Zhang et al., 2020) suggested Dynamic Pseudonym Mechanism, and                

K-anonymity intends to taken into account situations when several users conduct simultaneous inquiries 

together with additional locations of the user that need to be inquired close to the user. Parmar & Rao et 

al., (2020) provide the main challenges that they faced towards the dummy-based mechanism in LBS 

for privacy protection like match mapping attacks, ACR attacks, location homogeneity attacks, and so 

on. Provide some recommendations for the aforementioned challenges that could be implemented in the 

future. To resolve the user location information exposure and user disobedience in k-nearest neighbor 

searches (Wu et al., 2022) presented a k-Nearest Neighbor Query technique that relied on trust and 

location privacy protection. User establishes an anonymous group. Then, from the anonymous group, a 

few agent users were chosen to send and receive enquiries to and from the LBS server for the requested 

user. The final k-Nearest Neighbor filtered the user's query results based on their actual location. 

Ashraf et al., (2020) proposed an improved Dummy Position (IDP) designed to preserve the cellular 

user in TTP-primarily based Location Based System assuming 3 privacy metrics: User identity, spatial 

information, and time information. In this model, a real user has submitted a system query for the LBS 

for their identity through a key generator, which provides a unique identity each time. In addition, 

advanced methods were used to generate unrecognizable dummies, such as Sybil query to create 

multiple dummy locations and mix the real location with dummies using User Dummy Mixer (UDM). 

Abuladel & Bamasag, (2020) concentrate on protecting the privacy of queries while they are being 

transmitted, processed, and answered. The user's location is obscured or anonymized by dividing the 

data among numerous fog nodes, each of which utilizes a different method to reduce the system response 

time for the query answer to acquire the result from a cloud database. Cui et al., (2020) proposed Cache 
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Based Privacy Preserving strategy, in which each user first telecast their inquiry in a P2P network to 

receive a response, with each user having a cache in his phone and using this cache for subsequent 

queries made by others. If the user can't acquire the desired response from the cache, he will only contact 

the LBS provider. However, they believe that mobile users are trustworthy in P2P, which is untrue in 

the actual world. Yang et al., (2020) developed a method for an anonymous candidate set with a 

compression-detecting technique in order to address the issue of partial data gathering location. In order 

to prevent privacy exposure during the building stage, they then alter the differential privacy approach 

to build the anonymous set using the ACS.  

Huang et al., (2020) developed a dual-strategy adaptive dummy-based technique to safeguard 

patients' sensitive areas. The author carefully considers the linear spacing between the sensitive site and 

the intentionally generated false trajectory. As a result, the fake trajectories that are created are less likely 

to fall accidentally close to sensitive areas. Ami et al., (2021) presented the CIRCLE approach to 

effectively notify of risk using location-based mobile phone data while preserving patient and mobile 

phone user privacy. The Bluetooth approach extracts contact between entities at a specific distance and 

for a defined length of time with high precision; however, its sensitivity was restricted because it can 

only detect direct touch as a source of infection. Subramanian & Thampy (2021) examined the design 

and implementation of block-chain for patients with diabetes. The NEM symbol block-chain is used 

before transmitting health information to the block-chain. Each consortium member receives a QR code 

created by NEM for tracking data as a scattered network. Buccafurri et al., (2021) established a 

distributed and hierarchically organized paradigm of localization trust services (LTS) in order to divide 

skills among various LTSs, reducing the adversary's ability to monitor and use location notifications to 

obfuscate traffic from the global adversary. 

There is poor anonymous efficiency when the entire trajectory was seen as one anonymous unit. 

Because the beginning and finishing points are known, user privacy is exposed. Xu et al., (2021) 

presented start and end trajectory segmentation (IFTS) that protect he start and end portions of the 

trajectory. Zhang et al., (2021) proposed a SLUC (Sport Location-based User Clustering) algorithm in 

which firstly they assigned binary codes for every visited location and then got indexes by using Sim 

Hash-based index generations technique and then doing a similar clustering to protect privacy. Aggarwal 

et al., (2021) ensure security and privacy while sharing data across networks by offering blockchain-

based UAV path planning. A three-layer architecture was designed specifically for this purpose to allow 

for real-time data gathering, processing, and dissemination for medical purposes while maintaining 

anonymity. Li et al., (2021) adopted a client-to-serve architecture, where the user-generated Geohash 

code was placed into the prefix tree on the server. The Voronoi diagram was then used to separate the 

units of the area to finish trimming the Geohash code. Although it is unrealistic in real life to expect that 

a third party and a mobile user can be trusted. 

Farouk et al., (2021) present a new Location-based Services Query approach that leverages Fully 

Homomorphic Encryption to maintain privacy. With the PPQ-FHE technique, the LBSP's data securely 

sent to the cloud server, allowing a registered user to receive correct LBS query responses instead of 

disclosing his or her location to the Location-based service provider and cloud service provider. Fareed 

& Yassin, (2022) presented role-based access control (RBAC), makes it possible for a healthcare facility 

and a user or administrator of the legal component to mutually authenticate one another using               

multi-factor approaches including SMS-token, OTP, ISP IP verification, and secure key management. 

A disadvantage of this method is the ability to spoof attacks. There is a threat to privacy when a malicious 

node increases its reputation illegally in swing services. For this purpose, (Yang et al., 2022) proposed 

a trust de swinging k-anonymity scheme to preserve location privacy based on distributed k-anonymity 
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to reduce swing behavior. By automatically calculating credit based on smart contracts, they limit service 

fluctuations and motivate nodes to honestly engage in the creation of cloaked areas. Using the Modified 

Linkable Spontaneous Anonymous Group signature technique and the Oblivious transfer approach 

(Yadav et al., 2021) to deliver linkable location-based services (L2BS), which prevent re-execution 

when a user's location changes.  

Concern about users' privacy leakage (Li et al., 2022), proposed effective localization protection of 

contiguous sites based on differential privacy. First, the L-cluster divides contiguous locations into 

different clusters then a Laplace noise is added to the cluster resident points and centroids to protect the 

location privacy. However, data inconsistency occurs by adding Laplace noise. To remove reliance on 

trajectory attack (Park et al., 2022) proposed Enhanced Blind Peer Approach in which the user can hide 

his identity and private information from the service provider by carefully selecting a blind partner in 

the available range of motion. At the same time, because the SP's public key is protected, the user's 

chosen blind peer cannot receive private information. Furthermore, because the position shift is confined 

in the practical range of motion, there is no threat of a trajectory attack.  

Nisha et al., (2022) proposed a Dummy Location Scattering Scheme to maintain privacy for LBS in 

which a user first selects a dummy location and generates the region where the actual place is 

encapsulated and divide the divided into smaller regions, each of which has a distinctive dummy location 

and each query range and the dummy locations are grouped and serve with services with time-delay 

technique. Gutiérrez-Soto et al., (2022) proposed two batching techniques in which Diversity Top Down 

and Diversity Bottom Up were used that first find the entire network and divide into a small equal cell 

and place the quires in the enqueue in an anonymizer and make the set of quires to achieve l adversity 

and make a Clock Region for each individual user to provide location privacy. According to (Asassfeh 

et al., 2022) proposed spatial cloaking technique and to allow a mobile patient to stay ahead of affected 

regions while moving between different sites, a secure variant of the A* heuristic search algorithm has 

been designed. In order to make the P2P network and collaborating peers secure, reliable, and 

trustworthy.  

Sen et al., (2018) suggested the Double Cache Approach, which divides the area into numerous cells 

and handles user collaboration within two caches at the access point using wireless communication. Two 

scenario of cache has been used: cache with FIFO and cache with priority. To improve this (Alsaawy et 

al., 2019) proposed Triple Cache Approach in which each user having its own cache and other working 

is similar to Double cache approach. After analyzing the drawbacks of conventional LBS service models, 

such as low POI content reutilization rates, dubious service providers, and an excessive reliance on 

anonymizing servers. In order to improve protection, they combine the cache method with users' mobile 

activity patterns. 

3 EUAC: Privacy Model 

There are primarily two categories of widely used privacy preservation LBSs: centralized and user-

centralized architectures. Users in the user-centralized architecture or Non-TTP based have direct access 

to an LSP. Prior Users are typically forced to obfuscate their location information before sending queries. 

Making up locations, using dummies and noisemakers, and establishing anonymity are some of the 

common approaches. This architecture has the advantage of being simple to deploy. However, a user 

who requires high levels of these strategies for obfuscating a user's location will have a substantially 

worse experience. The centralized design introduces a reliable third-party component called anonymizer, 
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which interferes with LSP and users. The primary task of anonymizer is to anonymize the query to hide 

the user query information and exact geographical location. 

Our purposed architecture is Enhanced User and Anonymizer Cache (EUAC) approach TTP based 

in which user first search query in her/his own cache to find out the result. If not found, then 

authentication of user is performed through CA and place her query to anonymizer in which anonymizer 

first check it in his cache. If not found, then make a cloaking region based on adjusted location to achieve 

k-anonymity and send a query to Location Service Provider. The LSP also check the query in its own 

database if not found the forward to Content Provider. The CP connect with route log files such as GPS 

and return the result back in which user getting their interesting POIs. The proposed architecture also 

minimizes the communication connection between user and Location Service Provider as each time user 

made queries it firstly checks in its own cache and CP responses also cache responses, increasing.     

Figure 3 presents the block diagram of proposed EUAC architecture as follows: 

 

Figure 3: Design Architecture of proposed scheme EUAC 

Mobile User A client in this architecture is a mobile user who ask the query through this device using 

wireless communication medium. Mobile user having its own cache in his phone for storage purpose 

that they user for the answer of future queries. 

Certificate Authority (CA) A reliable entity that is used to authenticate users in a purposed 

architecture is the Certificate Authority. The primary purpose of CA is to register the client and provide 

a pseudonym to user at the registration time. It also generates a certificate to user (Jorns, 2009). 

Anonymizer The anonymizer is available between user and Location Service Provider and they can 

be access as intermediate node whose primary function is to forward the user query to LSP and also 

provide a k-anonymity to achieve a privacy mechanism in a purposed architecture. 

Location Service Provider (LSP) Location Service Provider is a server who provide a service to user 

queries and also having a database for storing and update a data. It stores all the essential information 

like POIs like Shopping malls, parks, hospital and police station etc. Each time when query made it first 

check in its own database if not found then forward to it content provider for appropriate POIs. 

Content Provider (CP) The content provider is a server that connect with the Global Positioning 

Satellite to deal with the live queries. The majority of the time, content provider, not service providers, 

are in charge of gathering and keeping geographic data, location-based data, and other pertinent data. 



EUAC: An Advanced Privacy Protection for Location-based 

Service System 
                                                        

Khlood Shinan et al. 

 

211 

When LSP forward the user request to CP it connects with the route log file to such as GPS to satisfy 

the user request and provide a respond to queries. Overall, working of proposed model can be 

summarized as follows: 

a) In order to determine whether the result set for the query is initially present or not, the client 

sends the query request to the user cache. Clients will receive query results from user cache if it 

can be found. 

b) If the desired results cannot be retrieved, the CA authenticate the user, the anonymizer receives 

the query request and checks its cache to see if the desired result set is there for authentic user. 

c) If the query is found, the anonymizer will update the user's cache and return the results to the 

client.  

d) Otherwise, Anonymizer can generate cloaking region with k-1 users. And send user query to LSP 

with anonymized location. 

e) The anonymizer will then send the query to the LSP server with an anonymous location, where 

it will be checked to see if the result is present or not. 

f) If the corresponding content in the local database is found, the LSP server returns the result to 

the anonymizer and updates the anonymizer cache. 

g) Anonymizer saves the returned data and sends it to the initiators. The client ultimately filters 

them to enjoy LBS. 

h) If LSP server didn't have results about sent requests, then search out the required results from 

Content Provider such as GPS and Map for the latest results and then returns candidate result 

sets. 

i) Then, return the requested results to the LSP server. 

We developed an Enhanced User and Anonymizer Cache approach algorithm based on the proposed 

model, which is described in Algorithm 1. For each user-posted request to the TTP Based LBS System, 

the same process is repeated. Algorithm 1 outlines a procedure designed for efficient query processing 

in the context of user location privacy. The algorithm takes as input the user's current location U(X,Y), 

Points of Interest (POIs), the current time T, and a unique user identifier ID. The output is represented 

by Qans, denoting the Points of Interest of the user. It combines elements of user and anonymizer 

caching to expedite query processing while considering user location privacy. Further, it checks the 

user's cache first and, if the query is not found, authenticates the user and queries the anonymizer's cache. 

If the query is still not found, a cloaking region is generated and the query is sent to the Location Service 

Provider. The final step involves returning the query result from either the Location Service Provider or 

the Content Provider, concluding the comprehensive procedure for enhanced user and anonymizer 

cache-based query processing.  

Algorithm 1: Enhanced User and Anonymizer Cache Algorithm 

INPUT  

U(X, Y), POIs, Time ← T, ID 

OUTPUT 

Qans ← POIs of user 

DECLARATION 
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Q ← Query, Qans ← Query Answer, QC1 ← Queue First Cell1, User ← U, CR ← Cloaking Region, 

U'C ← User Cache, A'C ← Anonymizer's Cache, LSP ← Location Service Provider, CP← Content 

Provider 

 Qid ← Query ID 

PROCEDURE 

Phase I: Check Query in User Own Cache  

1. if(Q ∈ UC) 

2. Qid = (MAX_Qid in UC) +1 

3. return Qans to U 

Phase II: Authenticate and Check Query in Anoymizer 

4. else if (U← authentic) 

5.  send q to A'C 

6.  if(q ∈ A’C) 

7.  Qid = (MAX_Qid in A’C) + 1 

8.  Delete q with MIN_Qid in UC 

9.  Insert q to UC with MAX_Qid=1 

10.  return Qans to UC 

11.  else 

12.  generate cloaking region 

13.  send q to LSP 

Phase III: Return Query Result from Location Services Provider or Content Provider 

14.  if (q ∈ LSP) 

15.  Delete q with MIN_Qid in AC 

16.  Insert q to A'C with MAX_Qid=1 

17.  return Qans to A'C 

18.  else 

19.  send q to CP 

20.  return Qans 

21.  end if 

22.  end if 

23. else 

24.  error msg. 

25. end if 

Further algorithm 2 is designed to create a cloaking region for the protection of user location privacy. 

The algorithm takes as input the desired anonymity degree K, the real location of the user U(X,Y), and a 

system parameter N. The output is the cloaking region denoted as ′C′, consisting of two sets: 

Cs={Cs1,Cs2,…,Cs2K} representing potential dummy locations, and Cd={Cd1,Cd2,…,Cdk−1} 
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containing sorted dummy locations in descending order according to their distances from the user's real 

location. It strategically generates dummy locations around the user's real location and arranges them 

based on their distances. The cloaking region is then formed by combining the user's real location and 

K-1 dummies, ensuring the desired anonymity degree while protecting the user's privacy in location-

based services. 

Algorithm 2: Generating Cloaking Region 

INPUT 

K ← Anonymity degree, U(X,Y) ← User real location, N ← System parameter 

OUTPUT 

Cloaking Region  

DECLARATION 

C’ = { Cs1, Cs2, ……, Cs2k } 

Cd = { Cd1, Cd2, ……, Cd k-1} 

N ← number of cells 

PROCEDURE:  

Phase I: Generate dummies 

1. Select N cells around the real location 

2. If K > N // k dummies must less than number of cells 

3.  Return error 

4. else  

5.  Select the first N cell  

6.  (V,E) ∈ N // determine vertices and edge for each cell 

7.  for(i=0 ; i < 2K ; i++) 

8.  for(j=0 ; j < 2K ; j++) 

9.  if( Ki.PosX != X && Kj.PosY !=Y ) 

10.  x← Ki.PosX, y ←Kj.PosY  

11.  Cs set ← x, y //where Cs={Cs1,Cs2,……,Cs2k } 

12.  end if 

13. end_loop 

14. end_loop 

Phase II: Arrange 2k dummies in Descending Order  

15. for ( i=0;i<2k; i++) 

16. Construct Cd contain sorted C' in descending order according to distance:  

Phase III: Generate Cloaking Region with User and K-1 Dummies  

17. C ← {U(X,Y)} 

18. for (i= 0 ; i<k-1 ; i++)  

19. choose c' as on candidate Cd ∈ Cs //select first k-1 candidate from Cd that must in Cs  

20. C ← C U {c’}  

21. end_loop 
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Security Analysis 

The proposed EUAC model employs a multi-layered approach to ensure the security and privacy of user 

data in a Location-Based Service (LBS) system. The security analysis unfolds as follows: Initially, a 

client queries the user cache (UC) to check for the presence of the desired result set (Qans). 

Mathematically, if Q is the user's query, the client checks Q∈UC, and if true, Qans is returned. In case 

of an absence, the Certificate Authority (CA) authenticates the user (U). The anonymizer (A) then checks 

its cache (A′C) for the desired result set for the authenticated user. If found, A updates UC and returns 

Qans to the client. Otherwise, if the query is not in A′C, A generates a cloaking region (C) with k−1 users 

and sends the anonymized user query to the Location Service Provider (LSP). The query is verified at 

LSP with an anonymous location. If the result is present in the local database, LSP returns Qans to A 

and updates A′C. A saves the returned data and transmits it to the initiators. The client filters the data for 

Location-Based Service enjoyment. If LSP lacks results, a search is conducted in the Content Provider 

(CP), such as GPS and Map, for the latest results. The requested results are returned to LSP for further 

processing and response. The comprehensive model aims to safeguard user privacy throughout the query 

process, incorporating authentication, anonymization, and secure data transmission mechanisms. 

4 Implementation and Results 

In this section, we authenticate the privacy of proposed EUAC model. EUAC was implemented in 

OMNeT++ (Varga, 2019) 5.7 version. It serves as a solid foundation for the development of 

sophisticated distributed systems. One of the largest model frameworks, the INET Framework, offers 

protocols and models for communication networks. A C++ simulation kernel, event scheduling, 

statistical analysis, graphics and animation capabilities, and an integrated development environment 

(IDE) are just a few of the features available in OMNeT++. It offers message passing for communication 

between modules and allows for customizable architecture design for representing network nodes. 

Extensions enabling real-time simulation, network emulation, parallel distributed simulation, and other 

capabilities are also available with OMNeT++. We compare our results with most recent existing studies 

including (Nisha et al., 2022; Gutiérrez-Soto et al., 2022; Asassfeh et al., 2022) Figures 4 (a), (b) 

illustrate the simulation setup while an anonymizer receives queries from Dummies, and anonymizer 

sends queries to LSP respectively.  

  

(a)            (b) 

Figure 4. (a). Anonymizer receive queries from dummies. (b). Anonymizer sends queries to LSP 
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1) Impact of QIA Time 

Figure 5. shows comparison of the Query Initialization Time (QIaTime) of our proposed EUAC 

technique with existing methods (Nisha et al., 2022; Gutiérrez-Soto et al., 2022; Asassfeh et al., 2022) 

We discovered that when the number of requests increases, all the schemes experience a progressive 

increase in QIaTime by examining the number of requests. However, with each defined number of 

requests, the rate of rise in QIaTime for the existing methods is continuously higher than that of the 

EUAC. This means that the EUAC system initiates queries faster than others, resulting in faster query 

processing. The EUAC approach's reduction in query transmission rate is one of the primary reasons for 

this enhanced query startup time. It facilitates faster query execution, which is critical for ensuring 

effective query processing. 

  

Figure 5: QI time at different no. of requests 

 

Figure 6: Packet delay at different no. of requests 

2) Impact of Packet Delay 

Figure no 6 illustrates a packet delays while number of query requests were posted over the system to 

get the desired POI. By analyzing the findings, we observe that the EUAC approach has an obvious 

advantage over other methods notably in terms of packet delay. When the impact of modifying the 

number of requests is examined, all systems show an increasing trend in packet delay as the number of 

requests increases. However, the rate of increase in packet delay for the EUAC method is continuously 
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lower. This positive impact shows that EUAC effectively reduces latency and provides more secured 

query processing. 

3) Measuring Cache Hit Rate  

Further we observed the cache hit rate along with the number of requests as shown in figure 7. We begin 

by counting the number of requests.  

  

Figure 7: Cache hit rate 

 

Figure 8: No. of ports vs. no. of dummy users 

The value of the EUAC system gradually rises as the number of Requests is changed. The EUAC 

scheme successfully manages the growing burden by using the cache. Furthermore, the EUAC is 

superior in query initialization because it minimizes query transmission rate time. 

4) Impact of Num Ports 

Impact of num ports is also another privacy factor for any location based service systems. However, we 

notice the num ports as shown in figure 8, and compare the number of ports used by EUAC with the 

number of dummy users. The EUAC method shows a gradual rise in the number of ports used as the 

number of dummy user's changes. This rise in the number of ports used by the EUAC scheme is a notable 
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feature of its design. It demonstrates the EUAC method's scalability and adaptability in tolerating a 

higher number of dummy users. The EUAC scheme successfully manages the growing burden by 

dynamically distributing extra ports, ensuring optimal performance and usage of resources. The EUAC 

scheme's scalability is extremely useful in cases where the number of users, both genuine and fake, 

varies significantly. 

5) Measuring Processing Capacity, and Time 

Processing capacity of the resources and their performance play a vital role in privacy of any systems. 

Leading to these attributes, we measure processing capacity and overall system performance as shown 

in figure 9, and 10 respectively.  

  

Figure 9: Processing Capacity 

 

Figure 10. Query Processing Time 

6) Entropy 

Entropy measurement serves as a vital tool in quantifying the level of privacy protection within 

Location-Based Services (LBS) systems. Entropy, often denoted by H(X), is a measure of uncertainty or 
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randomness associated with a random variable X. In the context of privacy protection, entropy can be 

utilized to assess the unpredictability of users' location information. 

Suppose X represents the set of possible locations that a user can occupy within the LBS system. 

Each location xi within X has an associated probability P(xi) of being selected. The entropy H(X) can 

then be computed using the formula: 

𝐻(𝑥) = − ∑ (𝑃(𝑥) 𝑙𝑜𝑔2 𝑃( 𝑥𝑖))
𝑛

𝑖=1
 (1) 

where n is the total number of possible locations. 

Following the equation 1, we evaluate the entropy in proposed EUAC and existing models as shown 

in figure 11.  

 

Figure 11: Anonymous entropy rate 

In figure 11 a higher entropy value indicates greater uncertainty in predicting a user's location, thus 

implying better privacy protection. Conversely, a lower entropy value signifies a higher likelihood of 

accurately determining the user's location, indicating poorer privacy protection. 

The results show unique patterns, such as a progressive decline in processing capacity as the number 

of dummy user's increases in the EUAC scheme. This decrease is due to the increased computational 

cost necessary to handle a higher number of dummy users. Despite a minor drop in processing capacity 

as the number of dummy user’s increases, the EUAC method maintains a decent level of performance. 

On other side, we observed an increase in processing time in all existing approaches, however, EUAC 

process the query in very short time due to provision of desired information from local cache at multiple 

layers. This distinction demonstrates that EUAC maintains a high level of efficiency even as workload 

increases. Furthermore, the results go beyond query processing times, demonstrating the EUAC 

scheme's amazing benefits in terms of performance, scalability, and privacy preservation. The EUAC 

scheme can manage a greater number of inquiries while providing a more fluid and responsive user 

experience. 

While the EUAC privacy model presents a promising approach to protect user’s privacy in LBS 

system, it is essential to consider potential vulnerabilities or attack vectors that could compromise its 

effectiveness. One notable vulnerability lies in the reliance on trusted entities such as the Certificate 
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Authority (CA) and the anonymizer. If these entities are compromised or collude with malicious actors, 

sensitive user information could be exposed. Moreover, the use of caching mechanisms at various stages 

introduces the risk of cache poisoning attacks, where attackers manipulate cached data to deceive users 

or gain unauthorized access to information. Additionally, the reliance on pseudonyms and k-anonymity 

for user privacy introduces the risk of re-identification attacks, where adversaries correlate seemingly 

anonymized data to identify individuals. Furthermore, the communication between the user, anonymizer, 

Location Service Provider (LSP), and Content Provider (CP) can introduce potential interception points 

for eavesdropping or man-in-the-middle attacks, compromising the confidentiality and integrity of user 

queries and responses. These are still open challenges to be addressed to improve the privacy element 

while interacting with LBS system. Overall, the proposed architecture's dependency on centralized 

components like the CA and anonymizer introduces a single point of failure, making the system 

vulnerable to targeted attacks aimed at disrupting or manipulating these components. Overall, while the 

EUAC model offers advancements in user privacy protection, addressing these potential vulnerabilities 

is crucial to ensuring the security and credibility of the proposed solution in real-world deployments. 

5 Conclusion 

In this paper, we explore the significance of privacy in location-based services (LBS) and the challenges 

encountered in maintaining location privacy. The use of LBS raises concerns about the disclosure of 

sensitive information and the potential for adversaries to exploit user data. To address these concerns, we 

review existing techniques such as k-anonymity, obfuscation, and encryption aimed at protecting user 

privacy in LBS. Based on our analysis, we propose an Enhanced User and Anonymizer Cache (EUAC) 

architecture to enhance user protection, minimizing interactions through a cache and anonymizing user 

location in case of interaction with the LBS server. Additionally, a user authentication technique is applied 

to ensure the interacting user is authentic. We also propose the Cloaking Region Algorithm to keep entropy 

high and attempt to distribute chosen dummy places widely based on the Euclidean distance formula when 

the anonymization technique is applied. Simulation results demonstrate that privacy improves in terms of 

all metrics, including query access time, delay, anonymization, and cache hit ratio with LBS. The proposed 

EUAC architecture shows promise in addressing privacy and security concerns in location-based services 

(LBS). To further advance the EUAC approach and facilitate its adoption in real-world applications, 

several areas for future work can be explored: 

a) Strengthening our contributions by testing the EUAC architecture using actual clients at real locations 

in a real environment with a broad system. 

b) Adopting the multi-caching technique in anonymizer to respond quickly to users while protecting user 

privacy. 

c) Implementing dynamic caching strategies that adjust the cache's freshness threshold based on factors 

such as data volatility, user demand patterns, and the importance of timely updates. Additionally, 

exploring real-time data synchronization mechanisms to enhance caching freshness and minimize data 

staleness in LBS.  
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