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Abstract 

The majority of IoT devices are constructed based on wireless sensor node technology; therefore, 

wireless sensor networks (WSNs) can be considered as the foundation of the Internet of Things 

(IoT). Denial of service (DoS) attack is one of the dangerous attacks that WSNs are susceptible to. 

These attacks have the potential to impair network performance and operation. The accuracy and 

effectiveness of traditional methods that are used for identifying DoS assaults in WSNs are 

frequently lacking. This paper aims to develop a detection model based on machine learning to 

detect DoS assaults in WSNs. Two layers of enhancement are employed to enhance the proposed 

model, developing a balanced dataset and utilizing an appropriate feature selection technique. 

Compared to several existing approaches, the proposed model, which is based on the decision tree 

(DT) classifier, has achieved a high classification accuracy rate with minimum overhead. It attained 

classification accuracies of 100%, 99.2%, 99%, and 99.6% to detect flooding, blackhole, grayhole, 

and scheduling attacks, respectively. Actually, the proposed model can meet WSN limitations and 

constraints because it uses a lightweight classifier and employs an adequate feature selection 

approach that decreases computational overhead and improves performance. In conclusion, this 

research article offers two main contributions: it introduces an effective model for detecting DoS 

assaults and develops a balanced dataset (ROS-WSN-DS) using a random oversampling technique, 

which significantly improves the classification accuracy and performance.  

Keywords: Balanced Dataset, Classification Models, Deep Learning, DoS Attacks, DoS Attack 

Detection, Cyber-attacks, Imbalanced Dataset, Internet of Things, Machine Learning Techniques, 

Wireless Sensor Network. 

1 Introduction 

The Internet of Things (IoT) is relied on wireless sensor networks (WSNs) as a foundational technology 

(Nourildean et al., 2022). Since the emergence of the IoT, WSNs have become more widespread (Saleh et 

al., 2024). WSNs have recently garnered much interest and have several possible applications. WSNs are 

among the most important technologies in the 21st century. It is anticipated that the WSN market will 

reach 1.8 million dollars in 2024 (Dener et al., 2024). 
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WSNs satisfy the needs of practical applications and are inexpensive, straightforward, and simple to 

deploy in a variety of important domains. However, due to their limitations and computational capability, 

WSNs are susceptible to several types of security attacks (Salmi & Oughdir, 2023), especially DoS attacks, 

which are one of the most common types of attacks that threaten WSNs (Giji Kiruba et al., 2023). (Abidoye 

et al., 2023; Lai et al., 2023). Meenakshi and Karunkuzhali indicated that the common WSN attacks that 

might cause rapid system damage include flooding, scheduling, black hole, and grayhole assaults 

(Meenakshi & Karunkuzhali, 2024). In general, due to their broadcast transmission capabilities and their 

expanding application in various fields, WSNs are vulnerable to many security risks (Singh et al., 2024). 

Furthermore, WSNs deployed in hostile environments are vulnerable to capture and manipulation, 

resulting in denial of service (Premkumar & Sundararajan, 2020; Abhishta et al., 2020). While a number 

of research techniques were developed for addressing security concerns in WSNs, identifying a workable 

security approach is still a challenging task (Elshrkawey et al., 2021). 

Owing to the restricted memory capacity of wireless sensor networks, sophisticated encryption 

algorithms for security and authentication protocols cannot be deployed (Yadav & Kumar, 2022; Surendar 

et al., 2024). 

With the shortcomings of authentication protocols in WSNs, emphasis is placed on how crucial it is to 

use blockchain technology in these networks. However, there are a number of challenges associated with 

using blockchain in WSNs, such as power consumption, storage requirements, and processing time. 

Blockchain requires considerable energy and processing power; however, WSNs only have nodes with 

little capacity (Elsadig, 2023). 

Generally, although traditional wired networks and WSNs share similar security goals, WSNs require 

unique solutions with extremely little overhead to be in line with WSN limits. 

With an emphasis on denial-of-service attacks, this paper offers extensive information on WSN 

restrictions, vulnerabilities, and attack classification. This study aimed to present a detection approach that 

is efficient and capable of identifying DoS assaults in WSNs. This study also examines and assesses new 

methods for mitigating and detecting DoS assaults in WSNs.  

After applying two levels of enhancement, using the balanced dataset created in this study through the 

application of resampling methods and an effective feature selection technique, the proposed approach 

achieved excellent classification accuracy. Compared to several existing detection techniques, the 

proposed approach yields better performance. 

The following points summarize the study's contributions: 

• It offers inclusive details about WSN restrictions, weaknesses, and attack categorization. 

• It examines and assesses the advantages and disadvantages of detection techniques that have 

recently been applied to thwarting DoS attacks. 

• Two balanced datasets, ROS-WSN-DS and RUS-WSN-DS were developed based on the WSN-

DS dataset by utilizing random oversampling and random undersampling techniques. 

• It compares the two balanced datasets and demonstrates the efficiency of the balanced dataset that 

is based on the application of random oversampling techniques (ROS-WSN-DS).  

• It improves the balanced dataset by using an appropriate feature selection technique. 

• It introduces a detection model based on the DC classification approach which is enriched by 

applying two layers of enhancements: feature selection and a balanced dataset. The proposed model 

exhibits good classification accuracy with manageable overhead to meet WSN constraints and 

limitations. 

• It compares the proposed detection model to several existing detection approaches. 
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In this section, WSNs are defined and their key limitations and security concerns are briefly discussed. 

The remaining of the article is structured as follows. DoS assaults are introduced in Section 2, where they 

are categorized using a layer-based categorization scheme. The most recent countermeasure strategies and 

their defenses against DoS attacks are outlined in Section 3. Owing to the fact that conventional methods 

are insufficient to counter these assaults, this section provides a thorough analysis of machine-learning 

detection techniques that were recently presented for detecting DoS attacks. A description of our suggested 

model, including the method, tools, and assessment criteria, is provided in Section 4. The experiments, 

findings and a comprehensive discussion are presented in Section 5. Lastly, the conclusion is given in 

Section 6. 

2 DOS Attack 

The most frequent and dangerous assaults that briefly prevent users from accessing various services and 

consuming computer and network resources are DoS attacks (Salmi & Oughdir, 2022). Gu and Liu 

indicated that DoS assaults are a key threat for computer networks (Gu & Liu, 2007). DoS attacks target 

the accessibility of network resources (Aljebreen et al., 2023; Kurniawan & Yazid, 2020) and attempt to 

prevent users from accessing information and IT systems. By blocking the services provided by sensor 

nodes, the primary goal of these attacks is to stop the network from functioning correctly. Hackers employ 

several forms of attacks to prevent nodes in the network from utilizing their resources. The following are 

several signs of DoS attacks: network performance decrease, slowness or packet loss, a rise in spam 

messages, and no response for certain network components. 

 

Figure 1: DoS Attack Classification: Layered based Approach 
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Depending on the individual protocols and layers of WSNs, DoS attacks can take many various forms. 

Figure 1 classifying DoS attacks based on WSN layers (Elsadig et al., 2023; Elsadig et al., 2019; Osanaiye 

et al., 2018). 

The following categories of DoS attacks can be distinguished based on the degree of destruction they 

cause (Gavric & Simic, 2018): 

• Attacks waste resources, such as bandwidth processing time, and memory. 

• Attacks that remove or alter rooting information. 

• Attacks that interrupt network status information, such as the interruption of the TCP session. 

• Attacks that interfere with legitimate node communication.

3 Related Work 

A wide range of smart devices, such as sensors, mobile phones, wearable devices, and GPS units, are 

connected by the IoT (Saied et al., 2024). By 2025, there will be more than 70 billion IoT devices 

worldwide. Seventy percent of these devices will be low-cost power devices (Nguyen et al., 2019). WSNs 

are the key of the evolution of the IoT (Ahmad et al., 2021). Actually, low power wireless networks offer 

an appropriate IoT communication platform; sustaining this connectivity is nevertheless an issue.  

Undoubtedly, the most significant benefit of wireless networks is their shared and accessible medium; 

nevertheless, this is also their greatest drawback. Specifically, this approach facilitates an attacker’s ability 

to initiate an attack quite easily. Traditional DoS attacks aim to overflow user kernel domain buffers. 

However, on several occasions, an opponent may find it easier to launch an assault in wireless networks 

(Pelechrinis et al., 2011). Preventing these attacks is essential for safeguarding WSNs 

(Venkatasubramanian & Mohankumar, 2024). Kadri et al. (Kadri et al., 2023) indicated that among the 

most hazardous attacks in the IoT are DoS and distributed denial of service (DDOS) attacks. 

The identification of DoS attacks in the IoT remains a significant difficulty, even with the massive 

research efforts that have been recently published. Machine learning has made significant contributions to 

information security and it has the capability to identify many security attacks, including DoS attacks 

(Elsadig & Gafar, 2022; Elsadig & Gafar, 2023). This section reviews relevant work on detecting DoS 

attacks using machine learning methods and provides a thorough discussion on these methods with focus 

on their achievements and limitations. Machine-learning makes use of previous experiences to guide future 

behavior without necessitating explicit programming. They are three types of machine-learning that 

including supervised, semi-supervised, and unsupervised learning. Quincozes et al. (Quincozes et al., 

2023) presented a comprehensive analysis of supervised and unsupervised machine-learning techniques. 

They reported that supervised techniques outperformed unsupervised techniques in terms of performance 

and speed. 

In general, machine learning has proven to be effective in a number of domains (Elsadig, 2021; Muawia 

A. Elsadig, Altigani, & Elshoush, 2023), including cybersecurity (Mijwil et al., 2023; Shaukat, Luo, 

Varadharajan, Hameed, & Xu, 2020). Real-time decision-making is one of the many domains in which 

machine learning is crucial because of its capacity to handle massive volumes of data. Nonetheless, hackers 

may use flaws in machine learning to launch a variety of hostile assaults (Elsadig & Gafar, 2023). 

Shaukat et al. (Shaukat et al., 2020) used the NSL-KDD dataset to investigate classification models. 

Among the classifiers under investigation are deep belief networks (DBN), RF, SVM, NB, DT, and ANN. 

All the classifiers performed well and it is important to note that the DT classification model achieved 

better performance compared to the other classification approaches. 
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Park et al., (Park et al., 2018) introduced a method for detecting DoS attacks in WSNs. Their target is 

to detect four types of assaults found in the WSN-DS dataset by using an RF classifier. In terms of 

classification accuracy, the proposed method outperforms the ANN detection model (Almomani et al., 

2016). Nevertheless, throughout the test phase, a small number of instances were used, which limited the 

study's conclusions (Tabbaa et al., 2022). Table 1 demonstrates the accuracy of their detection method 

compared to the ANN model. 

Table 1: Comparison of the Classification Accuracy of the Two Models 

Attacks Blackhole Flooding Grayhole Scheduling Normal 

ANN (Almomani et al., 2016) 92.8 99.4 92.2 75.6 99.8 

RF (Park et al., 2018) 99 96 98 96 100 
 

The complexity of creating machine learning models must be decreased to satisfy WSN requirements 

and constraints. Consequently, (Almomani & Alenezi, 2018) applied a feature selection approach to 

enhance the WSN-DS dataset. Accordingly, 53% of the features are eliminated without compromising the 

accuracy. This results in a decrease in complexity to 78.37% for some models. This is a considerable 

enhancement; however, an imbalanced dataset may affect the classification accuracy. 

Alsulaiman et al., (Alsulaiman & Al-Ahmadi, 2021) examined the ability of a number of machine-

learning algorithms to identify DoS assaults. To train and evaluate the models, the WSN-DS dataset was 

utilized. RF, DT, NB, SVM, and NN were among the algorithms that were examined. They reported that 

99.72% accuracy was attained with RF. However, according to their findings, DT attained good accuracy 

and outperformed RF when considering model processing time. In addition, their work was based on the 

WSN-DS, which suffers from imbalanced classes that can compromise classification performance.  

On a variety of datasets, including CICIDS 2017, WSN-DS, NSL-KDD, UNSW-NB15, KDDCup 99, 

and Kyoto, (Vinayakumar et al., 2019) compared classical machine learning techniques. They found that 

DT, RF, and AB achieved better performance in binary classification than did the NB, LR, KNN, and 

SVM-rbf classifiers. Furthermore, while other classifiers exhibited varying levels of performance, DT, RF, 

and AB consistently demonstrated the same level of performance across all the datasets. This indicates that 

DT, RF, and AB are potentially generalizable and have the ability to discover new assaults. 

Ben Atitallah et al., (Ben Atitallah et al., 2022) presented a deep learning method to identify DoS 

assaults in WSNs. An ensemble method, that is based on voting technique, was applied to combine many 

convolutional neural network (CNN) models. The WSN-DS dataset was utilized to evaluate their proposed 

method. Their method showed better performance in terms of classification accuracy. However, deep 

learning and voting techniques, are costly in terms of processing time and computation. 

To identify DoS attacks in WSNs, Elsadig (Elsadig & Gafar, 2023) proposed a lightweight detection 

model that is used DT classification algorithm. In which, a feature selection technique was applied to 

improve the model performance and the WSN-DS dataset was used to evaluate the model. The proposed 

detection model obtained a 99.5% accuracy rate with the least computational overhead compared to KNN, 

extreme gradient boosting (XGBoost), and RF classification models. The proposed model requires only 

2%, 13%, and 9.7% of the processing time that KNN, XGBoost, and RF require, respectively. The author 

suggested that the performance of the proposed model can be further improved by using a balanced dataset. 

Gopala et al., (Gopala et al., 2024) proposed a hybrid CNN-LSTM network method for detecting WSN 

assaults. The authors showed the superiority of their technique over established machine learning models, 

such as NB, multi-layer perceptron (MLP), bi-directional LSTM, basic NN, LSTM, and stacked LSTM. 
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The hybrid method is a robust and reliable in identifying attacks in WSNs since it is accurate, precise, and 

has a higher F1-score. However, using deep learning approaches can result in increasing computational 

cost and causing more overhead. 

Otoum et al., conducted a comparative analysis on deep learning and machine learning models 

described in (Otoum et al., 2019) and (Otoum et al., 2018), respectively. The two models achieved almost 

the same degree of accuracy; however, the deep learning model requires twice the time that the other model 

requires. This result indicates that deep learning models require more processing resources and causes 

more overhead compared to machine learning models. Furthermore, Ahmad et al., emphasized that 

traditional classifiers such as DT, LR, and SVM are more adequate for intrusion detections compared to 

deep learning models (Ahmad et al., 2022). Therefore, when considering the limitations of WSNs, 

machine-learning models are preferable. 

The outcomes of this section can be summarized as follows: 

• Machine learning approaches are better than deep learning approaches at meeting WSN constraints 

as the latter produce more overhead. 

• Many studies have indicated that DTs perform better than do many machine learning approaches.  

• The WSN-DS is an imbalanced dataset that undoubtedly results in bias classification and erroneous 

prediction. 

Accordingly, the author of this article used a DT classifier to be trained on a balanced dataset to improve 

the classification performance. Notably, WSD-DS contains unbalanced classes, which negatively affects 

the detection accuracy (Dener et al., 2022); therefore, we anticipate that utilizing a balanced dataset would 

improve the detection accuracy. 

4 Method 

4.1 Introduction 

This section describes our study methodology, which makes use of a DT classifier in the light of our 

previous review section which indicates that DTs can meet WSN constraints more effectively than some 

classification techniques in terms of processing time and performance. This study aimed to improve 

classification performance and accuracy by developing a balanced dataset, based on the WNS-DS dataset, 

and using an effective feature selection technique. 

4.2 Development of a Balanced Dataset 

The WSN-DS dataset, which was initially developed by Almomani et al., (Almomani et al., 2016), was 

used in this investigation. Grayhole, flooding, blackhole and scheduling are the four categories of DoS 

assaults that are included. The Kaggle website is where the version utilized in this investigation was 

downloaded. Table 2 shows the eighteen features included in this version whereas Table 3 lists the 

number of instances for each attack. 
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Table 2: WSN-DS Features 

# Attribute name  

1 DATA-R 

2 Dist_CH_To_BS 

3 Time 

4 Expaned Energy 

5 ID 

6 Who-CH 

7 AVD-R 

8 Data-sent-To-BS 

9 DATA-S 

10 JOIN-R 

11 SCH-R 

12 Dist-To-CH 

13 JOIN-S 

14 Send-code 

15 SCH-S 

16 Rank 

17 Is-CH 

18 ADV-S 

Table 3: No. of Instances for Each Attack: The Original Imbalanced Dataset, WSN-DS 

Attack type No. of instances 

Flooding  3312 

TDMA  6638 

Blackhole  10049 

Grayhole  14596 

Normal  340066 

Table 3 clearly indicates the imbalance of this dataset as there is a variation in the number of instances 

for each attack which certainly causes a bias in classification accuracy that leads to inaccurate prediction. 

Data imbalance shows different distribution of classes in a dataset. Therefore, resampling approaches, 

which involve adding more records to the minority class and removing records from the majority class, 

are an applicable way to address this issue. 

To overcome this problem, two versions of datasets were developed by applying two different 

techniques to balance the dataset. These techniques include random oversampling and random 

undersampling. Decreasing the number of majority target instances is known as undersampling whereas, 

the process of generating more instances to increase the minority class by either repeating or creating 

new instances is known as oversampling (Mohammed et al., 2020). 
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An open-source Python module called imbalanced-learn is used to balance the given dataset. This 

module provides many resampling methods. An appropriate code using Python version 3.12.0 was 

implemented to create a balanced dataset based on a random oversampling method. Accordingly, a 

balanced dataset was generated with 1700330 records. The number of instances for each attack after 

applying the random oversampling method is listed in Table 4. It is clear that the number of instances 

becomes equal for each attack. 

Table 4: No. of Instances for Each Attack: The Balanced Dataset Developed Using the Random 

Oversampling Technique 

Attack type No. of instances 

Normal 340066 

Grayhole 340066 

Blackhole 340066 

TDMA 340066 

Flooding 340066 

Another balanced dataset was created by applying a random undersampling method. The total 

number of generated instances is 16560. Table 5 shows the number of instances for each attack. The 

number of instances of each class was reduced to be equal to that of the minority class.  

Table 5: No. of Instances for Each Attack: The Balanced Dataset Developed Using the Random 

Undersampling Technique 

Attack type No. of instances 

Normal 3312 

Grayhole 3312 

Blackhole 3312 

TDMA 3312 

Flooding 3312 

4.3 Feature Selection 

To decrease computational overheads and improve prediction accuracy, application of an effective feature 

selection method is required. The performance of any classification model is greatly improved by 

applying such techingues, which reduce the number of features by tacking into account only those features 

that have a considerable effect in the prediction process. In this article, the chi-square feature selection 

method was applied and the results exhibited good performance. 

Four features were eliminated since, after using the aforementioned feature selection approach, 14 out 

of the 18 features were chosen. Table 6 displays the weights assigned to each feature. Any feature with a 

weight less than 400000 was disregarded.  
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Table 6: Feature Weight 

Feature Weight (score) 

DATA-S 2298229.336 

Send-code 2226146.252 

Dist-To-CH 2105728.223 

Rank 2059452.671 

SCH-S 1916611.881 

Data-sent-To-BS 1164969.834 

Dist_CH_To_BS  1135703.712 

JOIN-R 1100160.345 

JOIN-S 1056252.510 

ADV-S 993545.884 

SCH-R 734043.151 

AVD-R 623515.172 

Expaned Energy 531210.611 

Time 478667.726 

Who-CH 386553.924 

ID 384840.347 

Is-CH 315633.738 

DATA-R  191316.119 

4.4 Validation 

Before a model can be approved, it must be validated. To obtain accurate and reliable results, we 

employed a cross-validation technique using ten folds for every model in our experiments. The 

classification accuracy of each model was calculated using Equation 1. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
 (𝑇𝑃+𝑇𝑁)

 (TP+TN+FP+FN)
     

 (1) 

• The number of positive instances that are identified as positive instances is known as the true 

positive (TP). 

• The number of negative instances that are identified as negative instances is known as the true 

negative (TN). 

• The number of positive instances that are mistakenly labeled as negative is represented by the 

false negative (FN). 

• The number of negative cases that are mistakenly labeled as positive is known as the false positive 

(FP). 

The performance and effectiveness of the models were then assessed using a confusion matrix. In 

which the classification errors were calculated, false positives (FPs) and false negatives (FNs). In 

addition, other performance metrics, such as F1 score (F1), precision (P), and recall (R) were calculated 

according to equations 2, 3, and 4, respectively. 

𝐹1 = 2 ∗ (
 𝑃 𝑥 𝑅

 (P+R)
     

)   (2) 

𝑃 =
 (𝑇𝑃)

 (TP+FP)
     

    (3) 
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𝑅 =
 (𝑇𝑃)

 (TP+FN)
     

    (4) 

4.5 Tools 

In this work, all the classification models were built using Orange 3.34.0. Orange is a data mining tool 

that uses visual programming and Python scripting. It provides a variety of tools and a strong platform 

for data analysis. It is a powerful tool that can be used to visualize data in an elegant and efficient manner. 

The development of different machine learning classification methods is facilitated with the aid of this 

open-source program.  

Python version 3.12.0 was used to balance the dataset, in which two resampling techniques, random 

oversampling and random undersmapling, were applied to generate the balanced datasets. 

5 Experiments, Results and Discussion 

A DT classifier was selected based on some recommendations outlined in the Literature Review section, 

which indicated that DC is the most appropriate classifier for WSNs because it attains high classification 

accuracy with minimum overhead compared to other classification models that were recently presented 

to identify DoS assaults in WSNs. 

Based on the WSN-DS dataset, two balanced datasets have been developed by applying random 

oversampling and random undersampling techniques. To assess the effectiveness of the generated 

datasets, a model based on a DT classifier was trained and tested using the developed balanced datasets. 

An improvement in the classification accuracy is clearly observed when using the balanced datasets 

compared to some recent existing techniques, as shown in Table 7. The balanced datasets obviously 

outperfom the other approaches in predicting all attacks, with the exception of normal instances, and this 

is due to the bias of the imbalanced dataset that causes the majority class to achieve high accuracy. 

In regard to comparing the balanced datasets, we noticed that the balanced dataset, ROS-WSN-DS, 

which was created by applying a random oversampling technique, performed better than the dataset, 

RUS-WSN-DS, which was created by applying a random undersampling technique. Figure 2 illustrates 

the accuracy achieved when using the balanced datasets, ROS-WSN-DS and RUS-WSN-DS. Therefore, 

the authors recommended and decided to use the ROS-WSN-DS dataset, which was generated by 

applying a random oversampling method. 

Table 7: The Classification Accuracy of the Presented Model Compared to Some Existing Models, 

ANN and RF 

 

Classification Models 

Accuracy 

Blackhole Flooding Grayhol

e 

Scheduling Norma

l 

DT with ROS-WSN-DS 99.2% 100% 99.1% 99.6% 99.6% 

DT with RUS-WSN-DS 99% 99.9% 98.8% 98.2% 98.1% 

ANN (I. Almomani et al., 

2016) 

92.8% 99.4% 92.2% 75.6% 99.8% 

RF (Le et al., 2018) 99% 96% 98% 96% 100% 
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Figure 2: Comparison of the Obtained Accuracy When Using the Developed Balanced Datasets 

 Figure 3 depicts the accuracy of our proposed classifier compraed to several existing techniques in 

graphical form. The proposed DT model was trained and tested using ROS-WSN-DS. This clearly 

indicates that the proposed model has outperformed the existing techniques in terms of classification 

accuracy.  

 

Figure 3: Comparison of the Accuracy of the Proposed DT Classifier to Several Existing Techniques 

When All Features of the ROS-WSN-DS Dataset are Used 

The next level of enhancement is achieved by using a feature selection method. The ROS-WSN-DS 

is significantly improved by applying the chi-square (X2) feature selection method. The goal of using this 

effective feature selection strategy is to decrease the dimensionality of the data, which means ignoring all 

unweighted features and taking into account only those that have a significant influence on the 

classification process. Having only the necessary features and ignoring the remaining features is crucial 

for success since a model's accuracy decreases when it learns from irrelevant features. In general, a model 

performs better and requires less computation when appropriate features are used. The chi-square 

9
9

.2
% 1
0

0
.0

%

9
9

.1
%

9
9

.6
%

9
9

.6
%

9
9

.0
% 9

9
.9

%

9
8

.8
%

9
8

.2
%

9
8

.1
%

96.0%

97.0%

98.0%

99.0%

100.0%

101.0%

102.0%

Backhole Flooding Grayhole Scheduling Normal

A
cc

u
ra

cy
 

Attack Type

ROS-WSN-DS (The Balnced Datast using random oversampling method)

RUS-WSN-DS (The Balnced Datast using random undersampling method)

9
9

.2
%

1
0

0
.0

%

9
9

.1
%

9
9

.6
%

9
9

.6
%

9
2

.8
%

9
9

.4
%

9
2

.2
%

7
5

.6
%

9
9

.8
%

9
9

.0
%

9
6

.0
%

9
8

.0
%

9
6

.0
% 1
0

0
.0

%

9
8

.6
%

9
4

.4
%

9
5

.6
%

9
2

.2
%

9
9

.9
%

70.0%

75.0%

80.0%

85.0%

90.0%

95.0%

100.0%

105.0%

110.0%

Backhole Flooding Grayhole Scheduling Normal

A
cc

u
ra

cy

Attach Type

The proposed classifier (using all features of the balanced dataset, ROS-WSN-DS) ANN FR DT



A New Approach to Detect DoS Attacks in Internet of Things 

(IoT) 
                                                           Muawia A. Elsadig 

 

12 
 
 
 
 

algorithm was used to determine a feature score for each feature, as shown in Table 6. Based on these 

scores, fourteen features that had received high scores were selected and the others were ignored. The 

enhanced dataset, ROS-WSN-DS which has 14 features, is utilized for training and testing the DT model. 

A cross validation technigue with 10 folds is employed to validate the model. The performance metrics, 

including accuracy, F1 score, precision and recall, for the proposed model were subsequently reported 

for all attacks, as shown in Table 8 and graphically presented in Figure 4. In addition, based on the 

confusion matrix, the model classification errors, FN and FP were computed, as shown in Table 9. The 

results indicate that the proposed classifier achieved outstanding accuracy among all attacks and 

perforemed well on the other performance metrics, inculding the F1 score, precision and recall. It is 

considered a lightweight solution because it is based on a lightweight classifier and uses a feature selection 

approach that reduces the computational overhead and enriches the performance. Figure 5 shows the ROC 

curve of our proposed method, which clearly indicates the high performance of the proposed model. 

Table 10 shows the accuracy of the proposed model compared to several existing techniques. It is 

clearly indicated that the proposed model outperforms them by attaining better classification accuracy 

among all attacks. It is noteworthy that the imbalanced dataset attains high accuracy for the normal class 

(minority class); however, this is to be anticipated given that the minority class receives high accuracy 

because of the imbalanced dataset's bias. 

Table 8: The Accuracy, Recall, Precision, and F1 Score of the Proposed DT Classifier for All Attacks 

Classification 

Model 

Performanc

e Metrics 

Blackhole Flooding  Grayhol

e 

Schedulin

g 

Normal 

The proposed DT 

model using ROS-

WSN-DS with 14 

feautures after 

applying chi-

square  

Accuracy  

 

99.2% 100% 99% 99.6 99.5% 

Recall 

 

99.4% 100% 96.8% 98.6% 98.5% 

Precision  

 

96.8% 99.9% 98.2% 99.6 98.8% 

F1 Score 

 

98.1% 99.9% 97.5% 99.1 98.6% 

  

 

Figure 4: Accuracy, Recall, Precision, and F1 Score of the Proposed DT Classifier among all Attacks 
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Table 9: The Classification Error of the Proposed Classifier 

Attacks False-Negative (FN) False-Positive (FP) 

Blackhole 0.006 0.032 

Flooding 0.000 0.001 

Grayhole 0.032 0.018 

Scheduling 0.014 0.004 

Normal 0.015 0.012 

 

 

Figure 5: The ROC Curve of the Proposed Classifier when using the Balanced Dataset ROS-WSN-DS 

with 14 Features After Applying the Chi-square Feature Selection Method 

 

Table 10: The Accuracy of the Proposed DT Classifier Compared to Several Existing Techniques 

 Classification models Accuracy 

Blackhole Flooding Grayhole Scheduling Normal 

The proposed DT 

classifier that trained and 

tested using ROS-WSN-

DS with 14 feautures 

after applying chi-square 

feature selection method 

99.2% 100% 99% 99.6 99.5% 

ANN (I. Almomani et al., 

2016) 

92.8 99.4 92.2 75.6 99.8 

RF (Le et al., 2018) 99 96 98 96 100 

DT (M. A. Elsadig, 2023) 98.6 94.4 95.6 92.2 99.9 

6 Conclusion 

Since most IoT devices are constructed utilizing wireless sensor node technology, WSNs are believed 

to form the backbone of the IoT. In a WSN, smart sensor nodes are inexpensive and easy to configure. 

However, they are vulnerable to a variety of assaults because of their deployment in hostile settings and 
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their use of unsafe routing protocols and architectures. As a result, WSN security continues to be a 

crucial area of research. Since WSN performance and features are the primary drivers of their rapid 

growth across several fields, any security solution that impedes or interferes with WSN function cannot 

considered. For these networks to function, WSN security is necessary. The real challenge is not only to 

protect WSNs, it is also to have a workable security approach that preserves network performance and 

taking into consider the limited resources of such of networks. 

This paper proposes a machine learning model to identify DoS attacks by analyzing network traffic. 

The model has been improved by the use of two phases of enhancement: creating a balanced dataset and 

using an appropriate feature selection technique. The proposed classification model, which is based on 

DT algorithm, has achieved an outstanding accuracy rate to detect DoS attacks with the acceptable 

overhead. Because it uses a lightweight classifier and employs a feature selection technique that 

significantly reduces the computation overhead. Therefore, this model can fulfill WSN limitations and 

constraints.  

This research article offers two main contributions: it presents an effective model that is capable to 

identify DoS assaults, and it develops a balanced dataset using a random oversampling method (ROS-

WSN-DS). The developed dataset has significantly improved classification accuracy and performance. 

The proposed classifier achieved high classification accuracies of 100%, 99.2%, 99.6%, and 99% for 

detecting flooding, blackhole, scheduling, and grayhole attacks, respectively. Furthermore, other 

performance metrics, such as recall, precision, and F1 score were computed and showed the significant 

performance of the proposed model. Regarding classification errors, the FN and FP for all attacks were 

computed and showed negligible classification errors. On the other hand, the model has been compared 

to several recent existing techniques and has shown better performance. 
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