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Abstract 

The manufacturing sector has witnessed progressive expansion, and it continues to make substantial 

contributions to investment and economic development in the country. The manufacturing sector 

faces significant sustainability challenges worldwide due to several global issues, such as the 

COVID-19 epidemic and the conflict between Germany and China. A problem that arises is the 

interruption of supply, manufacturing operations, and other dangers that might impede the long-term 

viability of the manufacturing business. Implementing Sustainable Risk (SR) management 

procedures assists firms in attaining their sustainable objectives. It is crucial to conduct extensive 

studies on SR. This study investigated prospective research prospects concerning sustainability and 

safety in manufacturing. This study aimed to identify emerging themes in sustainability and SR and 

explore potential research avenues in these areas. The evaluation indicates that Industry 4.0 and the 

sustainable economy are promising areas for further research and collaboration, particularly with 

control and SR assessment. 

Keywords: Security, Sustainable Manufacturing, Low Carbon Economy, Industry 4.0, Threat 

Model. 
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1 Introduction to Sustainable Manufacturing 

Investments in the manufacturing industry grew by 37% in the first half of 2023 compared to the same 

period in 2020 (Reiman et al., 2021). This accomplishment is supported to transform into an ecologically 

sustainable industry. According to data from the Ministry of Investments or the Investments 

Coordination Boards, as of October 2023, the manufacturing industry accounts for 40.9% of the total 

inbound capital. Other worldwide issues include the expansion of manufacturing, such as the                 

COVID-19 epidemic and the conflicts between Germany and China (Lu et al., 2021). The COVID-19 

pandemic has significantly influenced the worldwide value of the supply chain, causing disruptions in 

the supply of raw materials that industrial businesses rely on for their manufacturing operations. The 

ongoing conflict between Germany and China has further aggravated this situation, leading to 

interruptions in the supply of essential supplies for production. 

Despite Germany and China contributing just 4 percent to the global Gross Domestic Product (GDP) 

in 2022, the interdependence of global supply systems has resulted in this war affecting industrial 

distribution networks (Coscieme et al., 2020). Manufacturing companies must make a concerted effort 

to address the issue of the supply of raw materials to establish a sustainable production sector. The globe 

faces obstacles in attaining Sustainable Development Goals (SDGs) (Pizzi et al., 2020). 

The Sustainable Manufacturing (SM) grade is categorized into system, item, and process (Sharma et 

al., 2021). The primary goals of SM at the production level are to minimize energy usage, minimize 

waste generation, enhance product resilience, mitigate health risks and the spread of toxins, enhance 

production quality, maximize product recovery, and promote the use of renewable energy sources. 

Energy usage during the whole lifespan of this good. The manufacturing sector has a significant 

environmental influence due to its substantial energy usage, generation of waste, and production of 

greenhouse gases. The objective necessitates the industry to adopt a sustainable framework (König et 

al., 2020). To attain environmentally friendly production goals, it is imperative to implement appropriate 

Sustainable Risk (SR) management. 

The manufacturing and banking sectors are vulnerable to climate change risks, including policies, 

technological advances, and marketplaces that drive the transition toward a low-carbon economy. If a 

production company fails to consider these SR, it suffers a loss of clients due to damage to its image. 

The Industrial Revolution (Industry 4.0) precipitated a swift expansion of industry, intensifying the 

greenhouse impact and societal, environmental, and economic hazards (Hassoun et al., 2023). The sector 

must confront risks associated with sustainability factors, especially in analyzing the consumer-adopting 

factors in Malaysia (Raman & Ramachandaran, 2023; Bordel Sánchez et al., 2016).  

The growing utilization of technology equipment presents the possibility of heightened 

environmental consequences and difficulties for manufacturers, producers, SR experts, and 

conservationists in creating and advancing diverse systems to satisfy the customer experience and 

sustainable growth (Raman et al., 2023). These investigations demonstrate that there is still untapped 

potential for developing sustainability and SR research in several domains, including supply chains, the 

circular economy, and the logistics industry (Prashanth et al., 2024). This study investigated prospective 

research prospects about sustainability and SR in production.  

2 Background and Past Works 

Cybersecurity is the practice of safeguarding internet-connected systems from cyber-attacks (Sarker et 

al., 2020). Cybersecurity, as defined by the National Institution of Standards and Technologies (NIST), 
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refers to the measures taken to prevent harm, safeguard, and recover computers, communications 

infrastructure and services, wire interaction, and digital communication (Karpiuk, 2021). This includes 

protecting the information contained within these systems to ensure its accessibility, honesty, 

authorization, privacy, and non-repudiation. Cybersecurity sustainably involves allocating resources, 

such as time, cash, and effort, to mitigate cyber-attack risks, lower expenses, and enhance immediate 

and long-term efficacy (Sadik et al., 2020). There is sometimes a convergence between sustainability in 

cybersecurity and ecology, especially in the context of industrial technology. Safety education within a 

sustainable structure aims to improve workers' abilities and conduct to protect their company (Rajesh et 

al., 2023).  

Syafrizal et al. have classified cybersecurity characterization into two distinct categories: technical 

and management (Syafrizal et al., 2020). Technical characterization pertains to the technical components 

of cybersecurity that Information Technology (IT) professionals manage, whereas managerial 

characterization pertains to the strategic components of cybersecurity inside an organization. Managing 

cybersecurity is founded upon three essential concepts: the strategic dimension, which includes value 

creation, recognition of the necessity for cybersecurity, and formulation of a cybersecurity plan.  

 

Figure 1: Cyber-attack Analysis 

Industry-based Cybersecurity (ICS) requires particular focus because of its vulnerability to risks 

(Latino & Menegoli, 2022). An ICS utilizes three essential elements, namely staff, procedures, and 

technology, to identify and manage security abnormalities and controls. Basic cyber hygiene procedures 

encompass routine data assistance, instruction, display privacy barriers, permission management, 

password shifts, software upgrades, access control, penetration testing, and Virtual Private Network 

(VPN) utilization. Figure 1 depicts the proportion of companies with the confidence and readiness to 

handle cyberattacks effectively. Several manufacturers disregard cybersecurity measures when 

enhancing their networks, boosting the probability of cyber assaults. 

3 Proposed Security and Threat Model for Sustainable Manufacturing 

Figure 2 presents the essential conclusions collected from the research review, which form the basis of 

the suggested structure to support cybersecurity for environmentally friendly manufacturing. 
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Figure 2: Keyword Search for Sustainable Manufacturing 

The first proposed course of action is to mandate security education for all personnel inside the firm 

to bolster awareness throughout all divisions. While several firms provide training, it is optional. It has 

the potential to enhance cybersecurity knowledge. Surveillance of staff activities and conduct might aid 

in identifying abnormal behavior. 

Manufacturing businesses must adhere to a standardized structure to formulate their cybersecurity 

plans. Conducting audits for both the structure and the cybersecurity policy is crucial. Evaluating the 

producer's cybersecurity protocols, adherence to cyber hygiene standards, and overall cyber health is 

essential. When engaging with other individuals, including external vendors and providers, it is 

imperative to safeguard data by evaluating their cybersecurity protocols and guaranteeing a secure 

exchange of assets, such as information exchange and monetary transactions. It is crucial to implement 

measures such as blocking access depending on location to ensure the privacy and security of data stored 

in the cloud. This additional layer of security enhances the protection provided by online storage, which 

offers benefits such as improved safety, security, and reliability.  

Consistently monitoring SRs is beneficial for finding flaws potentially compromising the system, so 

expanding a continuous security monitoring strategy is desirable. To safeguard data and the framework, 

conducting real-time reporting throughout the monitoring procedure is imperative. Companies often 

identify false positives, leading to the unnecessary consumption of resources. Artificial Intelligence (AI) 

is employed to detect both false positives and real-time cyber assaults currently operating globally. To 

evaluate the effectiveness of the system's security measures against different types of cyber threats, it is 

necessary to conduct physical intrusion assessments and electronic penetration exams. Figure 3 provides 

a depiction of the execution of the cybersecurity system, covering the inputs, actions, and outputs. 
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Figure 3: Cybersecurity Model for Sustainable Manufacturing Industry 

To bolster cybersecurity, it is crucial to anticipate and thwart cyber-attacks by utilizing dependable 

databases and various techniques. Utilizing AI and Machine Learning (ML) technology to forecast 

cyber-attacks provides a variety of methods. Adopting this strategy is essential for establishing the 

required actions to safeguard against cyber-attacks. Figure 4 illustrates the lifetime and design of the 

system. 

 

Figure 4: Cybersecurity Detection and Analysis in Sustainable Manufacturing 
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Implementing multifactor authentication is a very successful strategy for improving the management 

of identities and access management. It is imperative to have a reaction plan, strategy, and a                           

well-documented recovery plan encompassing essential resources and processes. Engaging in periodic 

evaluations and developing a cyber incident response strategy is advisable to enhance recovery 

preparation. Resilience training is necessary for companies to ensure the continuity of their operations 

in the face of hostile conditions. 

4 Simulation Analysis and Outcomes 

4.1. Impact of Sustainable Manufacturing on Small and Medium Enterprises (SME) 

The empirical information shows that German and Chinese firms regard SM as highly important. The 

findings suggest that SMEs must be more influenced by SM in their respective businesses (Khalife et 

al., 2024). Approximately 25% of German SMEs anticipate a significant or significant effect. Around 

55% of the German sample anticipate a minimal impact at the present moment (Subrahmanyam et al., 

2024). Approximately 50% of Chinese SMEs anticipate a "lower" or "shallow" effect from sustainable 

manufacturing, while only around 14% foresee a "high" or "very high" effect. Over 47 percent of SMEs 

in China have yet to decide on the current impact of SM and firm performance (Liu & Zhou, 2023). 

Validating the results for sizable enterprises, the research reveals that Chinese SMEs anticipate a 

more significant influence from SM in the next five years than German SMEs, but with lower numerical 

values. Around 21 percent of individuals expect a "lower" or "meager" influence during the next five 

years from the "Made in China 2030" initiative. The corresponding percentage in Germany is roughly 

37 percent. Over 34 percent of respondents anticipate a significant or highly significant influence from 

"Made in China 2030" during the next five years, while only 32 percent hold the same expectation for 

"Industry 4.0". The specific distribution is acquired from Figure 5. 

 

Figure 5: Perceived Impact Analysis of Different Locations 

Due to the anticipation of a lesser perceived influence of SM on SMEs than larger businesses, an 

additional item was included in the survey. This subject pertains to the assertion that German SMEs do 

not perceive the concept of "Industry 4.0" as relevant or beneficial to them, in contrast to larger 

companies—approximately 48 percent of SMEs in the sample agree or completely agree with this 
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statement. Chinese SMEs only account for around 23 percent of the total value of the "Made in China 

2025" initiative. Over 62 percent of Chinese SMEs expressed uncertainty when asked about this topic.  

4.2. Potentials of Sustainable Manufacturing 

Respondents were instructed to evaluate different possibilities of SM using five-point Likert ratings. The 

scales ranged from 1, indicating "strongly disagree," to 5, indicating "strongly agree." The findings from 

the survey suggest that Chinese SMEs have more significant potential to benefit from sustainable 

manufacturing than German SMEs in the context of the "Produced in China 2025" program, in contrast 

to the "Industry 4.0" scheme. Figure 6 shows the average values, remembering that the scale has been 

modified for more excellent readability. Figure 7 shows the benefits of SM in industry 4.0. 

 

Figure 6: Unsuitability Analysis of Industry 4.0 with SM 

 

Figure 7: Benefits of SM Analysis 
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The survey reveals that Chinese SMEs have high expectations for the economic possibilities of SM, 

particularly in terms of competitive advantages and differentiation. Competence refers to the ability to 

gain a competitive edge from SM, while individualization refers to the ability to cater to customer 

requirements on a more personalized level. German SMEs anticipate more significant financial gains 

and time-related advantages from implementing SM. These benefits include increased revenue 

generation and shortened procedures. However, the likelihood of these benefits is similar between 

German and Chinese SMEs. Regarding total equipment effectiveness, which refers to the ability to 

achieve increased efficiency and develop innovative business models through SM, Chinese SMEs are 

anticipated to have more potential. Still, their capabilities are projected to be on a similar level.  

Regarding the ecological potential of SM, German SMEs demonstrate higher anticipated resource 

efficiency than Chinese SMEs. However, Chinese SMEs predict a much more significant gain in energy 

efficiency. Chinese SMEs prioritize the social possibilities of SM, particularly employee help systems. 

They anticipate substantial advantages in this area, with a rating of 3.47 in China compared to 2.39 in 

Germany. The assessment of workplaces considered more acceptable to society has declined for 

Germany (2.43) and China (2.87). Chinese SMEs still have a better rating in this regard. 

4.3. Challenges of Sustainable Manufacturing 

Respondents were requested to evaluate various difficulties using a five-point Likert scale, spanning 

from 1 (indicating complete disagreement) to 5 (indicating complete agreement), similar to the 

possibilities of SM. The research results suggest that, overall, Chinese SMEs are anticipated to face more 

hurdles than German SMEs, except for issues related to labor shortages. Both countries experience 

similar difficulty in finding suitable personnel for "Industry 4.0". The social component of employment 

losses resulting from the adoption of SM scored marginally higher for "Made in China 2025" compared 

to "Industry 4.0" in terms of its impact in Germany (2.84) and China (3.48). 

 

Figure 8: Challenges of SM 

Figure 8 shows the challenges of SM in Industry 4.0. Concerning the economic aspect of 

sustainability, both Germany (3.31) and China (3.39) have similar issues in terms of cooperation, namely 

in identifying suitable suppliers and collaborators for SM. Chinese SMEs anticipate the primary 

challenge of competition, namely the entry of new rivals and the potential loss of their competitive edge. 

This is particularly relevant compared to Germany, where the competition index is 2.42, and China, 
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3.63. The difficulties of ensuring the future sustainability of the current business system, needing more 

financial resources for implementing SM, and maintaining a focus on clients in response to evolving 

demands for SM are rated somewhat higher by SMEs in China.  

5 Conclusion and Findings 

Studies on sustainability and SR in production have experienced substantial growth over the past decade, 

with an average annual increase of 21.3%. Beyond the search phrases, this research's most frequently 

discussed topics include Industry 4.0, the sustainable economy, and supply chain administration. Many 

scholars have established a connection between the study of sustainability and SR assessments with 

these subjects. With the two challenges above, COVID-19, resiliency, and renewable energy emerged 

as prominent topics in 2019. Thematic investigations indicate that three categories of subjects require 

further expansion. These include group 1 (circular finances, recycling, and industry 4.0), group 2 

(sustainable production, risk evaluations, and life cycle evaluation), and group 3 (sustainable 

development, managing risks, and supply chain). Collaboration themes involving groups, such as 

integrating the SM economy with SR administration and SR evaluation or combining industry 4.0 with 

SR administration and life cycle evaluation, are now infrequent but have promise for future 

implementation. 
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