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Abstract

When it comes to the need to manage cyber security, identifying and utilizing good cyber security
metrics is essential. This allows organizations to manage their cyber risk more effectively. However,
the literature lacks consensus on the properties and characteristics of good metrics. Hence, the
objectives of this work are to explore and identify relevant technical metrics proposed by researchers
in the cyber security domain, and then to assess them against the SMART (Specific, Measurable,
Actionable, Relevant, and Timely) criteria to determine their feasibility and improve the quality of
the selected security metrics. We identified 105 metrics, of which 23 passed the SMART criteria.
The resulting set of metrics can be considered as a feasible set of metrics to implement. Additionally,
we identified additional criteria that may be considered when assessing security metrics, most of
which can be regarded as variants of the SMART criteria except two, wherein the metrics should be
inexpensive to gather and independently verifiable via an outside reference.

Keywords: Cyber Security Metrics, SMART Criteria, Properties, Attributes, Categorization.

1 Introduction

According to (Pendleton et al., 2016), several organizations have described the process of developing
cyber security metrics as one of the hardest problems. The authors add that sound security decisions
require detailed information about security metrics. Peter Drucker, the often-cited author of business
management approaches, once said “if you can’t measure it, you can’t manage it.” Patrinos, (2014).
According to (Boyer & McQueen, 2008), to make sound decisions about protecting our infrastructure,
we need effective cyber security metrics. Abraham & Nair, (2015) recommend that to gauge the success
of a cyber security programme we need to be able to provide shareholders with measurable solutions to
facilitate decision-making. According to metrics can facilitate decision-making and improve
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performance. Similarly, effective decision-making requires some form of cyber security quantification
(Xu, 2021). Therefore, we recognize the need to develop effective and suitable cyber security metrics to
help with the decision-making process.

Jafari et al., (2010) propose that cyber security metrics provide insight, and they can be utilized to
measure the cyber security posture of an organization. Argue that to objectively evaluate the security of
systems we need to devise suitable cyber security metrics. On the other hand, “lack of security metrics
exacerbates the challenge of measuring risk objectively” (Knowles et al., 2015). Longueira-Romero et
al., (2020) discuss that metrics can be used to provide reproducible and repeatable measures that reflect
the security protection level. Hence, metrics can be used not just to evaluate the security level, but also
for measuring risk.

According to (Kowalski et al., 2011), organizations should assess their cyber risk before they address
security measurement. The authors add that cyber security metrics have not been widely integrated in
cyber risk assessment (Eko et al., 2024). This clearly calls for the integration of cyber security metrics
within cyber risk management programs. However, organizations need to agree to a definition of cyber
security metrics that suit their business first and foremost before they begin selecting their cyber security
metrics. “Without a restrictive definition, the term metric degenerates to a buzzword, which can be
dangerous in terms of suggested comparability” (Hecker, 2008). Jafari et al., (2010) define a security
metric as “a collection of several measurements taken at different points in time, compared against
baseline and interpreted to reveal an understanding”. Thus, we recognize that the process of developing
metrics should begin with a suitable definition for the desired metrics, along with specifying the
properties that good metrics should possess (Rjaibi et al., 2012).

Moreover, according to (Pendleton et al., 2016), several organizations in the United States recognize
that developing effective and suitable cyber security metrics is a hard problem. The authors add that
there is a gap between the existing metrics and the suitable metrics. Geleta, (2018) discusses that security
metrics pertain to things that can be evaluated and used to measure the security of an information system,
which has emerged as an indispensable difficulty in the field of information systems. According to (Zhao
et al., 2019), the collection of detailed cyber security metrics is a very difficult task to accomplish.
Charlton et al., (2021) argue that despite the enormous efforts, cyber security metrics remains an open
problem.

Furthermore, “there are no direct methods of measuring strength of cyber security” (Bhol et al.,
2023). Even though, Xu, (2020) argues that solving the problem of quantifying cyber security would
contribute to answering decision-making and risk management related questions. The author adds that
to solve such a problem, practitioners need to define a set of cyber security metrics that are effective and
suitable to achieve quantitative cyber risk management and thus improve the decision-making process.
Charlton et al., (2021) suggest that cyber security metrics research can be categorized as follows: firstly,
define the metrics, and then design procedures to measure the well-defined metrics.

Therefore, working with cyber security metrics can help to address the challenge of measuring risk
objectively, which in turn can be an invaluable tool for decision-makers. The literature suggests that
making sound decisions requires some form of quantification in which cyber security metrics can play
an important role in closing this gap (Pragadeswaran et al., 2024). However, one of the key challenges
to achieving this is the lack of information regarding what constitutes a good metric. To overcome this
challenge, several researchers agree that an effective method to assess the metrics should be discussed
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first (Pendleton et al., 2016; Boyer & McQueen, 2008; Xu, 2021; Jafari et al., 2010; Longueira-Romero
et al., 2020; Kowalski et al., 2011).

Moreover, according to (Charlton et al., 2021), the top two common criteria found in the literature
are the SMART and PRAGMATIC, SMART stands for Specific, Measurable, Attainable, Repeatable,
Time-dependent, while PRAGMATIC stands for Predictive, Relevant, Actionable, Genuine,
Meaningful, Accurate, Timely, Independent, Cheap. Although, the SMART criteria have been widely
used. Even though there is not a universal method, the metrics should be assessed in advance to support
an effective decision-making process (Longueira-Romero et al., 2020).

Adopting good cyber security metrics can help businesses improve their cyber security risk
management by providing a means that will enable them to measure risks effectively (Simon et al.,
2022). Conversely, without objective means or measures, businesses will resort to the assessment of
subject matter experts. For instance, Ahmed et al., (2019) discussed the challenges that the healthcare
industry faced and proposed groups of metrics to improve the protection of their systems, one of which
is the risk assessment metrics group, whereby organizations can monitor their risk (Akinsanya et al.,
2020). Jafari et al., (2010) proposed a metric that can be used, within the healthcare industry, to assess
the security posture of organizations. Although, the metric is domain specific. Knowles et al., (2015)
conducted a survey of cyber security management in industrial control systems and concluded that there
is a lack of guidance on how to address the area of quantitative and qualitative cyber security metrics
which hinders the efforts to implement proper security in the critical infrastructure industry (Mouatassim
& Ibenrissoul, 2015).

Thus, our contributions are as follows:

o We review the literature to identify existing cyber security metrics and their categorizations.
e We provide a tool that can be used to categorize and assess cyber security metrics effectively.

The rest of the paper is organized as follows: in Section two, we highlight the related work on the
topic of security metrics. In Section three, we introduce the methodology we used to survey the scholarly
knowledge on this topic. This is followed by a discussion where we explain how we identified and
assessed the metrics (Panchabhai & Patil, 2012). Finally, in the conclusion section, we summarize the
key points of this work, identify limitations, and propose future research directions.

2 Related Work

Definition of Cyber Security Metric

According to (Yevseiev et al., 2022), there is no clear definition for the notion of more secure, and thus
cyber security metrics should be leveraged and integrated in the security assessment. Furthermore,
according to (Yevseiev et al., 2022), cyber security metrics can be used to provide an up-to-date
information regarding the security state of defence and attack sides. The authors add that cyber security
metrics allow comparing security systems with each other. Bhol et al., (2023) argue that security metrics
can be used to leverage resources and determine whether a security solution has succeeded. The authors
add that to respond effectively to the ever-changing cyber threat landscape, the strength of cyber systems
needs to be quantified. Moreover, Ahmed et al., (2019) suggest that cyber security metrics can be used
to measure the performance of an organization against its peers. However, the authors mention that
quantifying the proposed metrics will be addressed in future work. Schneidewind, (2009) developed
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risk-based metrics that can detect anomalous behavior to mitigate the effects of attacks on critical
infrastructure in the United States. However, developing too many metrics could be expensive to
implement and may be too difficult to manage. Additionally, “there are many metrics that may not be
directly measurable (e.g., attacker capabilities)” (Xu, 2020). Additionally, Yevseiev et al., (2022)
highlight that there is no formal model for metrics, whereby we can conduct a rigorous analysis.
Furthermore, Enoch et al., (2018) found that when the number of vulnerabilities become large, the cyber
security metrics’ values become static. Argue that a static cyber risk management approach may become
obsolete very quickly because many parameters used in the analysis constantly change over time.

According to (Pendleton et al., 2016), there is a lack of discussion about how cyber security metrics
can be used as parameters in cyber security modelling. Yevseiev et al., (2022) argue that to use cyber
security metrics to determine in advance the required preventative measures against cyber threats,
organizations need to be able to process and analyze measurements in a way that allow them to
extrapolate their values. Furthermore, Xu, (2021) argues that cyber security datasets can be leveraged to
define cyber security metrics at the following abstraction levels: data, knowledge, and application. Bhol
et al., (2023) point out that cost computation may become too difficult without data driven security
metrics and thus decision-making regarding security spending becomes harder. Moreover, Bhol et al.,
(2023) argue that a metric is usually a product of one or more measures. Hence, Xu, (2021) suggests that
a cyber security metric can be a function that maps from a set of objects to a set of values with a scale.
Boyer & McQueen, (2008) discuss that a technical security metric is the output of a mathematical model
whereby we utilize measurements of a technical object. Moreover, according to (Pfleeger, 2009),
measurements have something in common which is an aspect of something that has a descriptor to allow
comparison. Similarly, “Metrics are descriptive and measure the current properties and performance of
a system” (Scala & Goethals, 2016). Hence, Longueira-Romero et al., (2020) argue that security metrics
can be used to compare different evaluations of the same hardware or software over time. The authors
add that security metrics can be used to evaluate level of compliance with a standard.

Properties of Good Cyber Security Metrics

Al-Shiha & Alghowinem, (2019) argue that it is important to develop specific cyber security metrics for
the purpose of securing systems while conducting penetration testing. Although, the authors have not
provided a definition for the desired metrics or what properties such metrics should possess. According
to Hecker, (2008), security metrics are classified according to their properties. Thus, choosing the right
properties that a metric should possess is as important as developing a definition for the metric. In
general, Holstein & Stouffer, (2010) discuss that when it comes to properties of good metrics, we should
be able to consistently measure them, collect them by automated means, and express them as percentage
or cardinal number. suggest that “values of metrics should be related to the following qualities:
efficiency, objectivity, and consistency” (Kowalski et al., 2011).

According to (Geleta, 2018), the attributes of good metrics are as follows: they need to be clear,
cheap, and can be collected by automated means, as well as they should be measured objectively. We
notice that the authors stress the importance of being able to systematically measure metrics and to not
rely on subjective criteria. However, in the context of security metrics, Boyer & McQueen, (2008)
discuss that the attributes of technical security metrics are that the number needs to be small so that they
can be managed effectively, they need to be easy to understand, and they need to be measured
objectively. According to (Abercrombie et al., 2013), good metrics should be able to measure properties
for decision-making, be measured in a repeatable manner, and be verifiable independently. Moreover,
Pendleton et al., (2016); Boyer & McQueen, (2008); Abercrombie et al., (2013) proposed a set of
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common metrics which are easy to understand, measured objectively, and verifiable via an outside
reference.

Furthermore, Xu, (2020) calls for establishing a set of criteria that can distinguish between good and
poor metrics because “good metrics lead to good decisions and bad metrics lead to bad decisions” (Boyer
& McQueen, 2008). Moreover, Longueira-Romero et al., (2020) argue that several security metrics
proposed in the literature lack adequate description. Therefore, further research is required to avoid
developing poor metrics unnecessarily. Moreover, according to (Boyer & McQueen, 2008), the ultimate
goal of utilizing cyber security metrics is to support the quantification of cyber risk. The authors
proposed a set of metrics with the aim of providing objective measures of cyber risk that will help
decision-makers to make better decisions which will reduce the cyber risk of attacks on control systems.
LeMay et al., (2011) proposed a method that can be used to provide model-based security metrics,
whereby the steps of an attacker are categorized in an attack execution graph and the attack objectives
are captured within an attacker’s profile. Chen et al., (2021) proposed a set of metrics for measuring the
operational cost of attackers and defenders as part of a framework designed to quantify the effectiveness
of network diversity. Hence, security metrics are useful albeit imperfect (Yagdereli et al., 2015;
Dominguez-Dorado et al., 2022).

3 Methodology

To survey the scholarly knowledge on the topic of security metrics, we performed a systematic literature
review. We conducted the literature search on the following six academic databases: IEEE Xplore, ACM
Digital Library, ScienceDirect, Scopus, SpringerLink, and Semantic Scholar. We used the advanced
search feature to facilitate the process. We used double quotation marks to search for the exact phrase
(search string). Next, after we had applied the inclusion/exclusion criteria, we then examined the results
to remove irrelevant and duplicate sources (Sebastian et al., 2019).

With respect to the inclusion and exclusion criteria, we included studies that primarily discuss cyber
security metrics, written in English, and whose type are either journal articles or conference proceedings.
While the exclusion criteria include studies that do not specifically address cyber security metrics
(including definition, properties, etc.), non-peer reviewed sources, and full text is inaccessible. Table 1
highlights the searches conducted at the beginning of this work. We used three different strings to search
for relevant sources in each database. The US literature mainly uses ‘cybersecurity’ keyword, while in
the UK it is generally defined as ‘cyber security’, in addition to ‘systems security metrics’ that some
researchers use to refer to the field of security metrics (Johnson et al., 2020; Rathod & Hamal&inen,
2017). The search string column is followed by the search engine name. This is followed by the date of
the search. This is followed by the number of hits. This is followed by the number of eligible sources
after applying the inclusion/exclusion criteria (see Table 1). In the first instance, the total number of hits
is 873. After applying the inclusion/exclusion criteria and removing duplicates, 38 articles were
included.
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Table 1: Highlights of the Searches

Emad Sherif et al.

Search string Search engine Date Hits | Eligible
cybersecurity metrics IEEE Xplore 15/01/24 | 22 | 4
cyber security metrics IEEE Xplore 15/01/24 | 7 1
systems security metrics | IEEE Xplore 15/01/24 | 6 2
cybersecurity metrics ACM Digital Library | 15/01/24 | 10 | 2
cyber security metrics ACM Digital Library | 15/01/24 | 10 |1
systems security metrics | ACM Digital Library | 15/01/24 | 3 1
cybersecurity metrics ScienceDirect 15/01/24 | 26 | 2
cyber security metrics ScienceDirect 15/01/24 | 13 |1
systems security metrics | ScienceDirect 15/01/24 | 30 |1
cybersecurity metrics Scopus 12/01/24 | 153 | 7
cyber security metrics Scopus 12/01/24 | 87 |1
systems security metrics | Scopus 12/01/24 | 233 | 1
cybersecurity metrics SpringerLink 15/01/24 | 71 | 2
cyber security metrics SpringerLink 15/01/24 | 38 |1
systems security metrics | SpringerLink 15/01/24 | 30 | 2
cybersecurity metrics Semantic Scholar 16/01/24 | 46 | 6
cyber security metrics Semantic Scholar 16/01/24 | 34 |0
systems security metrics | Semantic Scholar 16/01/24 | 54 |3

In the next section, we discuss how we extracted the required information from the identified sources.

4 Discussion

Information Synthesis

Throughout the review process, we maintained our database in the form of a spreadsheet; the search
highlights sheet that contains the search strings, search engine, date of search, total hits as well as the
count after applying the inclusion and exclusion criteria. The summaries sheet contains the following
headings: title of study, authors, publication date, summary, conclusion, recommendations, properties
of cyber security metrics. This is followed by the proposed cyber security metrics. The cyber security
metrics sheet contains the following headings: study reference number, publication date and type. This
is followed by the proposed cyber security metric. This is followed by category and subcategory. The
categories and subcategories are adopted from Pendleton et al., (2016) (see Table 2).
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Table 2: Summary of the Main Categories and Subcategories (Pendleton et al., 2016)
Category Subcategories Remarks
Vulnerability pertains to measuring the level of system vulnerability
User metrics that can be used to measure users’ vulnerabilities
Interface-induced metrics that can be used to measure the interface to access a system
Software metrics that can be used to measure software vulnerabilities
Defence aims to measure the strength of cyber defence
Preventive metrics that can be used to measure the relative effectiveness against
preventing unknown as well as known attacks
Reactive metrics that can be used to measure the effectiveness of blacklisting
Proactive metrics that can be used to measure the power of attack detection
Attack aims to measure the strength of cyber attacks
Zero-day metrics that can be used to measure how many zero-day attacks were
performed within a period
Botnet metrics that can be used to measure the size of a botnet
Malware metrics that can be used to measure the number of computers infected
by a malware
Evasion techniques | metrics that can be used to measure the evasion capability (e.g., false
positive/negative)
Situation reflects the development of attack-defence interaction
Security state metrics that can be used to measure the dynamic security state (e.g., the
probability of a compromise at a given time)
Incidents metrics that can be used to measure the end points that are compromised
at least once within a period
Investment metrics that can be used to find out whether the investment pays off or
not (e.g., security spending)

In addition to these categories, we have included one more category named Other, whereby we list
any metrics that do not fall under any of the main four categories. Additionally, to enhance the
categorization of metrics, we extended the subcategories to include additional ones that were elicited
from the literature. They are as follows: configuration management, access control management, backup
and restore, security audit, security testing, and security training, in addition to probability-based,
time-based, ideal-based, and design-based metrics. Moreover, according to (Longueira-Romero et al.,
2020), the SMART (Specific, Measurable, Actionable, Relevant, and Time-dependent) criteria has been
used widely for developing good security metrics. Hence, the SMART assessment sheet contains all the
identified cyber security metrics in the previous stage in addition to five columns that represent the
SMART criteria so that each metric is assessed accordingly (Baybulatov & Promyslov, 2022). For every
article, after we gleaned all the required information to fill in the first sheet, such as summary,
conclusion, questions/challenges, limitations/future work, we began with identifying the proposed
metrics along with their category/subcategory. Once a metric is identified, we would add it to the cyber
security metrics sheet whereby we can keep track of the identified metrics, their designated categories
and subcategories along with the reference number of the given article. We repeated this process to
gather all the proposed metrics. Next, we copied the identified metrics to the SMART assessment sheet
where we carried out the assessment of the metrics; we marked the ones that were able to be assessed
against each criterion of the SMART criteria, whereby we were able to create the SMART metrics sheet
that contains the final set of metrics. This approach allowed us to gather and keep track of all the relevant
information in a way that enabled us not just to get insights into the direction and trends of the research
in this area, but also to find gaps in the existing metrics, their properties and classification.
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Information Analysis of SMART Metrics

In terms of source types, 70 percent of the selected sources are conference proceedings, of which 13
percent used case study as their method, whereas four percent of the journal articles are survey research
papers. We analyzed the selected sources by studying their contribution to security metrics research in
two key aspects, one of which is proposal of metrics and/or proposal of properties that a good metric
should possess. Moreover, whenever gaps and/or unanswered questions are found, we added them under
the problems heading of the relevant sheet. In addition to recommendations for future research
directions. The three main headings of the cyber security metrics sheet are metrics, categories, and
subcategories, which are the main elements of this work. Most of the sources proposed security metrics.
Nonetheless, the ones that did not propose any metrics explicitly, they either addressed the definition or
properties of metrics. We recorded all the proposed metrics accompanied by their proposed description
whenever provided, although some sources did not include a description with their proposed metrics
and, hence, we noted them with no description. Therefore, the total number of security metrics identified
from the selected sources are 105, all of which fall under five categories and 26 subcategories. While
the total number of security metrics after applying the SMART criteria is 23, all of which fall under four
categories and 11 subcategories. The statistics of security metrics count can be broken down further, to
count how many times a metric is identified (i.e., per source) per category/subcategory as outlined in
Table 3.

Table 3: Count of Sources from which Security Metrics were Identified per Category/Subcategory

Category Subcategory Count
System Vulnerabilities | Interface-Induced Vulnerabilities | 31
System Vulnerabilities | Software Vulnerabilities 22
System Vulnerabilities | Overall Vulnerabilities 10
System Vulnerabilities | User Vulnerabilities 8
Situation Security Incidents 47
Situation Security State 16
Situation Cost 7
Situation Resilience Metrics 6
Situation Agility Metrics 2
Other Configuration Management 10
Other Probability-Based Metrics 8
Other Security Training 6
Other Time-based Metrics 6
Other Backup and Restore 5
Other Access Control Management 4
Other Compliance 2
Other Design-based Metrics 1
Other Ideal-based Metrics 1
Other Security Audit 1
Other Security Testing 1

From Table 3, we see that the top count is 47, which denotes to the number of metrics identified
under Security Incidents subcategory which belongs to Situation category. On the other hand, at the
bottom of the table, we see that there are four metrics with a single count which are identified under
Design-based Metrics, Ideal-based Metrics, Security Audit, and Security Testing subcategories
respectively.
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Table 4 shows the counts of sources accompanied by references per category after applying the
criteria.

Table 4: Count of Sources (with references) from which the SMART Security Metrics were Identified

Category Subcategory Count | References

System Vulnerabilities | Software Vulnerabilities 7 [3,5, 7,13, 25, 32, 39]
System Vulnerabilities | Overall Vulnerabilities 7 [2,6,9, 16,17, 31, 37]
System Vulnerabilities | Interface-Induced Vulnerabilities | 6 [7,11, 16, 32 (x2)]
System Vulnerabilities | User Vulnerabilities 5 [7,12, 13 (x2), 25]
Defence Power Intrusion Detection 6 [7, 20, 27, 29, 31, 39]
Defence Power Proactive Defences Strength 3 [4,7,8]

Defence Power Preventative Defences Strength 1 [39]

Defence Power Reactive Defences Strength 1 [39]

Situation Security Incidents 9 [3 (x2), 5, 13, 15, 16, 24, 28, 40]
Other Configuration Management 6 [7,13, 17, 22, 24, 27]
Other Security Training 5 [12, 16, 17, 31, 33]

From Table 4, we see that there are two metrics with a count of 10, which are identified under Security
Incidents and Intrusion Detection which belong to Situation and Defence Power respectively.

Moreover, to present the data visually, we first imported the two datasets (total cyber security metrics
and the SMART security metrics) to Elasticsearch - “the world’s leading free and open search and
analytics solution” (Elasticsearch, n.d.), and then we used Kibana to create various visualizations, such
as data table, tag cloud, pie chart, etc. For instance, we created visualizations for the first dataset to show
statistics in relation to the percentage of metrics that fall under each category and subcategory so that
we can gain insight into how the metrics are categorized. Additionally, we created multiple
visualizations to show security metrics per category. This is useful when we look at the metrics from the
categorization perspective. Therefore, we began by creating a tag cloud visualization to show all the
metrics (see Figure 1). We see that the largest tag is vulnerability count metric which reflects the
occurrences. The second largest tags are attack surface and detection performance, while mean time
between incidents comes third. Hence, we can see that the other tags look smaller, their size is relative
to their count (i.e., how many times a metric is identified).

Detection Performance Cyber Security Posture

Cost of Incidents

Attack Graph-based Probabilistic metrics

Figure 1: Summary of the Identified Security Metrics Depicted in a Tag Cloud Visualization
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Moreover, we created a visualization for each category that shows all the security metrics and
subcategories within each category and then add it to the main dashboard. However, this was not
necessary for the attack/threat severity category because there is a total of three security metrics
identified, all of which did not satisfy the SMART criteria. Hence, since the focus of this work is on the
assessed security metrics, we present the visualizations that address the SMART security metrics as
outlined below. We begin with the category named ‘Other’. Figure 2 shows a pie chart of the assessed
metrics (i.e., assessed against SMART) that fall under this category accompanied by the percentage of
how many times a metric was identified out of the total number of the identified metrics within the
category. To do this, under slice by, we add the category field first, and then add the subcategory field
as a second slice, aggregated by the security metric field. Hence, the inner circle represents the category,
the middle circle shows the subcategories, and the outer circle shows the cyber security metrics.

Figure 2: Summary of the SMART Security Metrics within the ‘Other’ Category

This shows the ranking from the most used to the least used metric within each category. We see that
the top security metric in this category is the trained personnel count, identified in six sources. Jafari et
al., (2010) describe this metric as percentage of IT security staff who have received training.

In Figure 3, we present the SMART metrics that fall under the Situation category.
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Figure 3: Summary of the SMART Security Metrics within the Situation Category

The top security metric in this category is the unauthorized access attempts, identified in four sources.
Ahmed et al., (2019) describe this metric as number of failed authentication attempts.

In Figure 4, we present the SMART metrics that fall under the Defence Power category.

®

Figure 4: Summary of the SMART Security Metrics within the Defence Power Category
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The top security metric in this category is the detection performance, identified in eight sources.
Boyer & McQueen, (2008) describe this metric as a measure of the effectiveness of the detection systems
(intrusion detection system, anti-virus software, etc.).

In Figure 5, we present the SMART metrics under the System Vulnerabilities category.

.

Figure 5: Summary of the SMART Security Metrics within the System Vulnerabilities Category

The top security metric in this category is the vulnerability count, identified in 15 sources. Pendleton
et al., (2016) describe this metric as the number of systems that haven’t been patched yet. The authors
add that it normally takes a while for all the required patches to be applied successfully.

Additionally, we created one more visualization, whereby the SMART security metrics can be
depicted in one pie chart as shown in Figure 6. The pie chart shows the four categories in the center,
subcategories in the middle ring, and the security metrics in the outer ring.
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Figure 6: Count of the SMART Security Metrics per Category/Subcategory

In Figure 6, we can see that majority of the identified metrics fall under system vulnerability category
with 44 percent, 13 percent of which fall under software vulnerability subcategory, while 12 percent fall
under interface-induced vulnerability and overall vulnerability, and 7 percent fall under user
vulnerabilities subcategory. Hence, the top security metric is the vulnerability count with 10 percent.
Similarly, the second top category is defence power with 22 percent that comprises four subcategories
intrusion detection 15 percent, proactive defences strength four percent, and preventative and reactive
defences strength 2 percent each. Hence, the top metric is detection performance with 12 percent.

In Table 5, we summarize the security metrics that satisfied the SMART criteria. The first heading
contains the metric. This is followed by the category the security metric falls under. In turn, this is
followed by the count that contains the number of times a metric was identified from the selected
sources. The last column contains the sources from which the metrics were identified.
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Table 5: Highlights of the SMART Security Metrics
Metric Category Count | References
Vulnerability Count System Vulnerabilities | 12 [2,3,5,6,7,9,13, 17,25,
31,37, 39]
Detection Performance Defence Power 6 [7,20, 27,29, 31, 39]
Patch Count Other 5 [13,17,22,24,27]
Trained Personnel Count Other 5 [12, 16,17, 31, 33]
Password Guessability System Vulnerabilities | 4 [7,12, 13, 25]
Unauthorised Access Attempts Situation 4 [3,5,13,28]
Access Points Count System Vulnerabilities | 3 [7,16,32]
Defence in Depth Layers Count Defence Power 2 [4, 7]
Detection Mechanism Deficiency Count | Defence Power 2 [7,31]
Physical Incidents Percentage Situation 2 [16, 40]
Reported Incidents Percentage Situation 2 [16, 24]
Access Retries Count System Vulnerabilities | 1 [15]
Critical Network Nodes System Vulnerabilities | 1 [32]
Administrative Privileges Users Count Other 1 [7]
Blacklist Response Time Indicator Defence Power 1 [39]
Events Assignment Delay Situation 1 [15]
Malware Detector Effectiveness Defence Power 1 [8]
Non-authorised Devices Count System Vulnerabilities | 1 [13]
Percentage of Severe Systems System Vulnerabilities | 1 [11]
Prevention Performance Defence Power 1 [39]
Reported Security Holes System Vulnerabilities | 1 [31]
Simultaneous Logins Count Situation 1 [3]
Vulnerabilities Mitigation Count System Vulnerabilities | 1 [16]

We note that vulnerability count metric is categorized under two subcategories software and overall
respectively. This is due to the different description given by the authors from which we identified the
metrics. For instance, Boyer & McQueen, (2008) describe vulnerability count as the number of
unpatched vulnerabilities, multiplied by their exposure time, which falls under software vulnerability
subcategory. While Yagdereli et al., (2015) describe vulnerability count as the number of vulnerabilities
present in a system, which falls under overall vulnerability subcategory. That is why it is important to
develop an appropriate definition or description for the desired metrics right from the start.

To this end, the breakdown of the metrics can be found in (Sherif, 2024). Whereby, the spreadsheet
can be used as a tool to categorize and assess metrics effectively. The tool allows organizations to
categorize their metrics systematically, and then assess them according to the organization’s preferences.
For instance, to only list the metrics that are categorized under system vulnerabilities category, click on
the arrow next to the category heading. Next, from the drop-down list, untick the box next to select all.
Next, tick the box next to system vulnerabilities, and then click on apply button. This will show all the
metrics that are categories under the selected category. Similarly, we could follow the same steps to
select a subcategory. Moreover, this tool is also useful for those who are just starting to look at their
cyber security metrics and do not know yet where to begin. For instance, a practitioner in a small
organization may select a small subset of metrics to begin with, and then extend when appropriate.

Additional Attributes of Good Metrics

As discussed, using the SMART criteria should be sufficient for a wide range of uses, shouldn’t this be
the case, there are additional criteria that can be considered alongside the SMART approach. In this
subsection, we discuss a few further characteristics that a good metric should possess.
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According to (Hecker, 2008), security metrics are classified according to their properties. The author
discusses that security metrics need to be objective and verifiable. Pfleeger, (2009) argues that top level
security metrics should be dynamic. Abercrombie et al., (2013) recommend that a good metric should
be repeatable and verifiable. Scala & Goethals, (2016) discuss that in addition to repeatable, metrics
should be feasible, quantifiable, and objective.

Moreover, Pendleton et al., (2016) agree that metrics should be quantifiable, and they add that metrics
should also be easy to understand. Knowles et al., (2015) argue that a good metric needs to be efficient
and cost effective. However, Jafari et al., (2010) argue that cost effectiveness is difficult to achieve.
According to (Geleta, 2018), in addition to meaningfulness, objectiveness and cost effectiveness, it is
important that we should be able to collect metrics by automatic means. Longueira-Romero et al., (2020)
recommend that metrics should be comparable and reproducible. Yevseiev et al., (2022) suggest that
metrics should be time-bound.

According to (Longueira-Romero et al., 2020), without an assessment method, it is hard to know
whether the selected metric is useful or not. The authors argue that since the SMART criteria has been
widely used, it can be used to assess good metrics. Holstein & Stouffer, (2010) argue that quantitative
metrics should satisfy some criteria that yield in a set of good metrics; some of the elements that can be
considered are quantifiable, meaningful, consistent, and collectable by automated means. Savola, (2009)
discusses the importance of looking at the feasibility of metrics, in which the SMART criteria can play
an important role in assessing good metrics.

Thus, we identified all the relevant properties from the selected sources and then compared them to
each element of the SMART criteria (Specific, Measurable, Actionable, Relevant, and Timely). In this
way, on one hand, we would verify the elements of the SMART criteria, and on the other hand the
criteria can be enhanced by extending it to include properties identified in the literature that might be
useful for small organizations when they are looking to assess their metrics (Zieger et al., 2018).

Table 6 summarizes the identified properties, followed by the element of the SMART criteria that
can be matched with or equivalent to such a property, followed by some remarks to denote whether a
property matches, equivalent to, or can be considered as a variant of one of the five elements of the
criteria.

Table 6: Summary of the Properties that a Good Security Metric should Possess

Property SMART | References Remarks

Objective S [7,12, 14, 16, 19, 31, 38] | equivalent to Specific

Quantifiable M [7, 15, 21, 25, 31] equivalent to Measurable

Cost effective No match | [12, 16, 18, 21] inexpensive to gather

Repeatable ~M [1, 21, 31] considered as a variant of Measurable

Reproducible ~M [16, 21, 38] considered as a variant of Measurable

Verifiable No match | [1, 14, 16] independently verifiable via an outside
reference

Meaningful R [12, 15, 16] equivalent to Relevant

Auto collected A [12, 15] i.e., it can be collected by automated
means

Consistent ~T [15, 19] considered as a variant of Timely

Easy to understand | ~S [7, 25] considered as a variant of Specific

Efficient ~R [18, 19] considered as a variant of Relevant

Comparable ~S [21] considered as a variant of Specific

Feasible A [23, 31] equivalent to Actionable
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Moreover, we see that most of the identified properties are equivalent to an element of the SMART
criteria, some of which can be considered as variants. The two unique attributes are cost effective and
verifiable. Thus, the SMART criteria could be extended to include these two attributes, which can be
beneficial. For instance, a metric being inexpensive is important for small organizations with limited
resources. Conversely, metrics that are expensive or involve a lot of computation or data collection may
not be sustainable. Therefore, the final 23 metrics can be assessed against these two additional criteria
without loss of the initial selection result as there is no interdependence between the five elements of the
SMART criteria as well as between them, and the two additional criteria; cost effective and verifiable.

5 Conclusion

We have identified 105 technical security metrics, 23 of which satisfied the SMART criteria. The final
set of metrics can be regarded as feasible to implement and organizations should select the ones that
would best suit their requirements and preferences. To this end, we have developed a tool that can be
used to categorize and assess metrics effectively. Furthermore, we have identified the properties that a
good metric should possess, most of which can be considered as variants of the SMART criteria except
two, cost efficiency and verifiability. Hence, the SMART criteria should be extended to include these
two elements. Thus, this is particularly useful to facilitate the assessment of metrics.

The limitation of this work is the need to consider the context of metrics selection in practice, e.g.,
objectives of the company and business goals, which require a considerable amount of time and effort.
Thus, in our future work, we will look in depth at the cyber security frameworks proposed in the
literature and thoroughly explore the gaps in the existing works. Additionally, we will investigate
different scenarios of metrics selection, e.g., a set of metrics selection for a Security Operation Centre
(SOC) of a Small and Medium-sized Enterprises (SMEs). Additionally, we aim to look at the linkage
between effective security metrics and risk informative measures. We envisage that metrics will be
selected depending on the organization’s requirements and preferences, whereby the organization could
measure cyber risk in a reliable manner.
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