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Abstract

Fingerprints remain consistent and stable throughout a human’s lifetime. This research exhibits the
utilization of fingerprint bio-metrics to generate secured keys for improved security. The main
contribution is the generation of 87 keys, achieved by enhancing the fingerprint image and
sharpening it with a Laplacian filter. Three types of geometrical shapes chosen arbitrary, such as
circle, square, and triangle, are separately drawn on the fingerprint after binarization, morphological
operations, and thinning. Each shape is drawn five times on the fingerprint with different radii for
each type to increase the number of keys. The end and bifurcation points are extracted as features
inside and outside these shapes and these features are considered as keys. Chaotic-Pseudo-Random-
Number Generator (CPRNG) technique is used, and the generated keys are merged with those
generated from the positions of minutiae (end and bifurcation) points. The process was implemented
using MATLAB R2021b. The simulation results demonstrate that it is difficult to crack the keys
generated by this technique because the attacker requires a very long time, almost 7.5595e+159
years, to decrypt the encrypted message. Using geometrical shapes and CPRNG) technique increases
the number of keys. The contribution of 87 keys is raising the time needed to break the encrypted
text to this time, which is greater than the time required to crack the keys generated in some previous
research compared to them. Therefore, the proposed technique enhances privacy and security. It can
be used via deep learning in fingerprint identification, recognition, and key generation mechanisms
and can use any other geometrical shapes.

Keywords: Cryptography, Fingerprint Bio-metrics, Feature Extraction, End Points, Bifurcation
Points, Chaotic-pseudo-random-number Generator.

1 Introduction

Digital life has witnessed an increase in data and information security. Notably, the appearance of new
technologies has forced data communication and security procedures (Hummady & Morad, 2022).
Nowadays, biometric technologies are commonly used for analyzing human characteristics for security
purposes. The five most common biometric patterns for security are hand, voice, eye, face, and
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fingerprint. These biometric traits encrypt the original message to generate the ciphered data, and the
same thing will be utilized to decrypt it. For securing information, there are many cryptographic
algorithms available. The secret key and its length are essential for security (Rashid & Zaki, 2014;
Kumari et al., 2021; Zabala-Blanco et al., 2020; Alsharman et al., 2022). Authentication is the earliest
step to any security action. Biometric-based authentication can assure higher security to develop secure
access (Moradi et al., 2022). A fingerprint is one of the best common biometric modalities utilized for
authentication (Barzut et al., 2021; Ogla, 2017). In the fingerprint-based key generation schemes, the
key's generation is from the user's biometric features, such as fingerprint minutiae points (Barman et al.,
2015).

In (Ibrahim, 2017), a novel technique is introduced, encoding the fingerprint using a quick response
code. This innovative approach involves extracting fingerprint minutiae as features. These features are
further encrypted using Advanced Encryption Standard (AES). The authors (Hashem & Alibraheemi,
2022) have also pioneered a method of generating a cryptographic key from biometric features,
specifically the fingerprint minutiae points and topological information. The authors (Jazi & Kuban
Alibraheemi, 2018) have proposed a technique that secures sensitive data by enhances the process in a
multi-biometric system which combines fingerprints and faces. In (Rashid & Zaki, 2014), a bio-crypt
key generation method is presented, which relies on fingerprint minutiae. These minutiae are then used
to generate 1024-bit prime numbers which are utilized in the Rivest-Shamir-Adleman (RSA) cipher
algorithm for generating a 2048-bit cryptographic key, ensuring a high level of security. However,
(Barman et al., 2014) have proposed an alternative method, generating a cryptographic key from the
sender and receiver's cancellable fingerprint templates, further enhancing the security of the system. The
authors (Yang et al., 2015) designed fingerprint encryption based on the irreversible transforming
function used to transform the minutiae extracted from a thinned fingerprint image; while (Jha et al.,
2016) used Hill and Caesar cipher for developing encryption and decryption algorithms to make
transmitting messages more secure from eavesdropping.

The author (Esttaifan, 2023) proposed a modified Vigenére method and minutiae positions as
features. The key created from fingerprint minutiae depends on the time of cipher-text generation and
instantaneous date. To fortify the system against potential hackers, (Zaki, 2015) proposed a robust
method of generating a key using fingerprint features (Milind et al., 2024). This technique comprises
the EPROM memory part, housing crucial information on enhancement fingerprints and a group of shift
registers. The authors (Abundiz-Pérez et al., 2016) presented a fingerprint image encryption technique
based on R Ossler map, a highly effective measure to bolster the security of biometric traits, enhance
the system's strength, and deter identity theft (Herrera et al., 2023). In (Agrawal et al., 2021) used a
fuzzy vault system to combine cryptography and biometric fingerprint images to ensure that no one
except authorized users can utilize their PINs and passwords with legal data. However, in (Suresh et al.,
2023), they proposed a gray code representation to reduce the not-matched bits between the bit strings
generated from two instances at the same fingerprint. In a logistic chaos map (Jerjees et al., 2020)
introduced a combination of logistic chaos map and fingerprint biometrics to encrypt a text message and
get a robust cipher with brute force attack time of a high value.

This research exhibits the utilization of fingerprint biometrics to generate secured keys for improved
security. The main contribution is the generation of 87 keys and three types of geometrical shapes, such
as circle, square, and triangle. They are separately drawn on the fingerprint after binarization,
morphological operations, and thinning. Also, a CPRNG technique is used and the generated keys are
merged with those generated from minutiae (end and bifurcation) points' positions. As a result, it is
difficult to crack the keys generated by this technique because the attacker requires time out of a lifetime
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to decrypt the encrypted message, and it is greater than that required to crack the keys generated in the
previous research. This research organization is as follows: Section 2 presents the proposed materials
and methods; Section 3 describes the results and discussion. Finally, section 4 introduced the conclusions
and future works.

2 Materials and Methods

The main goal of the proposed approach is to generate encryption keys that are difficult to crack. An
excellent biometric is expressed by using a highly unique feature so that the opportunity for two persons
to have the same features will be minimal and stable. A person's fingerprint is unique and has been used
for over a century (Rashid & Zaki, 2014). Figure 1(a and b) shows the proposed system as a block
diagram for encryption and decryption processes respectively.

2.1.Pre-Processing

The pre-processing stage aims to enhance and improve the image quality (Alsharman et al., 2022). Image
sharpening is used for enhancing detected edges (Jayapal & Govindan, 2018). The sharpening technique
improves the clearness of the image by enhancing the signs of the objects present in the image. This
improves their details and borders, giving the image greater depth and neatness (Ganchimeg & Leopold,
2019).

In this work, the original fingerprint image (captured by a ZKTeco U270 device) of size MxN and
(png) format is converted to a gray image. Then sharpening the image with a Laplacian filter using
MATLAB R2021b. Figure 2 shows the pre-processing, where the original fingerprint, grayscale, and
sharpening images are illustrated in Figure 2(a-c), respectively.

2.2.Post-Processing

e Feature Extraction and Key Generation

Feature extraction aims to count feature vectors to introduce a compact representation for the input signal
(Abood, 2017; Shini et al., 2016). A fingerprint consists of an impression of ridges on the finger, with
ridge characteristics known as minutia (Bakheet et al., 2022). The minutiae types are bifurcations and
ridge endings (Rashid & Zaki, 2014), as shown in Figure 3, where Figure 3(a) shows ridge endings and
Figure 3(b) shows ridge bifurcation (Bakheet et al., 2022). In a fingerprint feature extraction, the centers’
coordinates xc and yc of the image are obtained as:

xc = M/2
yc =N/2 Q)

where (xc, yc) considered as the fingerprint diagonals intersection point in eq. (1).

a) Image Binarization

Image binarization is the operation that converts the greyscale image to a binary image. There is no
general threshold value for the entire image; however, the threshold value of each pixel is calculated
depending on the pixel location (Rashid & Zaki, 2014). The mean value of the intensity of the district
pixels block has represented the threshold value. When the pixel’s gray value is less than the threshold,
it is fixed to black. Otherwise, it is white.
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b) Morphological Operations
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Erosion and dilation are the basic morphological operations. Erosion eliminates pixels from the object
boundaries in an image, while dilation adds pixels to the object boundaries. The number of removed or
added pixels depends on the shape and size of a structuring element used for processing the image
(Rashid & Zaki, 2014).

¢) Thinning

Thinning process is utilized to skeletonize any binary image by slimming all lines to the single pixel
thickness (Rashid & Zaki, 2014). This research uses three methods to generate the keys, circle, square,
and triangle. Figure 4 shows the key generation, whereas Figure 4(a-c) shows the circle, square, and
triangle key generation.

Fingerprint image

Pre-processing (enhancing and filtering)

v

Feature extraction (Binarization, morphological operations and thinning)

Circle Key generation (circle, square, and triangle are separately drawn Triangle . . .
on the fingerprint) Binary chaotic sequence generation
Square
kl1,k2, ..., k29 k30, k31, ..., k58 k59, k60, ..., k87
A\ 4 Y Y
Binary conversion for Minutiae (end and bifurcation) points | 'l XOR |
Plain-text I—il Binary conversion I—Dl Encryption process |
v
(@) Convert encrypted-text to ASCII symbols
Fingerprint image
Pre-processing (enhancing and filtering)
v
Feature extraction (Binarization, morphological operations and thinning)
v
Circle Key generation (circle, square, and triangle are separately drawn Triangle . . .
on the fingerprint) Binary chaotic sequence generation
Square
k1, k2, ..., k29 k30, k31, ..., k58 k59, k60, ..., k87
Y \ 4 A 4

Binary conversion for Minutiae (end and bifurcation) points

I_.l XOR |

Encrypted-text I—.l

v

Binary conversion

(b)

| .l Decryption process |
v

| Convert decrypted-text to ASCII symbols (Plain-text)

Figure 1: Proposed System Block Diagram a) Encryption b) Decryption
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(@) (b) (©)

(a) (b)
Figure 3: Minutiae Types a) Ridge Ending b) Ridge Bifurcation

d) Circle (c)

A circle of specified center coordinates (xc, yc) with a radius r = 60 is drawn, as shown in Figure 4(a).
The ends and bifurcations of the fingerprint inside the circle are extracted separately, and their points
are recorded. These ends and bifurcations are considered as keys of circlel (c1), but for the taken
fingerprint, there are no bifurcation points inside c1, so there is no bifurcation key. With the exact center
coordinates, but with r = 110, circle2 (c2) is drawn. The ends and bifurcations inside c2 but at the same
time outside c1 are extracted separately as (c2-c1) keys. With the exact center coordinates, but with
r = 160, circle3 (c3) is drawn. The ends and bifurcations inside ¢3 but at the same time outside c2 are
extracted separately as (c3-c2) keys. And so on for r = 210 and 250, the ends and bifurcations are
extracted separately as (c4-c3) and (c5-c4) keys. The other keys, either for ends or bifurcations, are
found as follows:

cl=cl

c2 =(c2-cl) +cl
c3-cl=(c3-c2) + (c2-cl)
c3=c2 + (c3-c2)

c4-c2 = (c3-c2) + (c4-c3)
c4-cl= (c4-c2) + (c2-cl)
c4 =c3 + (c4-c3)

c5-c3 = (c4-c3) + (c5-c4)
c5-c2 = (c3-c2) + (c5-c3)
c5-cl = (c5-c2) + (c2-c1)
c5 =c4 + (c5-cb)

In Figure 1, the keys: k1, k2, ..., k29 refer to c1, c2-cl, ..., ¢5 for circle end and bifurcation points.
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e) Square (s)

A square of specified center coordinates (xc, yc) with radius rs = 60 is drawn from the center point to
the top-left corner, top-right corner, bottom-right corner, and bottom-Ileft corner, as shown in Figure
4(b):
x1 = Xc-rs
y1l =vyc-rs 2

Where (x1, y1) is a bottom-left corner point in eq. (2).

The ends and bifurcations of the fingerprint inside the square are extracted separately, and their points
are recorded. These ends and bifurcations are considered as keys of squarel (s1), but for the taken
fingerprint, there are no bifurcation points inside s1, so there is no bifurcation key. With the exact center
coordinates, but with rs = 110, square2 (s2) is drawn. The ends and bifurcations inside s2 but at the same
time outside sl are extracted separately as (s2-s1) keys and so on for rs=160, 210, and 250. The other

keys, either for ends or bifurcations, are found as in the circle. In Figure 1, the keys: k30, k31, ..., k58
refer to s1, s2-s1, ..., s5 for square end and bifurcation points.

f) Triangle (t)

A triangle of specified center coordinates (xc, yc) with rt = 80 is drawn from the center point to the top-
left corner, top-right corner, and bottom corner, as shown in Figure 4(c):
x1=rt cos O
yl=rt sin ©
O =30° (3)

The ends and bifurcations of the fingerprint inside the triangle are extracted separately, and their
points are recorded. In eq. (3) shows these ends and bifurcations are considered as keys of trianglel (t1),
but for the taken fingerprint, there are no bifurcation points inside t1, so there is no bifurcation key. With
the exact center coordinates, but with rt = 110, triangle2 (t2) is drawn. The bifurcations and ends inside
t2 but at the same time outside t1 are extracted separately as (t2-t1) keys. And so on for rt = 160, 250,
330, and 430. The other keys, either for ends or bifurcations, are found as in the circle. Note that rt values
in the triangle have different values from those in the circle and square to cover the maximum area of
the fingerprint and ensure an appropriate distance between the triangles. In this case, one can ensure that
the ends and bifurcations are present at these distances. In Figure 1, the keys: k59, k60, ..., k87 refer to
t1, t2-tl, ..., t5 for triangle end and bifurcation points. Table 1 shows the key number (key no.) and key
name for circle, square, and triangle end and bifurcation points.

k1, k2, ..., k15 and k16, k17, ..., k29 refer to end and bifurcation keys for circle.

k30, k31, ..., k44 and k45, k46, ..., k58 refer to end and bifurcation keys for square.

k59, k60, ..., k73 and k74, k75, ..., k87 refer to end and bifurcation keys for triangle.

r 057
“‘x._____ Y1 _Eit'""/E?!':/
’ (%, ¥O) NP (804
"\__\- | .’,"
(x1, ¥1)

(a) (b) (©)
Figure 4: Methods of Key Generation (a) Circle; (b) Square; (c) Triangle
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Table 1: Key no. and Key Name for Circle, Square and Triangle End and Bifurcation Points

Key no. | Key name | Key no. | Key name | Key no. | Key name | Key no. | Key nhame
K1 cl K23 c4-cl K45 §2-s1 K67 t4-t1
K2 c2-cl K24 c4 K46 s2 K68 t4
K3 c2 K25 c5-c4 K47 §3-s2 K69 t5-t4
K4 c3-c2 K26 c5-c3 K48 s3-sl K70 t5-t3
K5 c3-cl K27 c5-c2 K49 s3 K71 t5-12
K6 c3 K28 c5-cl K50 s4-s3 K72 t5-t1
K7 c4-c3 K29 c5 K51 s4-s2 K73 t5
K8 c4-c2 K30 sl K52 s4-s1 K74 t2-t1
K9 c4-cl K31 §2-s1 K53 s4 K75 t2
K10 c4 K32 s2 K54 s5-s4 K76 t3-12
K11 c5-c4 K33 s3-s2 K55 §5-s3 K77 t3-t1
K12 c5-c3 K34 s3-sl K56 §5-s2 K78 t3
K13 c5-c2 K35 s3 K57 s5-s1 K79 t4-t3
K14 c5-cl K36 s4-s3 K58 s5 K80 t4-t2
K15 c5 K37 s4-s2 K59 t1 K81 t4-11
K16 c2-cl K38 s4-s1 K60 t2-t1 K82 t4
K17 c2 K39 s4 K61 t2 K83 t5-t4
K18 c3-c2 K40 s5-s4 K62 t3-t2 K84 t5-t3
K19 c3-cl K41 $5-s3 K63 t3-t1 K85 t5-t2
K20 c3 K42 $5-s2 K64 t3 K86 t5-t1
K21 c4-c3 K43 s5-s1 K65 t4-t3 K87 t5
K22 c4-c2 K44 s5 K66 t4-t2

Figure 5 shows feature extraction and key generation, where Figure 5(a-c) shows the ends in a red

(@) (b) (©

Figure 5: Feature Extraction and Key Generation a) Circle b) Square c¢) Triangle

e Chaotic System

A Chaotic system is vastly used with cryptography, while the researchers developed chaos maps several
years ago. A pseudo-random bit generator is generated based on a chaotic system and used for
stream-cipher cryptography (Jerjees et al., 2020). For more security and to produce a vital encryption
key, a Chaotic-Pseudo-Random-Number Generator technique will be used. The keys generated by
CPRNG are merged with those generated from minutiae (end and bifurcation) points' positions. The
authors (Jerjees et al., 2020) used two Logistic maps but in this research three Logistic maps with
different system parameters and initial conditions are used to achieve better randomness bits sequence:
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Xl(n + 1) =11 x X1(n) x (1 —X1(n))
X2(n +1) =12 xX2(n) x (1 -X2(n))
X3+ 1) =13 xX3(n) x (1 -X3(n) @
where 11, 12 and 13 are iteration factors. X1(n), X2(n), and X3(n) are the initial values in eq. (4).

Pseudo-random bit b(n) is generated from the logistic map after (n) iterations and obtained by
comparing the mean value of the outputs of three logistic maps () with the output of every map as in
equation 5 (Jerjees et al., 2020).

_(0if x(n) <
b(”)‘{1 if x(n) >

where % is the mean value in eq. (5).

()

Xl

2.3.Encryption and Decryption Algorithms

Cryptography is a science that uses mathematical principles to encrypt and decrypt messages. It enables
anyone to transmit sensitive information or store it across insecure networks such as the internet in order
to be read by the intended recipient only and cannot be read by others (Jha et al., 2016; Sarkar & Noel,
2020; Alrifaee & Ismaeel, 2022; Younis et al., 2016; Al-Hassani, 2022). A cryptosystem is also referred
to as a cipher system (Tyagi & Dixit, 2018). Data or messages that can be understood and read without
special measures are called clear or plain-text. The process of hiding the plain-text substance or
disguising it; is called encryption. The cipher-text is the unreadable gibberish results from the encryption
process. The process of decoding the cipher-text to its original plain-text using a secure key is called
decryption (Sarkar & Noel, 2020; George et al., 2020; Krishna & Kareem, 2021; lbraheem et al., 2018).
Encryption-based biometrics became more suitable to meet cryptographic demands by applying
fingerprint images to generate the crypto-biometric key (Jerjees & Ismaeel, 2018).

Cryptography is symmetric or asymmetric; in symmetric, the same key is used in encryption and
decryption algorithms. In asymmetric, two unlike keys are used: the public key to encrypt the plain-text
and the private key to decrypt the cipher-text into plain-text (Barman et al., 2015; Rabee & Abdullah,
2020). The same plain-text encrypts to different cipher-text using different keys. The security of the
encrypted data is dependent on the key secrecy and the algorithms’ strength (Sarkar & Noel, 2020; Tyagi
& Dixit, 2018; Al-Lehiebe, 2015). Encryption and decryption algorithms are expressed in equations (6)
and (7):

e(i) =(i+n) mod m (6)
d(j)=(G —n) mod m @)

where i and j are the plaintext and ciphertext letters’ numbers, n is a shift key point, and m is a
modulus in eq. (6) — (7).

The end and bifurcation coordinate points (X, y) values are sufficient to give randomness in data, so
in this work, they have been considered as minutiae points of the fingerprint images for both sender and
receiver. Table 2 shows a lookup table with 26 capital letters, space, and point designed with modulus
m=28. Each letter (Let.) has a corresponding mapped number (No.) while (.) and (space) have the
numbers 27 and 28, respectively.
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Table 2: Lookup Table

Let. | No. | Let. | No. | Let. | No. | Let. | No. | Let. | No. | Let. | No. Let. No.
A 1 E 5 | 9 M 13 Q 17 U 21 Y 25
B 2 F 6 J 10 N 14 R 18 \Y% 22 A 26
C 3 G 7 K 11 0 15 S 19 wW 23 . 27
D 4 H 8 L 12 P 16 T 20 X 24 | Space | 28

3 Results and Discussion

The key and algorithm control the operation on the plain-text and cipher-text (Tyagi & Dixit, 2018).
Keys are crucial as ciphers without changing keys are simply breakable; therefore, fingerprint features
are used in this paper as security keys. Table 3 shows the encryption and decryption process using the
end key c1 with r = 60 and a plain-text (THANK YOU). The letter T has the end point (202, 216), when
it is mapped onto the lockup table, it has a number of 20. In the encryption process using cipher shift
right with mod28, the resulting number Noen. = 18 (where Noen. = (No. + (X+ Y)) mod28), which has a
mapped letter R on the lockup table. When this ciphered letter R is decrypted using cipher shift left with
an encrypted number Noe, = 18 and mod28, the resulting number is the decrypted number (Nogec) which
is equal to 20 (where Nogec. = (NOen. - (X+ Y)) mod28), which has a mapped letter T on the lookup table
and so on for other letters in the plain-text. The plain-text is encrypted then the cipher-text is decrypted
to retrieve the plain-text. Some end points such as (202, 216), (200, 237), and (182, 263) in the table are
repeated because the plain-text has nine letters and the end points inside ci are only six; so only these
three points are repeated. There are no bifurcation points inside c1. Table 4 shows the processes of
encryption and decryption using the ending points’ key of c2 with r=110. Despite the same plain-text
and No., the cipher-text differs in Tables 3 and 4 because the points differ.

Table 3: Encryption and Decryption using End Key c1 with r=60

Plain-text | No. X, Y) Noen. [Cipher-text | Nodec. | Plain-text
T 20 | (202,216) | 18 R 20 T
H 8 |(200,237) | 25 Y 8 H
A 1 | (182,263) | 26 z 1 A
N 14 | (173,252) | 19 S 14 N
K 11 | (165,297) | 25 Y 1 K
28 | (134,228) | 26 z 28
Y 25 | (202,216) | 23 W 25 Y
o) 15 |(200,237) | 4 D 15 O
U 21 | (182,263) | 18 R 21 U

Table 4: Encryption and Decryption Using Bifurcation Key ¢2 with r=110

Plain-text | No. X, Y) Noen. | Cipher-text | Nogec. | Plain-text
T 20 (78, 213) 9 | 20 T
H 8 (65, 255) 24 X 8 H
A 1 | (167, 335) 3 C 1 A
N 14 | (154,351) | 13 M 14 N
K 11 (78, 213) 28 11 K
28 | (65, 255) 16 P 28
Y 25 | (167,335) | 27 . 25 Y
O 15 | (154, 351) 14 N 15 O
U 21 | (78,213) 10 J 21 U

Tables 5 and 6 show the encryption and decryption process using end and bifurcation points of
various ¢ keys with a plain-text (SHE IS VERY HAPPY.). The abbreviation (En.) refers to the
cipher-text when the plain-text is encrypted using the related keys c1 or c2-cl ..., etc. or in other terms
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k1 or k2 ..., etc., and (Dec. text) refers to the plain-text when the cipher-text is decrypted using any of
these keys. ¢l has no bifurcations, which means no bifurcation point inside cl. In Table 5, using
equations (6) and (7), the plain-text is encrypted by the key k1 to the encrypted text
(QFBEWHZKJWKQFRMUKY). While by using key k2, the encrypted text will be (GI ZUVMJF
MWLKNDQTY). For each key in Table 5, the encrypted text is not the same as for the other keys. In
Tables 6, using bifurcation points, the encrypted text is not the same as for the other keys but it is the
same only when the plain-text is encrypted by the keys k16 and k17 because k16 is c2-c1 while k17 is
c2 as mentioned in Table 1 and c1 has no bifurcations which leads to c2-c1=c2.

Tables 7 and 8 show the encryption and decryption process using end points of various s and t keys,
respectively. In these tables and Table 5, all the letters in the plain-text have different representations in
the encrypted text, even if the letters are repeated in the message. s1 and t1 have no bifurcations, that
means no bifurcation points inside s1 and t1.

Table 5: Encryption and Decryption Using End Points of Various ¢ Keys

Plain- | No. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | Dec.
text ki | k2 | k3 | k4 | k6 | k6 | k7 | k8 | k9 | k10 | k11 | k12 | k13 | k14 | k15 | text
S 19 Q G G Z Z G A Z G J J Z Z G S
H 8 F I F | N I N[ Q] I Q| Ao I A H
E 5 B G X X E
28 E Z E T A T T T VA T U T T A U
| 9 W ] U A A U S VA VA U A A U |
S 19 H \Y H | \Y | \Y% L \Y L S
28 z M M X X M B X X M S S X X M
\Y4 22 K J K J N N J N (0] N N J (0] \Y
E 5 J F F X X F (0] X X F X X X F E
R 18 W M W (0] M (0] . M . K . . M K R
Y 25 K W W U U W . U U W P P U U W Y
2ol Lol Ll T]|T L T U T T L U
H 8 F K K N N K R N N K . . N N K H
A 1 R N R X N X J J N J Vv J J N \Y A
P 16 M D D L L D R L L D G G L L D P
P 16 ] Q U \Y% Q \Y% H H Q H | H H Q | P
Y 25 K T T (6] (6] T G (0] (0] T P P (6] (6] T Y
27 Y Y Y W Y W H H Y H T H H Y T

Table 6: Encryption and Decryption Using Bifurcation Points of Various ¢ Keys

Plain- | No. | Encl | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | Dec.
text k16 | k17 | k18 | k19 | k20 | k21 | k22 | k23 | k24 | k25 | k26 | k27 | k28 | k29 | text
S 19 H H D D H A D D H D A D D H S
H 8 X X T X T T T X T E E T X E H
E 5 G G B B G B B B G K B B B G E
28 . . \Y% . \Y% L L . L J J L . J
| 9 A VA Y Y Z F Y Y Z \Y F Y Y Z |
S 19 G G X G X A A G A P P A G P S
28 B B P P B J P P B U J P P B
\Y 22 U U C U C D D U D D D D U D \Y
E 5 vV | Vv . . vV | Q } } v | R Q ) } Vv E
R 18 F F C F C 0 (e} F (e} 0 0 0 F (e} R
Y 25 D D . | D D . A | D D . Y
28 . D . D Y Y . Y J J Y . J
H 8 Y Y K K Y R K K Y Y R K K Y H
A 1 Q| o Q K K| Q K | z Z K| ol z A
P 16 R R A A R Z A A R | A A A R P
P 16 0 ] ] (0] V4 V4 (e} z P
Y 25 N N \Y% \Y N B \Y \Y N J B \Y \Y N Y
27 (0] (0] U U U K K (6] K X X K (0] X

410



Cryptography Based on Fingerprint Bio Metrics

Zainab Ibrahim Abood Al-Rifaee et al.

Table 7: Encryption and Decryption Using End Points of Various s Keys

Plain- | No. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | Dec.
text k30 | k31 | k32 | k33 | k34 | k35 | k36 | k37 | k38 | k39 | k40 | k41 | k42 | k43 | k44 | text
S 19 Q G G Y Y G A Y Y G J A Y Y G S
H 8 | Y I Yy | ¢ I c|l ol o I Q . . . I H
E 5 B L L G L L X G L L E
28 E 4 E R z R o (0} 4 (o} S S S z S
| 9 W U U E E U B E E U B E E U |
S 19 Q \Y Q Y \Y Y A A \Y% A J J J \Y J S
28 z M M Y Y M | Y Y M S | Y Y M
\Y 22 G N G R N R X X N X M M M N M \Y%
E 5 B \Y \Y% Y Y \Y T Y Y \Y% X T Y Y \Y E
R 18 W | W X | X K K | K | | | | | R
Y 25 K M M T T M G T T M P G T T M Y
28 z A Z W A W B B A B S S S A S
H F C Cc o o C W (0} (o} C . W o o C H
A R R S . S \Y% \Y% . \Y% T T T . T A
P 16 M L L A L L G Z L L P
P 16 U S U \Y% S \Y% Y Y S Y G G G S G P
Y 25 K J J \Y% \Y% J F \Y \Y J P F \Y% \Y% J Y
27 Y S Y w S w A A S A R R R S R
Table 8: Encryption and Decryption Using End Points of Various t Keys
Plain- | No. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | En. | Dec.
text k59 | k60 | k61 | k62 | k63 | k64 | k65 | k66 | k67 | k68 | k69 | k70 | k71 | k72 | k73 | text
S 9] Pl olo|lc] 6| o J G || ol Al G| G| S
H 8 M Y M F Y F N N Y N R R R Y R H
E 5 S F F Y Y F L Y Y F 0} L Y Y F E
28 z L z X L X R R L R J J J L J
| 9 D L L O O L F 0} 0} L S F (6] (6] L |
S 19 P D P O D O D A A A D A S
28 | E Ql o T T 0 B| T | T ] Q J B T T 0
Vv 2 H| Q] H|IM] Q]| M I I Q I D[ D|DJ|] Q]| D Vv
E 5 C C C U U C z U U C (0} Zz U U C E
R 18 M G M P G P | | G | G R
Y x| vzl z]lololz]lclolo|lz|laeg|c|lol]olz Y
28 E L E X L X G G L G J J J L J
H \Y K K N N K A N N K R A N N K H
A 1 . R . Y R Y A VA R VA K K K R K A
P 16 K K K H H K Y H H K VA Y H H K P
P 16 M K M G K G R R K R z z A K A P
Y 25 B N N M M N E M M N G E M M N Y
27 M \Y% M Y \Y% Y T T \Y% T | | | \Y |

Using equation (4)

with 11=3.7, 12=3.9, and 13=4 and initial values, X1(0) =0.61, X2(0) =0.5, and

X3(0) =0.6 to achieve better randomness bits sequence. To generate the binary key used for encryption,
CPRNG technique generated keys merged with those generated from minutiae (end and bifurcation)
points' positions. So, binary bits of minutiae positions are XORed with the binary bits generated from
CPRNG. Then, this key is XORed with the binary bits of the plain-text to produce the cipher-text, which
is converted to ASCII symbols. In the decryption process, the recipient gets the key in random text,
which contains the encrypted text too. This key is a guide used in the encryption process. Tables 9 and
10 show the encryption and decryption of the proposed system.
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Table 9: Encryption of the Proposed System

Encryption Process Operation
Plain-text SHE IS VERY HAPPY.
Encoded plain-text using ASCII 01010011, 01001000, 01000101, 00100000, 01001001, 01010011,
00100000, ...
Minutiae points (202,216), (200,237), (173,252), (78,213), (65,255), (107,135),
(54,151), ...
Minutiae key 11001010, 11011000, 11001000, 11101101, 10101101, 11111100,
01001110, ...
Binary chaos key 11101001, 11110100, 11011010, 10001011, 01101100, 10011000,
00011101, ...
Minutiae binary key XORed by 00100011, 00101100, 00010010, 01100110, 11000001, 01100100,
chaos key 01010011, ...
Cipher-text (plain-text XORed with | 01110000, 01100100, 01010111, 01000110, 10001000, 00110111,
the key) 01110011, ...
Decoding of cipher-text using pdWF*Z§Ga/(h&?). ..
ASCII
Table 10: Encryption of the Proposed System
Decryption Process Operation
Encoded cipher-text to binary 01110000, 01100100, 01010111, 01000110, 10001000, 00110111,
using ASCII 01110011, ...
Minutiae points (202,216), (200,237), (173,252), (78,213), (65,255), (107,135),
(54,151), ...
Minutiae key 11001010, 11011000, 11001000, 11101101, 10101101, 11111100,
01001110, ...
Binary chaos key 11101001, 11110100, 11011010, 10001011, 01101100, 10011000,
0oo11101, ...
Minutiae binary key XORed by | 00100011, 00101100, 00010010, 01100110, 11000001, 01100100,
chaos key 01010011, ...
Plain-text (cipher-text XORed 01010011, 01001000, 01000101, 00100000, 01001001, 01010011,
with the key) 00100000, ...
Decoding of plain-text using SHE IS VERY HAPPY.
ASCII

Cryptanalysis is breaking and analyzing secure communication (Sarkar & Noel, 2020). There are
many attacks in a biometric system to recover and steal the biometric trait of the user. One of the
powerful attacks is the extracting of fingerprint patterns when transmitted over communication lines
lying between modules (Salman et al., 2020; Bakheet et al., 2022; Jassim et al., 2022). Identification of
a human is the most pivotal step today to reduce identity theft and fraud. Fingerprints are the unique and
most important thing; the ridges assist people in keeping things. Brute-force attacks include different
hacking techniques that use password guessing in order to access a system (Abdulrezzak & Sabir, 2023).
A timing attack uses encryption/decryption algorithms and occasionally takes different time values for
various inputs (Krishna & Kareem, 2021). Brute-force attack time (Alrifaee & Ismaeel, 2022). Using
geometrical shapes and CPRNG) technique increases the number of keys. The contribution of 87 keys
is rising the BFA time:

BFA time/sec. = [((no. of keys’ type) X (number of keys in each type)) x ((no. of fingerprint features’
type) x (humber of end and bifurcation points))!) / (deciphering operations’ number per second)] (8)

412



Cryptography Based on Fingerprint Bio Metrics Zainab Ibrahim Abood Al-Rifaee et al.

To convert BFA time from second to year, it must be divided by (60x 60 x 24 x 365), which is equal
to 31536000:

BFA time/year = 329 (((2x56)!) / (2"56)) / 31536000 = 7.5595e+159 year
where 3 refers to the three types of keys: circle, square, and triangle

29 is the number of keys in each type

2 is the type of fingerprint features; ends and bifurcations

56 is the number of end and bifurcation points

2756 is the deciphering operations’ number per second

Table 11 shows the proposed technique as compared with other techniques. Several features and keys
in (Alrifaece & Ismaeel, 2022) which uses the retina vessel's end as features are 103 and 3, respectively.
While in the proposed technique, which uses ends and bifurcations, is 112 and 87, respectively.
Reference (Jerjees et al., 2020) used a hybrid ciphering method with two chaos logistic maps, while the
proposed technique used three chaos logistic maps. A BFA time/year in the proposed technique is
7.5595e+159, which is more significant than that in (Alrifaee & Ismaeel, 2022) and (Jerjees et al., 2020).
It means that when the number of keys, features, and logistic chaos map increases, the BFA time will
increase, and the technique will be more protected from attackers.

Table 11: Comparison between the Proposed Technique and Other Techniques

Parameters Hybrid ciphering Retina vessel's end (Alrifaee Proposed
method (Jerjees et al., & Ismaeel, 2022) technique
2020)
No. of features - 103 112
No. of keys - 3 87
Chaos logistic maps 2 - 3
BFA time / year 5.9e+129 1.3074e+140 7.5595e+159

4 Conclusions

The proposed technique improves security by generating 87 secured keys from fingerprint biometrics.
These keys are generated in a method that is difficult enough to guess. The generation is achieved by
enhancing the fingerprint image and sharpening it with a Laplacian filter. Circles, squares, and triangles
are drawn on the fingerprint separately after binarization, morphological operations, and thinning. Then,
the end and bifurcation points are extracted inside and outside these shapes to generate secured keys. A
CPRNG technique is used, and the generated keys are merged with those generated from the positions
of minutiae (end and bifurcation) points. After the encryption and decryption processes, it was found
that the attacker required time of almost 7.5595e+159 years to decrypt the encrypted message, which is
more than that required to crack the keys generated in the previous researches. Also, it is proved that by
separately drawing three types of geometrical shapes on the fingerprint and with different radii, the
plain-text can be reconstructed after encryption using keys generated from end and bifurcation points.
That means drawing any geometrical shape with any radius can be used in this technique. Therefore, the
proposed technique can enhance privacy and security. The technique can be used in fingerprint
identification, recognition, and retrieval for future works. Also, it can be used in key generation
mechanisms via deep learning.
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