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Abstract 

The Internet of Things (IoT) is paving its way into every aspect of human life. It makes the 

conventional processes smart and enables them to be completed quickly. Data is of paramount 

importance in IoT as it is critical for business progression. The security of such data is also crucial 

to prevent data breaches and loss of privacy. One of the common way to implement data security is 

Cryptography. Performance evaluation of ciphers like DES, 3DES, AES, Blowfish and Twofish is 

carried out. The aim of this paper is to evaluate the performance of existing popular ciphers rather 

than selecting Light Weight Cryptography (LWC) algorithms which are yet to be properly evaluated 

for their security. A powerful desktop PC and a Raspberry Pi with limited resources that can be 

considered as a high-end IoT device are selected for evaluating the selected ciphers. From the results, 

it is observed that Twofish performs better on IoT devices for smaller amounts of data, and it is also 

memory efficient than other evaluated ciphers. AES and Twofish performed better than other 

algorithms for various data input sizes. The results of this evaluation will be helpful for IoT 

architects in making decisions over the required cipher for securing the data in an IoT application.  

Keywords: Performance Evaluation of Ciphers, Comparison of Cryptographic Algorithms, 

Performance Evaluation of Block Ciphers, Data Security in IoT, Ciphers Evaluation on IoT Devices. 

1 Introduction 

IoT is a technology aggregating data from various things onto a single platform using existing Internet 

infrastructure. IoT helps in the autonomous exchange of information between uniquely identifiable                 

real-world embedded devices, which are connected by technologies like Radio-Frequency Identification 

(RFID) and Wireless Sensor Networks (WSNs) (Sreevidya & Supriya, 2024). The data is further 

processed for decision-making, based on which autonomic actions are performed (Farooq et al., 2015). 

Different applications of IoT are smart traffic systems, smart environments, smart homes, smart 

hospitals, smart agriculture, smart parking, augmented maps, smart logistics, smart water supply, smart 

retail, and supply-chain management, to name a few (Shah & Yaqoob, 2016; Hassija et al., 2019). 

Even though IoT improves the quality of life with the help of smart services, it comes with different 

security-related issues that have detrimental effects on the service. Some IoT-related issues include 
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unauthorized access by exploiting RFID vulnerabilities and security breaches in sensor nodes using 

attacks like jamming, Sybil, tampering, flooding, and other attacks (Farooq et al., 2015; Farhan et al., 

2017). IoT also has specific security issues related to privacy, authentication, management, and 

information storage, to name a few (Aswathy, 2024).). Different types of attacks on IoT layers like the 

sensing layer, network layer, middleware layer, gateway, and application layer are provided (Hassija et 

al., 2019; Shah & Sengupta, 2020). Researchers are working more on mitigating the authentication and 

trust management attacks in IoT (Hassan, 2019). 

One of the classic problems related to network security is preventing unauthorized access or 

providing confidentiality. The general mechanism used to provide confidentiality is encryption by using 

cryptography. IoT employs a wide range of various heterogeneous devices. In IoT, most devices contain 

low resources and are often constrained in different ways. So, conventional cryptographic primitives are 

not suitable for such resource-constrained devices. Hence, lightweight cryptography can efficiently 

overcome this problem (Hassan, 2019; Thakor et al., 2021). 

Various heterogeneous devices used in IoT can be classified into low-end devices, middle-end 

devices, and high-end IoT devices (Ojo et al., 2018). Low-end devices are too constrained regarding 

resources like RAM and processing power. They can’t run traditional operating systems like Windows 

or Linux. Examples of low-end devices are OpenMote-B, Zolertia Z1, etc. Middle-end IoT devices have 

more RAM and processing power than low-end devices and can perform tasks like running low-level 

computer vision algorithms. They can also have more than one communication technology. High-end 

IoT devices have larger RAM, CPU, and storage capacities. They can run heavy Machine Learning (ML) 

algorithms. Due to their higher level of resources, they can often be used as gateways. 

As lightweight cryptography is the new norm for providing security in IoT devices, researchers are 

developing several lightweight algorithms (Purnama et al., 2024). Hence, there is a need to standardize 

these algorithms and choose some candidate algorithms for further development and testing against 

attacks (Ofoghi, 2015). Benchmarking is a process that allows the developers of the new lightweight 

algorithms to compare their algorithms against existing best-performing algorithms. One existing 

algorithm offering the best performance is the AES GCM implementation (Renner et al., 2019). 

With the rise in the adoption of IoT across all domains, the security of data being communicated 

between IoT devices is paramount (Kavitha, 2024). The mechanism that is generally used to provide 

data confidentiality is encryption. Due to the resource-constrained nature of IoT devices, contemporary 

cryptographic algorithms might not be suitable for securing them (Suryateja & Rao, 2024). This research 

explores some of the famous contemporary algorithms like DES, TDES, AES, Blowfish, and Twofish 

and their performance for encrypting/decrypting different text sizes. To the best of our knowledge, this 

is the primary work that compares the performance of these cryptographic algorithms both on a PC and 

RPi which is a high-end IoT device. 

The general architecture of any IoT system or application involves a sensing layer consisting of 

sensors and actuators, a network layer consisting of an IoT controller like an RPi or a gateway, and the 

application layer or cloud layer consisting of data processing components (Papadopoulos & 

Christodoulou, 2024). The network between the IoT controller and the sensors or actuators is typically 

considered a Local Area Network (LAN), and the network between the IoT controller and the cloud is 

considered a Wide Area Network (WAN). We assume that the communications within the LAN are 

secure as the owner of the IoT system often has complete control over it and can safeguard the data 

transmissions within the LAN. Various security attacks can be performed on the data transmitted over 

WAN, which the owner has no control over. So, it is essential to provide security and enforce privacy 

of the data transmitted over the WAN. The favored mechanism for securing data transmission is 
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encryption. Our findings help IoT practitioners choose appropriate ciphers to secure data transmission 

between an IoT controller like RPi and the cloud over a WAN. 

The content in the rest of the manuscript is organized as follows: The related work section describes 

the performance evaluation work carried out by researchers already in the existing literature and how 

this work is different from theirs. The methods & experimental design section is about the methods and 

experimental design. It thoroughly describes the various steps in the experimental design and its 

execution. The results and discussion section discusses the results obtained from evaluating the 

cryptographic algorithms. Finally, the conclusions and future scope section provides the conclusions 

arrived at and the future scope for extending this work.  

2 Related Work 

In this section we present a survey of the previous works related to performance analysis of 

contemporary and lightweight ciphers. Authors in (Padmavathi & Kumari, 2013) compared DES, AES, 

and RSA in combination with the Least Significant Bit (LSB) substitution technique and measured their 

performance. The results concluded that AES performance is better than DES and RSA. Authors in              

(El-Haii et al., 2018) performed a benchmark of block ciphers like DES, 3DES, and AES on a Raspberry 

Pi 3 and compared them with existing Arduino benchmarks. AES offered the best performance among 

the block ciphers. Authors in (El-hajj et al., 2023) benchmarked different lightweight algorithms that 

were submitted to NIST. Analysis of these algorithms was done on Raspberry Pi and Arduino Uno 

boards. 

Authors in (Fotovvat et al., 2020) compared the performance of 32 LWC algorithms on IoT platforms 

like Raspberry Pi 3, Raspberry Pi Zero W, and iMX233. They concluded that permutation-based ciphers 

took longer time to execute. Authors in (Abd Elminaam et al., 2010) evaluated most common block 

ciphers like AES, DES, 3DES, RC2, Blowfish, and RC6. They used a laptop with a 2.4 GHz CPU for 

experimentation and data collection. Blowfish was identified as the best-performing algorithm. Authors 

in (Umaparvathi & Varughese, 2010) presented a comparison of symmetric block ciphers like AES, 

DES, 3DES, and Blowfish regarding power consumption, throughput and other metrics. They used a 

laptop with an Intel Pentium Core 2 Duo 2.00 GHz processor for conducting experiments. Based on the 

results, AES performed better than other ciphers. 

Authors in (Rizvi et al., 2011) evaluated the performance of AES and Twofish algorithms. They 

measured the encryption speed for different data types and throughput with varying sizes of RAM. They 

used an Intel Pentium Dual Core 2.50GHz CPU with 2GB and 4GB RAM for experimentation. The 

result of the experimentation was interesting. Initially, AES offered better performance than Twofish for 

less amount of RAM. But, as the RAM size increased, Twofish became faster than AES. Authors in 

(Haque et al., 2018) evaluated ciphers like AES, RC4, Blowfish, CAST, 3DES, and Twofish for 

performance on different parameters like key size, data blocks, and encryption/decryption speed. The 

input was run through 100 times, and the average encryption speed was considered for consistency. They 

concluded that Twofish and RC4 outperform the other algorithms. 

Authors in (Al Tamimi, 2006) compared the performance of four of the most common encryption 

algorithms, namely, DES, 3DES, Blowfish and AES. Experiments were conducted using a AMD 64-bit 

processor with 1GB of RAM. The simulation results showed that Blowfish performs better than other 

encryption algorithms. Authors in (Hossain et al., 2016) compared encryption algorithms like AES, 

DES, Blowfish, DES, RC4, and RSA for different file sizes in the local system. Evaluation was 
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conducted on an Intel Core i5 (2.40 GHz) fourth-generation processor with 4GB of RAM with 1 TB-

HDD. From the analysis result, the AES algorithm is better than the DES and RSA algorithms. 

Authors in (Centeno et al., 2018) compared the performance of four encryption algorithms, AES, 

Twofish, RSA and ElGamal, on a smartwatch. The results show that applying a specific encryption 

algorithm has no statistically significant negative impact on the smartwatch’s performance. Also, the 

results concluded that AES offers better performance on a smartwatch platform for encryption. Authors 

in (Verma & Singh, 2012) compared the performance of AES, RC6 and Twofish algorithms based on 

execution time and resource utilization. The performance of these algorithms was measured on a 3GHz 

Pentium 4 processor with 1GB of RAM. Results conclude that RC6 is the best choice when high 

throughput is needed, and AES is the best choice when RAM size is considered. 

Authors in (Sharif & Mansoor, 2010) compared encryption algorithms like Blowfish, CAST-5, 

IDEA, RC2, RC5, and Serpent based on different key and data sizes. This study used a desktop computer 

with a 3.06 GHz processor. It was concluded that RC4 performs better than other block cipher algorithms 

based on the results. Authors in (Vyakaranal & Kengond, 2018) conducted a comparison of symmetric 

cryptographic algorithms like DES, 3DES, AES, and Blowfish on different factors like encryption time, 

decryption time, memory usage, etc. A computer with an Intel i3 processor and 4GB RAM was used for 

conducting experiments. They concluded that AES offers better overall performance. 

Authors in (Elminaam et al., 2009) evaluated six of the most common encryption algorithms AES, 

DES, 3DES, RC2, Blowfish and RC6. The performance data was collected using a laptop with an Intel 

Pentium IV 2.4 GHz CPU. The result concludes that Blowfish, followed by RC6, performed better than 

other algorithms. Authors in (Kansal & Mittal, 2014) analyzed symmetric encryption algorithms like 

AES, DES, and 3DES on an Intel Core i7 processor. The performance of AES was far better than other 

algorithms. It was observed that AES consumed more RAM than DES. Authors in (Saraiva et al., 2019) 

presented the performance evaluation of AES, RC6, Twofish, SPECK128, LEA, and ChaCha20-

Poly1305 algorithms on various IoT devices. Hardware-accelerated AES was more efficient than every 

other algorithm. The authenticated stream cipher ChaCha20-Poly1305 performed even better than the 

block ciphers, consuming less battery while being faster. 

Table 1 compares the work done in this paper with previous works. The table contains information 

about the different cryptographic algorithms evaluated (only block ciphers were mentioned), the 

hardware used for algorithm analysis, software (like IDEs and libraries), programming languages used, 

and whether algorithms are evaluated on PCs and IoT devices. 

Table 1: Summary of Literature Review on Performance Analysis of Cryptographic Algorithms 

Ref. Algorithms 

evaluated 

Hardware used Software used Evaluation on 

both PC and 

IoT devices? 

(Padmavathi & 

Kumari, 2013) 

DES, AES and 

RSA 

NA Visual studio packages No 

(El-Haii et al., 

2018) 

DES, 3DES, 

AES, and 

others 

RPi 3B with 1GB 

RAM 

Raspbian OS and 

OpenSSL crypto library 

No 

(El-hajj et al., 

2023) 

Various NIST 

lightweight 

ciphers 

Arduino Uno and 

RPi 

C language No 

(Fotovvat et 

al., 2020) 

32 lightweight 

ciphers 

RPi 3, RPi Zero W 

and iMX233 

Linux OS and C 

language 

No 
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(Abd 

Elminaam et 

al., 2010) 

AES, DES, 

3DES, RC2, 

Blowfish, RC6 

Intel Pentium IV 2.4 

GHz CPU 

NA No 

(Umaparvathi 

& Varughese, 

2010) 

AES, DES, 

3DES and 

Blowfish 

Intel Pentium Core 2 

DUO 2.0 GHz CPU 

Java language No 

(Rizvi et al., 

2011) 

AES and 

Twofish 

Intel Pentium Dual 

Core 2.50GHz CPU 

with 4GB RAM 

Win XP OS and C# 

language 

No 

(Haque et al., 

2018) 

AES, RC4, 

Blowfish, 

CAST, 3DES, 

and Twofish 

NA MATLAB and Python 

language with 

PyCrypto 1 and Chilkat 

2 packages 

No 

(Al Tamimi, 

2006) 

AES, DES, 

3DES, and 

Blowfish 

3500+ AMD 64-bit 

CPU with 1GB of 

RAM 

C# language No 

(Hossain et al., 

2016) 

AES, DES, 

3DES, 

Blowfish, and 

RC4 

Intel Core i5 2.4 

GHz CPU with 4GB 

RAM 

Win 8.1 Pro OS, Java 

language, and 

MATLAB 

No 

(Centeno et 

al., 2018) 

AES and 

Twofish 

Samsung Gear S3 

smartwatch 

NA No 

(Verma & 

Singh, 2012) 

AES, RC6, 

and Twofish 

Intel Pentium IV 3 

GHz CPUwith 1 GB 

RAM 

Win XP OS, C# 

language 

No 

(Sharif & 

Mansoor, 

2010) 

IDEA, 

Blowfish, 

RC2, RC5, 

Serpent and 

CAST-5 

3.06 GHz CPU Unix, Java language 

with Bouncy Castle 

crypto library 

No 

(Vyakaranal & 

Kengond, 

2018) 

AES, DES, 

3DES and 

Blowfish 

Intel Core i3 CPU 

with 4GB RAM 

Java language No 

(Elminaam et 

al., 2009) 

AES, DES, 

3DES, RC2, 

Blowfish, and 

RC6 

Intel Pentium IV 2.4 

GHz CPU 

C# language No 

(Kansal & 

Mittal, 2014) 

AES, DES, 

and 3DES 

Intel Core i7 CPU C language No 

(Saraiva et al., 

2019) 

AES, RC6, 

Twofish, and 

others 

Samsung Galaxy 

Core Prime and 

Xiomi Redmi Note 

3 

Android OS, Java & 

C++ languages, 

Crypto++ 8.2 library 

No 

This Paper DES, 3DES, 

AES, 

Blowfish, and 

Twofish 

Intel Core i5 

2.40GHz CPU with 

16 GB RAM and 

RPi with 1GB RAM 

Win 10 Pro and Yocto 

(Linux) OS, Java 

language 

Yes 
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3 Methods and Experimental Design 

Cryptographic algorithms like DES, TDES, AES, Blowfish, and Twofish are evaluated by running each 

algorithm on the input data multiple times and measuring the metrics. These algorithms are evaluated 

on a high-end desktop PC and a near-low-end RPi. 

Evaluated Algorithms 

The DES is a standard National Institute of Standard and Technology (NIST) proposed for securing data 

communication over a network. The actual algorithm is called the Data Encryption Algorithm (DEA). 

DES is a symmetric block cipher that processes the plaintext in 64-bit blocks. The effective key length 

in DES is 56 bits, and the message is processed through 16 rounds of operations. Although at the time 

of the proposal, the security of DES was quite adequate, over the years, brute force on the DES key 

space became much more accessible. Hence, DES was extended to Triple DES (TDES) by using DES 

three times with three different keys. NIST later replaced DES with TDES as a secure communication 

standard. The effective key size of TDES is 168 bits, which is quite adequate to secure against brute 

force using modern-day computing. 

Table 2: Summary of Evaluated Algorithms 

Cipher Type of structure No. of 

rounds 

Key size (bits) Operation mode 

DES Feistel Network 16 56 CBC 

TDES Feistel Network 48 168 CBC 

AES Substitution- 

Permutation Network 

10 128 CBC 

Blowfish Feistel Network 16 32 to 448 CBC 

Twofish Feistel Network 16 128 CBC 

Although TDES is quite adequate, there is a performance issue that makes the encryption/decryption 

process much slower than DES. So, NIST called for a proposal to develop a new algorithm that would 

overcome the drawbacks of TDES. Hence, an Advanced Encryption Standard (AES) was proposed, 

which uses the Rijndael algorithm. AES is part of many protocols and has been unbroken until now. 

AES is a symmetric block cipher that processes plaintext in 128-bit blocks. AES supports 10, 12, and 

16 rounds of transformations for which the key size is 128, 192, and 256, respectively. We used AES 

with ten rounds and a 128-bit key for experimentation. The Blowfish algorithm is a symmetric block 

cipher proposed to overcome the weakness of DES. Blowfish processes the plaintext as 64-bit blocks. 

The key size is variable from 32 bits to 448 bits. Blowfish uses 16 rounds of operations to convert 

plaintext to ciphertext. 

Twofish is a symmetric block cipher that has been in the race with the AES algorithm to become part 

of the standard. Twofish takes the input plaintext as 128-bit blocks. It passes the input message through 

16 rounds of operations to convert it into ciphertext. Twofish supports variable key of sizes 128, 192, 

and 256 bits. A summary of the algorithms evaluated and the parameters chosen for evaluation are shown 

in Table. 2.  

Measures and Metrics 

The performance of the chosen algorithms was measured by considering the metrics encryption time, 

decryption time, throughput, battery consumption, CPU load and RAM utilization. The encryption time 

is the time to convert the input message to ciphertext. The decryption time is the time taken to convert 
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the ciphertext to the input message. The throughput is defined as the number of bytes processed per 

second. Battery consumption can be calculated using the formula given in Equation (1). 

Battery Consumption (%) = (1/throughput) * (input_size) * 1000;  (1) 

 

Figure1: Overview of Experimental Design and Methodology 

The CPU load can be measured in terms of the load of running code on the CPU. Finally, the RAM 

utilization can be measured using the formula given in Equation (2). 

Ram utilization (%) = (Memory used by the program / Total memory used by JVM) * 100 (2) 

We considered the memory used by the Java Virtual Machine (JVM) in the above formula as the 

experimentation was done using Java programming language, 

4 Methodology 

The selected algorithms are evaluated on a high-end desktop machine and a low-end Raspberry Pi (RPi) 

with constrained resources. The RPi is part of an open testbed known as the FIT IoT lab that allows 

researchers worldwide to access IoT hardware and software free of cost (Adjih et al., 2015). The CPU 

power of the desktop PC is almost double the processing power of RPi. The algorithm implementation 

and evaluation was done using Java language version 19. Figure (1) presents an overview of the 

methodology followed for the experimentation of algorithms. 

Calculate the mean of each metric 

Remove any outliers in stored data 

Experiment Execution on PC & RPi 

Measure and store various metrics 

For each file size run the algorithm for 10 times 

Select an algorithm among 

DES, TDES, AES, Blowfish and Twofish 

Experiment Setup 

Create input files of sizes: 1KB, 100KB, 1MB, 10MB, 100MB 

Random data generation for input (plaintext) 

Plot graphs for visualizing the processed data 

Data Processing and Analysis 
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The specification of the desktop PC consists of an Intel Core i5 processor with a processing speed of 

2.40 GHz and 16 GB RAM. The operating system on the PC is Windows 10 Pro. The specification of 

RPi, which is a part of the FIT IoT lab, consists of an ARM Cortex-A53 processor with a processing 

speed of 1.2 GHz and 1 GB RAM. The operating system used is a Linux distribution named Yocto. Java 

Cryptographic Extension (JCE), an official extension of Java, is used to evaluate cryptographic 

algorithms like DES, 3DES, AES, and Blowfish. Bouncy Castle, a third-party Java library, evaluates the 

Twofish algorithm. 

The input data for evaluation is generated randomly and stored in various files of sizes 1KB, 100KB, 

1MB, 10MB, and 100MB. Different file sizes helped to gauge the variation in the metrics for various 

algorithms. The experiments for evaluating the algorithms are carried out ten times per algorithm per 

file size. The purpose of repeating the experiments is to remove any outliers and ensure consistency 

among the readings. All the metrics are calculated and stored for later processing for each algorithm run. 

Each parameter's average or mean value is calculated for all the algorithms for later analysis. 

5 Results and Discussion 

This section presents and discusses the results of evaluating cryptographic algorithms like DES, TDES, 

AES, Blowfish, and Twofish on a desktop PC and on an RPi. 

Results of Evaluation on PC 

This section visualizes the results obtained by measuring encryption time, decryption time, throughput, 

battery life, CPU load, and RAM utilization for the algorithms on a desktop PC. 

 

Figure 2a: Encryption Time on PC 

Figure (2-a) shows that AES has the best encryption time across all file sizes, and TDES has the 

worst. For file sizes less than 10MB, the encryption time is almost identical for all algorithms. Figure 

(2-b) shows that AES has the best decryption time across all file sizes, and TDES has the worst 

decryption time. For a file size of 100MB, there is a slight variation in the decryption between Twofish 

and Blowfish, which is absent for encryption time. Figure (2-c) shows that AES has the best throughput 

across all file sizes, and TDES has the worst. It can also be seen that Twofish performs better than 

Blowfish in terms of throughput. 
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Figure 2b: Decryption Time on PC 

 

Figure 2c: Throughput on PC 

 

Figure 2d: Battery Consumption on PC 
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In Figure (2-d), it can be seen that AES has the least battery consumption while TDES has the highest 

battery consumption. In Figure (2-e), it can be seen that AES consumes the least CPU while TDES 

consumes the most CPU power for encryption and decryption. In Figure (2-f), it can be seen that RAM 

usage for AES is consistently high across all file sizes. For a file size of 10MB, there is a sharp increase 

in RAM usage for DES, TDES, and Blowfish algorithms. For file size of 100MB, there is a sharp 

decrease in RAM usage for DES and Twofish, while for TDES, it is constant. 

 

Figure 2e: CPU Load on PC 

 

Figure 2f: RAM Utilization on PC 

On average, AES performs better than Twofish across all the parameters except for RAM usage. The 

worst-performing algorithm is 3DES, followed by DES. Based on the experimentation carried out and 

the results, it is recommended to use AES or Twofish for data security on a PC, as RAM size is not a 

constraint. 
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Results of Evaluation on RPi 

The results obtained by measuring encryption time, decryption time, throughput, battery, CPU load, and 

RAM utilization for the algorithms on an RPi are visualized in this section. 

 

Figure 3a: Encryption Time on RPi 

 

Figure 3b: Decryption Time on RPi 

In Figure (3-a), it can be seen that AES, Blowfish, and Twofish have the best encryption time across 

all file sizes, and TDES has the worst. For file sizes less than 1MB, the encryption time is almost identical 

for all algorithms. In Figure (3-b), it can be seen that AES, Blowfish, and Twofish have the best 

decryption time across all file sizes, and TDES has the worst decryption time. The decryption time is 

almost the same for file sizes, which are less than 1MB for all algorithms. In Figure (3-c), it can be seen 

that Twofish has the best throughput for smaller file sizes, followed by AES, and TDES has the least 

throughput. It can also be seen that Twofish performs better than Blowfish in terms of throughput. 
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Figure (3-d) shows that AES, Blowfish, and Twofish have the least battery consumption, while TDES 

has the highest battery consumption. In Figure (3-e), it can be seen that AES consumes the least CPU 

while TDES consumes the most CPU power for encryption and decryption. In Figure (3-f), it can be 

seen that RAM usage for AES is consistently high across all file sizes. For a file size of 1MB, there is a 

sharp increase in RAM usage for DES, TDES, and Blowfish algorithms. For a file size of 10MB, there 

is a sharp decrease in RAM usage for DES, TDES, and Blowfish algorithms. One interesting thing is 

that Twofish consumes the least amount of RAM. 

 

Figure 3c: Throughput on RPi 

 

Figure 3d: Battery Consumption on RPi 

On average, Twofish performance across all parameters is better than AES except for CPU usage. 

The worst-performing algorithm is 3DES, followed by DES. As per the experimentation and results, it 

is recommended to use Twofish for data security on IoT devices like RPi, as RAM size is a constraint 

in IoT devices. Finally, the evaluation of the performance of contemporary algorithms like DES, TDES, 

AES, Blowfish, and Twofish reveals that Twofish consistently delivers superior performance for                  

end-to-end data encryption and decryption, proving its effectiveness across a wide range of devices, 

from high-end systems to low-end IoT devices. 
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Now, we discuss the analysis of each cipher considered in this evaluation concerning security, 

performance, and resource efficiency. The security of DES is weak as the key size is only 56 bits. A 

brute force attack can yield the key within a small amount of time by using modern-day computers. The 

performance of DES is low as it takes more time to encode and decrypt, thereby affecting the throughput. 

The resource efficiency of DES is low and is a bad choice for IoT devices compared to other ciphers. 

The security of 3DES is not the best. Because of poor cipher design, attacks like the Meet-In-The-Middle 

and birthday attacks can yield the key. The performance of 3DES is low and is even poor when compared 

with DES. The resource efficiency of 3DES is not the best. RAM utilization of 3DES is better than that 

of DES. 

 

Figure 3e: CPU Load on RPi 

 

Figure 3f: RAM Utilization on RPi 

The security of AES is strong as the key size is 128 bits and due to its strong design. The performance 

of AES is high, and the throughput is better. The resource efficiency of AES is relatively low as the 

RAM usage is quite high and may not be suitable for IoT devices. The security of Blowfish is strong 

due to its variable key size of up to 448 bits. The performance of Blowfish is high and is similar to AES. 

The resource usage of Blowfish is high, and its RAM usage is less than AES, which makes it a suitable 

candidate for IoT devices. The security of Twofish is strong due to its key size of 128 bits and its cipher 

design. The performance of Twofish is high and is even better than Blowfish. The resource usage of 

Twofish is high, and even better than Blowfish in terms of RAM utilization. So, based on the evaluation 

results, Twofish is the best cipher in terms of security, performance, and resource efficiency among all 

the ciphers considered in this evaluation. 
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6 Conclusions and Future Scope 

This work evaluates the performance of popular algorithms like DES, TDES, AES, Blowfish, and 

Twofish, generally used for encryption and decryption on powerful systems. The performance of these 

algorithms is evaluated on a high-end desktop PC and low-end RPi, which is part of the FIT IoT lab 

open testbed. We can conclude from the experimental results on PC that AES offers better performance 

than Twofish. We can conclude from the experimental results on RPi that Twofish performs better than 

AES. Finally, for end-to-end encryption and decryption in IoT networks, we suggest that Twofish is a 

better choice as a whole, as seen from the experimental results. Due to various reasons, we could not 

procure similar high-end IoT devices like ESP32-WROOM, Banana Pi MP3, Libre Computer Board, 

and BeagleBone Black, which are widely used as controllers in many IoT projects and systems besides 

RPi. Hence, the future scope for this work includes evaluating the performance of these algorithms on 

these devices. We expect similar results on these devices, too. 
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