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Abstract 

Ransomware attacks are one of the most common and dangerous threats in cybersecurity. It prevents 

users from accessing their systems or personal files and extorts them by demanding a ransom 

payment. This study aims to identify the most effective machine-learning methods and techniques 

for detecting and mitigating ransomware attacks. Furthermore, it seeks to determine which features 

are essential to locate ransomware and which attributes are most effective in achieving this goal. To 

do so, we conducted a systematic literature review using the PRISMA methodological guide. We 

focused on selecting only primary empirical studies that will evaluate their effectiveness. The main 

findings revealed that the studies focus on the analysis of existing datasets, followed by API calls 

and executable file analysis. Dynamic, static, and network traffic analysis are the most used methods. 

Furthermore, we found that techniques such as hybrid analysis, digital DNA sequencing, and 

supervised learning, although less frequently, show their potential in ransomware detection. This 

research also indicates the limitations of their application, challenges, and future research directions. 

The results can be beneficial for researchers to learn about the variety of ransomware detection 

methods to identify ransomware infection at an earlier stage before an attack occurs and develop 

highly effective solutions.  

Keywords: Machine Learning, PICOS, PRISMA, Ransomware, Systematic Review. 

1 Introduction 

Cyberspace is an exposed area where cybercriminals interact and try to exploit every opportunity to 

make fraudulent financial gains (Seyedan et al., 2023). Cybercriminals use sophisticated methods like 

ransomware to target users and businesses. Ransomware is one of the most devastating recent attacks 
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due to its extortionate potential to access a person or business's data, disrupt partial or complete 

operations, put information into code, and demand illegal recovery payments (Bae et al., 2020). 

Detecting and diminishing ransomware attacks is a complex task that industry and academia continue 

to grapple with. Ransomware cyber attackers continuously develop new variants and new cybercriminal 

weapons to avoid existing security methods (Akash et al., 2022). Early identification of ransomware 

attacks at different stages of their lifecycle is critical for prevention and reaction. However, 

cybercriminals use increasingly sophisticated techniques to hide their immoral activities, making 

avoiding and detecting such attacks even more challenging (Cao & Jiang, 2024).  

To address this issue, researchers conducted several studies to survey and analyze the most applied 

algorithms and methods in ransomware detection. For example, (Beaman et al., 2021) provide a 

comprehensive discussion of current advances, opportunities, and future research lines. Similarly, 

(Alraizza & Algarni, 2023) investigated ransomware detection using machine learning methods, 

emphasizing the most effective algorithms and their weaknesses (Biswas 2024). Finally, (Razaulla et 

al., 2023) afford an ordered overview of the ransomware era's evolution, classification, and research 

directions and significantly contribute to recognizing recent and future tendencies in this subject. These 

studies demonstrate the scientific and industrial interest in combating these attacks. 

Ransomware is an extortion malware from the social engineering attack group that retains data and 

information on devices hostage until the victim pays a ransom (Aljabri et al., 2024). It prevents access 

to the information attackers are trying to steal by encrypting files with symmetric or asymmetric 

cryptographic algorithms. Victims face pressure and demands and choose to pay the ransom. However, 

perpetrators do not always comply with the offer to restore access (Rakesh et al., 2024). This failure puts 

the company in a desperate situation, forcing it to restore its processes or operations on its own, resulting 

in losses in productivity, revenue, customers, and operations, which affects its reputation (Beaman et 

al., 2021). 

The present study aims to identify the methods, techniques, trends, challenges, and future research 

directions of machine learning models for ransomware detection and prevention (Anny Leema et al., 

2024). To achieve this, we use the PRISMA (Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses) methodological guide, which allows us to perform a systematic literature review 

(Haddaway et al., 2022). Using this approach, we systematically evaluate state-of-the-art ML tools and 

learning models, assessing their effectiveness in detecting ransomware and mitigating its impact. 

PRISMA provides a standardized guideline for rigorous systematic reviews that ensures that study 

selection, data extraction, and analysis are transparent and replicable (Haddaway et al., 2022). In the 

context of ransomware cyberattacks, several studies employed PRISMA to examine different types of 

attacks and mitigation techniques to ensure quality in collecting reviewed articles (Kavibharathi et al., 

2021). Indeed, researchers used it to identify detection techniques, providing a detailed and structured 

assessment of existing studies; explore methods of attack detection, prevention, and mitigation, 

providing a critical view of trends in the literature; and eventually, identify defense mechanisms to 

ensure a comprehensive and well-structured review of relevant publications worldwide (Cheng et al., 

2021). 

The main contribution of this study is to make available to the researcher the current state, new 

variants, and techniques for using machine learning models to detect and prevent ransomware (Park et 

al., 2019). It also seeks to determine which features are essential to identify ransomware and which 

attributes are most effective in achieving this goal. In addition, this study presents its challenges, future 

research directions, and limitations. 
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The remainder of the article is structured as follows: Section 2 details the procedure used in this 

bibliographic research, following the PRISMA guidelines. Section 3 presents the evaluation of results 

and discussion based on the results obtained during the execution of the PRISMA phases. Here, we 

highlight the 36 primary studies found, performing analysis and interpretation by research question in 

such a way that we show the most relevant findings. Finally, in section 4, we highlight the most important 

conclusions, challenges, limitations, and opportunities for future lines of research. 

2 Methodology 

This section focuses on the process well-known by PRISMA, a methodological framework widely used 

in scientific research to ensure the rigor of systematic literature reviews and synthesize evidence from 

available studies (Haddaway et al., 2022). PRISMA delivers a complete protocol covering various 

essential elements of the research process, such as objectives, research questions, selection of scientific 

databases, study inclusion and exclusion criteria, search strategies, methods for selecting primary 

studies, data extraction and cleaning techniques, and analysis procedures. 

The PRISMA procedure also facilitates the quality assessment of included studies, allowing 

researchers to filter and blend consistent data. This process is fundamental to synthesizing scientific 

evidence, especially when considering trends, challenges, and future directions of machine learning 

methods in ransomware detection. By evaluating the quality of individual studies, scientists ensure that 

reliable and convincing bases support the conclusions formulated. 

Additionally, PRISMA's emphasis on replicability is crucial. Within this study, replicability or 

reproducibility refers to the ability to repeat a procedure in different situations with different subjects 

and researchers. In cybersecurity research, findings could be replicated, allowing other researchers to 

corroborate the results and build on already-established knowledge (Cheng et al., 2021). The systematic 

documentation of the research process, which PRISMA promotes, including inclusion and exclusion 

criteria, search methodologies, and data extraction techniques, ensures that future studies can replicate 

and verify the presented findings. 

The PRISMA methodological guide within the present research was essential, as it offers a detailed 

process and a checklist that ensures severe and accurate searches, resulting in valid findings (Haddaway 

et al., 2022). In addition, it allowed us to identify and assess the quality of the included studies, which 

in turn allows for a more robust synthesis of the available scientific evidence. There is also a notable 

amount of evidence that the scientific community has applied this methodology in systematic reviews 

on ransomware and cybersecurity attacks. Figure 1 presents a flowchart visually illustrating the selection 

process and preliminary results, providing a clear perspective of how the studies were filtered and 

analyzed. These visual tools improve the process's clarity and facilitate its understanding during the 

systematic review. 

Research Questions 

The process began with the problem statement, at which stage we formulated the research questions, 

which we drafted technically based on the works of (Beaman et al., 2021; Alraizza & Algarni, 2023; 

Razaulla et al., 2023): 

RQ 1: What are the most used machine learning methods and techniques for detecting ransomware, 

and what features and attributes are essential and effective in achieving this goal? 
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RQ 2: What tools are used by ransomware to implement machine learning methods and techniques 

in detecting and mitigating? 

RQ 3: Which machine learning algorithms have proven most effective in detecting and preventing 

ransomware? 

RQ 4: What are the main challenges, future research lines, and limitations of detecting using machine 

learning?  

 

Figure 1: PRISMA 2020 Flowchart Illustrates this Research's Procedure and Preliminary Results.  

Source: Haddaway 2022 

Eligibility Criteria 

We only included studies that use machine learning algorithms for ransomware detection with accurate 

measurements, published in the last five years. 

Information Sources 

We used IEEE Xplore, ACM Digital Library, and ScienceDirect, which are crucial digital databases 

offering access to relevant engineering and computing research. 
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Search Strategy 

We use the PICOS method to define the Search Strategy (Methley et al., 2014).  This strategy allows us 

to conduct a more sensitive search and identify relevant studies for systematic reviews in technology 

and science contexts. This method helps formulate precise research search strings and ensures the review 

is comprehensive and appropriate. Each component of the process is detailed below. Once we explain 

the method, we apply it to our study: 

• P (Population): Specifies the subject group or population of interest for the study. 

o "Ransomware", "Ransomware families", "Locky-ransomware", "Crypto-ransomware", 

"WannaCry Ransomware" 

• I (Intervention): Specifies the type of intervention or exposure that researchers evaluate. 

o "Machine Learning", "Machine Learning Algorithms", "Neural Networks", "Classification ", 

"Methods", "Techniques", "Deep Learning" 

• C (Comparison): Identifies the group or intervention with which researchers will compare the 

central intervention. 

o "Dynamic Detection Algorithms vs. Static Detection Algorithms" 

• O (Outcome): Describes the results or effects that researchers intend to measure. 

o "Detection Rate", "Precision", "False Positive Rate". 

• S (Study Design): Specifies the type of study design to include in the review, such as clinical trials 

or cohort studies. 

o "Empirical Studies", "Comparative Analyses" 

Once the search strings and their variants were defined using PICOS, we combined these terms with 

Boolean operators. We applied the following search strings to each digital database. Table 1 lists the 

results found. 

Table 1: Articles Found According to Applied Search Strings 

Database Search String Number 

of articles 

IEEE Xplore ("Ransomware" OR "Crypto ransomware") AND ("Machine Learning" OR 

"Machine Learning Techniques" OR "ML") AND ("Algorithms" OR 

"Methods" OR "Techniques" OR "Classification" OR "Dynamic Analysis" 

OR "Static Analysis") 

629 

ACM ("Ransomware" OR "Crypto ransomware") AND ("Machine Learning" OR 

"Machine Learning Techniques" OR "ML") AND ("Algorithms" OR 

"Methods" OR "Techniques" OR "Classification" OR "Dynamic Analysis" 

OR "Static Analysis") 

677 

Science Direct ("Ransomware" OR "Crypto ransomware") AND ("Machine Learning") AND 

("Algorithms" OR "Dynamic Analysis" OR "Static Analysis") 

1168 

The first searches began in May 2024 in the abovementioned databases, which we selected for their 

availability and access. Subsequently, we expanded the search strategy by identifying keywords related 

to the PICOS method and combining them with Boolean operators “AND” and “OR”, as illustrated in 

Table 1. Specifically, we obtained 629 articles in IEEE Xplore, 677 in ACM, and 1168 in Science-

Direct. Before selecting articles, we defined the inclusion and exclusion criteria, which we list below. 
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Inclusion Criteria 

• Studies must be empirical research published in peer-reviewed academic journals or presented 

at recognized conferences. 

• Articles must use machine learning methods to detect ransomware. 

• Studies should evaluate the effectiveness of different machine-learning algorithms in detecting 

ransomware. 

• Articles published between 2020 and May 2024, both inclusive. 

Exclusion Criteria 

• Studies that do not provide empirical results relevant to ransomware detection. 

• Studies that use non-representative or irrelevant data sets for ransomware detection. 

• Research that lacks a precise and reproducible methodology for evaluating ransomware 

detection. 

• Studies that focus solely on theoretical or conceptual aspects of ransomware detection without 

providing practical, measurable, or applicable results. 

Classification of Information 

We extracted data on algorithms and methods, validation techniques, data sets, software tools, and 

performance metrics from the selected articles. 

3 Evaluation of Results and Discussion 

According to the PRISMA methodological guide and the search strategy, we considered 617 suitable 

articles from IEEE Xplore, ACM, and Science Direct, as shown in Figure 1. After applying the inclusion 

and exclusion criteria, we discarded 581 articles that did not focus on ransomware detection using 

machine learning, were not empirical studies, did not include quantitative results, or went out of context 

by offering only theoretical concepts about ransomware. Finally, we selected 36 primary articles to 

continue with the respective analysis. Then, we read, revise, and analyze deeply the information 

provided in each article. The purpose was to resolve the research questions individually and then classify 

the information correspondingly. The findings we describe are below: 

RQ 1: What are the most used machine learning methods and techniques for detecting ransomware, 

and what features and attributes are essential and effective in achieving this goal? 

The most prominent methods are Dynamic Analysis and Static Analysis, each with considerable use 

in the selected articles (12 and 18 studies, respectively). In addition, network traffic analysis emerges as 

a critical aspect of ransomware detection, with five studies. Though less commonly used, methods such 

as Hybrid Analysis, Digital DNA Sequencing, and Supervised Learning demonstrate their potential 

value in ransomware detection. However, effective implementation requires further exploration and 

development (Figure 2). 



Ransomware Detection with Machine Learning: 

Techniques, Challenges, and Future Directions - A 

Systematic Review 

                                                   Jonathan Zapata et al. 

 

277 

 

Figure 2: Most Notable Techniques in Ransomware Detection 

The data in Table 2 indicates that the combination of the application of static, dynamic, hybrid, and 

network traffic analysis techniques favors ransomware detection. The high frequency with which these 

methods and techniques characterize ransomware detection in the literature determines that these 

techniques are widely accepted and effective. Numerous articles support extracting and selecting 

features from portable executable (PE) files. Its relevance in static analysis is notable since it achieves 

an accuracy of 99.98% using an unsupervised machine learning technique with Weight of Evidence 

(WoE) analysis (Shrimal et al., 2023). Similarly, analyzing ransomware behavior and extracting key 

features are crucial in dynamic analysis, with a True Positive Rate (TPR) of up to 99.4% (Gulmez et al., 

2024). On the other hand, the study of network traffic and communication with servers achieved high 

accuracy percentages of 99.83% with Decision Tree and 99.61% with Random Forests algorithms 

(Almousa et al., 2021b). The information on these techniques and characteristics demonstrates their 

importance and effectiveness in identifying and mitigating ransomware cyber-attacks. 

Table 2: Comparative Analysis of Features and Effective Attributes for Ransomware Detection 

Techniques Features Effective attributes and infected file 

characteristics 

Static 

Analysis 

Binary classification (Schoenbachler et al., 

2023) 

Import/Export tables: unusual section 

names, High entropy sections 

PE Executable File Feature Extraction (Masum 

et al., 2022; Majd & Mazumdar, 2023; Moreira 

et al., 2023; Shrimal et al., 2023; Surendran et 

al., 2021; Usharani & Sandhya, 2020; 

Vehabovic et al., 2023) 

PE headers, Section names, Entropy, 

API calls, Strings: Suspicious API calls, 

Anomalous byte patterns 

Bitcoin Address (Hassan et al., 2023) Presence of Bitcoin addresses: 

Indicators of ransom demands 

Headers, Footers, File Extensions (Duignan et 

al., 2023) 

Unusual headers/footers, Malicious file 

extensions 

Encrypted File Formats (Hsu et al., 2021) Encrypted file patterns: Unrecognized 

encryption schemes 
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Dynamic 

Analysis 

Ransomware Behavior (Gulmez et al., 2024; 

Hirano et al., 2022; Khan & Sharma, 2023; 

Kunku et al., 2023; Usha et al., 2021) 

System calls, File operations, Registry 

changes: unusual file modifications, 

Registry key alterations 

Memory Access Patterns (Hirano et al., 2022) Memory access patterns: Abnormal 

process behavior 

Resource Monitoring (Celdrán et al., 2023) CPU and memory usage: High resource 

usage 

Hybrid 

Analysis 

System and Network Activities (Ahmed et al., 

2022; Almousa et al., 2021a; Khurana, 2023) 

Combined static and dynamic features: 

Indicators of malicious activity 

DLL, Function Call, Assembly (Poudyal & 

Dasgupta, 2021) 

DLL interactions, Function calls: 

Unusual DLL loads, Suspicious 

function calls 

Network 

Traffic 

Analysis 

Traffic Analysis (Almousa et al., 2021b; Ghazi 

& Raghava, 2022; Srivastava et al., 2023; 

Teymourlouei & Harris, 2021; Zhuravchak & 

Dudykevych, 2023) 

IP addresses, Domain names: 

Connections to malicious IPs/domains 

Packet size and frequency: unusual 

packet sizes, Anomalous protocol usage 

Packet Authentication (Khan & Sharma, 2023) Server communication: Unexpected 

outbound traffic, Abnormal 

communication frequency 

RQ 2: What tools are used by ransomware to implement machine learning methods and techniques 

in detecting and mitigating? 

We identified various machine learning tools for ransomware detection and their characteristics, 

listing their article references in Table 3. 

Table 3: Most Used Tools of Machine Learning Used in Detection Ransomware 

Tools Articles 

Datasets (Ahmed et al., 2022; Asaju et al., 2021; Hiran & Kobayashi, 2022; Hsu et al., 2021; Khan 

& Sharma, 2023; Khammas, 2020; Kunku et al., 2023; Mansor et al., 2020; Schoenbachler 

et al., 2023; Teymourlouei & Harris, 2021; Victoriano, 2019) 

API Calls (Almousa et al., 2021a; Gulmez et al., 2024; Hirano et al., 2022; Masum et al., 2022; 

Poudyal & Dasgupta, 2021; Rahman et al., 2024; Usha et al., 2021) 

Executable 

Files 

(Majd & Mazumdar, 2023; Moreira et al., 2023; Shrimal et al., 2023; Surendran et al., 

2021; Usharani & Sandhya, 2020; Vehabovic et al., 2023) 

Ransomware 

Samples 

(Ahmed et al., 2022; Aljabri et al., 2024; Almousa et al., 2021a; Gulmez et al., 2024; 

Hassan et al., 2023; Hirano et al., 2022; Celdrán et al., 2023; Sharma et al., 2023) 

The analysis of the percentages of tools used in ransomware detection, shown in Figure 3, reveals a 

dominance of existing data sets, representing almost 32.4% of the total. This prevalence underscores the 

need for quality data to train and evaluate ransomware detection algorithms quickly, safely, and 

effectively. In addition, ransomware samples with 26.5%, API Calls, and the analysis of executable files 

(Executable Files) also stand out as fundamental tools, occupying 20.6% and 17.6% of use, respectively. 

These results reflect a trend toward real-time monitoring of system behavior and deep analysis of 

suspicious files. Therefore, managing a multidisciplinary approach in the fight against ransomware that 

takes advantage of static and dynamic data is necessary. 
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Figure 3: Most Notable Tools in Ransomware Detection 

On the other hand, although less prevalent, Samples and File Signatures also play essential roles, 

representing 17.6% and 2.9% of usage, respectively. These findings underscore the diversity of 

approaches and tools in ransomware detection and the need for a comprehensive strategy that employs 

a wide range of resources to address this cyber threat effectively. 

RQ 3: Which machine learning algorithms have proven most effective in detecting and preventing 

ransomware? 

Several machine learning algorithms have proven to be highly effective in detecting ransomware. 

The most notable are Random Forests, Decision Tree, Support Vector Machines (SVM), Neural 

Networks, and Naïve Bayes (see Table 4 and Figure 4). Below is a brief explanation of these findings: 

Table 4: Algorithm Effectiveness in Ransomware Detection 

Article Random 

Forest 

Decision 

Tree 

Support Vector 

Machine 

Neural 

Networks 

Naïve 

Bayes 

Mansor et al., (2020) 99.32%     

Schoenbachler et al., (2023) 90.51% 88.32%    

Victoriano, (2019) 98.05% 98.05%   97.6% 

Rahman et al., (2024) 99.7% 99.5% 78.7%   

Srivastava et al., (2023)  99.9%    

Masum et al., (2022) 99% 98%  97% 35% 

Asaju et al., (2021)  97.60%   83.40% 

Almousa et al., (2021b) 99.61% 99.83%    

Surendran et al., (2021) 99.42% 99.05%   69.43% 

Poudyal & Dasgupta, (2021) 98.99% 99.54%  99.69%  

Usharani & Sandhya, (2020)  98.98%   98.44% 

Khan & Sharma, (2023)     78.5% 

As shown in Figure 4, the Random Forest algorithm is the most popular, used in 21.7% of cases. This 

preference may be due to its ability to handle large and complex data sets and its effectiveness in 

classification tasks. Support Vector Machine (SVM) and Decision Tree are prominent algorithms used 

in 12.5% of the studies. SVM is particularly effective in high-dimensional spaces. The "Others" 

category, which includes a variety of algorithms such as CNN, JRIP, LightGBM, Extra Trees, Gaussian 
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NB, and Linear Discriminant Analysis, among others, represents 13.3% of usage. Thus, we infer that 

although there is a core of preferred algorithms, researchers also explore various techniques to find 

optimal solutions. This diverse approach reflects the complexity of the ransomware detection problem 

and the need to adapt methods to different data types and scenarios. 

In Addition, Assembly techniques such as XGBoost and AdaBoost have moderate usage, with 4.2% 

and 6.7%, respectively. These methods are valuable for improving prediction accuracy by combining 

multiple simpler models. Other classic classification algorithms, such as Gradient Boosting, KNN, Naïve 

Bayes, and Logistic Regression, are frequently used, each with a 5-6% share. Likewise, neural networks 

and Long-Short-Term Memory (LSTM) models have a lower presence, with 1.7% and 5%, respectively. 

 

Figure 4: Identification of the Most used Machine Learning Algorithms in Ransomware Detection 

In summary, Figure 4 reveals that Random Forest, Decision Tree, and Neural Networks are the most 

consistent and practical algorithms for ransomware detection, with Random Forest and Neural Networks 

achieving effectiveness rates exceeding 99% in several studies. Decision Tree also performs well, 

though with slightly more variability, ranging from 88.32% to 99.9%. Support Vector Machine (SVM) 

is effective, particularly with high effectiveness in some studies (e.g., 99.69%), but shows more 

significant variability, with a minimum of 78.7%. Naïve Bayes exhibits significant variability, with 

effectiveness ranging from 35% to 97.6%, making it less reliable than the other algorithms. Random 

Forests, Decision Trees, and Neural Networks are the most reliable options. At the same time, SVM 

remains a strong contender despite its variability, and Naïve Bayes may require careful adjustment for 

optimal performance. 

The systematic review of existing articles highlights RF, DT, and NN as the most reliable algorithms 

for ransomware detection. Despite its variability, SVM remains a viable option, while NB and other 

traditional methods can be effective under specific circumstances. The diversity of techniques reflects 

ransomware detection research's dynamic and evolving nature, emphasizing the need for continued 

exploration of ML approaches tailored to ransomware's unique challenges. 

RQ 4: What are the main challenges, future research lines, and limitations of detecting using 

machine learning? 
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To answer this question, we tried to classify the primary articles considering the country of origin of 

the study, which, knowing their technological development, would serve us for inferences. Figure 5 

shows the country where researchers published their articles. The presence of countries such as the 

United States, India, and the United Kingdom among the main contributors to the research suggests 

greater awareness and concern about cybersecurity in these regions due to having more developed digital 

infrastructures and greater susceptibility to attacks. Also, international collaboration in this field is 

evident, indicating an exchange of knowledge and creating more effective solutions. Therefore, this 

highlights the need to address cybersecurity globally and the importance of working together to protect 

organizations and users against ransomware. 

One of the main challenges in ransomware detection using machine learning is the ability of more 

advanced variants to evade such detection. Duignan et al., (2023) noted that it is essential to conduct 

broader research covering various ransomware strains and file types, especially those that do not alter 

their extensions. Moreover, Poudyal & Dasgupta, (2021) underline the importance of leveraging cloud 

computing with parallel processing capabilities and having labeled and representative data sets. They 

also insist on the need to balance accuracy and performance in real-time environments to optimize the 

effectiveness of machine learning. 

Future research tendencies in ransomware detection and control through machine learning methods 

include developing models to analyze anomalous behavior and classify suspicious files. Likewise, 

creating predictive models that allow the anticipation of attacks, and the dynamic adaptation of security 

policies is envisioned (Beaman et al., 2021). In addition, future research focuses on the automation of 

incident responses and continuous adaptation to new ransomware variants (Razaulla et al., 2023). 

Regarding certain limitations in the application of machine learning for ransomware detection, 

several authors summarize them in two key aspects. First, detection models depend on specific data sets 

that focus on ransomware and relatively small executable files, which can restrict the ability of these 

models to generalize their results to other malware variants (Khammas, 2020; Celdrán et al., 2023; 

Moreira et al., 2023). Second, both the computational processing requirements and the analysis duration 

are insufficient to detect ransomware in real-time effectively (Aljabri et al., 2024). 

 

Figure 5: The number of Articles on Ransomware Detection using Machine Learning in our Study and 

Published in different Countries where India, the United States, and the United Kingdom Stand Out 
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4 Discussion 

The study provides a detailed analysis of the literature related to ransomware detection using machine 

learning methods. We meticulously address each aspect, from the methodology used to the results 

obtained and the discussions that arise from them. Through a selective search process and an exhaustive 

review of the publications available in IEEE Xplore, ACM, and Science Direct, the study identified 617 

articles, of which we selected 36 as relevant primary studies. 

The articles' collection, choice, and analysis emphasize several essential aspects. Firstly, we observed 

that the Random Forest algorithm is the most widely used in ransomware detection, closely followed by 

the Decision Tree and Support Vector Machine (SVM) algorithms. This finding underlines the 

effectiveness of these tools in the field of cybersecurity, especially in identifying attacks such as 

ransomware. 

Various methods and techniques illustrate the problem's complexity and the need for flexible 

solutions. Researchers are exploring a broad spectrum of approaches, ranging from dynamic and static 

analysis to network traffic analysis, to improve the accuracy of ransomware detection. 

Moreover, international collaboration in this area is clearly palpable, with notable contributions from 

countries such as the United States, India, and the United Kingdom. This cooperation emphasizes the 

relevance of addressing cybersecurity worldwide and accentuates the need to exchange knowledge and 

resources to confront emergent cyber-attacks. 

This study identified six key machine-learning methods for ransomware detection: Random Forest, 

Naïve Bayes, Decision Tree, Support Vector Machine, Ada Boost, and Gradian Boosting, the properties 

of infected files and attributes that would facilitate their identification. We considered four key factors: 

static analysis, dynamic analysis, hybrid analysis, and network traffic analysis. This conclusion is 

relevant, as algorithms could focus on these aspects to improve their accuracy. 

Nonetheless, the research also reveals various challenges and restrictions in ransomware detection 

exploiting machine learning. The scarcity of representative datasets and the ability of advanced 

ransomware variants to evade detection are just some of the obstacles that researchers must face in this 

field; this highlights the need for further research and the development of innovative solutions to address 

these issues. 

This study provides a comprehensive and up-to-date overview of ransomware detection through 

machine learning techniques. Recent advances and remaining challenges and areas requiring future 

research are highlighted. This analysis is essential to strengthen cybersecurity and safeguard 

organizations and users from the growing threats ransomware poses. 

5 Conclusions 

This study used the PRISMA methodological guide to systematically review the literature, highlighting 

the importance of machine learning in detecting ransomware. Among the 36 primary articles analyzed, 

machine learning techniques are of great help, as they allow identifying patterns to detect ransomware 

attacks; among them, we find static, dynamic, and hybrid analysis with the characteristics and attributes 

of the files most effective for detecting them. Also, we found that the most used algorithms for 

ransomware detection include the Random Forest algorithm. The results reveal the diversity of 

approaches and methodologies employed, emphasizing the analysis of system behavior, API calls, and 

file analysis using ransomware datasets and samples as critical research areas. Finally, the variety of 
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tools and techniques employed highlights the complexity of this challenge. It underlines the importance 

of adopting comprehensive approaches to detect and prevent this type of malware. 

As future work, we plan to combine Principal Component Analysis (PCA) for dimensionality 

reduction of data sets with the development of a robust hybrid model combining supervised ML methods 

and the results of this research. 
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