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Abstract 

Phishing emails are a serious threat in financial cloud systems because they utilize deceptive 

information to trick users into opening unsanctioned accounts or stealing private data. To protect 

financial data and maintain the integrity of cloud-based financial systems. In this research, we aim 

to develop an innovative machine learning (ML) based strategy for identifying email phishing 

threats in financial cloud infrastructure. In a phished email, the sender can deceive the user into 

providing confidential data. Phishing emails is the primary concern while sending and receiving 

emails. For this, we proposed a novel Bald Eagle tuned Versatile Random Forest (BE-VRF) 

algorithm for identifying email phishing in a financial cloud environment. Initially, This study 

gathered the phish tank dataset for this study. After gathering the data we employed a stop word 

removal for the preprocessing method. We employed Independent Component Analysis (ICA) to 

extract the crucial features from the processed data. The suggested BE-VRF algorithm classifies the 

email texts and it can identify the abnormal mails. We implemented our suggested model in Python 

software. The performance evaluation phase employs various metrics such as f1 score, recall, 

accuracy, MAPE, and precision to examine the efficacy of suggested model. The evaluation study 

is done with different existing methods and the result express that the recommended model obtained 
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improved outcome than other predictable methods, for identifying email phishing threats in financial 

cloud infrastructure.  

Keywords: Email Phishing Threats, Machine Learning (ML), Bald Eagle Tuned Versatile Random 

Forest (BE-VRF), Financial Cloud and Security. 

1 Introduction 

Financial institution remains expose to serious risks starting email phishing scams as hackers are 

regularly changing their strategy to get around conventional defenses. Strong email protection solutions 

are stage more important as financial institutions shift a growing percentage of their activities in the 

cloud (Prasad et al., 2022). In the situation of financial cloud infrastructure, this study presents a novel 

machine learning (ML) approach that is particularly intended to detect and counter email phishing threats 

(Alnumay, 2024). Cloud computing usage in the financial production has several advantages, such as 

flexibility, cost-effectiveness and scalability (Abbas et al., 2021). But it also bring with new difficulty 

about cyber safety. Since email continues to be the major means of contact for financial institution, 

phishing attempt are predictable to function message (Sundararaj & Kul, 2021). These assaults 

frequently include relocate out fake emails that look factual in a test to deceive receiver into transfer 

private in revolve or moving out criminal acts (Mughaid et al., 2022). The complicated strategy used by 

criminal has render usual phishing recognition systems, such as rule-based filtering and signature-based 

scanning, which is ineffective (Alani & Tawfik, 2022). Through huge exactness, ML models can 

differentiate between deceiving and valid emails by using the massive volumes of data produced in 

financial cloud systems (Do et al., 2022). Sender reputation, email structure, verbal communication 

patterns and fixed address are characters. Moreover, the ML model is constantly improved via active 

learning, in which human analysts provide contribution on its forecasts, allowing to regulate new threats 

(Raman et al., 2024). The ML technique delivers a complete and flexible defense beside email phishing 

attacks by integrating different strategies (Vinayakumar et al., 2019). Cloud platform present the 

computing rule required for large-scale preparation and execution of complicated ML models (Anthony 

Sahaya Michael et al., 2018). Moreover, the aptitude to observe and evidence data centrally makes it 

easier to gather big datasets for evaluation and progress (Adebowale et al., 2020). The elective 

ML solution is a constructive and flexible resource of overcrowding electronic mail phishing attempt in 

cloud economic infrastructure. Financial organization can extensively improve their email security 

posture and protect sensitive data from unscrupulous actors by using cloud technologies and ML method 

(Alshehri et al., 2022). Financial cloud infrastructure identification of email phishing threats is 

complicated by factors like hackers' evolving tactics, sophisticated deception techniques, false positives 

that could cause failure, user knowledge, and the condition for constant update to detection algorithms, 

which complicates the development of functional mitigation strategies (Noor et al., 2019). This study 

use a novel ML method to identify email phishing risks in financial cloud connections that get better 

threat discovery effectiveness and precision (Sriwardany et al., 2025). It also secures the data in cyber 

security, defensive private financial information and reducing the threat of phishing scam (Zendehboudi 

et al., 2014). 

2 Related Work 

 Barlow et al., (2020) addressed the trouble of defensive perceptive data from phishing attempt which 

are attractive a cyber security danger. The fact that present resolution depend on entity hazard finding is 

a recurring problem. The study offered a unique protection against phishing attempt that make use of 

ML and binary visualization. Li et al., (2020) focused on the developing risk of phishing emails in 
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information networks. Using an LSTM-based approach for significant email data, the system addresses 

complicated deception system and the increasing number of phishing emails by emphasizes model 

increase and difficult phases. Bountakas et al., (2021) focused on the increasing risk of phishing emails, 

which have been made better by the COVID-19 wave. It highlighted the need for enhanced techniques 

for identifying phishing emails Li et al., (2020). The study recommended and compared many ML 

methods like random forest (RF), decision tree (DT), logistic regression (LR), naive bayes (NB), natural 

language processing (NLP) approach, and term frequency-inverse document frequency (TF-IDF) for 

phishing email detection (Bindu et al., 2025). Fang et al., (2019) recognized the increasing danger posed 

by phishing emails and the lack of efficient defenses, which tackled this significant problem. To assess 

email association along with the header, body, character and word levels, it makes use of an improved 

recurrent convolution neural network (RCNN) model with multilevel vectors and an attention 

mechanism. The study makes use of an unbalanced dataset that depicts real-world phishing percentages. 

Singh et al., (2020) focused on the growing cybercrime that takes advantage of the internet's enormous 

reach, especially phishing. The research proposed a phishing detection system that uses deep learning 

(DL), in exacting a convolutional neural network (CNN), to avoid these kinds of attacks. Bansal & 

Sidhu, (2021); Do et al., (2022) explored the widespread problem of spam on the internet. It optional a 

way to avoid spam and defend private data by combine an artificial neural network (ANN) with the 

TFIDF approaches. 

3 Methodology 

In this section, the BE-VRF method is proposed to identify email phishing threats in financial cloud 

infrastructure. The phish tank dataset is collected. The second stage is to pre-process the data utilizing 

stop word removal. Then, independent component analysis (ICA) is applied for feature extraction. The 

study flow is shown in Figure 1. 

 

Figure 1: Flow of this Study 
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Dataset 

For this research, the dataset consist of symmetric data (SD) metrics following by phish tank to index 

10,000 authentic websites and 10,000 phishing URLs. The open, community-driven phish tank examine 

maintains a record of established spoof websites. Data collected from feedback usual about disputed 

websites is compiled by an expert team and verified directly. The phish tank data contains information 

on the spoofing website's URL. It is significant to use the most recent data collection since it is simplified 

frequently (Aldakheel et al., 2023).  

Preprocessing using Stop Word Removal 

Identifying email phishing threats in financial cloud architecture require parsing mail, removing stop 

words to remove related content and look at dispatcher hope, link location and attachment. Significant 

keywords that express malicious intention is decorated when stopping words like predicates and parallel 

connect are eliminating. After that, ML method can categorize emails according to these crucial signs, 

representing possible phishing attempts that need more explore or prompt response. This basic process 

strengthens cyber security defenses in economic cloud system by improving detection speed and 

exactness. 

Feature Extraction Using Independent Component Analysis (ICA) 

Advanced technique such as feature extraction for ICA is used in financial cloud construction to identify 

email phishing threats. Applying ICA makes potential to divide certain patterns and characteristics from 

email conversations, which can assist in identifying predictable phishing attempts. Let us believe that 

the random essentials of the source vector 𝑊 = [𝑤1, 𝑤2, … . ,  𝑤𝐾]
𝑠  are representing as linear 

combination of the element of a random vector [𝑡 1, 𝑡2, … . ,  𝑡𝑘]
𝑠. This combination can be expressed in 

equation (1). 

𝑊 = 𝐵𝑡         (1) 

Where 𝑊the vector of is observed signals, 𝑡 is the vector of previously unknown independent source 

signals and 𝐵 is the unknown matrixes of mixes of dimension𝐾 × 𝐾. The combined value of 𝑋 and the 

separation matrix 𝑋(𝑋 = 𝐵−1) is used to get an estimate of the sources, 𝑇̂, expressed in equation (2): 

𝑇̂ = 𝑋𝑊 = 𝐵−1𝑊        (2) 

Finding a classification matrix 𝑊  that could render the approximate value of the independent 

components (𝑇̂𝑗)as statistically independent from one another as feasible is the aim of ICA. It could be 

carried out by making the use of several statistical characteristics of the source signals, including 

temporal structure and non-Gaussianity. This technique improves detection accuracy by identifying 

minute differences between authentic communications and those suggestive of phishing assaults. By 

using ICA for feature extraction, financial institutions can improve their cyber security defenses and 

reduce the risks related to fake email activity in cloud environments. 

Identifying Email Phishing Threats in Financial Cloud Infrastructure Using Bald Eagle Tuned 

Versatile Random Forest (BE-VRF) 

• Versatile Random Forest (VRF) 

Maintaining information security requires and recognize the email phishing threats in financial cloud 

infrastructure. One useful tool in this attempt is the VRF. Enhanced flexibility and exactness in 
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categorization tasks are provide by VRF, an expansion of the RF method. By using its flexibility, VRF 

can recognize phishing emails that are sent to cloud infrastructure in the stage. Equation (3) is used to 

find out the classification result. 

𝐷(𝑠)max
𝑂
𝐹𝑠 ∑ (𝑑𝑗(𝑆) = 𝑂)

𝐿
𝑗=1        (3) 

Where 𝑠 is the innovative instruction dataset. The groups of data from the 𝑇 gathering are denote by 

𝐷and 𝐿. Using a random vector, the program produces 𝐿 email phishing attacks for each subgroup. The 

classification result is shown by 𝐷(𝑠) , while the classification result of the 𝑗𝑡ℎ  financial cloud 

infrastructure is indicated by 𝑑𝑗(𝑆) . This time, the target category is 𝑆 . To improve the model's 

prediction performance or accelerate the method, several random forest hyper-parameters are used. 

When managing high-dimensional data, VRF achieves superior performance by completing an implicit 

email phasing. The email phasing attacks RF can use financial cloud infrastructure as a tracking 

requirement to determine feature significance.  

𝑗(𝑠)1− 𝑒1
2 − 𝑒0

2         (4) 

When using VRF, several decision trees are built, each taking into a different subset of characteristics. 

The predictions from these trees are combined to get a final choice. With its improved generalization 

and less overfitting, this method can handle a variety of phishing email patterns expressed in equation 

(4). In this case, every node is denoted by 𝑆 and it could represent any RF node. An estimate of email 

assessment called the optimal split is found via email phishing. Additionally, the class is represented by 

𝑚𝑎𝑛𝑑𝑗 = 0,1 in equation (5), and 𝑒𝑖  is the proportion of 𝑚𝑖  samples relative to the total number of 

samples. 

𝑒𝑖 =
𝑚𝑖

𝑚
          (5) 

Reducing 𝛿𝑗  can be performed by dividing and sending products to two distinct sub-notes 

(𝑗𝑠𝑒𝑟)based on a threshold on variable Θ. The process is reflected in equation (6). 

𝛿𝑗(𝑠) = 𝑗(𝑠) − 𝑒𝑜𝑗(𝑠𝑜) − 𝑒𝑟𝑗(𝑠𝑟)      (6) 

Next, using all-inclusive values of Θ, which are available in the node overall thresholds, a thorough 

search is carried out. Equation (7) indicates email phishing identification is stored for each variable 

independently while taking into all nodes.  

𝐽𝐻(Θ) = ∑ ∑ 𝛿𝑗Θ(𝑠, 𝑆)
 
𝑟

 
𝑞        (7) 

Financial institutions can improve their cyber security defenses and lessen the risks associated with 

phishing attempts in cloud settings by using VRF.  

• Bald Eagle Optimization 

Protecting responsive data and avoidance economic losses depend on identifying email phishing attacks 

inside financial cloud architecture. A unique solution to this problem is provided by BE, which derives 

inspiration from the hunting habits of BE. BE effectively sorts through the enormous volumes of data to 

spot possible hazards by imitating the eagles' acute perception and quick reactions. The following 

equation (8) expresses this phase: 

𝑂 = 𝑂𝑏𝑒𝑠𝑡 + 𝑆𝐸. 𝑠. (𝑂𝑛 − 𝑂)       (8) 

Where 𝑆𝐸 is a variable element known as the transition factor that is used to enhance the exploration 

and extraction phases and 𝑂𝑛 stands for the mean of all locations as it can be expressed in equation (9). 

𝑆𝐸(𝑗) = 𝑙 (1+
𝐽𝑚𝑎𝑥−𝑗

𝐽𝑚𝑎𝑥+𝑗
)        (9) 
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Where 𝑗 is the current iteration, 𝑙 is a gain, and 𝐽𝑚𝑎𝑥 specifies the maximum number of iterations 

[1.5, 2]. BE could be used to examine communication developments, identify problems and identify 

insecure actions suggestive of attempted phishing. Financial institutions could enhance their safety 

record by detecting and eliminating phishing attacks, before they cause harm by using BE's adaptive 

search functions. During this stage, the eagle keeps track of its location and searches as follows in 

equation (10). 

𝑂𝑖 = 𝑂𝑖 + 𝑧𝑖 . (𝑂𝑖 −𝑂𝑖+1)𝑤𝑖. (𝑂𝑖 − 𝑂𝑚)     (10) 

The 𝑖𝑡ℎ new location is denoted by 𝑂𝑖 , and the directional coordinate indications 𝑤 and 𝑧 can be 

produced in the following equation (11). 

{
 
 

 
 𝑤𝑖 =

𝑤𝑞𝑖

𝑚𝑎𝑥(|𝑤𝑞|)
; 𝑤𝑞𝑖 = 𝑞𝑖. 𝑠𝑖𝑛(𝜃(𝑗))

𝑧𝑖 =
𝑧𝑞𝑖

𝑚𝑎𝑥(|𝑧𝑞|)
; 𝑧𝑞𝑖 = 𝑞𝑖. 𝑐𝑜𝑠(𝜃(𝑗))

𝜃 = 𝐷1. 𝜋. 𝑟𝑎𝑛𝑑; 𝑞 = 𝜃. 𝑄

      (11) 

This can be derived as follows as equation (12): where 𝐷1 is a control gain and 𝑄 is a constant [0.5, 2]. 

𝐷1 = 𝛼1 (1+
𝑆𝑚𝑎𝑥−𝑠

𝑆𝑚𝑎𝑥+𝑠
)        (12) 

The constant 𝛼1 is found in [5, 10]. A continuous defense against the developing art of phishing 

attacks is offered by the integration of BE into financial cloud infrastructure, which enhances current 

security measures. Businesses can improve their defenses and guarantee the confidentiality and integrity 

of financial data stored on cloud storage by incorporating BE into email security procedures. 

4 Result and Discussion 

This study used python 3.11.4 to increase the essential protocol. Using a Windows 11 laptop with an 

Intel i5 11th Gen CPU and 32 GB of RAM, the recommended approach is performed. Our proposed 

method, BE-VRF is used to identify email phishing threats in financial cloud infrastructure which has 

several concert indicators utilized to assess the recall, f1-score, precision, accuracy and means absolute 

percentage error (MAPE). We compare the suggested technique to other existing methods like support 

vector machine (SVM) (Balim & Gunal, 2019), random forest (RF) (Balim & Gunal), linear regression 

(LR) (Balim & Gunal 2019), K-nearest neighbor (KNN) (Mridha et al., 2021), decision tree (DT) 

(Mridha et al., 2021) and RF (Mridha et al., 2021). Table 1 shows the comparison of precision, recall 

and f1-score. 

Table 1: Comparison of Precision, Recall, F1 Score 

Method Precision Recall F1-Score 

SVM (Balim and Gunal 2019) 0.880 0.980 0.927 

RF (Balim and Gunal 2019) 0.880 0.980 0.927 

LR (Balim and Gunal 2019) 0.890 0.960 0.924 

BE-VRF (Proposed) 0.924 0.99 0.95 

Precision 

Accurately separating fraudulent emails from valid ones is crucial for detecting email phishing risks in 

financial cloud infrastructure with precision and few false positives. It verifies that the emails which 

have been reported as threats are real, increasing the effectiveness of security by concentrating efforts 

on real threats, strengthening defenses and protecting financial information and operations from cyber-
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attacks. Figure 2 demonstrates the graphical representation of precision. The existing methods such as 

SVM (Balim & Gunal, 2019) attained 0.880, RF (Balim & Gunal, 2019) attained 0.880 and LR (Balim 

& Gunal, 2019) attained 0.890. When compared to other current approaches, our suggested BE-VRF 

method achieved a 0.924 with improved efficiency. 

 

Figure 2: Graphical Representation of Precision 

Recall 

The economic cloud infrastructure prioritizes memory when identifying email phishing threats; ensure 

inclusive detection of phishing attempts with recall. By successfully detect fake emails, this technique 

attempts to reduce false negative and advance security, defensive cloud-hosted economic systems from 

potential intrusion. Figure 3 demonstrates the graphical demonstration of recall. The existing methods 

such as SVM (Balim & Gunal, 2019) with 0.980, RF (Balim & Gunal, 2019) with 0.980, and LR (Balim 

& Gunal, 2019) with 0.960. In comparison with other existing approaches, our suggested BE-VRF 

method provides a 0.99 with a higher success of recall.  

 

Figure 3: Graphical Representation of Recall 
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F1-Score 

The F1-score assess the difference between recall and accuracy, which is significant for specific hazard 

detection and is used in the identification of email phishing attacks in financial cloud infrastructure. This 

technique improves the competence of phishing detection technique by using an F1-score assessment 

that provides strong security procedures in financial cloud settings. Figure 4 demonstrates the graphical 

representation of f1-score. The existing method such as SVM (Balim & Gunal, 2019) attained 0.927, RF 

(Balim & Gunal, 2019) attained 0.927, and LR (Balim & Gunal, 2019) attained 0.924. When compare 

to other current approaches, our suggested BE-VRF method gives a 0.95 with better efficiency of the f1 

score. Table 2 shows the comparison of accuracy and MAPE.  

 

Figure 4: Graphical Representation of f1-score 

Table 2: Comparison of Accuracy and MAPE 

Method Accuracy (%) MAPE 

RF (Mridha et al., 2021) 97.65 0.565 

DT (Mridha et al., 2021) 96.61 0.562 

KNN (Mridha et al., 2021) 95.73 0.567 

BE-VRF (proposed) 99.2 0.431 

Accuracy 

Financial cloud communications is able of detecting email phishing threats via the use of exactness 

metrics. The expertise detects suspicious action with high accuracy, intensification security protocols 

and protecting sensitive financial data from fraudulent schemes by evaluate email content, sender repute 

and user presentation model. Figure 5 demonstrates the graphical representation of the accuracy. The 

existing methods such as KNN (Mridha et al., 2021) (95.73%), DT (Mridha et al., 2021) (96.61%) and 

RF (Mridha et al., 2021) (97.65%). In comparison with other current approaches, our suggested BE-

VRF method provides a (99.2%) with higher efficiency of accuracy. 
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Figure 5: Graphical Representation of Accuracy 

MAPE 

MAPE is a functional tool for assess the accuracy of phishing threat forecasts when identify email 

phishing threats in financial cloud infrastructure. Through the assessment of predictable and observed 

values, MAPE measures the extent of forecasting mistakes, enabling the efficient detection and 

counteraction of potential fake hazards. Figure 6 demonstrates the graphical representation of the 

MAPE. The existing methods obtained like KNN (Mridha et al., 2021) (0.567), DT (Mridha et al., 2021) 

(0.562) and RF (Mridha et al., 2021) (0.565). Our proposed BE-VRF method offers a MAPE (0.431) 

with lesser error rate efficiency when compared to other existing methods. 

 

Figure 6: Graphical representation of MAPE 
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5 Conclusion 

This research presents an approach that uses ML to classify emails as phishing attack. The novel ML 

advance has been recommended as a dependable way to identify email phishing risks in financial cloud 

architecture. It improves protection measures, reducing risks and defensive sensitive economic 

information by using modern algorithms and data study methods, enhancing the reliability of cloud-

based operations. The BE-VRF technique is employed for email phishing threats in financial cloud 

infrastructure. Our proposed BE-VRF method provided accuracy (99.2), precision (0.924), recall (0.99), 

MAPE (0.431), and f1-score (0.95). By analyzing the general conclusion, our proposed method provided 

better efficiency in identifying email phishing threats in financial cloud infrastructure. A limitation is 

the potential for false positives and negative since machine learning algorithms can struggle to 

distinguish between legitimate emails and phishing ones. The efficiency of the method can be further 

risk by the need for continuous updates to the training data and the dynamic nature of phishing attempt. 

Future research could focus on developing a user-friendly dashboard for real-time threat monitoring, 

leveraging reinforcement learning for dynamic threat adaptation, integrating advanced anomaly 

detection techniques to enhance the accuracy of the ML model and investigating the integration of 

natural language processing for a deeper semantic analysis of phishing emails in financial cloud 

infrastructure. 
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