
ISSN: 2182-2069 / E-ISSN: 2182-2077 

75 

Optimized Cloud Security: An AI-based Data Classification 

Approach for Financial Cloud Computing 
 

Dr. Pradeep Kanchan1*, Divya Paikaray2, Dr. Ashwini Malviya3,                                

Ramkumar Krishnamoorthy4, Vivek Saraswat5, and Sachin S. Pund6 
 

1*Department of Computer Science and Engineering, NMAM Institute of Technology, Nitte 

(Deemed to be University), Nitte, Karnataka, India. pradeepkanchan@nitte.edu.in,  

https://orcid.org/0000-0002-9320-5288 

 
2Assistant Professor, Department of Computer Science & IT, ARKA JAIN University, 

Jamshedpur, Jharkhand, India. divya.p@arkajainuniversity.ac.in,  

https://orcid.org/0000-0001-7886-1538 

 
3Associate Professor, Department of uGDX, ATLAS SkillTech University, Mumbai, Maharashtra, 

India. ashwini.malviya@atlasuniversity.edu.in, https://orcid.org/0009-0006-9154-4725 

 
4Assistant Professor, Department of Computer Science and Information Technology,  

Jain (Deemed to be University), Bangalore, Karnataka, India. ramkumar.k@jainuniversity.ac.in, 

https://orcid.org/0000-0003-1164-6504 

 
5Centre of Research Impact and Outcome, Chitkara University, Rajpura, Punjab, India. 

vivek.saraswat.orp@chitkara.edu.in, https://orcid.org/0009-0000-6875-1255 

 
6Assistant Professor, Mechanical Engineering, Ramdeobaba University, RBU, Nagpur, 

Maharashtra, India. pundss@rknec.edu, https://orcid.org/0000-0002-5616-2469 

 

Received: January 17, 2025; Revised: February 26, 2025; Accepted: April 09, 2025; Published: May 30, 2025 

 

Abstract 

Data categorization is the technique for classifying and arranging facts based on their value and 

sensitivity, in addition to offering suitable control and safety precautions. Data categorization is 

critical in cloud computing for finance because it helps to defend cloud-based monetary data. In this 

research, we aim to create an Artificial Intelligence (AI)-based totally Data type method for 

economic cloud computing. We proposed an innovative set of rules named Dynamic Vortex Search-

driven Light Gradient Boosting Machine (DVS-LightGBM) for enhancing the method for 

classifying data in monetary cloud computing. The text cleaning process was conducted to 

preprocess the collected raw data, and it enhances the quality of the data acquired. We applied Latent 

Semantic Analysis (LSA) to extract the essential traits from the processed data. The dynamic vortex 

technique improves accuracy and increases convergence in the data classification process. The data 

classification procedure is based on cloud sensitivity levels. Our recommended approach consists of 

three classes, including standard, sensitive and highly sensitive. We implemented our suggested 

model in Python software. The result analysis phase is done on various parameters such as precision, 

accuracy, F1 score and recall. We conducted a comparison analysis with other existing 

methodologies to examine the effectiveness of the suggested model. The results of the trial 
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demonstrate that the recommended strategy outperformed other existing methods in the data 

classification approach for financial cloud computing.  

Keywords: Data Classification, Cloud Security, Artificial Intelligence (AI), Dynamic Vortex 

Search-driven Light Gradient Boosting Machine (DVS-LightGBM), Financial Cloud Computing. 

1 Introduction 

The most demanding platform is called cloud computing (CC) and it consists of many innovative 

technical apps that allow users to securely save, retrieve and preserve their data (Shafiq et al., 2021; 

Chowdary et al., 2024). Cellular devices, including smartphones, laptops and tablets, could be used to 

access cloud-based resources and apps. Regarding document security, cloud computing is regarded as 

the most dependable and safe platform (Ahmad et al., 2020). However, owing to limitations in battery 

life, performance and storage space, additional storage devices, such as laptops and mobile phones, 

cannot be able to provide such a safe platform for data storage (Chen et al., 2020).  

Cloud storage solutions are widely used to swiftly, cheaply and easily preserve as well as backup any 

kind of data. They also make it easy to share data and synchronize devices (Vegesna, 2021). Several 

cloud computing architectural designs differ throughout system configurations, and cloud storage 

architecture does not have a uniform set of accepted standards (Sehgal et al., 2020). A common file 

system is used to join millions of storage units in a group, an internet connection and additional storage 

middleware to offer cloud storage services for customers (Gabi et al., 2020).  

A distributed file system, cloud storage consists of storage groups, resource service relationships and 

service level agreements (SLAs) (Kondori & Peashdad, 2015; Gao, 2022). Delivering storage on request 

in an extremely adaptable, multi-tanned manner is the main objective of cloud storage solutions (Tan et 

al., 2022). An application programming interface (API)-equipped front end is a standard feature of cloud 

storage designs, allowing for storage access. This API, known as the SCSI protocol in conventional 

storage devices, is becoming increasingly common in the cloud (Surianarayanan & Chelliah, 2019). In 

this study, we enhanced the process of data classification in financial cloud computing by proposing an 

innovative DVS-LightGBM (Darapour, 2016). 

The remaining study components could be classified. We will discuss the related works in Section 2. 

The conceptual frameworks are discussed in section 3. Experimental results are presented in Section 4. 

The last section of this paper, Section 5, is the conclusion. 

2 Related Works 

Swain et al., (2022) illustrated a data security technique that uses encryption and data categorization. 

They used the K-Nearest Neighbour (K-NN) classification technique to divide the data according to 

their needs, as it was inappropriate to implement safety measures before knowing the specifications of 

the content. The framework was intended to facilitate cloud services for powerful computing, even if its 

application range was extensive. 

Asharaf et al., (2023) introduced a variety of resource-related AI technologies which have to be 

carefully adjusted when they are merged with large amounts of computer resources, particularly 

interconnected systems. Any intelligent Internet of Things (IoT) ecosystem in the real world is thought 

to place the highest priority on security and privacy. IoT-based networks' security vulnerabilities placed 

digital environments at risk for security breaches. 
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Thabit et al., (2021) suggested a novel, feasible cryptographic algorithm to boost data security, which 

could be used to safeguard cloud computing services. When compared to the encryption techniques, a 

high level of security, in addition to a noticeable reduction in parameters like cipher processor time and 

safety measures, was shown in the testing results of the recommended method, which was often 

employed in cloud computing (Falaki, 2019). 

Zhang, (2023) suggested using a cloud platform to store company financial data in a safe, dynamic 

manner (Agnes Pravina et al., 2024). Initially, the grey correlation analysis technique was used to 

determine the absolute connection degree of the data in the financial database Almaliki & Al-saedi, 

(2023). Based on the outcomes of that calculation, data extraction and clustering were performed. 

Balashunmugaraja & Ganeshbabu, (2022) provided a novel hybrid meta-heuristic idea for creating a 

corporate data security preservation plan in the cloud industry. The main objective of the study was to 

create a novel hybrid “red deer-bird swarm algorithm (RD-BSA)” that minimized the need for control 

parameters throughout the solution generation process while ensuring greater convergence. 

Tabassum et al., (2023) suggested a unique hybrid strategy built on machine learning and natural 

language processing (NLP). The desired outcomes included bug prioritization using trained classifiers 

and multi-class supervised categorization to handle the concerns. The results of all trials demonstrated 

the superior performance of the balanced dataset in classification when compared to the unbalanced 

dataset models (ChithraDevi et al., 2024). 

3 Methodology 

We collected the "fraudulent transaction" database from Kaggle Depository. We suggested a novel 

technique called DVS-LightGBM to enhance the process of data classification in financial cloud 

computing. Preprocessing the raw data that was gathered through text cleaning improves the quality of 

the data that was obtained. Latent Semantic Analysis (LSA) was used to extract significant features from 

the processed data. 

3.1 Dataset 

Data were gathered the "fraudulent transaction" dataset from the Kaggle Depository to identify 

fraudulent transactions (https://github.com/dj2097/FraudDataDetection). There are 6362620 records in 

the collection, each with 10 characteristics. In this data collection, the greatest transaction reported 

amounts to 1991430 USD, while the mean value of every transaction is 144972 USD. The distribution 

of the financial value of every transaction remains strongly skewed toward as they could have already 

realized based on the mean and maximum. A fraction of transactions approaches the limit, and the great 

majority of transactions are quite minor. 

3.2 Data Cleaning 

To guarantee precision and consistency, the financial dataset is pre-processed. Detecting and correcting 

outliers resulting from bias evaluation, standardized data types for reliability and reducing numerical 

parameters to a standard scale are the initial stages in managing missing values. There are more 

procedures involved as well. To improve the accuracy of models and lower dimensionality, redundant 

or unnecessary features are removed, and classification variables are encoded into a numerical 

representation. Validation tests, such as cross-referencing against outside sources, guarantee data 

integrity. To evaluate the model, the dataset is finally divided into sets for both training and testing. 
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3.3 Feature Extraction 

LSA is a feature extraction method utilized to enhance data classification in cloud computing for finance. 

Through examining the connections between sentences and texts in a substantial amount, LSA discovers 

hidden patterns that improve understanding of semantics. LSA makes it feasible to display financial 

statements more efficiently by decreasing the amount of data while preserving its theoretical foundation. 

3.3.1 LSA 

LSA is a method based on mathematical statistics to examine the language structure of a text. Each step 

in the LSA procedure is as follows: 

(a) Construct a matrix 𝐵, where the cell accommodates the 𝑗 frequencies of the common terms and 𝑗 

rows of the matrix include the exact phrases in each document. The document's caption is located 

in the column 𝑖.  

(b) Singular value decomposition (SVD) is used with matrices B , causing the breakdown of the 

matrix into three forms: V, T, and U matrix. 

B = V × T × US                                                                                                  (1) 

Details: 

 BϵQn,m 

V: Matrix orthogonal, VϵQn,min(n,m) 

T: Matrix diagonal, TϵQmin(n,m)min (m,n) 

U: Matrix orthogonal, UϵQn,min (n,m) 

(c) Decreases the matrix by keeping all of the rows in the first row and l columns V and U and the 

first rows and l columns t. 

 Bl = Vl × Tl × Ul
S                                                                                                    (2) 

Matrix minimization criteria are denoted by l. 

3.4 DVS-LightGBM 

The unique DVS-LightGBM strategy attempts to enhance data classification in a financial cloud 

computing environment. Combining LightGBM with dynamic vortex detection, this technology offers 

outstanding efficiency. When analyzing intricate financial data. Considering the ability of DVS, the 

process of the data structure varies dynamically, making it more accurate and adaptable in applications 

involving categorization. Furthermore, LightGBM, which is well known for its adaptability and 

effectiveness, further optimizes the process. This allows for rapid and accurate distribution of financial 

data across cloud computing environments.  

3.4.1 Dynamic Vortex Search  

The VS algorithm generates possible solutions around a point. In the first iteration, the upper boundary 

of the current case is used to determine the central origin or µ0 at this point. In subsequent iterations, the 

center is shifted to the best position observed so far. The VS method stops working at local minimum 

points for certain functions, as previously noted, due to this process. 
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It presents a dynamic VS algorithm (DVS) to address the aforementioned defects. Every time the 

DVS algorithm runs, numerous centers are the focus of potential solutions that are created. The DVS 

algorithm's search process could be conceptualized as many concurrent vortices with various centers at 

each iteration. The centers of these many vortices have to be selected in the same way as in the VS 

algorithm. Let’s examine the total number of centers, also known as vortices, that 𝑛 represents. Assume 

that s is the iteration index and  

Ns(μ) is the matrix that holds the values of these 𝑛 centers at each iteration pass. Therefore, the 

starting coordinates of these centers are estimated as in equation (3) and N0(μ) = {μ0
1 , μ0

2, ⋯ , μ0
k}   k =

1,2, ⋯ , n.  

𝜇0
1 = 𝜇0

2 = ⋯ =  𝜇0
𝑘 =

𝑈𝑝𝑝𝑒𝑟𝑙𝑖𝑚𝑖𝑡+𝑙𝑜𝑤𝑒𝑟𝑙𝑖𝑚𝑖𝑡

2
    𝑘 = 1,2, ⋯ , 𝑛                        (3) 

Next, using the starting radius value q0Several possible solutions are constructed with a Gaussian 

distribution around these initial centers. Here, the total number of potential solutions is once again 

chosen to be  m . Note, however, that these m solutions are produced in the vicinity of n  centers. 

Therefore, around each center, m n⁄  solutions must be chosen. 

Let’s state that the subset of solutions created around the center k =  1,2, . . . , n for the repetition s is 

represented by DTs
k(t) = {t1, t2 ⋯ , tl}      l = 1,2, ⋯ ⋯ m n⁄ . The whole set of solutions produced for the 

iteration t = 0 could therefore be expressed as follows: D0(t) = {DT0
1, DT0

2, ⋯ , DT0
k}      k = 1,2, ⋯ ⋯ n. 

During the selection step, the best solution tk ∈ DT0
1(t), is chosen for each subset of solutions. Make 

sure that the potential subsets of solutions are within the search bounds before moving on to the selection 

step. According to equation (3), the solutions that are beyond the borders are moved within them for this 

reason. Suppose that, for every iteration run, the best solution for each subset is kept in a 

matrix  OBests(t) . OBest0(t) = {t1, t2, ⋯ tk}  k = 1,2, ⋯ n , thus for  s =  0 . Be aware that, for the 

current iteration, 𝐼𝑡𝑟𝑏𝑒𝑠𝑡 represents the best solution of the whole candidate solution set D0(t), which is 

also the best solution for this matrix (OBest0(t)). The starting point of the VS algorithm is moved to 

the best solution that is identified so far, sbest, during each iteration run. However, the DVS algorithm 

has 𝑛 centers, the locations of which must be changed for the next iteration. That is where the most 

significant distinction between the VS and DVS algorithms appears. One of these centers is once again 

been moved to the best response so far, tbest, in the DVS algorithm. However, as illustrated in equation 

(4), the other n − 1 centers are moved to a new location based on the best locations created around each 

center at repetition s and the best position discovered to this point. 

μs
k = tk + rand (t1 + tbest)                                                                                 (4) 

A uniformly distributed random number, rand, is given by k = 1,2, ⋯ ⋯ , n − 1 and ( 

t1ϵ obests−1(t) in Equation (4). Consequently, for s =  1, N1(μ) = {μ1
1μ1

2, ⋯ μ1
k}  k = 1,2, ⋯ n − 1 

is obtained using the (t1ϵ obest0(t) positions and the best position discovered so far, tbest. 

3.4.2 LGBM 

LightGBM is a gradient-based learning system that utilizes decision trees and boosting. It is explained 

in depth here due to its novelty. The primary distinction of this model from XGBoost is the use of 

histogram-based methods to reduce memory use, speed up training and apply a depth-limited leaf-wise 

development approach. The core principle of the histogram technique involves transforming continuous 

float-point eigenvalues into a discrete representation by partitioning them into 𝑘 bins. Subsequently, a 

histogram is generated with a dimension of 𝑘. The histogram-based approach doesn't need extra space 
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for pre-sorted results. Additionally, it can retain the value following the process of discretizing features, 

which are commonly kept as an 8-bit integer. This significantly decreases memory usage to one-eighth 

of the initial size. The algorithm's efficiency remains unaffected by this rudimentary differentiation. 

Considering the limited effectiveness of the decision tree as a research model, the correctness of the 

categorization point is irrelevant. The segmentation points with a less detailed level have a regularization 

effect, thus reducing the risk of overfitting. The growth methodology of a hierarchy of choices is usually 

known as layer-wise, however, it is considered ineffective because it handles parts on a single degree in 

a manner that leads to unnecessary storage use. A more efficient approach is to prioritize leaf-wise 

traversal, where the leaves with the greatest branching benefit are identified and traversed before moving 

on to the next branching cycle. Thus, when compared to the horizontal direction, the blade can minimize 

a greater number of mistakes and achieve superior precision with an equivalent number of 

segmentations. Leaf orientation has a drawback in that it can lead to the growth of more complex 

decision trees, which in turn can result in overfitting. LGBM incorporates a maximum depth constraint 

at the leaf node to minimize overfitting and maintain high efficiency. Fig.1 displays the schematic 

diagram illustrating the strategies for tree growth, specifically the level-wise and leaf-wise approaches. 

 

Figure 1: Strategies for Tree Growth  

(source: https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.researchgate.net%2F 

figure%2FLevel-wise-tree-growth-VS-leaf-wise-tree-growth_fig3_362591649&psig=AOvVaw39oer 

OChtILMIvOGLIDSHj&ust=1711007445515000&source=images&cd=vfe&opi=89978449&ved= 

0CBQQ jhxqFwoTCMDM5vKtgoUDFQAAAAAdAAAAABAQ) 
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The computation procedures of LGBM are discussed in detail as follows: Given the training 

dataset 𝑊 = {(𝑤𝑗, 𝑧𝑗)}
𝑗=1

𝑛
} finding an approximate solution is the goal of LGBM 𝑒̂(𝑤) to the function 

𝑒∗(𝑤) to minimize the predicted values of certain losses. Life 𝐾(𝑧, 𝑒(𝑤)) LGBM will incorporate 

several tree regressions.  

𝑒̂(𝑤) arg min
𝑒

𝐹𝑧,𝑊 𝐾(𝑧, 𝑒(𝑤))       (5) 

LGBM utilizes a collection of S regression trees to approximate the completed model, which is 

shown as ∑ 𝑒𝑠(𝑊)𝑆
𝑠=1 . 

𝑒𝑆(𝑊)  =  ∑ 𝑒𝑠(𝑊)𝑆
𝑠=1          (6) 

Regression trees are defined as a set of trees, denoted as 𝑤𝑞𝑤, where 𝑞 ∈ {1,2, . . 𝑀} each tree has a 

decision rule 𝑞 and a vector 𝑤 representing the sample weights of the leaf nodes. The total number of 

tree leaves is represented by 𝑀. The experiment is presented in a combination method each step 𝑠 as 

follows: 

Γ𝑠  ≅  ∑ 𝐾 (𝑧𝑗 , 𝐸𝑠−1(𝑤𝑗) + 𝑒𝑠(𝑤𝑗))𝑀
𝑖=1       (7) 

The goal function is efficiently calculated using Newton's method. Equation (8) is simplified by 

eliminating the variable term. 

Γ𝑠  ≅  ∑ (ℎ𝑗𝑒𝑠(𝑤𝑗) +
1

2
𝑔𝑗𝑒𝑗

2(𝑤𝑗))𝑀
𝑖=1       (8) 

Where ℎ𝑗and 𝑔𝑗 represent the statistical outcomes of loss operates' 1st and 2nd order inclinations. If a 

sample set of leaf 𝑗 is represented by 𝐽𝑖, Equation (7) is subsequently transformed into Equation (9). 

Γ𝑠  ≅  ∑ ((∑ ℎ𝑗𝑗∈𝐽𝑖
)𝜔𝑖 +

1

2
(∑ ℎ𝑗𝑗∈𝐽𝑖

+ 𝜆)𝜔𝑖
2)𝑀

𝑖=1      (9) 

The equations (10) and (11) are used to determine the optimal leaf weights 𝜔𝑖
∗ and extreme values 

for Γ𝑠
∗ in the framework of the tree 𝑞𝑤. 

𝜔𝑖
∗ =

∑ ℎ𝑗𝑗∈𝐽𝑗

∑ ℎ𝑗𝑗∈𝐽𝑗
+𝜆

         (10) 

Γ𝑠
∗ =  −

1

2
∑

(∑ ℎ𝑗𝑗∈𝐽𝑗
)

2

∑ ℎ𝑗𝑗∈𝐽𝑗
+𝜆

𝐼
𝑖=1                     (11) 

The weight function 𝑞𝑤 quantifies the overall quality of the tree structure. The objective function is 

eventually achieved by including the division procedure. 

𝐻 =
1

2
(

(∑ ℎ𝑗𝑗∈𝐽𝑗
)

2

∑ ℎ𝑗𝑗∈𝐽𝑗
+𝜆

+ 
(∑ ℎ𝑗𝑗∈𝐽𝑞 )

2

∑ ℎ𝑗𝑗∈𝐽𝑞 +𝜆
+

(∑ ℎ𝑗𝑗∈𝐽 )
2

∑ ℎ𝑗𝑗∈𝐽 +𝜆
)     (12) 

Where 𝐽𝑗 and 𝐽𝑞 represent samples from the left and right branches, correspondingly.  

4 Experimental Results 

The proposed solution is executed using Python version 3.10.1 on a laptop running Windows 10, 

provided with an Intel i7 core processor and 8GB of RAM. Utilize libraries such as Scikit-Learn or 

Tensor Flow/Keras to train our suggested model on the training data. The existing methods are the K-
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Nearest neighbor (KNN) classifier (Kumar et al., 2023), support vector machine (SVM) classifier 

(Kumar et al., 2023) and the proposed method is DVS-LightGBM. The performance of these methods 

is examined based on accuracy, execution time, precision and recall. 

Reliability of financial data classification into pre-established groups or categories is referred to as 

accuracy. By accurately classifying data points according to different characteristics or properties, it 

assesses whether the classification strategy works. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝐹𝑃

(𝑇𝑁+𝑇𝑃+𝐹𝑁+𝐹𝑃)
                                                                                 (13) 

Figure 2 and Table 1 show the accuracy performance. The proposed DVS-LightGBM system 

achieves an accuracy of 94%, outperforming the existing systems KNN classifier, and SVM classifier, 

which has 90 % and 84 %, respectively. As a result, the proposed scheme is more accurate than existing 

data distribution techniques for financial cloud computing. 

Table 1: Values for Accuracy, Execution Time, Precision, and Recall (Source: Author) 

Methods Accuracy (%) Execution Time (Second) Precision (%) Recall (%) 

SVM classifier 84 0.05 87 86 

KNN classifier 90 0.02 92 93 

DVS-LightGBM [Proposed] 94 0.011 95 96 
 

 

Figure 2: Accuracy Performance (Source: Author) 

In the discussion of the data classification approach for financial cloud computing, time consumption 

refers to the amount of time required for classification algorithms to search and organize financial data 

in a cloud computing system. This is an important exception importance of the efficiency and 

effectiveness of the distribution system. 

Figure 3 and Table 1 illustrate execution time overall performance. In comparison to the existing 

methods KNN, SVM classifiers, which have 0.02s, 0.05s, the proposed technique, DVS-LightGBM, 

received 0.011s. The suggested method consumes less execution time when compared to the existing 

methods used for data categorization in financial cloud computing. 
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Figure 3: Execution Time Performance (Source: Author) 

When it comes to data categorization for Financial Cloud Computing, precision refers to the method's 

correctness and dependability in recognizing and classifying various financial data types. It entails 

reducing false positives and false negatives while optimizing the accurate categorization of private data. 

Precision =  
TP

𝑇𝑃+𝐹𝑃
               (14) 

The precision performance is shown in Table 1 and Figure.4. The accuracy of DVS-LightGBM of 

the proposed method is 95%, which is higher than the KNN and SVM classifiers of the existing methods, 

which have 92 % and 87%. Thus, the proposed scheme exhibits higher performance compared to existing 

data categorization methods in financial cloud computing. 

 

Figure 4: Precision Performance (Source: Author) 

The term "data partitioning methodology for financial cloud computing" describes the process of 

classifying data according to relevance, sensitivity, and regulatory requirements in a financial cloud 

environment. This method classifies data and determines data-based criteria by pre-defined types, 

including availability, integrity, and confidentiality. 

Recall =
TP

TP+FN
                  (15) 
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Table 1 and Figure 5 show the recall patterns. Compared with the existing algorithms, KNN and 

SVM classifiers with 93% and 86%, respectively, the recommended DVS-LightGBM algorithm has 

96%, and as a result, the method shows better performance as compared to the existing methods for data 

categorization in financial cloud computing. 

 

Figure 5: Recall Performance (Source: Author) 

5 Conclusion 

Data categorization was the process of grouping and arranging statistics consistent with their usefulness 

and severity while offering appropriate management and safety controls. In this study, research created 

an economic cloud computing statistics categorization method that was based on AI and operates 

successfully. To improve the data categorization approach in financial cloud computing, this study 

recommended a novel approach referred to as DVS-LightGBM. The collected raw data was pre-

processed using text cleaning, which improves the quality of the data that was ultimately retrieved. 

Research extracted the important characteristics from the processed data using LSA. The effectiveness 

of the recommended method was analyzed by means of accuracy (94%), execution time (0.011s), 

precision (95%) and recall (96%). Robust privacy in financial computing environments could require 

ongoing monitoring and improvement due to reliance on high-quality data and possible biases in AI 

models. Accuracy and flexibility could be improved by integrating new developments in AI, and scaling 

to bigger datasets remains an exciting possibility. 
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