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Abstract 

The process of bug identification is complicated and time-consuming. To effectively reconstruct, 

localize and solve issues need to select the appropriate tools, techniques and methods. To solve this 

issue, we propose the cloud security in the financial application by developing an innovative bug 

identifying method with the use of artificial intelligence (AI) called Shuffled Frog Leaping-driven 

Dynamic One-class Support Vector Machine (SFL-DOSVM). We gather a dataset and pre-process 

the obtained raw data by utilizing the text pre-processing techniques that eliminates the redundant 

data and improves the data quality. Term Frequency-Inverse Document Frequency (TF-IDF) method 

is employed to extract the significant features. Accuracy, recall, MCC, f1-measure and precision are 

the metrics used in the bug identification approaches. Performance evaluation carried out by the 

comparison of proposed and traditional techniques such as Long Short-Term Memory (LSTM), K-

Nearest Neighbors (KNN) and Support Vector Machine (SVM). The efficient outcomes are 

demonstrated by our proposed method than other existing techniques. 
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1 Introduction 

Enhancing bug identification, resolving efficiency and accuracy is the driving force of artificial 

intelligence (AI) learning-based categorization of bugs in cloud-based computing applications. System 

administrators' and developers' applications can be decreased by employing AI methods for bug 

classification (Tabassum et al., 2023). Increased cyber-attacks on cloud infrastructure caused significant 

data breaches that have cost billions of dollars and revealed millions of secret documents (Torkura et 

al., 2021). Fintech solutions can utilize the advantages offered by the cloud computing domain. Large 

data processing capacities are provided by cloud systems and improved security and availability 

(Stojanović & Božić, 2022). Software developers manage concerns using bug-tracking systems. 

Thousands of reports of bugs are generated every week by massive systems including Linux, Chromium 

and the cloud due to the increased frequency of software system changes (Wu et al., 2021). Software 

has become an essential component of every human's daily existence for its ease of use and rapidity. 

Several industries utilize embedded software, including manufacturing, commerce and transportation, 

health and finance (Hai et al., 2022). The use of intermediates like banks or accountants is eliminated 

by blockchain-based smart contracts (SCs) that manage complicated financial transactions (Sharma et 

al., 2025). These represent an important development in the field of blockchain that can change the 

method financial transactions operate (Krichen, 2023). An era of virtual software and data management, 

dynamic resource deployment and easy exporting of information technology (IT) services was 

introduced by cloud computing (Sharma & Pandey, 2024). It has greatly improved a business's 

operational efficiency, cost-effectiveness and energy efficiency (Shreyas, 2023). By utilizing 

technological advancements, technology for finance or fintech has altered traditional financial 

circumstances (Huy, 2018). The finance industry's growing dependence on cloud computing has created 

innovative possibilities for enhancing security protocols (Gajmal & Udayakumar, 2022). By using the 

AI-based SFL-DOSVM method for bug investigation to protect cloud infrastructure against possible 

vulnerabilities and attacks, the proposed method can enhance the security of financial applications 

(Pragadeswaran et al., 2024). 

The following section provides an organization of the paper: A literature review is presented in part 

2. In part 3, the proposed SFL-DOSVM method is demonstrated. Part 4 determines the performance 

evaluation and discussion. Conclusions are provided in part 5. 

2 Literature Review 

Aoudni et al., (2022) introduced Hidden Markov Model Transductive Deep Learning (HMM_TDL), the 

deep-learning (DL) framework for identifying and preventing cloud platform threats to manage issues 

associated with zero-day attacks. To prevent attacks on cloud systems, the estimated HMM_TDL data 

was modified with the estimated security level. Vinoth et al., (2022) employed an examination of 

research to examine and evaluate the most significant risks for network security and data security on 

cloud-based platforms. Alwaheidi & Islam, (2022) explored the security concerns around various cloud-

based applications in e-commerce and finance. For cloud-based systems, the article's primary 

contribution was the unique data-driven threat analysis (d-TM) technique. As an outcome, four of the 

total seven threats that d-TM detected were deemed critical based on the assets that were identified. 

Targeted data in operation and transit more precisely, the risks focused on business and management 

data widely. Chen et al., (2023) provided Tyr, the free application that detected Consensus Failure Bugs 
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(CFBs) in blockchain-based systems that exhibited a high frequency of abnormal diverging consensus 

behaviours (Wu & Margarita, 2024). Tyr found 20 significant vulnerabilities that were previously 

undetected and the appropriate maintainers have fixed each one. Kunduru, (2023) considered cloud 

computing as flexible and inexpensive and has grown into one of the most significant developments in 

technology. The integration of the cloud into an established business framework offered serious safety 

hazards and significant implications (Madani & Taha, 2024). Bhargava et al., (2022) employed the 

recommended technique to replicate the Distributed Denial of Service (DDoS) threat while calibrating 

and designing a DDoS sensing mechanism. They had selected other machine learning methods related 

to created results for the objective of establishing the methodology with evaluation. Zhang, (2023) 

suggested a dynamic and safe solution for storing financial information for businesses based on cloud 

platforms. The financial database's data was used for data mining and classification based on the absolute 

correlation degree computation that can be estimated utilizing the grey correlation evaluation technique. 

The used technique can encrypt all information with an average reliability of the storage outcomes based 

on experimental findings. Awadallah et al., (2021) promoted the integrity of data with all homomorphic 

encryption algorithms. The research suggested a blockchain-based cloud computing approach. They 

determined that Ethereum exceeded Bitcoin as far as online performance and reduced customer financial 

expenditures. 

3 Materials and Methods 

The following section employs AI-integrated techniques for identifying bugs in financial applications 

by employing an innovative SFL-DOSVM technique. The block diagram illustrates the flow of the 

proposed method that is indicated by Figure 1. 

 

Figure 1: Flow of Proposed Methodology  

3.1 Dataset 

Data were gathered 54,755 issue tickets in total, all of that were closed tickets associated to processes 

that included any combination of the following words: financial error, defect in calculations, system 

breakdown or regression in functionality to generate an appropriate dataset for financial applications 

(Hirsch & Hofer, 2022). The final dataset showed a massive amount of noise caused by various financial 

approaches, individually categorized issues by finance developers and abnormalities in data retrieval 
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procedure from financial platforms. Certain issues were denied by considerations including repetition, 

resistance to settlement or being labeled as "not financial issue".  

3.2 Data Preprocessing Using Text Pre-processing Techniques 

Data preprocessing refers to the process of finding and fixing incorrect, inadequate, or unnecessary 

components of the data before changing, replacing or deleting irrelevant or unclean data from a dataset. 

Tokenization: Tokenization is the process of breaking sentences into distinct phrases, words, and 

punctuation, which can be referred as tokens. The primary location to utilize the splitting criterion occurs 

when a punctuation or space occurs. In the following processing phases, this process contributes to 

filtering the unwanted words. 

Stemming: An aggressive word-shortening method called stemming requires reducing a word to its 

fundamental format. The suffixes are removed to reduce it to the basic root and the semantic meaning 

of each variant remains the same. This rarely produces positive outcomes because the word becomes 

less meaningful. 

3.3 Applying Term Frequency-Inverse Document Frequency (TF-IDF) for Feature Extraction 

Following the pre-processing phase, each feature dimension is examined to extract significant phrases 

from the feature vector collection. The method is performed by employing the feature extraction 

approach referred as Term Frequency–Inverse Document Frequency (TF-IDF). The information 

retrieval method and numeric statistical measure known as TF-IDF are utilized to identify words in a 

corpus that are important and relevant to a certain document. The computation of these words is as 

follows. 

𝑇𝐹−𝐼𝐷𝐹 = 𝑇𝐹 ∗ 𝐼𝐷𝐹                                                                                                                     (1) 

𝑇𝐹 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑖𝑚𝑒𝑠 𝑡ℎ𝑒 𝑤𝑜𝑟𝑑𝑠 𝑜𝑐𝑐𝑢𝑟 𝑖𝑛 𝑡ℎ𝑒 𝑡𝑒𝑥𝑡

 𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑤𝑜𝑟𝑑𝑠 𝑖𝑛 𝑡𝑒𝑥𝑡
                                                                             (2) 

𝐼𝐷𝐹 =
𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠

 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 𝑤𝑜𝑟𝑑 (𝑡) 𝑖𝑛 𝑖𝑡
                                                                            (3) 

3.4 Bug Identification by Employing the Shuffled Frog Leaping-driven Dynamic One-class SVM 

(SFL-DOSVM) 

3.4.1 Dynamic One-class Support Vector Machine (DOSVM) 

An unsupervised variant of SVM called Dynamic One-Class SVM (DOSVM) trains the technique 

employing one class label rather than two. To divide points of information into two groups in the linear 

framework of this technique, the hyperplane is used. Several hyper planes can be required to correctly 

divide the data in many instances. DOSVM appears for the hyperplane with the largest margin to 

maximize the difference between the two groups. The shortest path between the closest data point for 

each category and the dividing hyperplane is added together to generate the margin. Equation (4) can be 

used to express it. DOSVM connects the input space to a feature space when the data cannot be separated 

linearly. An inside product is not utilized in this instance, whereas the kernel function is employed. Thus 

it makes it possible for a nonlinear decision boundary to develop. 

𝐸(𝑥) = 𝛽0 + ∑ 𝛼𝑗〈𝑦, 𝑦𝑗〉𝑁
𝑗=1                                                                                                           (4) 

Where 𝑦 represents the new observations, 𝑦𝑗 is an observation from the training data and 𝛽0 is a bias 

factor. The parameters are represented by 𝛼𝑗 , 𝑗 = 1, . . . , 𝑁 (one for each training observation). It is 



Strengthening Cloud Security: AI-Integrated Bug 

Identification for Financial Applications 
Bhagyashri Mankar et al. 

 

140 

designed to indicate the instances that have the same group, similar to its two-class equivalent vector 

machine. It establishes boundaries for instances that are associated with the group because this technique 

only trains from one class. As an anomaly or outlier, each occurrence that cannot be represented inside 

the established border is categorized as belonging to the other group. 

3.4.2 Shuffled Frog Leaping (SFL) Algorithm 

The Shuffled Frog Leaping-driven (SFL) is the type of meta-heuristic optimization approach that mimics 

the memetic evolution of many frogs attempting to identify the location with the greatest food. It is 

predicated on the spread of memes through social interaction and global information sharing among 

participants. In the SFL, a group of homogeneous frogs is divided into groups known as memeplexes, 

each of which is allowed to develop independently so that they can explore the area distinctly. Each 

memeplex is thought of as a distinct culture of frogs that conducts a local search. Every frog is a viable 

solution to an optimization issue when the frogs serve as hosts or carriers of memes that are units of 

cultural development. 

Consider that 𝐸 randomly produced frogs 𝑌𝐽 comprise the starting population in the SFL. After that, 

use a known method to assess the level of 𝑓𝑖𝑡(𝑗) of each frog. Following that, arrange the frogs 

according to their fitness values in decreasing order to split them into 𝑛 memeplexes 𝑋1, 𝑋2, . . . , 𝑋𝑛. A 

memeplex consists of m memeplexes, where 𝑚 frogs are assumed. That 𝐸 =  𝑛 ×  𝑚 is apparent. One 

method to build the memeplex 𝑋𝐿 is, 

𝑋𝐿 = {𝑌𝑗
𝑙|𝑌𝑗

𝑙 = 𝑌𝑙+𝑛(𝑗−1), 𝑗 = 1,2, … , 𝑚}           𝑙 = 1,2, … . , 𝑚                                                     (5) 

The 𝑚𝑡ℎ  frog goes to the 𝑛𝑡ℎ  memeplex, one frog for the first, another frog for the second and 

(𝑛 +  1)𝑡ℎ frogs returned to the first memeplex in the way. The next stage is to continuously update the 

placements of the worst frog by running concurrent local evaluation algorithms in each sub-memeplex. 

The following rule updates the present location of the memeplex's worst frog: 

𝐸 = 𝑟𝑎𝑛𝑑 ∙ (𝑌𝑡𝑏𝑒𝑠𝑡 − 𝑌𝑤𝑜𝑟𝑠𝑡)  

𝑌𝑤𝑜𝑟𝑠𝑡
𝑙+1 = 𝑌𝑤𝑜𝑟𝑠𝑡

𝑙 + 𝐶, 𝐶𝑚𝑖𝑛 ≤ 𝐶 ≤ 𝐶𝑚𝑎𝑥                                                                                      (6) 

Where the values of 𝑌𝑡𝑏𝑒𝑠𝑡 and Xwor st denote the submemeplex's best and worst frog positions. 𝐶 

is the frog's step size fluctuating; The lowest and maximum permitted changes to a frog's location are 

denoted by 𝐶𝑚𝑖𝑛 and 𝐶𝑚𝑎𝑥. In the sub-memeplex, 𝑙 is the number of iterations and 𝑟𝑎𝑛𝑑 represents a 

random number between 0 𝑎𝑛𝑑 1. Replace 𝑌𝑤𝑜𝑟𝑠𝑡
𝑙  with 𝑌𝑤𝑜𝑟𝑠𝑡

𝑙+1  if it performs better than the initial lowest 

performance 𝑌𝑤𝑜𝑟𝑠𝑡
𝑙 . If not, the above updating technique uses the global best frog,  𝑌𝑡𝑏𝑒𝑠𝑡  in place 

of 𝑌𝑡𝑏𝑒𝑠𝑡. The following changes can be made to the operating process: 

𝐸 = 𝑟𝑎𝑛𝑑 ∙ (𝑌𝑡𝑏𝑒𝑠𝑡 − 𝑌𝑤𝑜𝑟𝑠𝑡)  

𝑌𝑤𝑜𝑟𝑠𝑡
𝑙+1 = 𝑌𝑤𝑜𝑟𝑠𝑡

𝑙 + 𝐶, 𝐶𝑚𝑖𝑛 ≤ 𝐶 ≤ 𝐶𝑚𝑎𝑥                                                                                    (7) 

A random workable solution is created to take the place of the 𝑌𝑤𝑜𝑟𝑠𝑡 if there is still no improvement 

in this situation. For a certain number of memetic development stages inside each memeplex, the process 

is repeated. For bug identification, all frogs are then shuffled. Local exploring and the shuffle operations 

take turns until the specified convergence threshold is reached. 

Bug identification utilizing the Shuffled Frog Leaping-driven Dynamic One-class SVM (SFL-

DOSVM) utilizes the benefits of the combined knowledge of dynamic one-class SVM (DOSVM) and 

shuffled frog leaping-driven (SFL) algorithm. By constantly altering data separation, this technique 

identified the anomaly or software faults in financial application. Repetitive process of the SFL-DOSVM 
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framework preserves financial estimation by increasing bug identification efficiency in the assessments. 

Effective performance in bug identification process is depicted by proposed method that constantly 

develops the design. By employing the repetitive method, it can obtain the optimal financial application 

and software usage to increase the accuracy of bug identification. In financial application the SFL-

DOSVM model is an efficient technique for identifying and solving the issues of bugs. 

4 Performance Evaluation and Discussion 

This section provides the performance evaluation and discussion of proposed SFL-DOSVM for the 

identification of bugs. Research used python language, Windows 10, 4GB RAM and an Intel core i5-

4210U CPU on the computer that estimated for this study. The comparison made between the SFL-

DOSVM and various traditional techniques like LSTM (Bani-Salameh et al., 2021), KNN (Bani-

Salameh et al., 2021) and SVM (Bani-Salameh et al., 2021) by using different metrics such as recall, f1-

measure, accuracy, MCC and precision. Table 1 depicts the comparison of traditional and proposed 

methods. 

Table 1: Comparison of Existing and Proposed Techniques 

Methods Parameters 

Accuracy Precision Recall F-Measure MCC 

LSTM Bani-Salameh et al., (2021) 0.898 0.876 0.897 0.892 0.796 

SVM Bani-Salameh et al., (2021) 0.865 0.866 0.865 0.865 0.732 

KNN Bani-Salameh et al., (2021) 0.741 0.743 0.741 0.742 0.485 

SFL-DOSVM (Proposed) 0.981 0.965 0.972 0.954 0.946 
 

Recall also known as sensitivity, the percentage of positive instances in the data collection is 

employed to evaluate the capacity of the model for identifying each true instance. The total is evaluated 

by dividing the total amount of true positives by the total amount of positive instances. An average 

precision and recall by determining inadequate outcomes and inaccurate negatives called f-measure. It 

is more effective if the outcomes of inaccurate results and false negatives are the same.  

The f1- measure and recall comparison outcomes are displayed in Figure 2. Recall (0.972) and f1- 

measure (0.954) indicated by the SFL-DOSVM approach and f1- measure with 0.742 and recall with 

0.741 performance are shown by KNN, LSTM (f1- measure 0.892 and recall of 0.897) and SVM 

demonstrates recall (0.865), f1- measure (0.865). The evaluation of the SFL-DOSVM method improved 

significantly in the f1-measure and recall when compared to existing methods. 

 

Figure 2: Comparison Outcomes of f1-measure and Recall 
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Research computed Mathews Coefficient Correlation (MCC) to determine the classifier’s quality. 

Figure 3 presents the comparison between existing and proposed approaches. 0.796 Of MCC showed by 

LSTM, 0.732 MCC from SVM and KNN offers 0.485. The SFL-DOSVM technique provides 0.946 of 

MCC and it shows more efficiency than traditional techniques. 

 

Figure 3: Comparison Results of MCC 

The amount of truly predicted instances in every case is known as accuracy and it serves as significant 

performance data when utilizing unbalanced datasets, indicating occurrences when false negative and 

false positive values are equivalent. The ratio of accurately predicted positive forecasts to all positive 

forecasts is known as precision. In predicting the percentage of bug identification, precision was 

considered.  

The comparison of the accuracy and precision with the conventional and proposed methods is 

depicted in Figure 4. While SVM (precision (0.866), accuracy (0.865)), KNN (accuracy (0.741), 

precision (0.743)) and LSTM deliver 0.898 of accuracy as well as 0.876 of precision, SFL-DOSVM 

displays the accuracy (0.981) and precision (0.965). While compared to existing techniques, our SFL-

DOSVM approach has greatly improved. 

  

Figure 4: Outcomes of Accuracy and Precision Comparison  
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5 Conclusion 

Using AI-integrated methods to classify bugs in financial systems is a significant effort that involves an 

integration of domain knowledge and technological capacity. The study's assessment shows that various 

kinds of bugs for financial applications can be appropriately identified and categorized using AI-

integrated methods. An innovative SFL-DOSVM method for finding bugs in financial applications to 

improve security in the cloud is provided. By using different parameters, a comparison is provided 

between the SFL-DOSVM proposed approach and conventional methods.  Our SFL-DOSVM technique 

performs more effectively by the offered parameters such as f1-measure (0.954), precision (0.965), recall 

(0.972), accuracy (0.981) and MCC (0.946). It has the potential to alter conclusions in the identification 

of bugs to resolve issues in financial applications. The implementation of an AI-integrated proposed 

approach to bug identification in financial applications is an appealing field for further study and 

development. 
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