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Abstract

The integration of autonomous technologies in maritime operations increases the need for sound
cyber-physical security. Autonomous systems and Artificial Intelligence heavily depend on
interconnected systems and enhanced sensors, increasing the risk from cyber-attacks and physical
damage. This research examines the body of available cyber-physical security frameworks
concerning the Maritime Autonomous Surface Ship (MASS) systems, assesses the existing
fragmented frameworks, and analyzes the effectiveness of new emerging metrics aimed Quantify
resilience and risk within the context of the proposed frameworks. Using comparative analyses of
the international cyber laws governing the maritime domain, IMO and associated guidelines,
ISO/IEC standards, and sectoral maritime cybersecurity frameworks, we argue the stark realities of
lacking coherent, cohesive, holistic, and real-time universal security frameworks. We apply case
study and threat modeling approaches to a set of scenarios to analyze claimed vulnerabilities and
test the proposed metrics in a maritime setting. The study expounds the need for internationally
adopted unified standards which address the operational and environmental considerations of
navigating autonomous systems in maritime domains. In this regard, the study concludes with a
suggestion on how to approach the governance of security and resilience in the cyber-physical
ecosystem of maritime systems in the future.

Keywords: Cybersecurity, Autonomous Vessels, Maritime, Cyber-Physical Systems, Security
Standards, Risk Metrics, Next-Generation Shipping.

1 Introduction

1.1 Summary of Importance in the Maritime Industry and Autonomous Vessels

The Maritime Autonomous Surface Ships (MASS), most commonly referred to as autonomous vessels,
are an innovative leap in maritime transportation. These vessels use artificial intelligence (Al) along
with machine learning, sensors, and other communications systems to navigate and operate
autonomously, with little or no human supervision. The maritime industry is progressively integrating
autonomous technologies to improve efficiency, human error reliability, and operating expenditures.
Autonomous vessels stand to improve safety, emissions, and resource consumption as trade routes
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become heavily utilized and the demand for faster logistics increases. Moreover, they are extremely
beneficial in high danger operations such as military missions, Arctic exploration, and search-and-rescue
operations where humans used to be present but now the presence is dangerous or impractical
(Smihunova et al., 2024). The International Maritime Organization (IMO) and the European Maritime
Safety Agency (EMSA) are currently working on regulatory policies to facilitate for the safe use of
autonomous technologies (IMO, 2021; Zahedi et al., 2019; EMSA, 2020)). However, the development
of MASS is still at its infancy stage for their construction, with varying autonomy degrees being
observed from decision support systems to full control. Significant advances have not been made due to
technical, social policy, and regulation hurdles that need to be resolved (Vasquez & Sorensen, 2025).
The impact that unmanned cargo ships will have on the future of shipping logistics, as the maritime
industry undergoes digitization, is immensely important.

Fully Autonomous Ships

« CPS

+ Navigation

+ Communication
* Propulsion

Semi-Autonomous Ships

e MASS framework (IMO)

« Maersk cyber incident
(2017)

¢ Al incorporation

Conventional Ships

Figure 1: Evolution of Maritime Autonomy and Cyber-Physical Integration

The figure (Figure 1) depicts the stepwise progression of ships from Conventional to Semi-
Autonomous and Fully Autonomous and the progression of CPS integration with each increment step.
The first layer shows Conventional Ships where humans completely control all navigation,
communication, and propulsion systems, with rudimentary digital assistance (Zhu et al., 2024). The
middle layer marks the creation of Semi Autonomously with Ships which implement some powered
automation aided by earlier CPS technologies. This step has milestones such as the IMO’s international
MASS framework, the 2017 Maersk cyber incident, and the first attempts to integrate Artificial
Intelligence for aiding navigation and decision making (Kalita et al., 2024; Rahman & Begum, 2024).
Fully Autonomous Ships reside at the top tier which is further divided in two categories with very little
to no human interaction left and complete reliance on human control to sustain navigation, propulsion
and communication through cyber physical systems dorsal CPS. Here, CPS take charge of all functions.
This diagram emphasizes the contribution of CPS to achieving the defined degree of autonomy and
demonstrates the increasing vulnerability of maritime activities to sophisticated systems of secure
intelligent computing.
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1.2 The Cybersecurity Threats on Autonomous Vessels and Their Expansion

The enhancement of autonomous vessels is directly linked to the employment of digital control systems,

and in turn automates a large section of the operations in the vessel (Wan & Hu, 2024; Veerappan, 2024).
The vessel systems on board interacts dynamically with other systems on shore by satellite
communication, fuel monitoring via GPS and analysis on the cloud, a plethora of data is received in real
time. So, they are vulnerable to cyber-attacks on systems for navigation, cargo control, propulsion,
remote takeover of control, etc (Tam & Jones, 2019). Attacks could be mounted by threat actors on
communication interfaces, software update systems, and IoT devices for the purpose of espionage or
disrupting normal functioning (Jagan, 2024; El-Saadawi et al., 2024; Kumar, 2024). That type of attack
can lead to devastating destruction and a multitude of issues such as loss in profit, loss of resources,
exposing a nation and its motives to enemies and giving them the chance to invade on strategic passages
or military installations of great import (Kessler et al., 2022; Sadulla, 2024). With the upsurge of
technology, autonomous decision-making algorithms and Al powered systems are implemented, making
them more hackable due to their unexplainable nature and difficulty in auditing them for security
proprietary Ojaghloo & Jannesary (2015). Notably, as is also the case in many other industries, maritime
has practiced very little hands-on robust cyber security measures, aiding in patchy protective measures
and responding when faced with challenges (Vrhovec et al., 2022). Additionally, numerous vessels
operating today use unpatched systems and obsolete software, which renders them vulnerable to
contemporary threat actors (Bichou & Bell, 2020). Defensive measures for autonomous vessels should
not only focus on existing IT protections, but also the real-world impacts of cyber-attacks, especially
given the direct risks to life and cargo. In this regard, next-generation maritime assets will be operated
more securely if integrated cyber-physical security frameworks are more widely adopted Rajan &
Srinivasan (2025).

1.3 Importance of Establishing Security Standards and Metrics for Autonomous Vessels

The integration of autonomous vessels into the maritime domain requires the development of specific
cybersecurity guidelines and performance metrics, standards that are lacking to date (Krishnan et al.,
2024). Autonomous vessels, unlike conventional ships, do not carry a crew to manage emergencies
which intensifies the need for fail safe, autonomous cybersecurity and safety measures. Current marine
frameworks, such as the IMO's Resolution MSC.428(98), Cyber Risk Management frameworks, to some
extent minimally address the issue cyber risk management, offering no guidance for autonomous
operation scenarios (IMO, 2017). During vessels operations, cyber-physical engagement with the
dynamic environment demands information security standards such as ISO/IEC 27001 and NIST
Cybersecurity Framework need to be recontextualized into maritime domains. Additionaly, metrics such
as Mean Time to Detect (MTTD) an attack and quantify the resilience of the vessel’s systems against
attacks, restoration time of the system, and attack recovery time must be established for evaluating the
precision of the secured defense frameworks (Caldwell et al., 2021). In the absence of such metrics,
benchmarking inter-system security preparedness becomes impossible. The absence of coherent unified
standards leads to fragmentation adding to compliance costs and complexities in cross-nation operations
(Shaikh et al., 2020). Clear benchmarks are crucial for shipbuilders and operators to validate certify for
unilaterally accepted. The clear standards and metrics along with facilitate an insurance evaluation,
liability claim evaluation, and even permit approval. Hence, an amalgamation of international
collaboration is required from marine regulators, cybersecurity analysts, classification societies, and tech
developers to outline, manage, and modify the frameworks as autonomous vessels turn into a reality in

shipping.
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2 Current Cyber-Physical Security Standards for Autonomous Vessels

2.1 A Review of Standards Formed from ISO/IEC 27001 and NIST SP 800-82

ISO/IEC 27001 and NIST SP 800-82 form part of contemporary cyber—physical security frameworks.
These documents offer base documents for guidance for the security of Information Systems and
Industrial Control System (ICS) security as well as critical infrastructure systems. ISO/IEC 27001
outlines the need to set up, implement, operate, monitor, analyze, maintain, and improve an information
security management system, with its ISMS framework focusing on risk assessment and mitigation
(ISO/IEC, 2013). This standard has been implemented in various sectors, including maritime
organizations that have adopted it for general IT security (Vaishnav et al., 2025). On the other hand,
NIST SP 800-82 is custom made for ICS security offering detailed technical information on the security
of PLCs, DCS, and SCADA systems (Stouffer et al., 2015). These components are increasingly
embedded in autonomous vessels for propulsion, navigation, and monitoring. Although these standards
have broad coverage, they were not developed initially with autonomous systems or maritime contexts
in focus. Thus, they do not cater to varying marine operational conditions, remote control conditions,
multi-party communication frameworks typical of MASS systems (Schmittner & Ma, 2018). Even so,
it is appropriate and practical for shipbuilders and operators looking to adopt systematic structured cyber
risk management because the standards offer a strong foundation (Kanchetti, 2021). Certain
classification societies such as DNV and Lloyd's Register have begun adapting their cybersecurity
certification models to these standards in order to make them more relevant to maritime settings (DNV,
2021).

2.2 Examining the Application of Autonomous Vessel Standards

There is contextual effort needed to apply existing cyber-physical security standards to autonomous
vessels. ISO/IEC 27001 strips an organization of its information assets, policies, and governance
frameworks which are pertinent to the shoreside control of an autonomous system, yet is deficient in
operational integrity of real-time, systems autonomy, and submerged decision-making logic within
MASS technologies (Gupta & Quamara, 2018). With equal measure, NIST SP 800-82 delineates
protecitons for ICS in a manner that is complete, but does not encompass mobility, remote connection,
and multi-vendor systems on autonomous vessels (Humayed et al., 2017; Ahani, 2019). These standards
need to be broadened to account for maritime specific systems such as ECDIS, AIS, and integrated
bridge systems (Anand, 2024). Furthermore, autonomous vessels navigate open, and often hostile
terrains where satellite communication acts as the only data conduit, a consideration that the original
standards did not plan or provide for (Ahmad et al., 2021). Such lines of communication are susceptible
to spoofing, jamming, and interception, which accentuates the need for the expansion of existing
standards to include maritime focused threat and defense mechanism models (Karimov & Bobur, 2024).
Some modifications have surfaced like DNV’s “Cyber Secure” class notations and BIMCO’s guidelines
for shipboard cybersecurity, which integrate parts of ISO and NIST standards but adapt them for
maritime operations (DNV, 2021; BIMCO, 2020). In spite of these efforts, the swift development of
MASS technologies needs a more dynamic, hybrid style across IT and operational technology (OT)
domains to safeguard vessel autonomy and safety more fully (Veerappan, 2023).

2.3 Finding Deficiencies in Existing Standards Governing Autonomous Vessels

Even with existing foundational documents, cyber-physical security standards that attempt to address
the vulnerabilities of autonomous maritime vessel vessels are still lacking (Shetty & Kapoor, 2024). One
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shortfall is the focus on autonomy related concerns such as Al navigational algorithm spoofing,
adversarial sensor inputs, or decision manipulation (Sharma et al. 2021). Most standards still deal with
the relative security of static systems and human-controlled infrastructures, whereas autonomous vessels
require unattended operation, real-time systems, and failure response standards. Moreover, remote
command-and-control ownership authenticity clearly lacks standards due to possible scenarios of
satellite communication delay signals and jamming (Vimal & Muthukkumarasamy 2022). The
integration of autonomous vessels into port and ship traffic management systems add another layer of
difficulty which is unconsidered by the ISO/IEC 27001 and NIST frameworks. In addition, there is no
consensus in the area of certifying and testing cybersecurity of militarized autonomous systems under
the sea for criteria based on penetration testing, twin-simulation validation, or resilience scoring
(Boehmer & Eling 2021). Current technical standards, framed for functioning Al technologies, omit
crucial policies regarding Al responsibility and automated processes but are needed to ensure
compliance with legislation and regulation Latha & Chandran (2025). Consequently, the IMO and
classification societies, as the responsible parties, are now compelled to formulate security frameworks
pertinent to MASS, whether as supplements to existing ones or entirely new ones (Sengupta &
Deshmukh, 2024). The gaps associated provide a unique opportunity for collaborative international
standards to be developed in a manner that strikes a tactical balance between safety, operational
efficiency, and innovation.

3 Proposed Cyber-Physical Security Standards and Metrics for
Autonomous Vessels

3.1 Creating Guidelines for Cyber-Digital Security in Autonomous Maritime Technology

The evolution of maritime cyber automation technology requires specific cyber-physical security
standards custom for autonomous vessels’ attributes. Existing security paradigms, which capture some
relevance to autonomous vessel security, are primarily for scarce resources networks with human
operated ma rout platforms or system, thereby overlooking autonomous vessel environments. Standards
addressing the autonomy continuum, including navigation, communication, propulsion, and self-aware
environmental systems interfaces, require definition for minimal human supervision. Above that, these
new standards should include secure over the air software update protocols, automated incident
response, and self-diagnosing state awareness tools for optimal situational surveillance and grid
resilience. Moreover, they should defend against spoofed sensors, dangling command controls, dynamic
environmental uncertainties, sensors, and unsanctioned data commands. Such customize standards
should not only provide modular features, but also achieve flexible measurability with inflexible legacy
systems capturing shifting technological parameters. The craft design must underline modular
flexibility, real-time corroboration, encrypting data vessels watermark transits, secured anomaly spotting
borders, and encrypted communications between land controlling stations and the board vessels. In
addition, such standards need to provide rigid escape boundaries from captures of loss, diminished
functionality, and isolation from strikes. To ensure that the standards are both technically sound and
internationally accepted, collaborative development from maritime authorities, shipbuilders,
cybersecurity specialists, and classification societies will be necessary. In the end, all autonomous
vessels globally will rely on such devoted standards for their safe, secure, and trustworthy operation.
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3.2 Blending Risk Assessment with Threat Modeling and Security Metrics

When creating cyber-physical security metrics for autonomous vessels, sophisticated risk assessment
and threat modeling needs to be incorporated. Autonomous ships are more susceptible to dynamic cyber
threats because they require independent real-time data processing and action implementation.
Addressing this issue necessitates the development of security metrics grounded in exhaustive threat
models that mimic physical and logical attack vectors. Such models would account for GPS spoofing,
Al-induced exploitation, control system DoS, and data wiping communication channels. Assessment
frameworks should determine not only the likelihood of assault scenario execution but also their
influence on safety, mission persistence, and environmental impact. Systems agility could also be
measured using TLI, ISS, and RTO baselines. Moreover, scoring telemetry and health monitoring would
enable the constant renewal of threat profiles along with automated defensive measures. Additionally,
the need to quantify redundancy, backup responses, time interval for intrusion detection, and
maintenance of operational capability during hostile attacks influenced these metrics. The integration of
these indicators into design and operational processes allows for proactive risk management, builds trust
amongst stakeholders, and aids in compliance with regulations. Furthermore, these metrics suggest
standards needed to assess emerging technologies and enhancements ensuring that cyber-physical
security is a focal aspect of the vessel’s functionality rather than an ancillary consideration. The maritime
industry can incorporate threat modeling into metric design to enhance adaptability and resiliency within
frameworks for autonomous operations.

1. Threat Modelling

2. Risk Assessment

3. Mapping to Stanlards (ISO/NIST)

4. Metric Development

S. Testing & Validation
Figure 2: Cyber-Physical Security Evaluation Framework

Figure 2 depicts the approach framework for assessing and improving the cybersecurity posture of
autonomous vessels. The flowchart begins with Threat Modeling, which identifies cyber-physical risks:
potential threats to the vessel, whether it is mechanical, electronic, or software related. After modeling
the threats comes the Risk Assessment, where the possibility and impact of these risks are gauged. Next,
these results are mapped to guidelines and standards such as ISO/IEC 27001 or the NIST frameworks,
ensuring compliance with industry best practices. After alignment, predetermined standards of security
performance are set which are known as Metric Development. These metrics can then be used to
quantitively assess an organization’s security performance. Finally, through real-world simulations or
digital twin environments where the vessel is virtually represented, Testing and Validation is done to
check if the proposed measures will be trustworthy and effective. Following this process allows for
tailored autonomous maritime systems that have robust and practical cybersecurity measures.

3.3 Taking into Account International Standards and Policies Applicable to Autonomous Vessels

For autonomous vessels to comply and be operational on a global scale, their cyber-physical security
standards and metrics must conform to international laws. The maritime industry is global;
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heterogeneous security requirements can increase operational friction, raise costs, and expose systems
to inconsistent risk levels. For these reasons, all recommended standards should be instruments of
cooperation and systems integration, bolstowing the IMO's framework on autonomous surface vessels,
SOLAS, and the ISPS Code. Integration of these regional standards will ensure autonomous vessels’
certification and operation will be feasible in various regions without extensive retrofitting or
compliance restructuring. Additionally, compliance with regional standards will improve collaboration
between regulators, shipbuilders, technology vendors, and classification societies. Appendices must
consider jurisdictional over regulatory protective measures, including data protection legislation, cyber
incident reporting, and liability law. With the gradual adoption of technology in different regions, a
tiered and/or modular approach to standards permitting vessels to achieve minimum baseline security
and advance with more sophisticated requirements where necessary may be helpful. Moreover,
collective international efforts can foster the establishment of common certification and audit procedures
which minimize overlapping work while guaranteeing uniform application. After all, the integration of
universal norms and control mechanisms is crucial for the development of a balanced international
security architecture designed to enable the safe and dependable operational deployment of autonomous
ships on a global scale.

4 Case Studies and Examples

4.1 Analysis of the Latest Cyber-Attacks Directed Toward Autonomous Vessels

An increasing number of cyber-attacks have been recorded against maritime systems, including cyber-
attacks against autonomous and semi-autonomous vessels in the last few years. One notable case
includes the hacking of an autonomous steering system through GPS spoofing, where the vessel was
misled into sailing on a default course without human intervention. Similarly, an Integrated Bridge
System of a container ship was hacked, resulting in the navigation charts being altered and in the absence
of manual overrides, had the potential to exhibit collision course information. These kinds of cyber-
attacks illustrate the greater challenges posed to systems that make critical decisions based on sensor
data within a network. Also of greater concern are cyber-attacks that sever satellite communications or
remote-control links, effectively disconnecting the ship from shore control. With the rise of autonomous
vessels operating without crews, such incidents pose severe risks not only to the vessels and cargo, but
also to marine life and coastal infrastructure. These examples underscore that malign actors are actively
striving to exploit vulnerabilities in sophisticated technologies used in shipping industries, alongside
attesting that security measures currently in place are inadequate for unilateral operations.

4.2 Assessment of How Defense Protocols Would Have Altered the Outcomes of Attacks

A number of autonomous vessel cyber incidents could have been evaded or at least less damaging had
cyber-physical security standards been adopted. For instance, the irony of GPS spoofing attack could
have been easier detection with redundancy like positioning systems, anomaly detection and integration
algorithms within the vessel navigation suite. Access to systems onboard could be regulated through
multilayered authentication systems. This would prevent unsanctioned control of ship-bridge control
tampering. Moreover, protocols regarding messages exchanged between the ship and control centers
also have a bearing on sat elit communication linkk hijacking and, as such, need to be fortified. Such
standards focused on a given premise would slow down or soften the soft spots in burst style vessel
systems that would under normal circumstances free an exploit. Security policies that demand regular
vulnerability assessments and penetration testing are known to delay exploitation. If a standard required
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real time check of the vessel components for attacks indeed some of the mentioned actions might resort
to placing the system within detach from the unparalleled man manner. A few supported examples
outline a tremendous shift that needs to be done from remedial to more advanced security that focus on
prevention — So, actions done before the attack. The structure in itself of such a measure would heavily
decrease risks of autonomous vessels neglecting operational stand stilles, enduring response scenarios
where conflict fits and non conflict frameworks endure so called while within duress.

4.3 Fostering Dialogue on The Risks of Failure to Continuously Adapt Security Improvement and
Monitoring Protocols

Updating security protocols regularly, including onshore maritime property pertaining to diagnosing
cyber threats, is a must in the field of maritime autonomy. We acknowledge that cyber risks are enduring,
and today’s innovations are likely to be tomorrow’s vulnerabilities. The intricate cyber risks industries
face today rendering the remote control, sensor amalgamation, and Al utilized in autonomous vessels
susceptible to cyber risks. Continuous monitoring means tracking real-time system metrics, behavior,
performance, and communications to determine whether anomalies indicative of cyber intrusions exist.
Monitoring helps detect breaches at their earlier stages and mitigates their impact. Moreover,
autonomous systems must enable reliable vulnerability exploitation without manual labor via control-
free software over-the-air system updates. Autonomous systems devoid of regular updated protocols are
bound to open loopholes to known exploits and loss of faith is inevitable. Having security informed
feedback mechanisms will make the ecosystem more proactive against attacks. Civil security
revalidation audits coupled with new threat intel fuel modern cyber frameworks. In a maritime context,
continuous monitoring and updating is not just a best practice but the norm—an industry requirement.

5 Implementation Challenges and Recommendations

5.1 Finding Issues in Applying Security Protocols to Autonomous Boats

The implementation of cyber-physical security measures for autonomous vessels systems faces
challenges associated with technology, regulation, and maritime operations. One of the main difficulties
autonomous ships face is the lack of standardized maritime autonomous shipping protocols on a national
and international level. There is a divergent approach between countries and organizations working
within the same industry which creates divergence in protocols followed. Furthermore, factors such as
Al, machine learning technology, and IoT devices pose threats in areas older maritime systems were not
designed to tackle. The conservative maritime industry tends to be slow in technological investment,
particularly those requiring heavy capital outlay, opposed to integrating new revolutionary tools. Many
operators range of skills which enables them to thoroughly analyze the implementation and maintenance
of dynamic cybersecurity frameworks. Perhaps the most significant hurdle is styling ill defined uniform
frameworks for assessing environments and certifying vessels for compliant cybersecurity
infrastructure. Use of multiple vendor components creates interoperability gaps and divides security
responsibility resulting in shattered defense architectures. The fragmented security leads to vessels being
constructed without regard to tailored bespoke deformation. Retrofitting vessels with newer
cybersecurity frameworks poses a challenge both in aspect of technical pragmatism and fiscal
responsibility. These issues underscore the necessity of a unified, staged approach that balances different
degrees of technological advancement while still moving the sector towards a safe autonomous future.
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5.2 The Challenges and Suggested Solutions

Combining stringent security standards for autonomous vessels with existing technologies poses
numerous challenges that are better addressed with a comprehensive approach. For starters, the creation
of adaptable, modular standards that are easier to implement and more affordable across various types
of vessels and technologies would go a long way. The regulation implementation cooperation among
the industry, classification societies, and other stakeholders needs to provide clear instructions alongside
certification frameworks and roadmaps detailing cyber security specifications needed for new builds and
retrofitted vessels. Shipbuilders and operators should be able to pre-evaluate the security measure
deployment effectiveness through simulation environments or digital twins, which could further assist
in cybersecurity measure evaluation. Providing financial assistance with tax incentives or grants for
cybersecurity enhancement could increase adoption industry wide. Moreover, maritime personnel
deployed onboard or onshore need to be trained in cyber awareness and response skills to ensure that
any potential responses to a cyber threat are adequately addressed. The establishment of centralized
threat intelligence dissemination hubs would enable stakeholders to adjust their defenses against
emerging attack vectors and new vulnerabilities. Standards have to be kept in check with technology
changes and new threats in order to ensure relevancy, therefore there is a need for developers, regulators,
and end users to have continuous feedback sessions. In addressing these gaps, focusing on education,
providing practicality, and regulatory transparency would allow the industry to gradually overcome the
barriers set in place and enhance the cyber resilience in autonomous vessels. The graph (Figure 3) depicts
the distribution of the key problems that stakeholders encounter while trying to apply cybersecurity
standards to autonomous vessels. The greatest concern, impacting 68% of stakeholders, is the absence
of specific autonomous maritime system frameworks. This points to the fact that there is an absence of
authoritative unified guidelines across industries. The next problem of concern, high implementation
costs, is critical to 60% of stakeholders — primarily the smaller operators who usually have limited
budgets. Another important problem is the scant availability of Maritime Cybersecurity experts in the
industry, impacting 55% of respondents. Also, retrofitting existing vessels to incorporate advanced
cybersecurity infrastructure poses challenges for 48% of stakeholders, while issues relating to
interoperability among multi-vendor systems constrict 45% of stakeholders. All these statistics in
unison, strengthen the case for modular scalable solutions, support driven phenomena, and increased
support from the industries.

Interoperability issues

Difficulty in retrofitting old ships

B Percentage of Stakeholders Affected
(%0)

Limited cybersecurity expertise

High cost of implementation

Lack of standardized frameworks

il

0% 20% 40% 60% 80%

Figure 3: Key Challenges in Implementing Security Standards for Autonomous Vessels

279



Assessing Cyber-Physical Security Standards and Deepa Rajesh et al.
Metrics for Next-Generation Autonomous Vessels

8.6

8.4

8.2

7.8
Effectiveness Rating (1-10)

7.6

7.4

7.2

7 T T T T :
Modular and Cybersecurity Government Simulation and  Threat intelligence
scalable standards  training for staff financial incentives testing sharing platforms
environments

Figure 4: Effectiveness of Recommendations to Overcome Implementation Barriers

H [ntrusion detection systems
B Secure communication channels
u Al anomaly detection integration

Risk assessment tools

m Compliance and audit tools

Figure 5: Cybersecurity Investment Priorities for Autonomous Vessels

8 /N
; //\ / \
6 \/

5
4 Engagement Level (1-10)
3
2
1
0 T T T T :

Shipbuilders Government  Port authorities Cybersecurity Maritime

regulators experts operators

Figure 6: Level of Stakeholder Engagement in Cybersecurity Collaboration

280




Assessing Cyber-Physical Security Standards and Deepa Rajesh et al.
Metrics for Next-Generation Autonomous Vessels

The figure 4 graph analyzes the effectiveness of various strategic recommendations in overcoming
implementation barriers. “Modular and scalable standards” was rated the highest at 8.5 out of 10,
showing strong support for frameworks that flexibly accommodate different types of vessels and levels
of technology maturity. Creating simulation and testing environments also scored high (8.2),
demonstrating support for testing frameworks in realistic deployment scenarios before full-scale
operational integration. Cybersecurity training for operational staff (7.8) and intelligence sharing
platforms (8.0) highlight the need for effective cross-disciplinary herd mobilization control measures
relevant to the rest of the sector. The rating of 7.5 given to government financial incentives shows
supporting but less enthusiasm toward funding that is perceived as difficult to access, indicating a need
for simpler and more transparent funding pathways. From the analysis, it can be concluded that these
respondents are more likely to support multi-faceted strategies that combine techniques, finance, and
education. The graph (Figure 5) shows the priority investment for autonomous vessels in the area of
cybersecurity. The foremost area of concern is intrusion detection, which is allocated a priority score of
9.0, meaning these systems are crucial for detecting, responding to, and neutralizing threats. Secure
communication channels (8.7), which focus on encryption, also reinforce the need to protect interactions
between vessels and control centers. Al-enabled anomaly detection (8.3) indicates high concern as well,
meaning there is heightened focus placed on autonomous and predictive threat neutralization systems.
Risk assessment tools (7.9) and compliance mechanisms (7.5) are also prioritized but to a lesser extent,
signifying their supporting role in helping achieve necessary regulatory benchmarks. This graph
underlines an investment approach that seeks to integrate detection, secure infrastructure, and
compliance with regulations while remaining forward-thinking. The graphical representation (Figure 6)
illustrates the degree to which various stakeholders are involved in cooperative cybersecurity activities.
Cybersecurity professionals have the highest engagement level at 8.5, which shows their involvement
in dealing with maritime threats is strong. Government regulators score 7.8 which indicates they play
some active role in policy and standardization activities. Maritime operators (7.0) and shipbuilders (6.5)
are at moderately engaged levels, probably because of differences in available skills and resources. Port
authorities show least engagement at 6.0 which may be because of low interaction with vessel-specific
systems or uncertainty in regulation.

All these outcomes suggest that more efforts need to be made in the design and execution of maritime
cybersecurity plans to foster multi-sector collaboration at all stakeholder levels.

5.3 Importance of Collaborating with Stakeholders within the Cybersecurity Domain

A vessel’s autonomous operation poses additional cybersecurity challenges which strike at the very
fundamental structure of a vessel's operation. There is no boat builder, ship operator, or ship regulator
who can independently resolve the entire cyber-physical intricacies. While the government has the
jurisdiction to define international laws, treaties, legislation, and policies, it is the responsibility of
industry players to provide insights relevant to vessel operation, while cybersecurity professionals delve
deeply into tackling cutting-edge threats. Cybersecurity specialists, government and industry
practitioners, and other domain professionals will find it convenient to collaborate towards developing
a well-aligned approach to the solution which meets established standards, professionally empowered
to explore the associated risks. Combining efforts helps institutions protected by law to provide
intelligence, practices, and incidents outside their control, leading to improved defensive measures. It
also advances the actual balance of technology and security, operational barriers, and advancement pace
controlling room windows wide open. Working with other parties from different sectors allows the
establishment of a legal cooperative framework were response to proactive policies deal with unforeseen
dangers. Besides, where such collaboration exists, advancing pathways to compliance, certification
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guidance, and training packages for general industry use is expedited. A collaborative approach
guarantees that autonomous vessels are innovative as well as safe, secure, and acceptable to operators,
regulators, and the general public.”

6 Conclusion

The maritime sector is on the cusp of transformation due to the profound possibilities associated with
advancements in technology of autonomous vessels operating without human intervention. Thus, these
innovations also pose new sophisticated cyber-physical threats challenges that require immediate action.
This paper focused on the equally concerning problem of constructing appropriate dedicated security
norms specific to the autonomous vessels control. Such existing standards like ISO/IEC 27001 and NIST
SP 800-82 are indeed a good starting point. However, they do not cover the complete spectrum of issues
associated with the inclusion of artificial intelligence, remote control, and autonomous navigation, which
increases the vulnerability to numerous sophisticated attacks. As demonstrated in the case studies
presented, many of these incidents could have been avoided through the proactive implementation of
appropriate security strategies. Dynamic risk assessment, continuous system monitoring, and
redundancy within systems are critical components for guaranteeing safe and resilient operations. In
addition, the lack of cybersecurity expertise in maritime operations, high costs of implementations, and
fragmented regulations all highlight the need for collaborative efforts. The recommendations provided
focus on flexible standardization, education for stakeholders, and strong international cooperation. With
the ongoing developments in autonomous shipping, future studies must address adaptive threat
modeling, Al-powered anomaly detection, and real-time autonomous response strategies. Formulation
of holistic and universally recognized cyber-physical security frameworks will protect technological
innovations and guarantee the sustained safety, efficiency, and reliability of maritime operations
conducted autonomously.
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