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Abstract 

Social networking platforms have become prime targets for bot-driven cyber threats. The 

unpredictable expansion of social networking platforms has resulted in bot-driven cyber threats, 

which includes spreading misinformation, spam, phishing, and automated account takeovers. 

Traditional machine learning models are not very effective as they are susceptible to combative 

attacks. This paper proposes a novel robust detection framework using adversarial machine learning 

(AML) techniques to enhance the robustness of bot detection systems. Attacks involving evasion 

and Poisoning, directed at ML-based security systems, have been observed, and some defensive 

strategies help counter these types of attacks. Experimental results on benchmark datasets 

demonstrate significant improvements in detection accuracy compared to traditional models.  

Keywords: Adversarial Machine Learning, Bot Detection, Social Networks, Cybersecurity, 

Evasion Attacks, Robust ML 

1 Introduction 

1.1 Background 

In today's world of social networking, social media has revolutionized the way people communicate. 

These social networks, such as Facebook, Twitter, and Instagram, have exposed all of us as users to 

newer types of attacks on our data shared on social media (Cresci et al., 2017). Among these attacks, 

bot-driven threats have become a leading cause of concern, as they are often automated. 

Social networking platforms continually face threats from automated bots, which result in a wide 

range of vulnerabilities by spreading misinformation and engaging in fraudulent activities Liu et al. 

(2024). While Machine Learning detection systems have already been widely implemented Lopez-Joya 

et al. (2025) these automated threats continuously evolve to evade the defenses in place through the use 

of adversarial attacks Wu & Wang (2025). Adversarial machine learning (AML) examines the 

vulnerabilities of machine learning models and develops solutions to mitigate these vulnerabilities, 

thereby providing enhanced security Vij & Prashant (2024) 
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This paper explores common bot-driven threats in social networks, attack strategies against Machine 

learning-based bot detection, and defensive AML techniques to improve robustness. 

• Empirical evaluation of adversarial training for bot detection. 

Our contributions include a comparative analysis of evasion-resistant models and recommendations 

for deploying AML defenses in real-world social networks Kumar & Yadav (2024) 

1.2 Existing Systems 

Existing machine learning (ML) based detection systems are often evaded by highly developed bots that 

adapt to imitate human users Shukla et al. (2024). Moreover, adversarial attacks, where slight agitation 

is introduced to bot profiles Soares (2022) or behavior patterns, further degrade the performance of the 

ML model Najari et al. (2024). 

Fixed Detection Models Fail Against Adaptive Threats Liu et al. (2024). As shown in Figure 1, most 

of the existing bot detection systems rely on 

• Feature-based ML models using account metadata and activity patterns. 

• Content analysis-examining post text for spam-like characteristics. 

• Network graph analysis-detecting suspicious connection patterns. 

 

Figure 1: Existing Bot Detection System Techniques 

Modern bot threats utilize evolutionary algorithms to alter behavior and employ reinforcement 

learning to evade detection systems, as well as generative adversarial networks (Shukla et al., 2024). 

Example: Twitter's Botometer API achieves 92% accuracy on known bot types but drops to 61% 

when facing novel adversarial bots (Varol et al., 2017; Jun Wu et al., 2024). 

1.3 Problem Statement 

• To evaluate the impact of adversarial attacks on traditional bot detection models. 

• To design an adversarial machine learning-based framework for detecting bot-driven threats. 

• To develop defense mechanisms, including adversarial training and robust feature engineering, is 

crucial. 
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• To validate the proposed system on real-world social network datasets. 

1.4 Feature Space Vulnerabilities 

Attackers exploit specific vulnerable features such as Temporal Patterns, Text features, and network 

features (Tzoumanekas et al., 2024). The percentages of these impacts Dou et al. (2021) on the data are 

shown in Figure 2. 

 

Figure 2: Impact of Attack Methods by Feature Type Dou et al., (2021) 

2   Related Works 

Some of the recent related papers are cited as follows, 

2.1.  DeeProBot 

DeeProBot Hayawi et al. (2022) employs a hybrid deep learning model that combines Long Short-Term 

Memory (LSTM) networks with dense layers to process user-profiles and detect social bots. This 

approach is moderately resistant to adversarial attacks (Mejail & Nestares, 2025). In bot-detecting 

systems, this model can achieve an AUC (Area Under the Curve) score of up to 0.97. This model is 

relatively resilient to adversarial attacks. 

2.2.  Robustness Evaluation (ARI-FGSM) 

This paper Shirke & Udayakumar (2019) focuses on improving the robustness of bot detection models 

against adversarial attacks using the Attribute Random Iteration-Fast Gradient Sign Method (ARI-

FGSM). This approach is moderately accurate as the emphasis is on robustness. The proposed method 

enhances model robustness by up to 86.98%, making it a key contribution to improving defense 

mechanisms against adversarial manipulations. 

2.3. Dropout-GAN 

This paper (Shukla et al., 2024) introduces GAN-based models that utilize multiple discriminators to 

combat mode collapse. The accuracy is around 0.88, which implies that this model does not pose a 

significant threat from adversarial attacks. 
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2.4. DFG-NAS (GNN Architecture Search) 

This paper Kumar & Yadav (2024) proposes a Neural Architecture Search (NAS) technique that 

optimizes Relational Graph Neural Networks (GNNs) for detecting social bots in social network graphs 

(Guevara et al., 2024). The proposed method can achieve an accuracy of 85.7% in detecting. 

2.5.  Graph-Hist 

This paper (Magelinski et al., 2020) introduces Graph-Hist, a method that classifies graphs based on 

latent feature histograms, with a focus on social network conversations to identify bots (Stevović et al., 

2023). This model achieves an accuracy of 0.80 by analyzing graph structures. 

2.6.  Node Injection Attack 

This paper (Wang et al., 2023) focuses on adversarial node injection, where fake nodes are injected into 

the social network graph to deceive bot detection systems (Cresci et al., 2017). The method achieves a 

success rate of around 73% in attacking existing bot detection systems (Table 1). 

Table 1: Comparison of the Literature Review 

Paper Title Methodology Key Results Robustness Attack 

Success 

Rate 

Research Gaps 

DeeProBot Hybrid deep learning 

model (LSTM + Dense 

layers), user profiles 

AUC up to 0.97, high 

detection accuracy 

Moderate Low Moderate robustness; 

limited adversarial 

testing; vulnerable to 

adaptive attacks 

Robustness 

Evaluation 

(ARI-FGSM) 

Adversarial perturbations 

(Attribute Random 

Iteration FGSM) to 

improve robustness. 

Improved model 

robustness by up to 

86.98% 

Very High Low The trade-off between 

accuracy and robustness: 

focus only on feature 

perturbations, not graph 

attacks 

Dropout-GAN GAN with multiple 

discriminators to address 

mode collapse for bot 

detection 

Improved accuracy 

over traditional 

methods of 0.88 

Moderate Low Moderate robustness; 

GAN models themselves 

vulnerable to adversarial 

noise 

DFG-NAS 

(GNN 

Architecture 

Search) 

Neural Architecture 

Search (NAS) to optimize 

Relational Graph Neural 

Networks for bot 

detection 

Achieved 85.7% 

accuracy in bot 

detection 

Moderate Low Robustness not 

optimized; vulnerable to 

graph perturbations; 

lacks adversarial defense 

mechanisms. 

Graph-Hist Graph feature histograms 

for graph classification 

Effective for 

classifying graph 

structures, particularly 

conversations, with an 

accuracy of .80 

Low Low Very low robustness; no 

defense against 

adversarial 

Node Injection 

Attack 

Adversarial node 

injection: fake nodes are 

injected into the social 

network graph to deceive 

bot detection models 

Achieved around 73% 

success rate in 

attacking existing bot 

detection systems 

Low Very 

High 

Focuses only on attacks; 

lacks defensive 

strategies; limited to node 

injection without 

exploring multi-modal 

attacks 
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2.7 Research Gaps 

Current bot detection systems often overlook adversarial robustness, leaving them vulnerable to evasion 

attacks. Although recent progress in bot detection has demonstrated excellent performance in 

classification accuracy, several key research gaps remain open. In particular, most models, such as 

DeeProBot Hayawi et al. (2022) and DFG-NAS Kumar & Yadav (2024) exhibit only moderate 

adversarial robustness, as robustness is not a direct design consideration. Current methods tend to focus 

on addressing specific adversarial tactics, such as feature perturbations Shirke & Udayakumar (2019) 

(e.g., ARI-FGSM) or graph-based node injection. (e.g., Node Injection Attack), but do not provide 

comprehensive defenses against adaptive or multimodal attacks. The evaluation methods are also mostly 

limited to static and controlled datasets, neglecting the dynamic and changing characteristics of real-

world social networks Shirke & Udayakumar (2019); Ferrara (2020), in which adversarial actions can 

evolve (Nayak & Rahman, 2024). Additionally, an ongoing trade-off between minimizing robust loss 

and maintaining high accuracy indicates that current approaches are not holistic enough Shukla et al. 

(2024) Such shortcomings underscore the urgent need for more adaptive, generalizable, and robust 

detection systems that can withstand sophisticated adversarial attacks in ever-changing environments. 

3   Methodology 

The entire methodology of this model could be classified into a 5-phase pipeline or the 5 phases of 

implementation, as shown in Figure 3. 

 

Figure 3: Five-phase Pipeline 

3.1. Phase 1 

3.1.1. Data Collection 

The data is collected from the dataset mentioned in Table 2  

The features collected from this dataset include 

PHASE 5

MONITORING

PHASE 4

DEFENSE DEPLOYMENT

PHASE 3

MODEL TRAINING

PHASE 2

ATTACK SIMULATION

PHASE 1

DATA COLLECTION PREPROCESSING
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• Account details of users, which include age, number of followers, or accounts following. 

• Frequency of every Tweet frequency and the ratio of retweets. 

• Using NLP for Textual features. 

Table 2: Datasets used 

Dataset Accounts Bots% Features Collected 

TwiBot-20 229,573 15.2% Tweets, followers, timestamps 

Cresci-2017 5,191 34.7% Profile metadata, network graph 

3.1.2. Preprocessing Steps 

Text Cleaning to extract features and graph construction are the steps involved in the preprocessing, as 

shown in Figure 4. 

• Text Cleaning 

• Remove URLs, mentions, or any special characters. 

• Extract sentiment and readability features. 

• Graph Construction: 

• Build a network of followers by representing all users as nodes and the users they follow as edges. 

• Calculate centrality metrics such as PageRank and betweenness. Page rank measures how 

important a user is based on how many other users are linked to it. Betweenness measures how 

often a user lies on the shortest path between different users. 

 

Figure 4: Data Collection & Preprocessing Steps 

3.2. Phase 2- Attack Simulation 

After completing Phase 1 of the data collection and preprocessing steps, we have a clean dataset 

Thavasimani & Srinath (2021). To this clean data set, we will generate attacks. Create fake attacks, such 

as evasion and Poisoning. Evasion attacks are like disguises. For example, Synonym swapping where 

the word 'free,' which could be easily classified as spam, could be replaced with 'complementary' to 

avoid detection. Poisoning attacks can corrupt the training data itself, making it difficult to detect the 

attack. For example, the label itself could be flipped. 

Mix this data with real data; now, the dataset present is an adversarial dataset. Figure 5 summarizes 

the Attack simulation process. 

 

Figure 5: Attack Simulation 

TWITTER API RAW DATA CLEAN TEXT
EXTRACT 
FEATURES

LABEL DATA 
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3.3. Phase 3- Model Training 

The data obtained from Phase 2 is a mix of normal bots and tricky bots. Normal bots are attacks that can 

easily be detected, such as spam text. Tricky bots are attacks that disguise themselves as normal data, 

making them difficult to detect. Our model training would detect both normal and tricky bots. 

There are two main AI tools for training this model. The first one is Text AI, which reads all the post's 

language, and Graph AI, which analyses follower patterns. The model training process involves the 

following steps. 

• Show both bot data and human data of more than thousands of examples of training data. 

• Make AI learn patterns by using Text AI and Graph AI 

• Tests this with new test data to identify correct and incorrect answers. 

 

Figure 6: Model Training 

TRAINING DATA
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Table 3: Tools for Text AI and Graph AI 

Tools for Text AI and Graph AI 

Text AI LSTM models Used for understanding word context 

Graph AI GNN models Used to map social connections 

Training Library PyTorch/TensorFlow  
 

Figure 6 summarizes the entire Model Training process where Text AI is used to interpret all the text 

data, and Graph AI is used to analyze patterns in the follower network of social media data. The input 

to Text and Graph AI is the Training data. Combine the prediction of both Text and Graph AI. Send this 

through Adversarial training to finally get the Final Bot Detection Model (Table 3). 

3.4. Phase 4- Defence Deployment 

The trained model of adversarial machine learning, obtained from the above phases, is implemented in 

an actual, real-world bot detection system. This ensures the system can detect newer threats that may 

arise. Figure 7 shows a step-by-step procedure of the Defence deployment phase. 

 

Figure 7: Defence deployment 

When a new user posts something on social media, the following steps are taken. 

• Step 1: Input Sanitization  

As the word itself says, it filters out any noise coming from the incoming data. There are two types: Text 

Sanitization and Graph Sanitization. In Text Sanitization, any bot threat word that is present is swapped 
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with an easily detectable word. Replace any confusing characters with correct ASCII values. Verify any 

URLs that are fake and extract the correct domains from that.  

For Graph Sanitization, identify fake followers. Remove accounts that have sudden followers of 

greater than 50 followers per minute or accounts that have no posts at all. Graph Sanitization also 

identifies Bot Clusters, which are graphs that have dense subgraphs, such as those with more than 80% 

followers who follow back. 

The tools that can be used for Input Sanitization are shown in Table 4 

Table 4: Tools for input sanitization 

Sl. No. Sanitization Tools used Attack  

1 

 

Text  TextAttack (Python) Text normalization 

Regular expressions (regex) Pattern matching 

2 Graph NetworkX (Python) Graph analysis 

Louvain, Leiden Community detection algorithms 

• Step 2: Feature Squeezing 

The objective of this step is to reduce the feature space. In text data, the raw post data can be compressed 

into weighted word embeddings, and the exact timestamp of a post can be rounded off to the nearest 

hour so that the post’s exact posting time is unknown to the bot. 

In graph data, the exact follower count could be approximated by a generalized count, such as ranges 

0-100 or 101-1000, and so on. Instead of specifying the precise edge weights, we can categorize them 

as connected or not connected (1 or 0). 

• Step 3: Hardened Model Inference 

In this step, runtime protection techniques are set up to counter white-box attacks, query-based attacks, 

and evasion-based attempts using various methods. The techniques could comprise gradient masking, 

randomized smoothing, and confidence thresholds. 

• Step 4: Decision Engine 

In this step, the data from the previous step is categorized into three types. 

• Type 1: Block account if bot probability is greater than or equal to 90% in text and graph data. 

This means the bot has been detected. 

• Type 2: Allow access to the account as the bot probability is less than 60%. No patterns of attacks 

are detected in this case, and it is determined that it is a human error. 

• Type 3: This type is uncertain whether it is human or bot. This occurs when the bot probability is 

between 60% and 89%. If it is of this type, the human reviews it and sends it to the next step, 

Monitoring and adaptation. 

• Step 5: Monitoring & Adaptation 

This step is entered only if the data is of type 3 in Step 4 of the decision engine. When it's unclear 

whether it's a bot or a human. The data is sent to the monitoring dashboard, where data is ranked based 

on the confidence score. In the monitoring dashboard, decide upon a set of rules. For example, the rules 

are 

• Check for posts every hour, and if there are more than 50 posts, mark this data for review. 
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• If the number of new followers per minute exceeds 20, temporarily block this account and review 

it again. 

• If the account is less than 1 week old and has more than 100 posts during that duration, then 

automatically block the account. 

From the data, add the detected bots to the training data. Then, retrain the models weekly to adapt to 

new methods and techniques. This is the feedback loop that goes to the Hardened Model Inference, and 

this process is repeated as part of the feedback pipeline. 

3.5. Phase 5- Monitoring 

This step involves a continuous monitoring system, which is essential against bot attacks and continues 

to evolve. In this process, the first step is to identify the bots in the live data. After placing the bots, make 

a log of these bots. Use this new data to retrain the models. This new data acts as feedback by giving 

new training data. The entire process is summarized in Figure 8.  

 

Figure 8: Monitoring 

4 Experiments and Results 

4.1. Baseline Models 

Models that were traditionally used to detect attacks could achieve around 92% accuracy when the 

datasets had no form of adversarial attacks. However, when the datasets had adversarial conditions, the 

accuracy dropped low to around 60%. The Baseline models that achieved this were Botometer API 

Lopez-Joya et al. (2023) which is based on Random Forest; Graph Attention Network (GAT), which is 

based on Graph Neural Networks (GNN); and Long Short-Term Memory (LSTM) based on Recurrent 

Neural Network (RNN) Collins et al. (2020) 

4.2. Proposed Model Performance 

Our model on Combative Machine Learning Approaches for Solving Bot-Driven Cyber Threats in Social 

Networking Platforms should maintain around 85% accuracy under adversarial threats. 

4.3. Setup of Attack Parameters 

Attack Parameters are parameters that allow alteration so that the bots are not detected. Two Attack 

Parameters are considered here. 
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• Evasion- In this parameter, the bot action itself is modified so that an attack is not detected while 

finding attacks. Represented by ε (Epsilon). 

• ε denotes the maximum value that is allowed by an attacker to modify the bot action.  

• Combative training can defend their models easily when their ε value is small (<0.1). 

• Combative training needs to defend their models harder when their ε value is significant (between 

0.3 to 0.5) 

• Evasion: FGSM (ε=0.1), PGD (ε=0.2, 10 iterations) 

• Poisoning: In this parameter, the training data itself is altered to lower the performance of the 

model. This is called pre-deployment. This is usually represented by the poison ratio, which is the 

ratio of corrupted data and the correct data in the training data.  

4.4. Results 

Our models are being compared with existing models used for adversarial detection of threats, such as 

GAT Kumar & Yadav (2024) and Botometer Adamopoulou & Moussiades (2020). 

GAT is an acronym for Graph Attention Network. This model is used when data is based on graphs 

and since we are considering social media, which is based on graph data. This model is based on a neural 

network deep learning model. In this model, not all nodes are taken into consideration for faster 

detection, and emphasis is only on essential nodes. The updated node is represented by equation (1) 

Kumar & Yadav (2024) 

hi′=  𝜎 ∑ (𝛼𝑖𝑗Wℎ𝑗)
𝑁

𝑗∈𝑁(𝑖)
      (1) 

where the parameters in the equation are 

hi′: The updated node representation for node i 

𝜎: Activation function Sigmoid 

𝑁(𝑖 ): The set of neighbors of node i 

W: Learnable weight matrix for node features 

𝛼𝑖𝑗: The attention score between node I and its neighbor node j 

ℎ𝑗: The representation of neighboring node j 

The other model being compared is the Botometer. 

Boto meter's model's main objective is to detect bots and is mainly used for social networks. It uses 

ML and rule-based techniques. It makes use of the content of the data on social media, such as follower 

networks, patterns in data, and all other data, to decide if any user account is a bot attack or a genuine 

user. 

If X denotes all the features for a user. Features indicate any characteristic of a user’s social media 

account. The prediction equation for the Botometer is represented in equation (2) Adamopoulou & 

Moussiades (2020) 

P(Bot)=f(X;θ)    (2) 

where the parameters in the equation are  
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P(Bot): Probability that a user is a bot. 

X: All the user's behavior is represented as a vector 

f (⋅): ML classifier  

θ: During training, the parameters of the model learned 

4.4.1. Confusion Metrics 

Confusion is the term used for classifying incorrect errors while sorting into bot threats and human users. 

Now, the errors are measured using a confusion matrix, which tells us all the weaknesses in our model.  

The commonly found four key conclusions are 

• True Positives (TP) 

• False Positives (FP) 

• True Negatives (TN) 

• False Negatives (FN) 

To understand the confusion matrix in Figure 9 below, table 5 helps us understand the outcomes 

better. 

Table 5: Four key outcomes 
 

Predicted: Human Predicted: Bot 

Actual: Human True Negatives (TN) False Positives (FP) 

Actual: Bot False Negatives (FN) True Positives (TP) 
 

False Positives (FP) happen when genuine human users are assumed to be the bot threats. 

False Negatives (FN) happen when bot threats escape the detection system or, in other words, they 

are not detected by our model. 

 

Figure 9: Confusion Matrix for Our Model 
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Using Figure 9, we can derive parameters for calculating how efficient our model is, which are 

• Accuracy 

• Precision 

• Recall 

• F1-Score 

4.4.2. Accuracy 

Accuracy is defined as the overall correctness. We will compare the accuracy of our model with the 

other models, GAT and Botometer. The standard formula for accuracy is known as equation (3) 

Accuracy=  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
 (3) 

The GAT model is an effective model with an accuracy of 89%. But it is less effective compared to 

our model. Botometer is slightly less accurate than GAT and even lesser when compared to our model. 

It has an accuracy of 88% but is considered a reliable model. The accuracy of our model is 94%, which 

is much more than the other two models (Figure 10). 

 

Figure 10: Accuracy of the three models 

4.4.3. Precision 

Precision is to find out how many were actually the bot threats in the predicted set of bots. The standard 

formula for precision is known as equation (4) 

Precision=  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒
  (4) 

We will compare the precision of our model with the other models, GAT and Botometer. Our Model 

has a precision value of 93%, which means that most of the predicted threats are bots. In the GAT model, 

the precision is 87%, which means that more of the anticipated threats compared to our model were not 

bots. Botometer has a precision of 86%, which means that there are more false positives than GAT or 

our model (Figure 11). 
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Figure 11: Precision of the three models 

4.4.4. Recall 

The recall is defined as how many threats were correctly identified among the real bot threats. The 

standard formula for the recall is known as equation (5) 

Recall=  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
   (5) 

A comparison of recall of our model with the other models, GAT and Botometer. Our Model has a 

recall of 92%, which means that most of the bot threats are found. In the GAT model, the recall is 88%, 

which means that it fails to catch the bot threats as much as our model. Botometer has a recall of 85%, 

which means that there is this model has the lowest recall value among the 3. It misses the most threats 

among the three models (Figure 12). 

 

Figure 12: Recall of the three models 

4.4.5. F1-Score 

The F1 score balances precision and recall. It is a means of precision and recall. The well-known formula 

for F1-Score is known as equation (6) 

F1-Score=  2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
    (6) 
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A comparison of the F1-Score of our model with the other models, GAT and Botometer. Our Model 

has an F1-Score of 92.5%, which means that our model has the best balance between precision and 

recall, whereas GAT is moderately balanced with an F1-Score of 87.5%, and Botometer is the least 

balanced of the three models with an F1-Score of 85.5% (Figure 13). 

 

 Figure 13: F1-Score of the three models 

4.4.6. AUC (Area Under ROC Curve) 

AUC plots the actual positive rate versus the false positive rate. AUC value is between 0.5 and 1.0. A 

value of 1.0 is considered as the perfect classifier.  

A comparison of the AUC of our model with the other models, GAT and Botometer. Our Model and 

GAT model has an AUC of 0.96, which means that it is able to find out correctly bot threats and human 

users. Botometer has an AUC value of 0.92, which means that it is not as good as GAT and our model 

and is weaker than the other two models in differentiating between bots and human users (Figure 14).  

 

Figure 14: AUC of 3 models 
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4.4.7. Comparative Analysis 

Our model's performance metrics Accuracy, Precision, Recall, and F1-Score actual values are 

summarized in Figure 15. 

 

Figure 15: Performance metrics comparison 

Based on the threats detected, we can calculate the error analysis as shown in Figure 16. This is based 

on the data of the number of bot threats caught, number of bots missed, number of human users correct, 

and number of human users flagged. 

 

Figure 15: Error analysis  

4.4.8. Adversarial Analysis 

Data has been induced with bot threats that try to fool the model into making wrong predictions. 

Adversarial analysis is the process of assessing the robustness of our model when we induce threats that 

appear as normal data for users. Figure 16 shows us the comparison of clean data versus adversarial 
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data's performance. The performance of our model drops under attacks for all the performance metrics. 

The most sensitive metric to the attack is the recall, as shown in Figure 16. 

 

Figure 16: Clean vs Adversarial comparison 

Related to the ROC Curve with Adversarial True positive rate versus False Positive rate is shown in 

Figure 17. The introduction of adversaries results in the degradation of AUC's True positive rate versus 

the False Positive rate value.  

 

Figure 17: ROC curve true positive rate vs. false positive rate 

5 Discussion 

From the results seen above, it can be noted that the combative ML techniques detect the bot much better 

than the traditional methods. This model works for adversarial threats, but there has to be feedback with 

continuous evolution and monitoring as the threats keep on evolving Hayawi et al. (2023). Our model, 

after extensive experiments that were done on real-time datasets, proves that our model is able to reach 
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26% more robustness when compared with standard classifiers. Our model shows improved 

performance in terms of the following. 

• Combative-trained models show increased accuracy when there are bots that keep evolving. 

• Bots that are more evolved, like the GAN-generated bots, are not easily detectable by 

conventional machine learning detectors, but combative machine learning is able to withstand 

these kinds of threats.  

This research highlights that combative machine-learning techniques are more effective in resolving 

bot-based threats with respect to social networks (Yang et al., 2022). This is done through combative 

attack defense. In the social media world, where there is a state of uncertainty always, the models need 

to keep evolving to catch up on the threats. The model needs to be always one step ahead to catch the 

threats. 

Our model has a few limitations, which are below.  

• Our model needs a large amount of data, which is very difficult to get always from social media. 

• There are bots that still escape the process of detection from these algorithms, such as zero-day 

attacks. 

• This combative training is good at detecting threats but compromises the speed of detection due 

to its complexity. 

Adversarial machine learning approaches for solving bots in social media are still one the capable 

techniques, even though there are a few limitations, as stated above. 

6 Conclusion and Future Work 

This research concludes that the conventional style of machine learning algorithms used for detecting 

bot threats is not enough, especially in social networks where data is very uncertain and bot threats are 

highly complex. The bot threats and the detection algorithm keep on trying to outsmart each other. This 

results in the evolution of both the algorithms and the bot threats. Researchers should emphasize 

improving the research constantly to be one step ahead of the threats. 

6.1.  Future Work 

Combative machine learning algorithms should be enhanced even more to detect bots in any social media 

platform, not just Twitter, but should work on Facebook, Instagram, and so on. The ML algorithms could 

be incorporated to extend across datasets of multilingual. Also, regulatory compliance can be added to 

make sure our models do not invade laws for privacy as we are using social media data, which contains 

a vast amount of personal data.  

A lighter version of the model also could be put in place to detect real-time lighter threats. 

The next generation of providing cybersecurity in social networks will be mainly oriented toward 

combative machine-learning approaches for solving bots. 
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