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Abstract 

Distributed trust systems have been transformed by blockchain technology; however, scalability and 

privacy preservation remain major obstacles.  Blockchain-based ridesharing platforms, which 

provide decentralization, privacy, and enhanced user control inside the system, have been offered as 

a solution to these problems.  Blockchain-based ridesharing services have scaling problems in spite 

of these benefits.  These systems' performance declines with an increase in users, which restricts 

their usefulness in high-volume marketplaces. To overcome these constraints, this study investigates 

how blockchain topologies can use zero-knowledge proof (ZKP) approaches. We provide a thorough 

examination of the current ZKP implementations in blockchain systems, such as zk-Rollups and 

Bulletproofs, assessing their theoretical underpinnings, real-world uses, and performance indicators. 

Our study shows that although ZKP integration can increase throughput through rollup technologies 

and greatly improve privacy guarantees, computational overhead and implementation difficulties 

continue to be obstacles to broad adoption.  Provide a framework for ZKP integration that is tailored 

to balance privacy, scalability, and usability. This could move blockchain technology closer to more 

useful real-world applications. 

Keywords: Blockchain Technology, Zero-knowledge Proof, Blockchain Trilemma. 

1 Introduction 

A blockchain (BC) is a data format that can be shared and replicated by group members that are spread 

out throughout a network.  As a result, the word "Blockchain" is also commonly used to refer to the 

system and protocol that manages this type of distributed data (Hasnaoui et al., 2025). The main feature 

of a BC is that its members can alter the distributed data structure (i.e., transact) even if they don't trust 

one other.  Because of this, BC also operates without a trustworthy clearinghouse, mediator, or authority, 

and participants are still guaranteed that the transaction has been accepted by the members (Stephan et 

al., 2025). Blockchain is a decentralized, immutable distributed digital ledger that maintains assets or 

transactions (Andersson & Bergström, 2025). 

When compared to the existing approaches, blockchain promises to increase the effectiveness, 

precision, and security of public, governmental, and social services (Alharbi & Alabdulatif, 2023). Based 
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on their use and application, blockchains can be categorized into three generations: 1.0, 2.0, and 3.0 

(Gokulakrishnan & Sinha, 2025).  Bitcoin and Litecoin belong to the first generation of cryptocurrencies, 

which are believed to be the most popular and well-known (Huang et al., 2024).  The second generation 

of blockchain technology uses smart contracts in a wide range of decentralized apps (DApps), including 

crowdfunding, autonomous organizations, land management, philanthropy, and many more (Gogol et 

al., 2025). Blockchain deployment in public sectors and industries is referred to as third-generation 

applications, which explore how blockchain interacts with the real world and employ the Internet of 

Things (IoT) (Gajmal & Udayakumar, 2021).  Data management and storage are being revolutionized 

by blockchain technology (Moreau & Sinclair, 2024). Data may be managed over computer networks 

without a central authority thanks to blockchain, a decentralized distributed ledger system with built-in 

security and transparency characteristics (Alizadeh et al., 2020).  Every transaction in a sequence of 

cryptographically connected blocks is recorded in an immutable log, ensuring a high level of network 

resilience and data integrity. 

The system uploading the required certificates to a distributed database known as a blockchain is the 

responsibility of the certificate supplier (Chlaihawi, 2024).  Work: A blockchain document check system 

was developed using the aforementioned technologies (Figure 1). The ability of dispersed networks, like 

blockchain, to execute numerous transactions quickly is referred to as scalability (Habib, 2025). To 

appropriately define this blockchain attribute, two measurements are needed. (i) throughput, or how 

quickly transactions are completed on the blockchain, and (ii) memory needs. These two elements are 

interrelated and work together to make blockchain networks more scalable (Gogol et al., 2025). For 

instance, increasing the block size is necessary to boost a blockchain-based system's throughput because 

each block needs to store more transactions (Huang et al., 2024). Unfortunately, issues with bloated 

memory arise when the block size is increased.  Because of this problem, sending a specific block to the 

network for verification and storage takes a long time.  Because the block size is expanded to 

accommodate more transactions, the process ultimately slows down (Wen et al., 2024). Additionally, as 

it gets harder for recently connected nodes to duplicate the complete main register to the system, the 

blockchain's overall size grows.  For example, the current size of the Bitcoin blockchain is around 386 

GB, and all users who are ready to join this network must download the entire ledger data, which usually 

takes 240 hours (Wang et al., 2023).   

 

Figure 1: Traditional Blockchain Design 
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Assume that we reduce the adverse consequences of raising the block size to transaction per second 

(TPS).  In this scenario, the network's miners should be fewer in number, as should the number of 

participating nodes.  The ultimate goal of this is to centralize the system. 

 

 

Table 1: Methodologies and Contributions to the Blockchain Trilemma comparison 

Study Formal 

Proof 

Consensus-Agnostic 

Framework 

L2 

Compatible 

Addresses Full 

Trilemma 

Namasudra & Sharma, 2022 ✘ ✘ ✘ ✘ 

Makhdomi & Gillani, 2025 ✘ ✔ (Conceptual) ✘ ✘ 

(Melo et al., 2025) ✔ ✘(PoW Limited) ✘ ✘ 

(Stephan et al., 2025) ✘ ✘ ✘ ✘ 

Our Method ✔ ✔ ✔ ✔ 
 

The approaches and contributions of the work that was presented, along with its benefits and 

drawbacks with regard to handling the blockchain trilemma, are compiled in Table 1.  Though there is 

frequently no consensus tag frame, compatibility with Shift-2 solutions, or full address for Tri-Lemas, 

prior research has yielded useful insights through empirical analysis, theoretical models, or conceptual 

frameworks (Tokkozhina et al., 2023). Our approach incorporates Shift-2 compatibility considerations 

and offers comprehensive formal details on the consensus mechanism that fully manages the three 

LEMAs (Konkin & Zapechnikov, 2023). They are perfect for facilitating and encouraging dubious 

transactions in many locations because to their manipulability and the invariance of national transition.  

For necessary and intelligent contracts, deterministic implementation is crucial.  This depends only on 

the entry and the state of the blockchain at the moment.  Reliable decision-making and preventing 

unforeseen repercussions depend on this predictability.  The "Blockchain - Absent Triangle" or 

"Blockchain Trilemma" (Tokkozhina et al., 2023) idea suggests that blockchain technologies are unable 

to simultaneously attain the best possible scalability, decentralization, and security. This trirema 

summarizes the main issues that blockchain systems confront, as seen in existing implementations and 

industry practices, however it is not official proof of blockchain architecture (Dallal, 2024). Not all three 

categories apply to blockchain systems.  The majority of blockchain systems have historically placed a 

higher priority on security and decentralization than on scalability (Gangwal et al., 2023), which severely 

restricts performance.  Like other distributed systems, blockchain systems must account for availability, 

consistency, and the CAP-Theorem. Depending on the situation, these systems must balance scalability, 

decentralization, and security.  Scalability is always regarded as the most crucial element and shouldn't 

be compromised.  Our work's most significant contributions are: 

• To create and assess a new, low-complexity off-chain scaling protocol to enhance Blockchain's 

performance in terms of resource usage and computational complexity 

• To examine the benefits and drawbacks of Ethereum and Bitcoin in terms of scalability and 

performance by weighing the trade-offs suggested by the trilemma of decentralization, security, 

and scalability. 

• To create and implement a more advanced, lightweight method for Zero Knowledge rollups. 

• Designing a method to apply parallelism in the execution of off-chain transactions to be 

validated on the main chain, as well as analyzing and assessing the technique's performance in 

terms of scalability, computational complexity, and resource consumption 
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• To suggest a methodology that combines the distributed execution of off-chain transactions with 

the scaling advantages of improved lightweight techniques. 

2 Related Work 

Additionally, during the past ten years, blockchain's rise has been increasingly dynamic.  Inspired mostly 

by blockchain features like security, decentralization, immutability, confusion, and anonymity as a 

pseudonym, they have even started in other recent domains (such the energy sector (Namasudra & 

Sharma, 2022)).  The first is the number of transactions per second (TPS) and the cost of these 

transactions if the blockchain is highly decentralized. It is common practice to discuss the trinity of 

security, decentralization, and scalability (see Surya Viswanathan (Shivers et al., 2021)).  Since 2019, 

rollups have become more and more popular as a practical way to address issues that come up when 

using blockchain.  

 ZK, or rollup with zero knowledge, has gained popularity as a way to scale blockchain systems.  By 

combining layer 2 transactions and sending them as a single stack to a layer of a single blockchain, this 

improves transaction throughput and lowers costs. However, a significant element of ZK-rollups is the 

computational burden on the development of effectiveness results, which poses significant performance 

and decentralization difficulties (Baza et al., 2021). The existing approach restricts the scalability and 

decentralization of rollup systems by relying on a centralized infrastructure to carry out mathematical 

activities.  In order to outsource computations to faulty raw material hardware used by a variety of small 

firms, this article suggests a prober orchestration layer (Makhdomi & Gillani, 2025). Use numbers to 

demonstrate the transaction stack of well-known ZK rollups. Community evidence demonstrates that 

services are achievable and, in certain situations, better than current centralized deployments, thanks to 

experimental evaluations.  Our findings demonstrate that systems with modest hardware configurations 

can still function as well as central solutions.  In other words, evidence from the community supports 

affordable and useful substitutes.  Both rollup operators and community members have demonstrated 

that the cloud allows them to employ hardware to save infrastructure costs for their idle communities, 

and Community-Prover receives payment for their efforts. 

 The scalability perspective is not addressed in the polygon experimental testing reported in Chemaya 

and Liu's work.   To the best of our knowledge, this paper is the first systematic investigation to conduct 

the most widely used one-year experimental analysis through the short- and long-term impacts on 

Ethereum Layer 2 systems, main chains, and transaction volumes.  It provides an overview of how our 

study is contrasted with and enhanced by earlier studies.  Our investigation demonstrates how a specific 

Layer 2 system affects user behavior and the main chain (i.e., how its state is synced with the main 

chain) (Melo et al., 2025). Although this isolates the Layer 2 system and accounts for the synchronization 

costs without viewing them as the primary chain, some Shift 2 plans assert that they can process 

thousands of transactions per second. 

3 Materials and Methods 

The Layer 2 is gathered from smart contract address for every system I had chosen.  Next, we identified 

all main chain transactions across the whole Ethereum blockchain for a certain time period that Layer 2 

deposits, drawers, control points, and other maintenance procedures matched.  The process is loaded to 

the rollup level in the suggested model.  A two-layer structure serves as the foundation for the suggested 

system.  The roll-up layer is implemented as a ZK-Rollup, and this is the fundamental layer utilized by 

the Ethereum main set. The core infrastructure of the suggested paradigm, which offers distributed 



Zero-Knowledge Proof (ZKP) Techniques Within 

Blockchain Technology 
K.N. Unnikrishnan et al. 

 

930 

systems and security, is the base layer that houses Ethereum Main set.  It is made up of Ethereum-based 

intelligent contracts that carry out trust-dependent operations at slower execution speeds.  This layer 

creates a secure network by using a variety of knots and Ethereum's consensus process.  User registration 

and identity management are two of the Basic Layer's primary responsibilities.  Upon joining the site, 

new users' identities are safely registered on the Ethereum blockchain.  This procedure entails modifying 

public keys and generating a unique user identification. 

3.1. Enhanced lightweight technique for Zero Knowledge rollups 

The foundation of ZK-Rollups is evidence of zero knowledge, a cryptographic approach that enables the 

statement to be verified by a third party (verification) without revealing the statement's authenticity.  The 

rollup operator builds a ZK-SNARK, which stands for zero knowledge with respect to the arguments of 

non-interactive knowledge, in order to provide proof.  The definition of an arithmetic switch or rank-1 

limiting system (R1CS), which denotes the logical procedures necessary to verify each transaction in a 

batch, is one example of this.  A circuit is a comprehensive schematic of the computations needed to 

verify transactions, including logic and arithmetic checks. 

The roll-up intelligent contract is shown on the blockchain along with supporting documentation.  

Without actually doing the transaction stack proofs, checking ensures that they answer correctly and is 

arithmetically efficient.  This is accomplished using a review key that is generated during a trustworthy 

see Figure 2: ZK Rollups Techniques. It enables the smart contract to verify the proof's validity within 

a predetermined window of time.  Transactions are verified on the stack in this manner.  By using ZK 

rollups, you may increase the scalability of your blockchain network while maintaining decentralization 

and security.  The network can handle a high volume of transactions without compromising system 

security and performance because to its capacity to compress and verify transaction stacks. ZK-Rollups 

is a Layer 2 scaling solution for blockchains like Ethereum that greatly lessens the computational strain 

on the main chain by processing transactions and stacking out-of-chain without the need for proof of 

knowledge.  It allows for quicker and less expensive transactions while maintaining the integrity and 

decentralization of the underlying blockchain (Figure 2).   
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Figure 2: ZK Rollups Techniques 

Additionally, the protocol functions as follows if the proof can only be verified by a certain verifier 

V1: 

∀𝑎 ∈ 𝑃, 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜆) → (𝜌𝑣𝑎 , 𝑡𝑣𝑎)                                                                                                             (1) 

(𝑃𝑘𝑉𝑎 , 𝐶𝐻𝑉𝑎, 𝜌𝑣𝑎) → 𝐺𝑒𝑛(1𝜆)                                                                                                           (2) 

𝑃𝑣𝑎 ← (𝑃𝑘𝑉𝑎 , 𝐶𝐻𝑣𝑎, 𝜌𝑉𝑎)                                                                                                                      (3)  

The prover must employ CH in the commitment phase in order to permit a collision.  Verifiers are 

also aware of the case tower's hashing capabilities, but the trap door button is unknown to outside parties. 

𝑏𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 _𝑃𝑟𝑜𝑜𝑓 = 𝑃𝑟𝑜𝑣𝑒(𝑃𝑎𝑟𝑎𝑚𝑠, 𝑏𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 _𝑃𝑟𝑜𝑜𝑓_𝑂𝑏𝑗𝑒𝑐𝑡)                                      (4) 

𝐼𝑠_𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛_𝑃𝑟𝑜𝑜𝑓_𝑜𝑓_𝑉𝑎𝑙𝑖𝑑

= 𝑉𝑒𝑟𝑖𝑓𝑦(𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛_𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛_𝑃𝑎𝑟𝑎𝑚𝑠, 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛_𝐴𝑑𝑑𝑟𝑒𝑠𝑠, 𝑏𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛_𝑃𝑟𝑜𝑜𝑓   (5)   

where verify is the zk-rollups evidence verification feature designed for identity sharing on 

blockchain. 

𝑉𝑒𝑟𝑖𝑓𝑦(𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝐾𝑒𝑦, 𝑠𝑡𝑚𝑡, 𝜋) → {0,1}                   (6) 

The actual process of generating the proof: 

𝑃(𝑆𝑝, ) = 𝑥, 𝜔) → 𝜋                                                                 (7) 

The aggregated proof can be represented as: 

𝜋𝑎𝑔𝑔 = 𝑃𝑎𝑔𝑔({(𝑆𝑝, 𝑥𝑖, 𝜔𝑖)}, 𝑖 = 1. . . . . . . . . 𝑛)                      (8) 

ETH Deposits 

 

ZK-rollup 

smart contract 

 

Layer 1 

 

Layer 2 

 

L1 

Block 

 

L1 

Block 

 
 

L1 

Block 

 

 

Deposits  

 

Deposits 

 

Txn Batch 

 

Deposit

s  

Txn Batch 

 

Txn Batch 

 

Submit batch ZK 

Proof 

 

Prover database  

 

Submit batch 

ZK Proof 

 

ETH 

withdrawal

s 

Transactions  

 
ZK Rollup technique 

 



Zero-Knowledge Proof (ZKP) Techniques Within 

Blockchain Technology 
K.N. Unnikrishnan et al. 

 

932 

During the verification of the aggregated proof, the function 𝑉𝑎𝑔𝑔 is used, which takes as input the 

aggregated proof, public inputs, and verifier parameters Sv : 

𝑉𝑎𝑔𝑔(𝑆𝑣,{𝑥𝑖}, 𝑖 = 1. . 𝑛, )𝜋𝑎𝑔𝑔) → {𝑎𝑐𝑐𝑒𝑝𝑡 𝑜𝑟 𝑟𝑒𝑗𝑒𝑐𝑡}       (9) 

3.2. ZK-Rollups  

ZK rollups are used to ensure security and decentralization while improving the scalability.  For a 

decentralized ridesharing platform that prioritizes scalability and user confidence, ZK rollups are 

superior to existing scaling solutions like sharding, sidechains, and optimistic rollups due to their 

security and instant finality, even though their complex proof generation process results in higher 

computational costs. On the other hand, XK-Rollups require that the layer-2 service deposit a security 

amount into the main chain's smart contract.   Every time a transaction occurs in the layer-2 architecture, 

the resultant state and the raw transaction information are communicated on the main chain.  This method 

keeps storage on the main chain while moving user interactions and computational costs (such as 

processing transactions) to layer-2. As a result, there is a continuous relationship between layer-2 

transactions and main-chain storage.  To do this, a smart contract on the main chain is used to store the 

security deposit, raw transaction data, and layer-2 state.   If a user or other outside party detects any 

wrongdoing, the smart contract runs the raw transaction data and compares it to the public layer-2 state. 

3.2.1. ZK-Rollups scalability 

Scalability is addressed via ZK-Rollups, which use ZKPs to ensure security while shifting computation 

and state storage off-chain:  

1. Batching transactions with concise validity proofs. 

2. Notable increases in throughput (100–2000x, depending on implementation). 

3. Immediate finality following verification of the proof  

zkSync, StarkNet, and Loopring are notable implementations that use various ZKP systems and 

optimization techniques. 

3.2.2. Validium and Volition Systems  

ZKPs are used for validity in these hybrid techniques, although the solutions for data availability vary:   

1. Validium: Requires data availability committees but maximizes throughput by storing data off-

chain. 

2. Volition: Gives consumers the option to store each transaction's data either off-chain or on-chain. 

 These solutions demonstrate how ZKP integration can be tailored to meet certain blockchain needs. 

3.3. Blockchain Scalability 

There is ongoing discussion regarding the definition of "scalability" in relation to blockchain.  These 

days, most individuals divide the notions of scalability into two main categories.  According to one 

school of thought, scalability encompasses a wide range of elements, including latency, throughput, data 

storage requirements, and other system parameters.  Blockchain scalability is thought to reflect a 

system's improved performance when more participants (nodes) join, without impairing the system's 

overall performance, according to studies like. Layer-2 systems have been proposed as a possible remedy 

to the throughput issues observed in permissionless blockchains.  Because deposits and withdrawals 
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necessitate frequent interactions with the main chain, the frequency of these transactions has a 

substantial impact on the systems' performance.  Currently, it seems that no subsystem or application 

promotes users to avoid main-chain transfers and retain their assets solely in a single layer-2 system.  

Because of this, the majority of layer-2 systems often provide significantly poorer security assurances. 

1 Scalability Issues with Public Blockchains:  Scalability issues plague public blockchains such 

as Ethereum.  Block size limitations, network congestion, and high transaction prices during peak 

hours are the causes of these problems.  Consequently, these obstacles hinder the wider 

implementation of blockchain technology for real-world uses, particularly those requiring rapid 

processing and reaction times.  

                            𝑆𝑐𝑎𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
𝑆𝑋𝑁𝐵

𝑆𝐵
                                                                         (10) 

             𝑆𝑂𝑝𝑡𝑖𝑚𝑖𝑧𝑒𝑑

=   𝑚𝑖𝑛 (
𝑁𝐿2𝐵

𝑆𝐿2𝐵
,

𝑚𝑖𝑛 (𝑁𝐵𝑎𝑡𝑐ℎ,
𝐿𝐺𝑎𝑠
𝐶𝐺𝑎𝑠

)

𝑆𝐵𝑎𝑡𝑐ℎ + 𝑆𝑍𝐾𝑃 + 𝑆𝐿1𝐵𝑈 + 𝑆𝑁𝑒𝑡𝐿 + 𝑆𝑉𝑍𝐾𝑃 + 𝑆𝐹1 + 𝑆𝑅𝑜𝑙𝑙𝑏𝑎𝑐𝑘
)             (11) 

  

2 zk-Rollup Solutions and EIP-4844: By combining transactions off-chain and sending 

compressed proofs to the main blockchain for validation, zk-rollup solutions—such as those 

suggested in Ethereum Improvement Proposal (EIP) 4844—seek to address scalability issues.  

   ( 𝜋, 𝑥) ← 𝑃𝑟𝑜𝑣𝑒( 𝐶, 𝜔 ) , 0,1 𝑉𝑒𝑟𝑖𝑓𝑦( 𝐶, 𝑥, 𝜋)                                      (12) 

However, zk-rollups use validity proofs to tackle the decentralization problem.  These small bits of 

information verify that transactions have been handled correctly by the rollup operator.  We concentrate 

on the intricate process of developing these validity proofs and how to decentralize it.  Creating a validity 

proof requires a lot of resources and usually requires a lot more processing power than carrying out 

transactions.  A variety of computing activities, each requiring specialized hardware, are part of the 

evidence generating process.  Some activities can be completed in parallel and benefit from GPU 

support, while others require a lot of memory or a powerful CPU, depending on the proving system 

being used. 

 

3.3.1. Decentralization (D) 

Decentralization shows how all network participants share authority and decision-making.  A highly 

decentralized system increases strength and fairness by preventing one person or a small group of people 

from holding excessive power: 

                       𝐷(𝑁) =
1

𝑛
∑

𝑁

𝑖=1

𝑝𝑖                                                                             (13) 

where pi, which ranges from 0 (no participation) to 1 (full participation), is the node i's participation 

level.  It displays the node's level of involvement in network functions including transaction validation 

and consensus.   We explain it as follows because this may be used to any agreement or system.  We 

define it as the most connections a node can have in our context. 
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         𝑝𝑖=

𝐷𝑒𝑔𝑟𝑒𝑒 𝑜𝑓 𝑁𝑜𝑑𝑒 𝑖

𝑀𝑎𝑥𝑖𝑚𝑢𝑚 𝑃𝑜𝑠𝑠𝑖𝑏𝑙𝑒 𝐷𝑒𝑔𝑟𝑒𝑒
                                                       (14) 

3.3.2. Layer-2 Solutions 

By managing transactions outside of the primary blockchain, they hope to increase speed and scalability.  

By reducing the burden on the main chain, this method preserves decentralization and security while 

resulting in faster processing times.  Considerations including scalability, security, efficiency, and 

privacy are critical when evaluating Layer-2 solutions.  Using techniques like commit-chains, which 

aggregate transactions off-chain to increase scalability even if this may result in some delays, these 

solutions excel in environments that require fast transaction processing and low latency. By requiring 

bonds or collateral to preserve transaction integrity during off-chain processing and depending on the 

main blockchain to settle any disputes, they provide robust security.  One significant advantage is 

privacy, which permits transactions to be partially concealed from the general public. However, the 

degree of privacy varies depending on the particular Layer-2 technology being employed.  Furthermore 

Layer-2 solutions improve operational efficiency by reducing expenses and processing times through 

governmental and payment channels.  

Algorithm 1: Initiation of L2 layer off-chain  

1. SCmain.deploy () is the first  

2. L → list of users that want to take part in L2 

3. While L eq EMPTY do  

4. USER.L2account = {account. Pub key x, account. Pub key y, account. 

balance, account. nonce, account. Token type}  

5. create (USER.L2address)  

6. USER.L1balance → (USER.L1balance − account. balance)  

7. USER. Locked fund ← account. balance  

8. L1TXNS ← Fund Lock (USER)  

9. finish when  

10. SC verifier. Deploy ()) 
 

Layer-2 solutions can be used in a variety of domains outside of financial transactions, including 

supply chain management, healthcare, and the Internet of Things (IoT).   These technologies improve 

supply chain transparency and efficiency, which are essential for logistics management and product 

authenticity verification.  However, despite all of its advantages, Layer-2 solutions face difficulties 

include ensuring smooth synchronization with the main blockchain, managing off-chain computations, 

and preserving data integrity.  To solve these problems, which sometimes need major improvements to 

the current infrastructure to enable compatibility and effective operation, strong technical solutions are 

required.   As these technologies mature, future advancements in Layer-2 solutions will likely 

concentrate on improving scalability, security, and the appropriate ratio of decentralization.  Wider 

acceptance will depend on improving encryption techniques and making integration with existing 

blockchain systems easier.  It is anticipated that these advancements would significantly increase 

functionality and efficiency across a range of industries, encouraging wider adoption and use of this 

ground-breaking technology. 
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3.3. Scalability (C) 

This feature is necessary for blockchains to be extensively adopted and support practical uses.  

Throughput and latency are the two primary metrics we use to understand scalability.  A method known 

as polynomial interpolation, including Lagrange interpolation, is used to derive these.  Once we have 

these polynomials, we compute h(x) and t(x), which are defined by: 

(∑

𝑛

𝑗=1

𝑠𝑗𝑝𝑗(𝑥𝑖)). (∑

𝑛

𝑗=1

𝑠𝑗𝑞𝑗(𝑥) − (∑

𝑛

𝑗=1

∑

𝑛

𝑗=1

𝑠𝑗𝑟𝑗(𝑥))                   (15) 

where t(x) = (x − 1)(x − 2). . .(x − m). 

Data collections that are substantially larger than what memory can normally manage are encountered 

by today's information technology.  There is still a need to analyze these massive data sets despite the 

lack of computational capability.  A segmentation technique was developed to overcome this difficulty, 

dividing large databases into manageable chunks (partitions) that may be controlled by a single database 

instance (server).  Various criteria, like popularity, date, location, and price range, might influence how 

these partitions are made. 

 

Figure 3: A network of 12 nodes sharded into three shards 

One important factor is decentralization.  With ns=NS nodes in each shard, a sharded network divides 

into S shards.  Figure 3 above depicts a network with three shards, each of which has four nodes. The 

shards are connected to guarantee network-wide connectivity.  Since segmentation does not ensure that 

portions operate independently, sharding makes sense after segmentation. If one server dies, the data it 

contains is rendered inaccessible (Figure 3).  The process of dividing a database into discrete sections, 

or shards, and having a separate database instance run each part is known as sharding.  This method not 

only solves fault tolerance problems but also increases throughput by enabling multiple processors to 

handle tasks in parallel. 

1. Throughput (T): This is the quantity of transactions that are handled in a second (TPS).  For real-

time applications to handle a high number of transactions, high throughput is necessary. 

2. Latency (L): This is the duration required to validate and finish a network transaction.   Low 

latency is necessary to ensure quick transaction processing and a flawless customer experience. 
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 However, establishing throughput and latency alone is insufficient; criteria that establish the desired 

performance must also be included for scaling to be meaningful: 

 

Figure 4: Blockchain performance frontier 

To better understand how throughput and latency interact to determine scalability, look at the graph 

in Figure 4.   The figure's performance frontier (black line) displays the optimal trade-offs between 

throughput (T) and latency (L) for various system configurations. The vertical red dashed line marks the 

desired throughput threshold (𝑇𝐷𝑒𝑠𝑖𝑟𝑒𝑑), and the horizontal blue dashed line indicates the maximum 

acceptable latency (𝐿𝑚𝑎𝑥). The shaded green region to the right of 𝑇𝐷𝑒𝑠𝑖𝑟𝑒𝑑 and below 𝐿𝑚𝑎𝑥 highlights 

where both conditions are met, signaling the system’s scalable operating range. This example not only 

demonstrates that the system can maintain an acceptable latency while achieving the required 

throughput, but it also shows how close the current configuration is to reaching and maintaining the 

ideal scalability zone. 

3 Result and Discussion 

The Polygon zk EVM, a zero-knowledge scaling platform that integrates easily with Ethereum, is where 

we have deployed our approach.  We used the Sepola test network to evaluate the efficacy of current 

models (Andersson & Bergström, 2025; Namasudra & Sharma, 2022, which run on Ethereum test 

networks.  We used Polygons can and Ethers can, developer APIs that guarantee transparent access to 

blockchain data from their respective networks, to monitor and record the transactions for both our 

model and those that already exist.  In our approach, the rollup operator maintains control over certain 

verification activities while delegating others to community members.  Each task's orchestration remains 

centralized under the rollup operator in our suggested method.  However, our partially decentralized 

solution allows community members to contribute processing power, which is advantageous to the rollup 

operator as well as the players. 
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Table 2: Transaction Data Size (in bytes) 

Field Ethereum transaction Rollup 

Nonce 1 — 32 0 

Gas Price 1 — 32 0.5 

Gas Limit 1 — 32 0.5 

Recipient 21 4 

Amount 1 — 32 0.5 

Unlike Rollups and ZK-Rollups achieve zero-knowledge by using hash functions instead of elliptic 

curve encryption.   Finally, as seen in Table 2, it is usually several orders of magnitude greater. 

 

a) 

 

b) 

Figure 5: Comparison of (a) Transaction Throughput and (b) Block Addition Time 

The transaction throughput (TPS) of both systems is displayed as the number of ride orders increases 

in Figure 5 (a,b).  Compared to the Ethereum-based alternative, our proposed architecture, which makes 

advantage of Polygon's ZK rollups, achieves a significantly greater throughput.  Both systems function 

similarly when the number of ride orders is less than fifteen.  However, our model's throughput grows 

exponentially with the number of orders, reaching up to 65,000 TPS, whereas the Ethereum model stays 
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constant at 15 TPS.  These results demonstrate the exceptional scalability of our architecture, which can 

process more than 4,333 times as many transactions per second as the Ethereum option.  Applications 

like ridesharing services that need to process data in real time and manage large volumes need this 

capability. 

Table 3: First Circuit Comparison (c mean constraints, s seconds) 

Block Chunk Size zkSync Our Proposition 

26 8,526,701c 71s 8,542,124c 71s 

78 1 6,908,690c 1 42s 16,952,713c 144s 

182 33,672,019c 289s 33,773,242c 289s 

390 67,185,536c 588s 67,401,159c 588s 
 

The addition of two additional operation types, group participation in transactions, and the alteration 

of public input essentially eliminates the prover's workload in the first circuit, while the second circuit 

stays the same. The proof time barely changes, and the initial circuit's size just slightly increases from 

0.18% for the smallest blocks to 0.32% for the largest. These outcomes are shown in Table 3. 

 

Figure 6: Bitcoin consensus mining delay on average 

According to Figure 6, the proposed method reaches consensus on Bitcoin 23.5% faster than PABC, 

24.2% faster than PBM, and 23.9% faster than PRCA. Java was used to run this model, and several 

parameters were estimated throughout the simulations. 
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Figure 7: The average mining throughput for Ethereum, Omisego, and Populus consensus 

According to the analysis in Figure 7, the proposed model outperforms PABC, PBM, and PRCA by 

15, 16, and 18 percentage points, respectively, for agreements based on Ethereum, Omisego, and 

Populus.  These improvements directly increase mining efficiency and make the suggested methodology 

noticeably scalable. 

4 Conclusion 

This paper offers a novel approach to decentralized ridesharing that addresses scalability concerns while 

preserving the crucial security and decentralization aspects of blockchain technology.  It uses a two-tier 

structure: a rollup layer handles operations that require prompt execution, while the main chain handles 

non-time-sensitive processes.  The rollup layer reduces the cost per transaction and speeds up processing 

times by combining multiple transactions into one and sending them to the main chain.  The scaling 

techniques covered may also be used in other industries where safe and effective decentralized systems 

would be beneficial, such as food delivery and tourism. The throughput problems that permission 

blockchain networks have can now be successfully resolved with Layer-2 solutions.  Even while prior 

study has focused on different elements of layer-2 technology, we plan to broaden our scope by 

investigating the layer-2 systems in several blockchain ecosystems, including Bitcoin's Lightning 

Network, to see if similar patterns exist there.   Additionally, we will develop a synthetic workload that 

replicates the characteristics of layer-2 systems using the data gathered from our studies.  This might 

therefore serve as a benchmark for constantly assessing various strategies. 
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