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Abstract

Today's world places more emphasis on smart device transactions for the financial sector, which
configures a large number of programs that are capable of processing massive volumes of data
effectively in response to the expanding requirement for service facilities from network edges. These
enormous increases have led to addressing issues with the security of the system and the
functionality of smart devices regarding critical transaction records for financial transactions.
Service centers currently exchange transaction records across many platforms, recognition to
blockchain technology. In this paper, research developed a Distributed Blockchain-learning cloud
(DistB-Learning Cloud) architecture to address these problems for financial sectors. It combines
blockchain technology, properties of cloud computing and machine learning (ML) to provide secure
information transfers in peer-to-peer systems and efficient data-sharing services. There are four
design models in this methodology. Initially, an attack detection approach uses a Support Vector
Machine (SVM), using a transaction network-based anomalous traffic detector to locate the attack
in the financial sector. Second, to manage risks and confirm the process of identity verification for
secure transactions, a novel model for a blockchain transaction network is created using a Crypto-
Aware Elliptic Curve (CAEC) and encryption. The ML model is then trained for the output
prediction by logistic regression (LR) of the large-scale transaction record. In conclusion, a cloud
assessment model facilitates the management of transaction records that are maintained and
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accessible sharing of services that each service center has access to several cloud platforms. The
results of the experiments show that the DistB-learningCloud performs higher than existing schemes
in terms of achieving more transactions in each block for the financial sector.

Keywords: Blockchain, Machine Learning (ML), Cloud Service, Security Attacks, Transaction
Network, Financial Sectors.

1 Introduction

Cloud computing is viewed as a key facilitator of Information technology (IT) sector innovation in the
linked world of today. In addition to a variety of on-demand financial services, this approach provides
users with network utilization of a collective database of physical resources, including processing power
and storage. Customers at present utilize commodity gear, such as a laptop, linked to the internet, rather
than having to buy pricey technology to access these services, enabling them to solve challenging issues
(Rahman et al., 2023). The issues faced by financial institutions in maintaining network security
(Krishna & Tyagi, 2020) have become more intense due to the growing interconnectivity of systems,
the widespread use of mobile devices, the Internet of Things (IoT) and the growing use of cloud
computing (Kumari et al., 2020). The cyber attacks could have a large financial impact on financial
organizations (Elankavi et al., 2017), resulting in large losses and harm to their reputation. An analysis
conducted, for example, discovered that cash holdings might rise from a starting position of 23% of
assets to 26.87% as a result of cyber attacks. Companies are moving to reduce the financial impact of
potential cyber attacks, as demonstrated by this rise in cash holdings (Liu et al., 2022). According to
research, further consequences of reputational harm include a decline in company value, a poorer
performance in the stock market, a decline in operating performance, a drop in the number of mergers
and acquisitions, a loss of clients and an increase in financing costs. This demonstrates the serious impact
that a cyber attack might have on an organization's finances and standing (Li et al., 2020). Despite
offering layered security, protections that follow the defence-in-depth approach and conventional
perimeter defences have proven inadequate in dealing with complex internal and external threats. When
threats breach network perimeters, these models are not able to handle them effectively and frequently
find it complex to dynamically adjust to shifting threat environments (Daah et al., 2024). To solve these
issues, the Distributed Blockchain-learning Cloud (DistB-learning Cloud) architecture was created and
suggested in this work. It integrates ML, blockchain (Vij & Prashant, 2024) technology and the
foundations of cloud computing to provide safe data transfers in peer-to-peer networks and efficient
data-sharing services.

The article's portions are separated as follows: Portion 2 presents a related work. The explorations of
the proposed methodology are provided in portion 3. The simulation findings and discussions were
determined in portion 4. Conclusions are provided in portion 5.

2 Related Works

Hemamalini et al., (2024) presented a cloud-based architecture that integrates blockchain, 10T and
Artificial Intelligence (Al). The proposed architecture provided a stable and secure foundation for data
analysis and interchange, enabling the development of intelligent algorithms that improve productivity
and efficiency while raising living standards. (Ayaz, 2019; Kumar et al., 2023) proposed this vacuum
by characterizing the uses and advantages of blockchain-enabled, integrated Al systems across several
business verticals. (Saba et al., 2023) protected financial transactions using software-defined network
(SDN) architecture's intelligent services by presenting an efficient blockchain architecture for high-end
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processing in a huge information setting. (Wong et al., 2021) used large data processing and analytics,
scalability, as well as technical sustainability. The use of the suggested technology architecture for real-
time marine risk management identification to achieve technically sustainable development was
illustrated through a case study. (Nguyen et al., 2020; Huang, 2024) proposed decentralization, data
privacy and network security. Blockchain offered novel ways to solve problems in this context, and the
cloud of things provided scalability and elasticity to improve the effectiveness of blockchain operations
(Huang, 2024; Kim et al., 2022) described a security mechanism that uses data collection and anomaly
detection to identify harmful occurrences. (Awotunde et al., 2023) presented a hybrid convolutional
neural network (CNN) with Kernel principal component analysis (KPCA) enabled by blockchain to offer
security and privacy to users and systems in smart cities. (Yang, 2024; Hemamalini et al., 2024)
presented a revolutionary method of cybersecurity analysis based on blockchain technology for fuzzy
machine learning and smart cloud computing (Leema, et al., 2024), both rooted in electric car
technology. (Philip & Saravanaguru, 2023) presented a revolutionary method of cybersecurity analysis
based on blockchain technology for fuzzy machine learning and smart cloud computing, both rooted in
electric car technology. (Selvarajan et al., 2023) preserved the privacy and security of 10T systems,
creating a lightweight blockchain security model (AILBSM) driven by Al was the project's objective
(Rakesh et al., 2024). The study made a unique contribution by combining enhanced security operations
and a streamlined process with the benefits of lightweight blockchain and Convivial Optimized Sprinter
Neural Network (COSNN) based Al techniques. (Shahbazi & Byun, 2021) anticipated taxi demand pick-
up and drop-off information, as well as reducing the opportunity for unregistered individuals to exploit
taxi services for fraudulent activities. It was thought that this issue was resolved by combining Machine
learning (ML) methods with the blockchain infrastructure. (Krishna & Tyagi, 2020) used the innovative
idea of blockchain technology to defend loT-based intelligent transportation systems (ITS). By putting
out a unique solution known as PChain using Blockchain Technology (BT), we were able to greatly
enhance the applications of ITS. (Alkadi et al., 2020) provided smart contracts on a privacy-based
blockchain and security using loT network distributed intrusion detection and suggested a deep
blockchain framework (DBF). Unal et al., (2021) suggested utilizing blockchain technology to protect
Federated learning (FL) algorithms running in Internet of Things (IoT) systems form attack. The
utilization of blockchain and FL combined to safeguard the validity of trained models and prevent
simulation-related concerns.

3 Proposed Method

A secure cloud computing architecture called Dist B-Learning Cloud was created to defend transaction
networks from financial intrusions. To guarantee data availability, efficiency and integrity, it integrates
blockchain, machine learning and cloud computing technologies. The design detects system security
vulnerabilities using an anomalous traffic detector for the financial sector based on support vector
machines (SVMs). Additionally, it employs blockchain technology's encryption and Diffie-Hellman key
exchange function (CAEC) to verify identities and thwart transaction assaults. To gather comprehensive
transaction data and predict transaction outcome, the ML model is repeated several times, as shown in
Figure 1.

52



Blockchain Integrated Cloud Security: Novel Al-based K. Balaji et al.
Traffic Record Transaction for Financial Sectors

I [ security ] 1
| |
I —-— — -— '_ — -— 1
I [ cloud cloud service /,I__Lg@m_mfﬁ@itlgn_1 I
8=/ broken provider _Je M| Leamning | gockBl kb7 Memolo I
| information N 1
Data canter N I
I I Model 1
I | training  prediction | I
I - - - - I
I e ——— |
, —
| Transaction block chain network \ |
I ~ — e o o o o — -
Smart device |
| 3.Transaction I
ockchain access
blockchai &
1 validation . |
Transaction
| T : signed |
| . through P2P
| 2.Broadcasting network |
A |
I Q9 I
I 1 r V
1.Transaction block |
| generation |
|
I r" :Encryption with private keys :
I /% :Decryption with public keys |
| |

Figure 1: Flow Architecture for the Proposed Method

3.1 DS20S Dataset

The Distributed Smart Space Orchestration System (DS20S) is a publicly accessible open-source dataset
on Kaggle (https://www.kaggle.com/francoisxa/ds2ostraffictraces). The traces collected in the DS20S
context of the 10T are included in the data collection. Compared to conventional network traces, it
originates in the application layer. Four simulated loT locations with various functions, including
washing machines, batteries, thermostats, light controllers, thermometers, movement sensors, smart
doors and smartphones, were used to collect the images.

3.2 Attack Detection Model Using Support Vector Machine (SVM)

The next two elements locate and examine anomalous traffic for the financial sector within the system
security assaults before providing the attack detection model for financial.

Legitimate traffic analyzer: By examining traffic patterns at the packet and traffic levels, including
bandwidth application, user requests, forwarding needed for smart devices and device usage frequency,
the analyzer categorizes legitimate internet flow in the financial sector. To categorize internet flow, it
also detects known attack patterns, such as assaults and transmission control protocol (TCP) flooding.

Legitimate traffic classifier: To prepare for attack detection, this component categorizes traffic
attacks on blockchain networks for financial purposes. The SVM provides the best solutions to
difficulties like local optimum and over-fitting, regression evaluation, and pattern recognition represent
two methods from many applications that utilizing the SVM model. A quadratic programming (QP)
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issue is converted into linear equations using a larger instance of the traditional SVM model. The method
is efficient in high-dimensional instances, where the number of dimensions exceeds the number of
samples. Classifying attacks using the distinct design of the SVM classifier is the main intention of this
research. Figure 2 depicts its general architecture.

Attack detection model of
SVM

Figure 2: Framework for SVM Architecture

In the input layer, there is a vector input signal (x) and it is computed between the support vector (s)
and the input signal vectors (x) in hidden layer (y). The output neuron combines the linear signals O
Ofz the hidden layer neurons. Attack detection in the financial sector is comparable with the two
classification issues, apply the benefits of the SVM algorithm, obtain transform data to obtain unique
values, identify the optimal hyper-plane for classifying the data from regular and attacking sources, and
obtain the results of classification by establishing the proposed framework by employing the test
information (Equation (1)).

0 = X Wik(x;sy) 1)

The hyperplane called decision performance is the primary function of SVM, that employed for

concerns with uneven binary classification (Equation (2)).

zy)=uPy+p=0 (2
Where bias p € K and weighted vector u € K™. The bounded issue of an SVM with the largest margin
hyperplane, Equation (3), is presented below.
min 1
u,p, B-, B+ 2
Penalty parameters for regulating the weights within the elements of both negative and positive

lull> + b_p_ + byfis.t.Yu+b_p<b_—pL Yu+bp<v,—B,f-=0 (3)

classesare b_ and b, where the normalization ;1 ||lu||? provides the highest margins across two adjacent

hyperplanes. The variables 8 + and B — represents the slack variables of both categories. The vectors
used for the positive and negative classes are represented by b_ and b.., with the variables Y, andY_,
which indicates the trained matrices for the adverse classes.

3.3 Blockchain Transaction Network Model Using Crypto-Aware Elliptic Curve (CAEC)

The encryption process employs the ECC algorithm following the creation of the shares. The elliptical
curve cryptography (ECC) is a cryptographic technique based on the algebraic framework of elliptic
curves moving across finite spaces of financial applications. The comparable level of financial
protection uses non-EC encryption. At the ECC, the greatest possible value is selected as np, and an
encryption key is used most frequently. Equation (4) is presented below.

F=o0(D}+v+*0(j)+u (4)
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Where v and u stands for the constant value v = u = 2. When state W = Z occurs, the ECC's best
points were selected and the variables Zand W was indicated in Equation (5).

W = mod(F,m,)

Z = mod(0(i)?,m,) (5)

The expression O(j, i) denotes the intersection of the elliptic curve. The prime number is denoted
as np. This doubling approach is used to define Z and W values. The optimal point O (k, ) and O,
displayed below that indicates a widely used key, shown in Equation (6).

O, = G * Of (6)

The encryption procedure allocates each share into the collection of blocks, and each block has
encrypted portions. Blocks are represented by rows and columns B (i, ), whereas the overall block
guantity is represented by j and i. Each of the data points is presently offered as input for data encryption.
The following Equation (7) expresses the information C,(j + 1,i) and C,, (j, i) is determined.

Dl = G * Of,
D, =(Cy,C,) + D (7)
The decryption method implements the private key (H) for communication, decryption, and point
D4, for pixel decryption, is stated in Equation (8).
Dy =G * Dy,
Dji = Dy — D1y 8
In the Dj;, the decryption process's output is provided. Pixel values for IR and the initial colored
bands are kept distinct from the D;;outputs.

3.4 Enhancement of Extensive Transaction Records Using Logistic Regression (LR)

Applications of the logistic regression model is widely used in a variety of fields, including the biological
sciences. When categorizing data objects into groups is the goal, the LR procedure is employed.
z=go(w) = 6°w (9)
To attack a binary value (z¢{0,1}), equation (9) proves highly ineffective. As a result,
that introduces a function in equation (10) to forecast whether a specific patient (with specified
characteristics) is more likely to be in the "1" (positive) class than the "0" (negative) class.

1
0(z =1lw) = go(w) = T+ exp (—05w) = g(65w)
0Ez=0w)=1-0@z=1w) =1-gs(w) (10)

By using the sigmoid function, or equation (11), maintain the value of 85w inside the [0,1] range.
Next, look for a value of 6 such that, for every x in the "1" class, the probability 0(z = 1|w) = gg(w)
is great and for every x in the "0" class, it is small.

S) _ 1
O'( ) = m (11)

The output and outcome are covered in the next part once our logistic regression technique has been

successfully modelled and put into practice.

3.5 Cloud Evaluation Framework

A single interface for managing numerous clouds and resources for data interchange with customers'
dispersed data services is offered by the cloud assessment model. For effective transaction record data
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gathering in large companies, the private cloud model, which is backed by CAEC, integrates cloud and
services. It’s perfect for companies that prioritize computing power, security and information sharing
services since it offers instantaneous services, lowers attack threats and enables consumers to accept
dependable transactions:

Cloud Service with Several Users

The cloud service manages user requests and offers digitally signed transaction records. It is made up of
a data center, a cloud broker and a CSP. In addition to strengthening multi-tenancy structures and
safeguarding data from hackers, the data center also oversees virtualization and remote access.
Information centers facilitate access from three components by managing redundancy, numerous
locations and multiple services:

e Clients: The customer chooses the most suitable CSP.

e CSP: The service provider has direct access to the resources for data exchange amongst

themselves for the combined cloud service of their operations.

e Public clouds: This includes the scheduling enabler and public directory access for the cloud

service specified.

Cloud computing comprises an interchange service in virtualized services and permits access to
transaction records in information centers. It manages services for smart devices, with an emphasis on
resources for data sharing. In multi-tenancy cloud services, network resources and storage oversee
related resources:

Service analyzer: The decision to approve or decline the client's requests is made by gathering and
analyzing the submitted requests. The cloud platform's aggregated service is provided by the updated
load services across VMs and cloud brokers.

Service scheduler: Taking into account the immense number of smart gadgets that are linked to
residences, infrastructure and cities. The virtual machines (VMs) are then assigned the data-sharing
resources, and the client request is assigned to the VM.

Resource analysis: Efficiently, the resource analyzer provides the client with the stored transaction
data. Cloud computing is improved by data center resource pooling, which reduces the latency and
energy use of smart devices. The client's requested distributed resource is also managed by the resource
analyzer.

4 Results and Discussion

The following is a description of the simulation parameter settings. An 8 GB RAM computer system
based on a CPU, the 2 GHz Intel Core i7 processor and 256 GB of storage is the gear utilized in this
instance. Furthermore, Tensor-Flow 1.4.0 and Python 3.6.8 are used in the software development
process. The efficacy of the suggested DistB-LearningCloud is evaluated in comparison to various
existing methods, among these are Blockchain distributed machine learning (BC-DML) (Pon & V,
2022), blockchain-based smart homes that combine cloud computing and blockchain (SH-Block CC)
(Pon & V, 2022), blockchain-assisted security for Internet of Things network (BlockSecloTNet) (Pon
& V, 2022), and blockchain-authorized blockchain in medical cloud servers (ABC-MCS) (Pon & V,
2022). The purpose of these comparisons is to assess the consequences of computing cost, computational
complexity, mining blocks, throughput and transaction delay.
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Throughput: It determines the transaction flow rate handled by the blockchain network using a
combination of different operations for reading and writing at different transaction sending rates.
Seconds (s) are used to measure. As follows, Equation (12) constant Bit Rate is shortened to CBR. The
assault case is identified by the fluctuating time in seconds (s) at which the attack occurred. Throughput
is drastically reduced compared to other techniques when a system assault happens. Typically, as the
volume of requests rises, an attack would not occur. Consequently, Figure 3 (a, b) compares the DistB-
learningCloud comparative findings, which indicate greater throughput in both the attack and normal
cases.

Y h—{ CBRrece
Simulation time

Throughput = (12)
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Figure 3: Comparison of the Throughput, (a) Attack, (b) Normal

Transaction latency: This processing time is referred to as the original broadcast transaction time
(T), assuming different block sizes, transaction sending rates and transaction numbers. The client
transmits to the P2P network ledger for processing. Figure 4 illustrates how the suggested DistB-learning
Cloud provides lower transaction latency than the BC-DML system. Here, up to 500 cycles, the existing
BC-DML approach's computing time coverage is more than 18 times lower than the suggested design.

300

1 BC-DML (Pon (2022)) ‘
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Figure 4: Comparison of the Transaction Latency
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Computation cost: The execution time for every time step in a simulation is the computation cost.
To find out how long the model takes to execute on real-time hardware, the execution-time budget of
the experiment on an actual-time target system is determined. The computing costs of the suggested
technique take advantage of lower costs than the existing ABC-MCS scheme, as shown by the study in
Figure 5.

[E=3 ABC-MCS (Pon (2022)) |
2.0 4 |[E DistB-learningCloud (Proposed)|
1.5
w
D
£
= 1.0
0.5
0.0

Digital signature Verification
Computation Cost

Figure 5: Comparison of the Computation Cost

Computational complexity: The study of mathematical complexity focuses on the least resources
required to solve issues related to computing. Specifically, it attempts to differentiate situations that are
intrinsically intractable from those that have methods of operation. Figure 6 illustrates the total
computing complexity of the suggested approach versus the existing technique.

10

[_] BlocksecloTNet (Pon (2022))
[ DistB-learningCloud (Proposed)|

Value (%)

Memory CPU

Figure 6: Comparison of the Computational Complexity

5 Conclusion

Attacks cause unsecured data transactions on a large number of smart devices as the transaction
network's demand rises. To provide a safe traffic flow access transaction system for the financial sector,
they presented a DistB-learning Cloud architecture in the article that is built on blockchain and
ML technology in cloud computing. Based on four architectural concepts, the DistB-learning Cloud
primarily focuses on financial security and storage computation issues. Initially, system security assaults
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are intended to be detected by the attack detection model using SVM. Subsequently, an LR is employed
to enhance the transaction production forecast. Enhancing the efficacy of cloud services is the intent of
the cloud evaluation framework, which provides a user-friendly environment for managing saved record
transactions across various cloud platforms. The evaluation's findings show that a high degree of service
is estimated for each block by the DistB-learning Cloud security architecture of traffic information
transactions for the financial sector. The low computation cost (0.5 s) is achieved during the
performance. To increase the effectiveness and security of information from smart devices, the whole
security architecture guards against assaults for financial transactions in financial institutions. In further
research, | intend to expand the blockchain operational systems into several fields that are potentially
useful in urgent and important applications.
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