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Abstract 

The scheduling and distribution of tasks is one of the biggest problems with cloud computing, a 

platform that is becoming more and more popular for everyday use and financial applications. 

However, one of the main problems in the financial segment remains to be cloud security. Several 

studies have demonstrated that the financial cloud load balancing system manages the arrangement 

of n tasks in the process flow on cloud devices, which is critical to the effectiveness of the system. 

To research load balancing and dynamic task prioritization in financial cloud systems, a novel 

adaptive weighted round robin based versatile random forest (AWRR-VRF) strategy was suggested 

in this research. The suggested strategy uses the versatile random forest (VRF) method for dynamic 

task prioritization depending on security requirements and the adaptive weighted round robin 

(AWRR) approach for effective load balancing in the financial cloud. To categorize the task-oriented 

priority of requests and enable efficient task performance, the VRF is implemented based on user 

behavior patterns. Based on the suggested methodology, this research is carried out using the Python 

program and performance is examined in terms of CPU utilization (0.0100), energy consumption 

(62.675), task prioritization (77,600) and optimized memory usage (5102.50) measures. Task 

security is enhanced to minimize security threats and maximize the protection of financial data. By 
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using the experimental assessment, this research determined that the suggested AWRR-VRF 

technique maximizes the financial cloud systems security and performance components. 

Keywords: Financial Cloud System, Security, Load Balancing, Task Prioritization, Adaptive 

Weighted Round Robin-Based Versatile Random Forest (AWRR-VRF). 

1 Introduction  

In recent years, the financial sector has seen an enormous move toward cloud computing to address 

increasing requirements for scalability, agility and cost efficiency. (Shahid et al., 2020). Cloud 

computing offers a plethora of benefits to financial institutions, including on-demand resource 

provisioning, elastic scalability and reduced infrastructure overhead. However, the migration of financial 

services to the cloud introduced new challenges, particularly in terms of ensuring security (Costa et al., 

2010), reliability and performance (Jyoti & Shrimali, 2020). 

The phrase "cloud computing" describes the on-demand provision of computer resources, such as 

processing power, storage and software. As a result of technological innovation, a wide range of 

industries have begun to utilize cloud computing apps to enhance and streamline their operations 

(Dezhabad & Sharifian, 2018; Sulfath et al., 2025). Those programmed can be discovered at any time 

from various geographical locations. It supplied an extensive variety of services in several industries, 

including social networking, education, health care management, data storage, entertainment and more. 

A privately owned cloud is a firm or a company's internal information center that is not open to the 

general public, whereas a freely accessible cloud is made available to others on a pay-as-you-go basis  

Task scheduling was used for planning tasks for optimal resource utilization by allocating specified 

tasks to certain tools at a specific time (Smihunova et al., 2024). Tasks are computational activities that 

can need a variety of processing abilities and resource requirements, such as CPU, memory, a lot of nods 

in a network bandwidth and so on. The task scheduling conundrum encompassed diverse criteria per 

task, including priority, deadlines and execution estimated, catering to two user categories: cloud 

providers and consumers. Consumers aim for varied-scale problem-solving, while providers offer 

resources for task execution (Habeeb & Kazaz, 2023). Effective scheduling benefits consumers through 

resource aggregation and providers through optimized utilization, crucial for shared resource scenarios 

(Nezami et al., 2021). 

Task planning and resource management allow suppliers of cloud services to maximize revenue and 

resource utilization (Gupta et al., 2022). The planning and distribution of resources seem to be 

substantial impediments to the efficient use of resources in the cloud. Their limitation of inefficient 

scheduling has prompted academics to investigate job scheduling in cloud computing.  The primary 

assumption of task scheduling was to arrange tasks so as to minimize time loss and improve 

performance. Inadequate task scheduling in systems can lead to extended wait times and prioritize less 

critical tasks, potentially causing starvation. Effective scheduling strategies consider task characteristics, 

size, execution time and resource availability to prioritize tasks and make scheduling decisions 

efficiently (Rjoub et al., 2021). 

To sum up, dynamic task prioritization combined with load balancing in financial clouds performed 

a strong statement to the dispute of resource optimization with safe, effective operation (Teoh et al., 

2021). Financial institutions can weaken security risks (Sato et al., 2019), improve regulatory 

compliance and prevent sensitive financial data by gathering advanced security measures into the load-

balancing process (Hosseini et al., 2023). Their paper offered a thorough security model that initiated 

the particular needs and drawbacks of load balancing in financial cloud environments, adding to the 
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modifying region of cloud computing in the financial sector. Research introduce a novel AWRR-VRF 

strategy that was suggested in this research. The suggested approach uses the VRF method for dynamic 

task prioritization depending on security requirements and the adaptive weighted round robin (AWRR) 

approach for effective load balancing in the financial cloud. 

2 Related Work 

 Aakisetti et al., 2024 addressed Dynamic Priority Task-Based Scheduling (DPTS) as a factious cloud 

scheduling method that alter corrected task preference and organize arrangement to optimize resource 

utilization, enhancing system performance and assure smooth task performance. (Ding et al., 2020) 

suggested a Q-learning-based task-planning structure for environmentally friendly cloud computing 

(QEEC), engaging a centrally located mission coordinator and a Q-learning-based scheduler to reduce 

task response times while increasing CPU utilization. Simulation trials have verified QEEC's ability to 

lower the average task reaction time. (Lin et al., 2023) investigated the neuronal signatures and 

performance effects of gait-prioritization and manual-prioritization strategies for Parkinson's patients 

while double-task strolling. People (N is the number of = 34) were asked to walk with two interlocking 

rings, either prioritizing large strides (GP approach) or separating the rings (MP methodology). 

Movement criteria and circle contact time were assessed, whereas the scalp electroencephalogram was 

recorded (Udayakumar et al., 2023). 

Torbunova et al., 2024 proposed a test case prioritization schema that combined static and dynamic 

prioritization algorithms. It evaluated three industrial datasets and found that the dynamic prioritization 

algorithm improved static algorithm performance and reduced it when static scheduling was near 

optimal. (Wrightson et al., 2020) evaluated the dual-task impact on loco-motor performance throughout 

simulator and over ground walking and discovered that prioritizing cognitive tasks enhanced walking 

performance while prioritizing walking tasks decreased it. (Liu et al., 2022) introduced Auto-Lambda, 

an automated weighting framework for learning task relationships in multi-task learning. It optimized 

task computed and discovered interesting learning behavior, achieving state-of-the-art performance in 

computer vision and robotics problems. (Leang et al., 2020) tested nine task-loading schemes on three 

vehicle datasets and proposed an alternative approach for trustworthy network training that 

outperformed the current method.  

3 Methodology 

The proposed system makes use of the adaptive weighted round robin (AWRR) technique for efficient 

load balancing in the financial cloud and the versatile random forest (VRF) method for dynamic job 

prioritization based on security criteria. 

3.1 Adaptive Weighted Round Robin 

The RR load balancing technique that research proposed in this paper was improved upon by the 

Adaptive WRR load balancing technique. Unplanned to RR Algorithm, by managing the dispersion of 

virtual machine (VM) loads in the network, this algorithm raises the bar for weighted robin procedures. 

The primary flaw in the RR load balancing method was that it assigned the correct virtual machine to 

each incoming request without considering the magnitude of the user's request. It only uses rotational 

decision-making to determine the subsequent VM. The weighted RR load balancing algorithm's 

suggested technique contemplates the workload of VMs, as well as the task's duration and processing 

capability, to choose which VM should be assigned to the subsequent task. The static technique of the 
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Adaptive WRR load balancing algorithms assigns the VMs according to their processing capabilities. 

The dynamic loads balancing component, or at run time, uses the load on each VM in addition to the 

capacity statistics to determine which VM is best for assigning the work. Tasks can occasionally take 

longer to complete than anticipated during system runtime because of the execution of multiple cycles 

of the same program using intricate runtime data. The balancer is in charge of determining which VMs 

are overloaded, underutilized or both. The load balancer won't allow any job migrations between VMs 

if they're all engaged. It will transfer the task from the overloaded VMs to the non-occupied VM if it 

discovers an idle VM. 

When a task is finished on a virtual computer, the load balancer checks the load on those machines. 

To save the burden on the VM, it never evaluates VMs that load independently at a moment. According 

to the task's waiting time, the Adaptive WRR load balancing algorithm selects which VM to map 

incoming requests to or assign tasks to. Finding the tasks' waiting times is the first stage in this method. 

𝑊𝑎𝑖𝑡𝑖𝑛𝑔 𝑇𝑖𝑚𝑒 = ∑  𝐾 ∗ 𝑆𝑀
𝑀=0          (1) 

 Where,  

 𝑀 Amount of Cloudlet 

 𝐾 Length of cloudlet 

 𝑆  Execution time of VM 

The duration of an incoming work determines how long the waiting period is. Every task's cloudlet 

duration is represented in an encrypted structure. The preparing duration of every VM is determined in 

Equation (1) above by multiplying the Cloudlet duration by the processing time. Equation (1) is utilized 

to determine the VM waiting period upon receiving a request of length 𝐾. 

Equation (2) uses Cloudlet dimensions as a basis for calculating execution time. Research divided 

the Cloudlet's dimension by the VM capabilities to get the processing time of the incoming position. 

The units of measurement for 𝑇 are MI (million instructions), while IPS (instructions per second) is 

used to quantify VM capacity. 

𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒 =
𝑇

𝑉𝑀𝑝
          (2) 

Where, 

 𝑇  Cloudlet dimension 

  𝑉𝑀𝑝 Virtual Machines Power 

Once the load balancer has collected the task wait times from each of the virtual computers it has 

built, it starts to prepare itself. The process of mapping involves selecting an assignment from VMs with 

the longest waiting times, identifying the most suitable VM for the task from each VM list and allocating 

the incoming activity to the selected VMs according to the waiting time. 

Rearranging the order is how load balancing works and the waiting time is determined by the VM's 

load. 

3.2 Versatile Random Forest for Text Classification 

The random forest method was a popular ensemble learning technique known for its reliability and 

effectiveness in predictive modeling across multiple domains. In this section, feature weighting for 
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subspace sampling and tree selection. By combining this approach, the novel and Versatile Forest 

randomization algorithm is described.  

3.2.1 Feature Weighting Method 

The following section discusses the attribute-weighted method for substructure samples in random forest 

settings. Consider the multidimensional feature space. {𝐵1, 𝐵2, … . . , 𝐵𝑁}.  They showed how to calculate 

weights {𝑥1, 𝑥2, … . . , 𝑥𝑁}) for every element in area. The weight was utilized in a versatile technique to 

generate decision trees in random forests. 

• Calculate Feature Weights 

To determine feature weight, they analyzed the relationship between every input attribute A and the 

category feature 𝑍. A high weight suggested a correlation between class labels in training data and 

feature 𝐵 values. As a result, 𝐵 correctly predicts the class names for fresh items. It used a two-sample 

t-test to calculate feature weight, which is appropriate for double-class data. To deal with multi-class 

circumstances, they recommend employing the chi-square algorithms to calculate the feature weight.  

For the given the class feature 𝑍 which has 𝑟 distinct values or classes, denoted as 𝑧𝑖(𝑖 = 1, … . , 𝑟)  

and the feature 𝐵 can take 0 values, denoted by 𝑏𝑗(𝑓𝑜𝑟 𝑗 = 1, … . 𝑜)   . If 𝐵 is numerical, then it is a 

supervised discretization method. Conversely, let 𝐶 be a data set consisting of ∑ ∑ 𝜆𝑗𝑖
𝑜
𝑗=1

𝑟
𝑖=1  data 

samples. The number of samples in 𝐶 where 𝐵 = 𝑏𝑗 and 𝑍 = 𝑧𝑖 is denoted by 𝜆𝑖𝑗. Then all these 𝜆𝑗𝑖 form 

a contingence of 𝐵 and 𝑍 are shown. It gives the contingency table of feature 𝐵 and the class feature 𝑍of 

a data set 𝐶 and the chi-square statistic-based correlation is computed as: 

𝐶𝑜𝑟𝑟(𝐵, 𝑍) = ∑ ∑
(𝜆𝑗𝑖−𝑠𝑗𝑖)2

𝑠𝑗𝑖

𝑟
𝑖=1

𝑜
𝑗=1         (3) 

Given a contingency table where 𝜆𝑗𝑖it represents the observed frequency and 𝑠𝑗𝑖denotes the expected 

frequency, we can express the computation of 𝑠𝑗𝑖as follows: 

 𝑠𝑗𝑖 =
∑ 𝜆𝑗𝑖×∑ 𝜆𝑗𝑖

𝑜
𝑗=1

𝑟
𝑖=1

∑ ∑ 𝜆𝑗𝑖
𝑜
𝑗=1

𝑟
𝑖=1

          (4) 

• The Normalized Weights  

In practical scenarios, feature weights are normalized to facilitate feature subspace sampling. Let's 

consider the correlation between a feature 𝐵𝑗 and the class label feature 𝑍, denoted as 𝐶𝑜𝑟𝑟(𝐵, 𝑍) for 

1…,   𝑗 = 1, … . , 𝑀. Research defines, 

𝑥𝑗 =
√𝑐𝑜𝑟𝑟(𝐵𝑗,𝑍)

∑ √𝑐𝑜𝑟𝑟(𝐵𝑗,𝑍)𝑀
𝑗=1

          (5) 

The extraction of square root of the connection is a common technique for smoothing. It can be 𝐵𝑗. 

This weight data to perform will be used in feature subspace selecting when designing our algorithm. 

3.3 Proposed Technique 

This new approach combines the strengths of adaptive weighted round robin (AWRR) and versatile 

random forest (VRF) algorithms to achieve load balancing and task prioritization. AWRR distributes 

incoming requests accordingly by server load dynamic based on current demand. It is important for load 
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balancing in complex systems because it ensures equal distribution and maximizes resource 

consumption. This results in better resource utilization, reduced critical response times and improved 

overall system reliability and performance in economical cloud environments with dynamic critical 

infrastructure optimized prioritization of versatile forest (VRF) using ensemble learning. It supports a 

variety of input formats and provides data models for transfer by connecting various decision trees. 

Customer service queues and resource allocation in distributed computing systems are two examples of 

applications that benefit from VRF’s robust performance and flexibility in task priorities. VRF also 

functions well with different settings. 

4 Results 

Research implemented our approach in Python (v1.8) and the system configuration includes Pytorch 

1.14, compatible with Python 1.8, on a Windows 11 OS. The suggested technique is examined in regards 

to balanced CPU utilization, energy consumption, task prioritization and optimized memory usage 

compared with the existing approaches, which are “Reinforcement Learning (RL), Lyrebird 

Optimization Algorithm (LOA), Falcon Optimization Algorithm (FOA)” (Khan, 2024). 

Energy consumption matrices improve total system efficiency and cost-effectiveness by enabling 

continuous evaluation and energy usage optimization. Energy Consumption comparison is displayed in 

Figure.1. In comparison, the performance of the existing techniques RL, LOA and FOA was 96.980, 

78.731 and 86.984, while our suggested solution AWRR-VRF had 62.675. The outcomes demonstrate 

that our suggested approach has lower energy consumption in comparison with the existing methods. 

 

Figure 1: Output of Energy Consumption 

This assists financial cloud environments allocate resources more effectively, reduce bottlenecks and 

maximize system performance. Figure 2 shows the balanced CPU utilization comparison and the 

performance of the existing technique RF, LOA and FOA, which was 0.0125, 0.0609 and 0.0362, while 

our proposed method AWRR-VRF had 0.0100. The results show that, in comparison to the existing 

approaches, our proposed technique has a substantially lower balanced CPU utilization. 
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Figure 2: Output of Balanced CPU Utilization 

By dynamically prioritizing processes, maintaining balanced workloads and reducing memory 

expenses, optimized memory utilization matrices effectively allocate resources, improving total system 

performance and scalability. Figure.3 shows the Optimized Memory Usage comparison and the 

performance of the existing technique RL, LOA and FOA, was 5721.10, 6943.92 and 7098.32, while 

our proposed method AWRR-VRF had 5102.50. The results show that, in comparison to the existing 

approaches, our proposed technique has a substantially lower optimized memory usage. 

 

Figure 3: Output of Optimized Memory Usage 

They provide direction for load balancing selections, guaranteeing that important tasks have the 

proper focus and resources to support effective financial cloud operations. Figure.4 shows the Task 

prioritization comparison and the performance of the existing technique RL, LOA and FOA, was 52,750, 

53,954 and 66,598, while our proposed method AWRR-VRF had 77,600. Table 1 shows the overall 

result comparison. The outcomes demonstrate that our proposed approach outperforms the current 

methods by a substantial margin in terms of task prioritization. 
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Figure 4: Output of Task Prioritization 

Table 1: Overall Result Comparison 

Methods Energy Consumption Balanced CPU Utilization Optimized Memory Usage Task Prioritization 

RL 96.980 0.0125 5721.10 52,750 

LOA 78.731 0.0609 6943.92 53,954 

FOA 86.984 0.0362 7098.32 66,598 

AWRR-VRF 62.675 0.0100 5102.50 77,600 

5 Conclusion 

Research offered a tactical solution, the AWRR-VRF, to deal with the problems associated with dynamic 

task prioritization and load balancing in financial cloud networks. The research emphasized how 

important task dispersion and planning are to cloud computing, especially in the financial industry where 

security considerations are major priority. The AWRR-VRF strategy integrates the AWRR methodology 

for efficient load balancing and the VRF technique for dynamic job prioritization based on security 

needs. The intention is to maximize system efficiency while increasing security measures. The 

evaluation of the experiment showed that the new method efficiently increases task efficiency, reduces 

security risks and optimizes the safety of financial data in cloud systems. Performance is evaluated in 

terms of balanced CPU utilization (0.0100), energy consumption (62.675), task prioritization (77,600) 

and optimized memory usage (5102.50) utilizing the Python program in accordance with the 

recommended methodology. Due to the fixed weighting scheme, AWRR-VRF may not be as effective 

in handling abrupt workload increases in financial clouds with dynamic task prioritization, which could 

result in bottlenecks in resource distribution. Future developments for AWRR-VRF in financial cloud 

load balancing include the incorporation of AI algorithms for the prediction of workload in real-time, 

the improvement of task prioritization according to transaction urgency and the augmentation of 

adaptability to dynamic market conditions, all of which guarantee optimal resource utilization and 

enhanced system performance. 
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