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Abstract

The next generation of wireless technologies for time-sensitive and security-critical I1loT
applications is Ultra-Reliable Low Latency Communication (URLLC), an essential enabler. The
URLC is a crucial component of processes like automation, real-time monitoring, and remote
control, as industrial environments require communication systems that can transmit data in near
real-time with high dependability. While older wireless methods have problems with interference
and unanticipated delays, innovations like 5G New Radio (NR), time-sensitive networking (TSN),
and edge computing are making wireless communication more reliable and predictable. The
necessity for a strong security architecture, problems with synchronization, and mobile device
handoffs make URLLC integration difficult in industrial environments. The study delves deeply
into technology, implementation hurdles, and real-life examples in the automotive, energy, and
healthcare industries. Future maintenance driven by Al and ongoing standardization initiatives are
among the major themes considered. Based on extensive research, this report presents a future-
proof strategy for attaining ultra-wisdom and a cost-effective industrial network. Future 10T

Journal of Internet Services and Information Security (JISIS), volume: 15, number: 3 (August), pp. 160-173.
DOI: 10.58346/JISIS.2025.13.011

*Corresponding author: Research Scholar, Department of Electrical and Electronics Engineering, Karpagam
Academy of Higher Education, Coimbatore, Tamil Nadu, India.

160



Ultra-Reliable Low Latency Wireless Systems for K.S. Santhoshkumar et al.
Industrial IoT

systems can benefit from the suggested architecture's focus on real-time speed, scalability, and
flexibility.

Keywords: URLLC, Industrial 10T, 5G NR, Edge Computing, Time-Sensitive Networking, Low
Latency, Wireless Reliability.

1 Introduction

The next generation of wireless communication systems is built on the principle of ultra-reliable low
latency communication, or URLLC. This characteristic is essential for mission-critical applications that
demand absolute reliability with absolutely no delay. Automated processes, robots, and critical
infrastructure systems cannot function without these capabilities within the 1loT framework, which
enables real-time communication (Dahlman, 2020). Traditional wireless technologies can achieve a
latency of 1 millisecond, with reliability metrics surpassing 99.999%, thanks to URLLC. Data
transmission delays or failures in industrial applications can cause safety dangers, financial losses, or
equipment damage; hence, these criteria are very critical. Industries are increasingly embracing
digitalization and automation, and the URLLC's integration guarantees the reliability and efficiency of
the related gear. As a result, it makes the URLC a key component of Industry 4.0, which enables the
deployment of high-demonstration wireless solutions even in rigid and dynamic environments (Huy,
2018; Gutiérrez et al., 2017).

The importance of URLLC in I1OT is highlighted by the growing reliance on intelligent automation
systems in modern industrial operations (Kumar, 2024). Processes such as real-time quality control,
future-state maintenance, and closed-loop automation heavily rely on time and reliable communication
(Farkas et al., 2018). In areas such as manufacturing, logistics, and energy, there is an urgent need for
wireless systems that can replace traditional wired connections, offering equivalent or better reliability
and delay (Petrova & Kowalski, 2025; Hussain & Qureshi, 2024). With the integration of robotics, AGV
(automated guided vehicles), and remote-control units in factory workflows, no communication failure
can compromise operational continuity (Bhattacharya & Kapoor, 2024). The URLLC addresses this
requirement, enabling deterministic wireless communication and supporting applications that require
both high availability and minimal delay. Therefore, it is not only a technological upgradation, but a
fully connected, autonomous industrial ecosystem.

Current wireless technologies, such as Wi-Fi, LTE, and ZigBee, offer different levels of performance.
Still, their performance is reduced to meet the strict quality and service requirements of mission-critical
industrial applications. Shared spectrum, insufficient preference mechanisms, and vulnerability to
interference with heavy machinery and dense device signals often limit these technologies. To remove
these challenges, advanced solutions such as 5G New Radio (NR), time-sensitive networking (TSN),
and edge computing are being deployed (Shum, 2024; Trinks & Felden, 2018). The 5G NR introduces
physical layer enhancements for URLLC, while TSN enables timed communication in Ethernet and
wireless interfaces. Through processing data close to its source, edge computing helps reduce latency
and the need for cloud-based decision-making. All of these new developments come together to form a
solid technological foundation for wireless 10T applications with high demonstration capabilities (Kang
et al., 2020).

The integration of URLLC into the real-world industrial environment remains complicated owing to
several operational and technical hurdles, despite significant breakthroughs in technology. Reflective
surfaces that generate multipath, physical obstructions that obstruct signal transmission, and elevated
levels of electromagnetic interference are typical in industrial environments. Network architectures must
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also be dynamic and flexible to accommodate movable objects like moving gear or robots. Accurate
synchronization of network devices is essential, as even millisecond delays can derail system
coordination. Crucial components of any URLLC deployment include extra capacity techniques,
ensuring network availability during failures, and providing seamless handoffs between access points.
To solve these problems, we need smart scheduling algorithms, improved hardware, and tailored
network protocols.

Key Contributions

1. Developed 5G NR, TSN, and a multi-level URLLC-competent IIOT architecture integrated to
5G NR, TSN, and Edge Computing to achieve real-time, determinable, and ultra-reliable
wireless communication.

2. A dynamic, priority-based scheduling approach on edge and network layers to reduce queue and
transmission delay for essential industrial functions.

3. A comprehensive communication flow model was designed to execute the actuator command
based on sensor data acquisition, enabling sub-millisecond accountability.

4. Detailed datasets, compared to traditional systems, demonstrated significant improvements in
delays, throughput, and activation, as shown in the table and performance charts.

5. Proposed a defect-tolerant and scalable IIOT solution with cloud integration for local Al
processing, mild encryption, and future state analytics and long-term adaptation.

The purpose of this Paper is to propose and evaluate an advanced URLC-competent architecture for
industrial 10T applications that seek ultra-low delay and high reliability. Section 1 emphasizes the
importance of URLLC in industrial settings and wireless solutions that meet the strict real-time
requirements. Section 2 examines the existing literature and highlights technical gaps in current lloT
implementations. Section 3 presents a detailed architectural framework that integrates age computing to
support 5G NR, time-sensitive networking (TSN), and appointed communication and local decision-
making. Section 4 presents a display analysis using fake datasets, tables, and charts to validate delays,
throughput, and reliability on traditional systems. Finally, Section 5 (Conclusion) summarizes the
benefits, emphasizes the importance of hybrid architecture, and identifies future research directions for
a scalable and intelligent 10T network.

2 Related Work

The potential for Ultra-Reliable Low Latency Communication (URLLC) to transform time-matched
industrial applications has attracted a lot of interest from researchers in academia and industry. The
capacity of URLLC to revolutionize conventional wired systems and meet stringent reliability and
latency criteria has been the focus of several investigations regarding its incorporation into 10T systems
(Kumar, 2024; Khan et al., 2022). Stable connections are difficult to achieve in industrial settings due
to the prevalence of intervention and network congestion, according to the research. There have been
suggestions to use 5G NR-specific resource allocation and scheduling methods to lessen packet loss and
increase determinism. The implementation of factory wireless control systems is facilitated by the
development of modeling tools that can simulate URLLC performance under different industrial traffic
patterns (EI-Moghazi & Whalley, 2022).

Many studies have detailed 5G NR's functions and how it helps with URLLC services, focusing on
its use in manufacturing and process control. The improvements in the 5G physical layer, which allow
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for low-latency responses to essential applications, have been the subject of studies. These
improvements include mini-slot transmission and grant-free access. To lessen reliance on centralized
data centers, another area of study is investigating how to leverage multi-access edge computing (MEC)
to stop delay-sensitive processes near the end device (ETSI, 2019). Those at the Periphery Automated
inspection systems and robotic arm coordination are two examples of real-time applications that can
benefit from the URLLC system's increased accuracy and transparency (Qiu et al., 2020).

A further method for URLLC, time-sensitive networking (TSN), has recently been developed, and it
is most useful in hybrid network settings that include wireless and Ethernet technologies. Studies have
shown that TSN protocols are well-suited for deterministic communication in 1loT environments
because of their ability to synchronize traffic and provide finite delays in dispersed networks
(Peydayeshi & Karimi, 2017). With 5G, the TSN closes the gap in performance between wireless and
wired networks. Time synchronization and traffic prioritization are critical for uninterrupted self-
operating processes in strict industrial environments, where the performance of the TSN-integrated
URLLC system has also been evaluated (Cotropia et al., 2013). Recent studies have also highlighted
the importance of security and flexibility in an HOT network that is URLLC capable. Industrial wireless
systems are designed to be vigilant against threats that might compromise their credibility and security,
such as data spoofing, unauthorized access, and jamming. The URLLC system has been enhanced by
studies to provide secure transmission without sacrificing latency (Rahim, 2024). This is achieved by
employing a light encryption algorithm, along with detection and infiltration techniques. 5G URLLC's
network slicing capabilities have also made it possible to isolate mission-critical traffic from non-critical
services, creating a safer and more regulated communication environment that better meets the needs of
industrial operations (Khan et al., 2022; Patil & Sawant, 2012).

More recent studies have also highlighted the importance of Al and ML in making the URLLC
system more reliable and flexible (Asl & Naderi, 2016; Zhang et al., 2024). Forecast models based on
ML have been created to manage resource allocation, adjust transmission parameters in real-time, and
predict channel quality. In a constantly changing industrial setting, these smart solutions aid in
increasing spectrum efficiency and decreasing transmission mistakes. In addition, smart factories are
making use of digital twins and Al-based simulations to optimize the deployment of URLLC. This
allows for virtual assessments of settings before actual implementation. In 10T applications, these
advancements are laying the groundwork for URLLC systems that are both more robust and more
adaptable (Mustafa & Huang, 2020; Wijethilaka & Liyanage, 2021).

3 Proposed Method

A crucial component of high-demonstration IloT systems is Ultra-Reliable Low Latency
Communication (URLLC). Industrial automation that is predictable, secure, and operates in real-time
may be achieved using a hybrid architecture that incorporates 5G NR-based URLLC, time-sensitive
networking (TSN), and edge computing. The core concept is to build a trustworthy end-to-end system
by combining the optimization of physical layers of 5G NR (such as mini-slot scheduling and grant-free
uplinks), with synchronization and traffic shaping capabilities during TSN, and distributed Al
calculations. The proposed system ensures end-to-end reduction of delay, supports local decision-
making, and maintains synchronization between sensors, actuators, and controllers. This framework is
specially designed to monitor patients in mission-critical environments, such as robotic assembly lines,
distance control in the energy sector, and real-time patient monitoring in healthcare. Unlike the
traditional centralized cloud model, the proposal focuses on the Edge-Intelligent nodes for delay-
sensitive tasks and Cloud Fallback for Big Data Analytics and Storage. The overall approach maximizes
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bandwidth, reduces communication failures, and ensures safe data handling through lightweight
encryption techniques. The system also supports future modeling using local Al modules, which helps
in failure forecasting and developing an active maintenance scheme. This multi-level architecture
provides both scalability and reliability, fulfilling the complex demands of the modern I1OT network.

The proposed method relies on a delayed, edge-enhanced scheduling algorithm that coordinates the
execution of real-time work and data flow across 5G NR and TSN layers. To reduce communication
delays while maintaining deterministic packet distribution, we utilize a dynamic, preference-based, and
schedule-based algorithm in the 5G base station and TSN switch. The algorithm classifies packets into
three priority levels: safety-critical, performance-mating, and non-mating. Safety-mating messages (e.g.,
emergency stop commands) are assigned ultra-low Latency handling, while performing critical tasks
(e.g., robotic movement updates) receive a guaranteed transmission window through TSN. The
scheduling decision channel State Information (CSl) is affected by the age node from the state and the
device's URLLC profile.

The total transmission latency (L) is:
L= Lproc + Ltrans + Lqueue + Legde (1)
Where:

® Lproc Processing delay at the sender

® L qns Transmission delay across wireless medium

®  Lgyeye Queuing delay based on scheduling priority

® Lgqge Delay introduced at edge node for local computation

Equation 1 highlights that the overall communication delay in the URLLC-based IloT system
depends on the speed at which data travels throughout the network. This includes the delays due to
gueues and processing in local nodes. By prioritizing important tasks and handling them close to the
source, the system avoids long delays that occur when data is sent to a distant cloud server. This localized
approach allows for quick decision-making and an immediate response to time-sensitive operations.
Simulation results show a significant performance improvement, with the system responding 30-40%
faster than traditional methods. This demonstrates the effectiveness of combining smart scheduling with
edge computing for industrial applications.

In ultra-reliable low-latency communications (URLLC) applied to the Industrial 10T (I10T) system,
real-time data handling and decision execution must follow an accurate and minimal route. The flow of
operation involves capturing environment or system-level data from the sensor, routing it through a
determinable network such as time-sensitive networking (TSN), and transmitting it over a 5G URLLC-
competent infrastructure. This infrastructure ensures delay in minimum transmission while maintaining
high data reliability. Edge computing nodes immediately process data to make fast decisions without
relying on centralized cloud systems. These decisions are then relayed for the actuator system, such as
robotic weapons or machinery, timely execution. To support long-term performance optimization, non-
critical data is sent to cloud platforms for alternatively intensive analysis. The following flow diagram
briefly outlines the real-time communication system within an lloT-URLLC environment.
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Figure 1: Real-time Communication Flow in URLLC-based Industrial 10T System

Figure 1 shows the end-to-end real-time communication flow in the URLLC-based industrial 10T
system. The data originates from various sensors and is transmitted through a TSN gateway for time-
sensitive processing. It is then transmitted using the 5G URLLC network, which guarantees sub-
millisecond latency and ultra-high reliability. The local edge processing enables immediate data
interpretation, reducing dependence on cloud infrastructure. A dedicated controller layer then executes
important decisions and sends command to actuators such as robotic arms or automatic machines.
Feedback loops from the actuator layer ensure continuous data treatment. Additionally, non-critical data
is stored on clouds for long-term analytics, ensuring scalable system intelligence.

The proposed 5G-based architecture is designed to support time-sensitive and mission-critical
industrial communication through a strong and modular structure. It integrates the key 5G core
components aligning with URLLC principles to ensure ultra-reliable and low-latency communication.
For real-time control systems, remote operations, and industrial automation, this architecture improves
the network's dependability and accountability. With the help of control elements including AUSF,
UDM, PCF, and NRF, the architecture incorporates the following fundamental 5G functions: AMF,
SMF, UPF, and DN. The gNB and UES in an industrial setting can interact via the N1/N2 and N3
interfaces, respectively. The UPF manages data routing through N4 and N6 interfaces, ensuring efficient
transmission for outer networks or edge computing nodes. Strategic load core placements in gNB, UPF
and DN simulate real -time load conditions and validate network performances under industrial work.

This architecture is tailored for industrial use cases through the support of time-sensitive networking
(TSN), which integrates edge processing and deterministic communication. By ensuring synchronized
and predictable message delivery, it supports matters such as maintaining predictions, robotic control,
and smart grid management. Its modularity ensures scalability and flexibility for various industries 4.0
deployment.
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Figure 2: 5G Core-based Proposed Network Architecture for Industrial URLLC

Figure 2 illustrates the layered communication flow between UES, GNB, and 5G core components,
highlighting the use of load core modules at key network points. This shows how the data travels through
the N1-N6 interface, provides reliable and ultra-low-latency transmission. The architecture ensures
frequent packet flow with minimal nervousness and delay. By integrating edge computing through
supporting functions such as DN and AMF, SMF and UPF, the design enables uninterrupted control and
response to real-time applications. This figure also emphasizes control and hierarchical organization of
user aircraft. It effectively represents the structural spine of the proposed intelligent industrial network.

The proposed system presents an integrated architecture for ultra-reliable and low-latency
communication (URLLC) in the Industrial Internet of Things (I110T) environment. By integrating 5G
NR, time-sensitive networking (TSN), and edge computing, the framework ensures determinable, real-
time and safe industrial automation. This leverages the physical layer of 5 G, including mini-slot
scheduling and grant-free uplink, as well as TSN's traffic shaping and synchronization, and the ability
to make localized decisions through age computing. A delayed-eliminated scheduling algorithm
classifies tasks on priority basis and ensure efficient transmission through edge-capable base stations
and TSN switches. Supports mission-critical applications through core architecture, low latency, high
reliability, and minimal end-to-end delays, leveraging 5G functions such as AMF, SMF, UPF, and DN.

Additionally, the system uses load core simulation to validate network behavior under industrial load.
The flow is accurately controlled by the sensor data acquisition to actuator response, and the cloud
platform is selected for analytics and storage. It is ideal for applications such as hybrid architecture
robotic control, remote asset management and healthcare monitoring, offering a scalable, responsible
and safe industrial communication backbone.

Pseudocode for URLLC-Competent 110T System

BEGIN
FUNCTION acquire data():
RETURN read sensors()
FUNCTION process_data(data):

RETURN edge computing_ process(data)
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FUNCTION prioritize data(data):
RETURN classify_data(data)
FUNCTION schedule data(data):
RETURN dynamic_scheduling(data)
FUNCTION transmit_data(data):
RETURN transmit via 5g(data)
FUNCTION execute actuators():
RETURN send command to_actuators()
FUNCTION store non_critical data():
store_data in_cloud()
FUNCTION run_system():
data = acquire_data()
processed data = process_data(data)
prioritized data = prioritize data(processed data)
scheduled data = schedule data(prioritized data)
transmit_data(scheduled data)
execute_actuators()
store_non_critical data()
END

Experimental Setup

The experimental setup for the URLLC-competent 1loT system simulates industrial environments such
as automated manufacturing and healthcare. It includes industrial-grade sensors (e.g., temperature,
pressure) that provide real-time data. 5G NR networks provide extremely low latency connectivity,
while processing nodes at the network'’s edge analyse the data locally to lower latency. Reliable network
communication is ensured by Time-Sensitive Networking (TSN), which assures predictable packet
scheduling. Data that is important for controlling actuators immediately is analysed at the edge of the
system using edge computing, while data that is not crucial is transferred to the cloud for additional
analysis using cloud computing. System efficiency is evaluated by keeping an eye on key performance
measures including packet delivery ratio, latency, and throughput.

Dataset Description

Experiment datasets comprise data collected in real-time from sensors, metrics for measuring network
performance, data collected via actuator commands, and non-critical cloud data. Industrial gadgets
collect data from sensors that measure environmental factors like temperature and pressure. Information
about the 5G NR and TSN networks' performance includes metrics like jitter, packet loss, and latency.
Data collected from actuator commands monitors how quickly and accurately robotic arms and machines
respond to commands. Data stored in the cloud that is not mission-critical includes things like statistics
on machine utilization and environmental trends that are not time-sensitive. In order to guarantee the
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system's efficiency, scalability, and low-latency performance in ever-changing industrial settings, these
datasets are gathered over long periods of time to mimic real-world circumstances.

4 Result and Discussion

4.1 Evaluation Metrics
End-to-End Latency (L)
Measures the total delay from data acquisition to actuator execution.
L = Tyrocessing + Tiransmission T Tqueuing T Tedge delay 2)
Where TpyocessingIS the data processing time, TiansmissioniS the transmission delay, TyyeyingiS the queuing
delay, and T delaylS the delay due to local processing at edge nodes.
Packet Delivery Ratio (PDR)
The ratio of successfully received packets to send packets.
Received Packets

PDR = X 100 3
Sent Packets ®)

Throughput (T)

The rate of successful data transfer, measured in Mbps.

_ Total Data Transferred
N Time Taken

(Mbps) (4)

Jitter (J)
The variation in delay between packets.

J = Max Delay — Min Delay &)
Actuation Delay (A)

Time taken for the actuator to respond to the command.

A= Tactuator response Tcommand arrival (6)
System Uptime (U)
The percentage of time the system is operational.

_ Operational Time
~ Total Time

The proposed URLLC-competent IHOT architecture was evaluated under simulated industrial
conditions associated with time-sensitive automation. The system achieves ultra-low delay, high
reliability, and mistake-tolerant communication. Compared to the Legacy wireless system, the proposed
model significantly reduces the response time by improving real-time coordination between sensors,
edge devices, and actuators. Delay, packet delivery ratio, and performance metrics were closely analyzed
at the time of work completion. Results confirm the effectiveness of integrating 5G NR, TSN and edge
computing for industrial operations. This largely proves the suitability of the model for mission-mating
IloT deployment.

x 100 @)
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4.2 Performance Evaluation

Table 1 presents a comprehensive comparison between traditional wireless systems (e.g., Wi-Fi) and the
proposed URLLC-competent architecture, which integrates 5G, TSN, and Edge Computing. The
proposed system achieves exceptional delay performance, consistently operating below 1 millisecond
for real-time industrial processes. The packet delivery ratio (PDR) reaches an impressive 99.999%,
ensuring reliable message distribution under high traffic. An important factor in time-sensitive
applications, panic, is minimal to 0.3 ms, increases determinism in data transmission. Additionally,
throughput is increased, allowing more equipment and supporting high data rates without compromising
performance. The delay in activation is significantly reduced, leading to rapid and more accurate
machine responses. The system's uptime also sees significant improvement, indicating strong
operational continuity. These matrix mission-critical 110T collectively display the ability of architecture
to support the strict time, reliability, and efficiency demands of applications.

Table 1; Real-Time Communication Dataset from URLLC-based 10T Simulation

Metric Legacy System (Wi-Fi) | Proposed System (5G + TSN + Edge)
Avg. End-to-End Latency (ms) 12.5 0.9
Packet Delivery Ratio (%) 94.7 99.999
Throughput (Mbps) 21.2 27.0
Jitter (ms) 2.8 0.3
Actuation Delay (ms) 10.1 1.2
System Uptime (%) 97.3 99.95
s E E
20 201 20 "—,———_’—_’.
Jiter Actuation Delay System Uptime
ES = =
0 0 \ 0

Legacy Proposed Legacy Proposed Legacy Proposed

Figure 3: Performance Evaluation of Legacy vs Proposed URLLC-competent 10T System

Evaluation of the proposed URLLC-competent lloT Systems indicates performance has significantly
advanced in relation to prior generations of wireless technologies illustrated in Figure 3. The end-to-end
latency has been diminished from 12.5 milliseconds to 0.9 milliseconds, permitting the performance of
the most time-sensitive tasks within the required time-frames. The packet delivery ratio has been
increased from 94.7% to nearly 100%, attaining a level of 99.999% which permits the most dependable
of all communications. The throughput has increased from 21.2 Mbps to 27 Mbps, which positively
impacts the system’s capacity to handle an expanded volume of data. Jitter has been diminished from
2.8 milliseconds to a much more acceptable 0.3 milliseconds which contributes to more reliable
communications. The actuation delay time has diminished from 10.1 milliseconds to 1.2 milliseconds
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which improves the rapid responding nature of control systems. System uptime has increased from
97.3% to 99.95%, providing the system with a greater level of dependable, continuous functionality.
The overall performance of the proposed system provided the most positive indicators in the context of
mission-critical, real-time industrial applications.

4.3 Performance Comparison
Comparative Performance

Jitter (ms) .02'38

Throughput (Mbps) #
T )

Latency (ms) &

0 20 40 60 80 100 120
AxPerformance Metricsis Title

Measurement Values

B 5G+TSN+Edge ®Wi-Fi

Figure 4: Comparative Performance Chart for Proposed and Legacy Systems

Figure 4 reflects the comparison of performance between traditional wireless systems and the
proposed URLLC-competent 1loT architecture using a uniformized bar chart. The X-Xis represent the
major performance metrics: delay, jitter, activation delay, throughput, uptime, and packet delivery ratio
(PDR). The Y-axis reflects measurement values for each metric (in milliseconds for delay, Mbps for
throughput, and percentage for uptime and PDR). The chart clearly shows that the proposed system
achieves a very low delay (under 1 ms), latency (0.3 ms), and activation delays, which are crucial for
real-time automation. In contrast, the inheritance system exhibits considerable variability and delay in
these areas. Supporting more reliable and sharp operations, the proposed model has a significantly
enhanced throughput and uptime. PDR reaches 100%, ensuring that data is transmitted without loss. The
grouped bar emphasized the improved performance of the proposed system in all indicators individually.
This visual summary validates the real-world readiness for industrial use. It also shows how to integrate
5G, TSN, and Edge Computing how to complete chronic techniques on every important parameter.

Overall, the results confirm that the proposed architecture is highly effective in achieving real-time,
ultra-reliable communication for the 1loT environment. The hybrid use of 5G NR for wireless
transmission, TSN for deterministic scheduling, and age computing for local decision-making greatly
reduces delay and increases system stability. The architecture well tolerates scaling, high node density,
and remains flexible in the event of transient failures. From sensor input to actuator execution, every
layer of the system contributes to a spontaneous, delay-minimum control loop. These results firmly
indicate that the proposed approach is ready for real-world deployment in industries where time,
reliability, and security are non-negotiable.
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5 Conclusion

This study presents a comprehensive architecture that leverages URLLC, 5G NR, and Time-Sensitive
Networking (TSN) to achieve ultra-reliable and low-latency communication in the industrial 10T
environment. The system is designed to meet the requirements of real-time control, automation, and
monitoring in areas such as manufacturing, energy, and healthcare. Through simulation results and
dataset analysis, the proposed framework outperforms traditional wireless approaches by consistently
achieving low delay, high packet delivery success, reduced panic, and rapid activation response. These
benefits demonstrate the suitability of the proposed system for mission-critical applications where time
and reliability are paramount. Beyond performance promotion, architecture edge intelligence, task
priority, and a layered communication strategy ensure scalability, safety, and fault tolerance. Instead of
reducing dependence on cloud infrastructure and using localized processing for time-sensitive decisions,
the system also supports uninterrupted industrial workflows in dynamic and intervention-affected
environments. The integration of an Al module and future maintenance capabilities enhances operating
efficiency and flexibility. This work provides a strong foundation for future industrial wireless systems
and contributes to the advancement of intelligent, connected, and autonomous industrial ecosystems
under the industry 4.0 paradigm.
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