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Abstract 

An internet-wide computer network is made up of several machines that are connected, whether the 

network is built using traditional infrastructure or cloud computing technology. All of these goods, 

services and programs come together in one technical framework, together with a large amount of 

database storage, creating a valuable resource variety. Internet services that enable consumers to 

make use of the vast possibilities provided by cloud technology facilitate access to these products. 

Cloud computing's many benefits include low cost, easy-to-use self-service accessibility, built-in 

flexibility, smooth scalability, and efficient use of virtualised resources, which are driving creativity 

and effectiveness in contemporary technology paradigms. However, there are several security 

vulnerabilities in the cloud computing (CC) setup. Trojan horses (TH) are among the most frequent 

security issues in the context of computing in the cloud. The TH can compromise services offered 

by cloud computing and harm virtual machines, apps and resources in the cloud infrastructure. TH 

assaults could be hazardous, intricate and hard to identify. We begin by assembling an extensive 

dataset with TH Infections for Securing Financial Cloud data. We proposed the Adaptive Butterfly-

optimised Hierarchical Random Forest (ABO-HRF) technique for accurately estimating TH 

detection. The suggested approach improves the accuracy (89.56%), precision (88.32%), recall 

(82.54%), and F1 score (84.68%) compared with the current methods. 
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1 Introduction 

A revolution in information Technology (IT), cloud computing (CC) leverages distant computers and 

the World Wide Web (WWW) to offer a shared pool of apps and processing facilities to meet its 

customers' needs (Grimes, 2019). This type of technology began in the latter part of the 2000s as the 

final phase of the creation of IT infrastructure, signalling a new paradigm in processing where users can 

use software and computational power over networking or the web (Rao et al., 2020). Additionally, a 

new paradigm for storing and delivering services over the Internet has emerged: cloud computing. Users 

can utilise cloud services from anywhere in the world via the Internet, which allows them to obtain 

pertinent data for their activities without interfering with the work of others or assigned assets (Liao et 

al., 2018). Companies can simultaneously run their software on several linked machines. Additionally, 

CC eliminates the requirement for users to install programs on their computers by allowing them to 

access resources and applications via internet access, regardless of the point in time, from any location. 

The appeal of CC has grown recently, and organisations and the IT sector worldwide are becoming more 

and more interested in it (Davis, 2020). Cloud technology encompasses a wide range of computer 

systems that are accessible over a network, often the Internet, including servers, apps, email, and storage 

for files, big assets, databases and applications. Despite all of these wonderful capabilities and 

advantages, CC is vulnerable to numerous security flaws and threats. The main worry with online 

computing is security breaches. Because of this, these assaults cause worry for users as well as suppliers 

of services (SudalaiMuthu, 2022). There are many other types of potential assaults, including phishing, 

malware insertion, denial-of-service, authorisation, and attackers-in-the-middle attacks. The CC 

infrastructure is thought to be very vulnerable to malware attacks. Trojan horses have recently gained 

more notoriety and danger, particularly in the context of CC and systems for computers (Abualhaj and 

Al-Khatib, 2024). A malicious application that could be loaded into cloud-based networks and do harm 

is known as a Cloud Trojan injection attack (Gunalan et al., 2023). These harmful programs can be sent 

to the clouds, performed in genuine situations, and integrated into lawful commands. Furthermore, 

installing a malicious service or application on the cloud platform is the aim of a cloud Trojan injection 

attack, (Balaji et al., 2023) according to Costales et al., (2020). The assault may modify cloud-based 

programmes or prevent them from operating as intended. The hacker attempts to utilise his harmful 

usage, client support, or device installations to penetrate the internet backbone (Xue et al., 2020). This 

study looks at the consequences of Trojan horse assaults in CC environments. TH detection could be 

precisely estimated using the Adaptive Butterfly-optimised Hierarchical Random Forest (ABO-HRF) 

approach.  

Contributions of this Study 

➢ This paper sheds light on the trends and tactics of TH assaults directed at the banking industry 

through experimentation and instances. 

➢ This report provides useful suggestions for financial institutions to strengthen their safety measures 

based on their obstacles and conclusions. 

➢ Financial institutions can apply the study's findings to make sure their security procedures comply 

with legal as well as business requirements. 
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The first section is determined by the following: The second part gives a related work of the research, 

the third section details the suggested approach, the fourth part explores the results, and the final section 

draws a conclusion. 

2 Related Works 

Srinivas et al., (2019) discussed cybersecurity risks, attacks, and countermeasures. Several 

standardisation issues in cybersecurity are covered. It also talks about the national policy for 

cybersecurity, which aims to secure cyberspace, as well as several government laws that safeguard 

cybersecurity. Despotović et al., (2023) examined financial technology-related cybercrime. The 

appearance of Fintech and the growing use of diverse digital and movable technology have resulted in 

extensive modifications to the expense system. Guha et al., (2023) examined hardware vulnerabilities, 

such as hardware TH might cause a dramatic increase in power consumption during runtime, while 

maintaining system performance, honesty, and secrecy. Labafniya et al., (2020) examined how hardware 

vulnerabilities, such as hardware trojan horses (HTH), might increase the dissipation of power abruptly 

during runtime, while maintaining system availability, integrity and secrecy. Prakash et al., (2023) 

examined a number of security issues related to cloud computing, examined some of the key topics in 

cloud safety research, suggested methods for securing the constantly changing cloud environment and 

provided a practical solution to the issues that cloud producers and buyers encounter. Makura et al., 

(2020) investigated the potential to change the harmful code invasion level of the cloud to a DFR 

technique that makes use of reasoning capture and data protection. Dai & Yao, (2019) examined an ML 

algorithm-based classification technique and suggested the User-Event Threat Matrix Model as a way 

to identify the affected users. It can identify people who are probably to get the virus while offering them 

special attention.  Parmar & Gajjar, (2023) used an ML approach to meticulously investigate, assess and 

measure the performance of six distinct Trojan detection classifiers to completely comprehend their 

dependability, effectiveness, and precision in identifying malicious activities within the economic cloud 

(Supriya & Dhanalakshmi, 2024). In 2024, Rani et al., (2024) looked into a range of preventative and 

detection methods. The characteristics, advantages and disadvantages of each technique are used to 

evaluate how effective it is. More accurate results are produced by deep learning and machine learning 

algorithms for both recognised and unknown attack patterns. El-Sofany & Abou El-Seoud, (2019) 

evaluated the model's efficiency and performance, the analysis assessments are shown. The experimental 

findings showed great promise in defending mobile-based computing systems from denial-of-service 

assaults. Khalid et al., (2020) outlined an architectural paradigm for a Cloudlet-based system monitoring 

system. The study focuses on gathering data for a dynamic, (Sindhu, 2023) distributed and real-time 

capacity allocation that is tailored to the new urban paradigm and intended for mobile complex systems. 

Zhang, (2018) recommended implementing artificial intelligence in computer network security 

applications to safeguard computer safety. A TH detection model based on artificial intelligence was 

created and put to the test. Rosli et al., (2019) presented a clustering detection (eElankavi et al., 2017) 

method that analyses the characteristics of the malicious software to discover malware activity in data 

registry infestations using the K-Means clustering methodology. Methods of clustering that use 

unsupervised ML methods are essential for categorising comparable malware features based on 

behavioural analyses. (Assegid & Ketema, 2023).  

3 Methodology 

Describe the framework, networking setups and security features like firewalls, intrusion detection 

systems and access restrictions that make up the architecture of the financial cloud environment that was 
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used for the study. Highlighting the sensitivity of the information and the legal constraints surrounding 

which describe the different kinds of financial applications and data that are handled or stored in a cloud 

environment. 

3.1. Data Collection 

To collect benign examples and cloud TH, one can utilise Virus Total and VirusShare.com. Virus share 

stands as one of the biggest publicly accessible virus archives on the WWW. Alternatively, forensic 

investigators, disaster emergency personnel and security experts can obtain potentially harmful 

computer code through the Virus Total website, which is an archive for infection variants. Samples from 

Virus Total and virushare.com have been collected and gathered, including benign and TH samples. 

Many popular anti-virus programs, including Avira, Comodo, Bit Defender, F-Secure, Avast, Kaspersky 

Lab and AVG, were able to identify those samples. Afterwards, machine learning methods will be 

applied to this dataset to do additional spyware research (Sethi et al., 2019). 

3.2. Adaptive Butterfly-Optimised Hierarchical Random Forest (ABO-HRF) 

ABO-HRF, or Adaptive Butterfly Optimised Hierarchical Random Forest, is an approach to machine 

learning that blends components from several approaches to enhance random forest models' overall 

precision and performance, particularly while managing imbalanced data sets. 

3.2.1. Hierarchical Random Forest (HRF) 

Multiple investigations have demonstrated the random forest algorithm's superior accuracy in 

classification, noise, including outlier acceptance, and lack of overfitting tendency. The HRF technique 

presented in this research uses an adaptive parameter selection procedure to optimise the choice tree 

node splitting mechanism, hence increasing the algorithm's rate of classification. The distinct properties 

will result in multiple decision trees when alternative node-splitting strategies are chosen for a single 

dataset. It is determined that random forest categorisation has a variable level of accuracy. A novel 

splitting procedure is suggested, which is used for the selection and division of node attributes, once the 

decision tree is chosen. First, the optimal feature for dividing nodes into parts is chosen, and the node 

dividing process is divided into a linear mixture. The optimisation of node split is taken into 

consideration in the two methods, as Spark mllib's random forest method has been incorporated with 

ID3 and CART. The data concerning the gain and the Gini index are obtained when the sample set D is 

divided using characteristics and displayed in the node splitting formula. 

𝑔𝑎𝑖𝑛(𝑠, 𝑏) = 𝐸𝑛𝑡(𝐶) − ∑
|𝐶𝑢|

𝐶
𝑈
𝑢=1 𝐸𝑛𝑡(𝐶𝑢)        (1) 

𝐺𝑖𝑛𝑖(𝐶, 𝑏) = ∑
|𝐶𝑢|

𝐶
𝐺𝑖𝑛𝑖(𝐶𝑢)𝑈

𝑢=1                     (2) 

When 𝐶𝑢 denotes that every sample in the 𝐶with an amount of v a on the property and contained in 

the |𝐶𝑢| branched node.  

𝐺𝑖𝑛𝑖(𝐶) = ∑ ∑𝑂𝑙𝑂𝑙 = 1 −∑ 𝑂𝑙2
|𝑧|
𝑙=1

|𝑧|
𝑙=1𝑙′≠𝑙        (3) 

𝐺 = min
𝛼,𝛽𝜖𝑄

𝐸{𝐶, 𝑏} = 𝛼𝐺𝑖𝑛𝑖(𝐶, 𝑏) − 𝛽𝐺𝑎𝑖𝑛(𝐶, 𝑏)      (4) 

The combination node splitting formula and the adaptive variable choice method are as follows, 

because the idea of node splitting ought to be focused on the increased cleanliness of a data set following 

division. 
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𝑡. 𝑠 {
𝛼 + 𝛽 = 1
0 ≤ 𝛼, 𝛽 ≤ 1

          (5) 

Here, 𝛼, 𝛽stands for the characteristic's splitter weight factor. To find the best combination of 

variables, the adaptive selection of parameters method is used. This indicates that to maximise the 

categorisation impact, ID3 and CART are considered to be the best choices for node partitioning criteria. 

The accuracy rate and categorisation rate of errors are utilised in the study to gauge success. Formula 6 

defines sample D's categorisation rate of errors. 

𝐹(𝑒; 𝐶) =
1

𝑛
∑ ΙΙ(𝑒(𝑤𝑗) ≠ 𝑧𝑗)
𝑛
𝑗=1          (6) 

Formula 7 defines the accuracy rate. 

𝑎𝑐𝑐(𝑒; 𝐶)
1

𝑛
∑ ΙΙ𝑛
𝑗=1 (𝑒(𝑤𝑗) ≠ 𝑧𝑗) = 1 −        (7) 

The remaining part compares and validates the experimental results. 

3.2.2. Adaptive Butterfly Optimization (ABO) 

We provide a better Adaptive butterfly optimisation method that makes use of chaotic maps to address 

the algorithm's early problems with convergence, as well as issues with being trapped in local optima. 

In the field of optimisation, a vast array of chaotic maps is employed. The 10 chaotic maps that have 

been utilised the most often in the literature, however, were chosen and used in this investigation. 

Unpredictable maps get their term from the Greek word chaos, which describes the state of the cosmos 

before order, when everything was dissonant, chaotic, and empty. The expression mapping in this 

context refers to matching or associating with certain parameters through algorithmic behaviour that can 

be best defined as chaotic. Consequently, chaotic maps are those that depict the intricate and dynamic 

behaviour of systems that are not linear. Recently, fractal maps have gained a lot of recognition in the 

optimisation community for their fluid behaviour, which enables optimisation techniques to more 

thoroughly and actively explore the area of search. It only exhibits predictable behaviour at first; after 

that, it acts erratically. Chebyshev map: Equation (8) provides an equation for the Chebyshev maps. 

𝑤𝑙+1 = 𝑐𝑜𝑠(𝑘𝑐𝑜𝑠
−1(𝑤𝑙))         (8) 

Circle map: Equation (9) provides an equation for the Circular map. 

𝑤𝑙+1 = 𝑤𝑙 + 0.2 − (0.5 − 2𝜋)𝑠𝑖𝑛(2𝜋𝑤𝑙)𝑚𝑜𝑑(1)       (9) 

Gauss map: Equation (10) displays the Gauss map equation. 

𝑤𝑙+1 = {
0   𝑤𝑙 = 0
1

𝑤𝑙𝑚𝑜𝑑(1)
  𝑑𝑒𝑔𝑖𝑙𝑠𝑒        (10) 

Iterative map: Equation (11) provides an equation that describes the iterative map. 

𝑤𝑙+1 = 𝑠𝑖𝑛 (
0.7𝜋

𝑤𝑙
)         (11) 

Logistic map: Equation (12) displays the formula for the Logistic map. 

𝑤𝑙+1 = 4𝑤𝑙(1 − 𝑤𝑙)        (12) 

Piecewise map: Equation (13) provides an equation for the individual maps. 

𝑤𝑙+1 =

{
 
 

 
 

𝑤𝑙

𝑂
             0 ≤ 𝑤𝑙 ≤ 𝑂

𝑤𝑙−𝑂

0.5−𝑂
    𝑂 ≤ 𝑤𝑙 ≤ 𝑂. 5

1−𝑂−𝑤𝑙

0.5−𝑂
    0.5 ≤ 𝑤𝑙 ≤ 1 − 𝑂

1−𝑤𝑙

𝑂
1 − 𝑂 ≤ 𝑤𝑙 ≤ 1

               (13) 
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Sine map: Equation (14) provides an equation for the Gaussian map. 

𝑤𝑙+1 =
𝛼

4
𝑠𝑖𝑛(𝜋𝑤𝑙)         (14) 

Singer map: Equation (15) provides the Singer map equation. 

𝑤𝑙+1 = 𝑂 (7.86𝑤𝑙 − 23.31 𝑤𝑙
2 + 28.75 𝑤𝑙

3 + 13.302875 𝑤𝑙
4)   (15) 

Where the actual values of the control variable, P, range from 0.9 to 1.08. Sinusoidal map: Equation 

(16) provides a formula for the Sinusoidal shape map. 

𝑤𝑙+1 = 𝑠𝑖𝑛(𝜋𝑤𝑙)         (16) 

Tent map: Equation (17) provides the formula for the Tent map. 

𝑤𝑙+1 = {

𝑤𝑙

0.7
𝑤𝑙 < 0.7   

10

3
(1 − 𝑤𝑙)𝑤𝑙 < 0.7

                  (17) 

The fundamental component of the BOA creates equilibrium among the equations indicated in Eqs. 

The value of the parameter p is found in equations (16)–(17). The BOA method was seen to have the 

following parameter, p, set at 0.8. 

4 Results 

We used Keras and Python 3.8 to construct the recommended deep-learning models. Furthermore, our 

PC machine was configured with "TensorFlow and the CuDNN library based on the GPU" to facilitate 

the usage of parallel processing. A PC server with an Intel Compassion i7-7700 HQ CPU @ 2.80 GHz 

processor, 16 GB of RAM, and a 6 GB Nvidia GeForce 1060 graphics license was used for the research. 

The existing methods of Support Vector Classifier (SVC) (Kimmell et al., (2021), K-nearest neighbour 

(KNN) (Kimmell et al., (2021), Gradient Boosted Classifiers (GBC) (Kimmell et al., 2021). Performance 

metrics comprise guess, Precision, Recall, and F1-Score. 

Accuracy: Accuracy is measured by comparing the actual labels in the input data with the expected 

labels. The prediction is considered accurate if the predicted and actual labels coincide. It stands for a 

portion of all correctly classified data cases. Table 1 and Figure 1 display our proposed solution's 

accuracy comparison with alternative approaches. When compared to the existing methodologies, the 

suggested ABO-HRF achieved a greater accuracy of 89.56%. The existing methodologies, including 

SVC (Kimmell et al., 2021), achieving an accuracy of 87.56%, KNN (Kimmell et al., 2021) 

demonstrating a performance of 72.34%, and GBC (Kimmell et al., 2021) achieving an accuracy of 

81.47%. The table shows the overall performance of existing and proposed methods. 

Table 1: Comparison of Existing and Proposed Methods 

Methods Accuracy (%) Precision (%) Recall (%) F1-score (%) 

SVC (Kimmell et al., (2021)) 87.56 86.2 80.91 83.47 

KNN (Kimmell et al., (2021)) 72.34 66.6 57.67 61.81 

GBC (Kimmell et al., (2021)) 81.47 75.22 77.87 76.57 

ABO-HRF [Proposed] 89.56 88.32 82.54 84.68 
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Figure 1: Analysis of Accuracy 

Precision: Precision is a frequently used outcome variable, especially in classification tasks. The 

number of real positive predictions, also known as good guesses, is determined by a model based on the 

overall number of optimistic forecasts generated by the example. The accuracy comparisons in Figure 2 

demonstrate how much better our proposed technique works than more traditional approaches. In 

contrast to the prevailing methodologies, the newly introduced ABO-HRF demonstrated an enhanced 

precision of 88.32%. Among the current approaches, SVC (Kimmell et al., 2021) attained an accuracy 

of 86.2%, KNN (Kimmell et al., 2021) showcased a performance of 66.6%, and GBC (Kimmell et al., 

2021) achieved an accuracy of 75.22%. 

 

Figure 2: Analysis of Precision 

Recall: Recall is a crucial performance measure in deep learning, particularly for classification 

problems. It is also frequently referred to sensitive or real positive rate. Among all actual occurrences of 

optimists in the data collection, it calculates the percentage of precise positive expectations. Our 

suggested technique beats other existing Strategies, as shown by the recall data displayed in Figure 3. In 

contrast to the prevailing methodologies, the proposed ABO-HRF exhibited a notably higher recall rate 
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of 82.54%. Among the prevalent techniques, SVC (Kimmell et al., 2021) attained an accuracy of 

80.91%, KNN (Kimmell et al., 2021) showcased a performance level of 57.67%, and GBC (Kimmell et 

al., 2021) achieved an accuracy of 77.87%. 

 

Figure 3: Analysis of Recall 

F1 Score: The F1 score is an achievement metric that is extensively used, particularly for jobs 

involving categorisation. A single number that adds the two measurements while maintaining their 

respective positions is produced by the accurate harmonic average of recall. We compare the F1-scores 

in Figure 4 to demonstrate that our suggested approach outperformed other methods in use. Comparing 

the recommended ABO-HRF to the existing methods, it received an improved rating of 84.68%. These 

are the present-day methods: SVC (Kimmell et al., 2021) with 83.47% accuracy, KNN (Kimmell et al., 

2021) with 61.81% efficiency, and GBC (Kimmell et al., 2021) with 76.57% performance. 

 

Figure 4: Analysis of F1 Score 

5 Conclusion 

The study highlights the necessity of detecting TH infections in cloud financial systems and putting 

suitable safeguards in place to protect confidentiality, accuracy of data and system security. When it 
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comes to identifying malicious activity, each of the methods of surveillance covered in this study 

behaviour analysis, detection using signatures, anomaly detection and so forth, has a distinct advantage. 

The ability to use ML approaches to lower false positives and raise detection accuracy strengthens the 

overall safety posture of financial cloud systems. Salient characteristics are identified. Many machine 

learning classifiers are evaluated for accuracy using the cloud TH dataset and Weka software. An 

84.68% F1score, 82.54% recalls, 88.32% precision, and 89.56% accuracy could be obtained with the 

recommended approach.  To increase the precision of TH detection in the CC environment study is 

required. Trojan horses are often designed with specific software bugs or operating systems in mind. 

Their effectiveness declines across varieties or systems. Future horse Trojans may employ more 

sophisticated evasion techniques to sidestep security precautions. Among these compounds is the 

flexible code, which becomes more difficult to identify since it changes with each infection. 
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