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Abstract  

Data fragmentation operates to build pieces based on the available virtual machines (Vm) of 

financial cloud security. The replication process tends to enhance the security of data from one 

network to another network with fewer replications. An advanced financial cloud security system 

that utilizes AI to divide and copy data improves incursion security by distributing information over 

several locations and employing complex algorithms to handle and preserve data distribution. The 

disadvantage of this strategy is an overreliance on AI, which can result in flaws, raising the danger 

of data breaches and undermining system security and integrity. To overcome this issue, this study 

proposes an improved butterfly optimized finite elliptic curve cryptography (IBO-FECC) for 

autonomous technique and advanced encryption method that safeguard valuable financial 

information across cloud settings which strengthens data security and privacy. The system 

architecture employs networks to conduct cloud-based tests with successful results. The system 

efficiency is determined using task frequency and Vm capability. The findings are evaluated 

according to the unit count and virtual machine configurations, response time and throughput 

fluctuate with data size, but Vm=15 consistently outperformed Vm=5. Memory utilization is 

developed as the data becomes more complicated. Data fragmentation increases the speed of 
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processing at a higher velocity. The study concluded that the suggested IBO-FECC identifies the 

optimal network pathway in financial cloud safety systems regarding system resiliency and security. 

Keywords: Data Fragmentation and Replication, Financial Cloud Security System, Virtual 

Machines (Vm) and Improved Butterfly Optimized Finite Elliptic Curve Cryptography (IBO-

FECC). 

1 Introduction  

In financial system, a safe cloud policies, rules and tools secure the financial systems (Ziwei & Han, 

2023), apps and data that are kept in cloud environments. To protect from security threats, the banking 

sector should ensure the safety, integrity and availability of financial information, which consists of 

mechanisms for compliance, assessment, access controls and encryption (Gill et al., 2022). Particularly 

financial organizations confront specific difficulties because of the significant risk and continuous 

danger of cybercrime (Sagar & Sahgal, 2024). The creative approach essentially protects financial data 

from theft, hacking and unauthorized access by integrating the power of cloud computing (CC) with 

advanced safety precautions (Thabit et al., 2023). The fundamental principles of the system are data 

replication and fragmentation, to provide resilience and safety (Karimov & Bobur, 2024). Attackers are 

unable to realistically reconstruct the full fragments despite gaining entry to all of the components when 

sensitive data is divided into smaller bits or pieces (Ilapakurthy, 2023). Fragmentation is a procedure 

that uses advanced encryption techniques and algorithms to ensure that every fragment remains secure, 

even if a tiny percentage of them are displayed. Moreover, the data replication function copies and keeps 

these damaged pieces on many secure servers or locations (Amponsah et al., 2022). In addition to 

improve data accessibility and availability, redundancy offers an extra line of protection against data 

loss due to hardware failures or cyber-attacks (Papadopoulos & Christodoulou, 2024). The system can 

modify the quantity of fragmentation and replication in real-time threat evaluations and data 

consumption patterns (Soundappan & Shenoy, 2023). By providing maximum security without 

sacrificing scalability or speed, the dynamic strategy enables financial institutions to effectively respond 

to change cyber security threats. As a cost-effective and compliant solution that integrates seamlessly 

with existing cloud-based structures and security frameworks, financial organizations of all sizes stand 

to gain from the financial cloud safety system based on data fragmentation and replication (Peng et al., 

2023). A financial cloud security system with data fragmentation and replication has certain drawbacks, 

including greater complexity that can provide management issues. Furthermore, replication leads to 

increased storage costs and synchronization challenges, while fragmentation can present problems with 

data consistency (Ricard et al., 2023). The objective of the study is to identify the best path in financial 

cloud safety systems (Subramanian & Malhotra, 2023) using IBO-FECC method that create a secure 

and dependable cloud-based system to improve the safety and resilience of processing and storing 

financial data in the cloud environment. 

2 Related Works  

Mohammed et al., 2023 proposed the cloud-based data security systems (Nair & Rao, 2023) (C-DSS) 

for cloud-edge data-sharing designs. Prior to providing Cyber Threat Information (CTI) for analytical 

techniques, the information administrators have elected a suitable assurance level and sanitization 

technique. Balashunmugaraja & Ganeshbabu, (2020) focused that dynamic data reserved on cloud stages 

by businesses worldwide, cloud security was seen to be of utmost importance in the funding sector. The 

crossover improved-lion algorithm (CI-LA), a novel meta-heuristic system inspired by the diverse social 

behavior of lions, should be used to deliver a key for the sanitization process. The original information 
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should be effectively restored using the same key during the restoration process. (Hazeem & AlBurshaid, 

2024) discussed the problems and effects of fragmented data on transactions in the industry of real estate. 

The term data fragmentation explained that data was distributed and uneven throughout a financial, 

making it greater to reach assessments and conduct activities. To create general data frameworks and 

sources, the industry was seeing tendencies towards data centralization and standardization. (Castro-

Medina et al., 2019) provided a strategy called fragmentation-redundancy-scattering (FRS) to tolerate 

errors that were either deliberate or unintentional. To dispense robust and reliable cloud storage, the FRS 

approach was implemented as a breach-resistant solution. Furthermore, to study how the notion got 

implemented in different circumstances, a cloud computing security (CCS) relying on the FRS approach 

was presented. (Periyanatchi & Chitra, 2020) provided the highest possible speediness and safety while 

considering both performance and safety concerns, as they provide the lion optimization algorithm 

(LOA), which optimized significance measurement fragmentation and cloud data imitation. The 

origination of the optimization technique was mainly driven by the unique existence of lions and their 

supportive behaviors. (Bella & Vasundra, 2022) recommended a detailed examination of the risks 

regarding security connected to specific CC features. Furthermore, the study puts out an advanced 

classification system for safety measures. The paper addressed the novel safety concerns that cloud 

service providers, data owners and cloud consumers must be concerned resultant. Due to these ever-

increasing requirements, CC has attracted a lot of focus during the past few years. There were several 

cost benefits in employing cloud storage alternatives. (De Donno et al., 2019) the safety of cloud 

computing and the Internet of Things (IoT) were normally addressed individually in the literature, 

however, this page provided a current, structured list of security risks relating to both. They deliver a 

presentation of the potential influence and locations of security flaws. While cloud-based cyber disasters 

were the origin of cyber-attacks, they claim that safeguarding IoT devices was inadequate. Noraziah et 

al., (2021) proposed the binary vote assignments on grid quorum through association rules (BVAGQ-

AR) method for managing the synchronous replication of fragmented databases. The database was split 

into disjoint segments was possible with the BVAGQ-AR technique (Veerappan, 2023). Fragmentation 

improved effectiveness, reliability and use in large databases. Based on the trial findings, the proposed 

BVAGQ-AR approach handles fragmented databases while maintaining data integrity in context.   

3 Methodology 

The present research built a model to select an advanced financial cloud security system based on AI-

driven data Fragmentation and replication under very nonlinear constraints by making use of the features 

of IBO-FECC technique. 

3.1. Improved Butterfly Optimized Finite Elliptic Curve Cryptography (IBO-FECC) 

The IBO-FECC is a technology that enhances data privacy and protection through the application of 

decentralized algorithms and advanced encryption techniques to safeguard sensitive financial 

information in the cloud environments. The IBO-FECC secures the confidentiality and integrity of 

information while becoming protected to cyber attacks and unauthorized access, which develops the 

confidence and reliability in financial transactions and operations. IBO-FECC is divided into two, IBO 

is utilized to detect the optimal node in financial cloud security and FECC improved the data privacy.  

3.1.1. Finite Elliptic Curve Cryptography (FECC) 

Enhancing financial cloud safety requires the use of Finite Elliptic Curve Cryptography (FECC), which 

uses advanced methods on finite fields to provide secure key exchange, encryption and authentication 
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mechanisms. This ensures data integrity and discretion in financial communication conducted over 

cloud-based platforms. FECC uses public and private keys that are acquired by both parties which are 

used for encoding and decoding, much as public key encryption. The modulus of the integers employed 

in the huge prime number 𝑝 is denoted by 𝐹𝑝. The elliptic 𝐸 curve forms on 𝐹𝑝 when one appears at the 

data using the equation (1).  

𝑧2 = 𝑤3 + 𝑏𝑤 + 𝑎                                                                         (1) 

The definition of 𝑎 and 𝑏 in this formula are the integers employed by the factor 𝐹𝑝 under the 

following condition: in an approach that 4𝑏3  +  27𝑎2  ≠  0 (𝑚𝑜𝑑 𝑞) a location on the curve is 

represented by the pair (𝑤, 𝑧). For all points on 𝐸, the set is represented by the 𝐸. Let 𝐸 an elliptic curve, 

have the following identifying condition applied to equation (2). 

𝑧2 = 𝑤3 − 5𝑤 + 2                                                                         (2) 

3.1.2. Improved Butterfly Optimization (IBO) 

The IBO is integrated with finite elliptic curve cryptography to improve cybersecurity measures by using 

decentralized algorithms for strong protection, guaranteeing data availability, confidentiality and 

integrity in financial conditions. Advanced techniques such as fragmentation of data and replication are 

also incorporated. Butterflies can detect and smell the scent of food and flowers because they have 

chemo-sensors strewn throughout their bodies. According to IBO, butterflies' production potential is 

deemed to be average. Next, this fragrance has a connection to the quality of the IBO-seeking agents. 

As the fragrance for one species of butterfly travels a great distance to be noticed by other species in the 

area, it forms a group of social information systems. An appealing insect inside its search region is 

detected by an IBO in financial cloud. When a butterfly's aroma is noticed by other nodes as it can travel 

a considerable distance to draw their attention and create a network of mutually beneficial 

relationships.  𝐽 Formulation and 𝑒 Variation are the two basic questions that explain the cloud-based 

butterfly occurrence in nature. For the purpose of simplicity, 𝐽 in IBO is associated with the function of 

objectiveness. However, since 𝑒 is dependent, it has to be sensed by other butterflies. The physical 

intensity of stimulation in IBO influences the scent in the following ways in equation (3): 

𝑒𝑗 = 𝑑 × 𝐽𝑏        (3) 

Here 𝐽 is the strength of the stimulus, 𝑑 is the modality of the sense which is the modality-dependent 

power exponential and 𝑒𝑗 is the detectable intensity of the scent. The two primary phases of IBO are the 

local utilization stage and the worldwide exploration stage. Equation (4) and (5) describe the global and 

local stages, respectively. 

𝑊𝑗
𝑠+1 = 𝑊𝑗

𝑠 + (𝑞2 × ℎ∗ − 𝑊𝑗
𝑠) × 𝑒𝑗    (4) 

𝑊𝑗
𝑠+1 = 𝑊𝑗

𝑠 + (𝑞2 × 𝑊𝑖
𝑠 − 𝑊𝑙

𝑠) × 𝑒𝑗   (5) 

The best response in the present iteration is indicated by ℎ∗. 𝑒𝑗Is the scent of jth butterfly and 𝑞 is 𝑎 

random number in the interval [0, 1]. The 𝑖th and 𝑙th butterflies are represented in the resultant space by 

𝑊𝑗
𝑠and 𝑊𝑙

𝑠, respectively. Global and local stages are involved in butterfly pursues in IBO. Thus, the 

exploration and exploitation of the algorithm in IBO is controlled by a probability 𝑝, also called the 

switching probability. The IBO can also be employed to optimize security arrangements and policies 

according to risk evaluations and legal requirements. It can assess trade-offs and goals set by 

financial organizations to determine the optimum compromise among safety precautions, accessibility 

and efficiency in operation. 
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3.2. Data Fragmentation 

Data fragmentation, which separates private data into smaller components, is a technique used by 

financial cloud security to make it harder for unauthorized access or intrusions. This approach lowers 

the possibility of a single point of failure, improves overall defense against cyber-attacks in financial 

systems and strengthens data security by distributing pieces among several locations or servers. The 

owner of the data expressed security issues while turning over ownership of the financial data to a third 

party. To assure security, fragmentation is used in the financial suggested approach to address this 

problem. The number of virtual machines is first counted during execution, data chunks are created by 

fragmenting the machine. Figure. 1 shows the flow chart of the suggested method. 

The following scenario assesses the probability of a successful assault on this framework inevitably 

are examining a cloud node that has 𝑀 integers and 𝑞 fragments of data files. Let 𝑚 be the total number 

of successful incursions on different nodes of networks in the cloud, where 𝑡 > 𝑦. The following 

represents the probability (𝑄(𝑡, 𝑦)) which 𝑡denotes the number of victim nodes including all of the 𝑦 

sites containing the file fragments using the equation (6): 

𝐸(𝑏, 𝑜) =
𝑏
𝑜

 (
𝑀−𝑏
𝑡−𝑜

)

(𝑀
𝑡 )

      (6) 

 

Figure 1: Flow Chart of Suggested Method 

4 Results 

Fig.2 shows the outcome of response time which makes it evident that the suggested procedures produce 

an effective result. Response times for several scenarios involving various virtual machine (Vm) setups 

are displayed in milliseconds (ms). The reaction times for 25 units extend from 102 ms to 306 ms 

forVm=5. For 25 units, the reaction times range from 130 ms to 360 ms for Vm=15. There appears to 

Start 

Determine the quantity of Virtual 

machines (VMs) 

Data fragment file based on VM 

Improved butterfly optimized finite elliptic 

curve cryptography (IBO-FECC)  

Arrange the pieces in a decreasing order 

If nodes are congested  

Duplicate the pieces into the node. 

End 

Provide the data file 

Perform FECC  

Yes 

No 
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be a relationship between the Vm setup, the number of units handled and the reaction time that result, 

which might point to areas for improvement or constraints in performance. Table 1 shows the numerical 

result of response time. 

Table 1: Numerical Result of Response Time 

Response Time Time (ms) 
 

Vm=5 Vm=15 

25 102 130 

50 154 155 

100 208 220 

150 250 264 

250 306 360 
 

 

Figure 2: Outcome of Response Time  

Figure 3 shows the outcome of throughput, the information previously mentioned demonstrates that 

suggested methods have a beneficial outcome. For both Vm settings, throughput often drops as the data 

size rises from 25 to 250. For all data sizes, Vm=15 continuously outperforms than Vm=5 in terms of 

throughput, suggesting that the Vm=15 configuration handles data more effectively in the allotted time 

frames. Table 2 shows the numerical outcome of throughput. 

Table 2: Numerical Outcome of Throughput 

Throughput Time (ms) 

Vm=5 Vm=15 

25 1.5 3 

50 2.8 3.2 

100 3 3.5 

150 4 4.5 

250 5 5.6 
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Figure 3: Outcome of Throughput 

Figure 4 shows the outcome of memory utilized; the information mentioned above clearly 

demonstrates that the suggested methods provide a beneficial result. These measurements of time and 

memory utilization (Vm=5, Vm=15) for various data sizes. For example, memory utilization hits 39 

(Vm=5) and 40 (Vm=15) with a data size of 250. This illustrates that the intricacy of the information 

increases the computation time and memory use. Table 3 shows the numerical result of memory 

utilization. 

Table 3: Numerical Result of Memory Utilization 

Memory Utilization Time (ms) 

Vm=5 Vm=15 

25 25.8 27 

50 30 32 

100 32 35 

150 38 39 

250 39 40 
 

 

Figure 4: Outcome of Memory Utilized 

Figure 5 shown the outcome of the data fragmentation. The data exposed above adequately confirms 

that the indicated techniques produce positive outcomes. The fragmentation affects time for two separate 

velocities of movement values, Vm=5 and Vm=15. Both Vm values show an increase in time as the 

fragmentation degree increases. But, Vm=15 as opposed to Vm=5 as it increases to over time and 
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becomes more significant. This suggests that larger fragmentation levels, especially when traveling at 

higher speeds, have a significant influence on longer timeframes. Table 4 shows the numerical outcome 

of data fragmentation. 

Table 4: Numerical Outcome of Data Fragmentation 

Fragmentation Time (ms) 

Vm=5 Vm=15 

25 70 74 

50 95 86 

100 130 120 

150 182 174 

250 230 210 
 

 

Figure 5: Outcome of Data Fragmentation 

5 Conclusion  

This study evaluated the tests to develop a powerful financial cloud safety system that employed data 

fragmentation and replication approaches to increase data security and resilience. This research revealed 

that the proposed IBO-FECC finds the ideal network path and financial cloud safety solution, with 

significant outcomes regarding both resiliency and security. The result indicates a significant finding 

across some metrics like response time, throughput, etc. For response time, with 25 units, times range 

from 102 ms to 306 ms (Vm=5) and 130 ms to 360 ms (Vm=15). Throughput decreases as data size 

increases, favoring Vm=15 over Vm=5 consistently. Memory usage rises with data size, reaching 39 

(Vm=5) and 40 (Vm=15) at a data size of 250. Fragmentation increases the processing time, notably 

more pronounced for Vm=15 compared to Vm=5. This study emphasized the usefulness of combining 

sophisticated cryptography technologies and data management strategies to strengthen cloud-based 

financial systems, resulting in a more secure and reliable financial network. Future research may focus 

on fine-tuning the system design to address performance restrictions and improve its appropriateness for 

protecting financial information in the cloud. 
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