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Abstract 

The ability to store data on a cloud server for scalable services was made possible by cloud 

computing. To collect cloud user data from many locations using wireless means, IoT includes 

dispersed sensor nodes. However, the authentication time wasn't reduced, and the accuracy of the 

authentication did not increase. An IoT framework with three-layer authentication known as the 

Adaptive Elgamal Cryptosystem Algorithm (AECA) Three-Layer Authentication Method is 

proposed to overcome these problems. Initially, we collected a Kaggle dataset. The dataset's target 

parameter includes details on ten thousand bank clients. Of these, 2037 samples belonged to the 

class of negativity, and 7963 samples belonged to the category of the positive category. The AECA 

Method aims to facilitate efficient IoT financial transactions with a higher level of confidentiality. 

It involves a cloud user as the buyer and a cloud server as the seller, with the Cloud Server generating 

public and private keys during the key generation phase. When a user needs to make a financial 

transaction, they use a key pair to log in and send a demand message to customer support. The cloud 

manipulator is considered and authorized when the user's password and fingerprint match the 

computer system's password. If not, the transaction is rejected. The study encryption time (13.64), 

decryption time (15.28), Key generation time (347.21) and security (94), considering variations in 
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financial data entries and cloud users. By using the AECA Method, this strategy makes it possible 

to execute financial transactions quickly and securely.  

Keywords: Financial Transaction, Authentication, Internet of Things (IoT), Adaptive Elgamal 

Cryptosystem Algorithm (AECA). 

1 Introduction 

Modern research is beginning to focus on security in cloud computing. With online storage replacing 

conventional information storage, the majority of organizations are adopting novel procedures (Kumar 

et al., 2021). It provides effective access to information at any time from any location (Hossain & Al 

Hasan, 2022).  

Simulations using cloud computing are conventional for the great majority of applications. Cloud-

based availability is attracting everyone to store data, as access to surrounding rings can be problematic 

(Hossain & Hasan, 2022). The cloud is accessible everywhere. Through a cloud server that provides 

overpowering computational capacity is also economical, cloud computing enables asset clumsy clients 

to comprehend their massive computational remaining duties at hand (Ouma et al., 2024). 

The rapid growth of cloud computing technology has completely changed how companies run and 

handle their data (Li et al., 2021). The banking sector, which is very concerned about security and data 

that has realized the potential advantages of implementing cloud computing technologies (Balaji et al., 

2023). Banks can increase their operational efficacy, scalability and cost-effectiveness with the help of 

cloud computing. However, security worries continue to be a major barrier to cloud computing's 

mainstream adoption in the banking industry. Because of the scalability, flexibility and cost-

effectiveness constraints of traditional IT infrastructures, banks are looking into cloud computing 

solutions (Alemami et al., 2023).  

By providing banks with on-demand access to shared computing resources, cloud computing allows 

them to optimize their operations and concentrate on their main business of banking (Adee & Mouratidis, 

2022; Alzubi et al., 2022). Banking clients have more access to their bank accounts via the Internet and 

mobile devices because of the information technology industry's explosive growth. While e-banking 

arrives in several forms, its primary differentiators are the financial data processing methods, hardware 

and software that are accessible (Udayakumar et al., 2023).  The study aims to present the Adaptive 

Elgamal Cryptosystem Algorithm (AECA) (Almaliki & Al-saedi, 2023).  Performing IoT-based, 

efficient financial transactions with a greater rate of confidentiality is the primary goal of the AECA 

Method (Ishak et al., 2025) (Boopathy et al., 2025). The study is divided into four parts (Darapour, 

2016). The related work is included in part 2 (Shrivastava & Ahmed, 2024). The methods are explained 

in depth in Part 3. Part 4 provides findings of the study. A conclusion is provided in Part 5 (Gaba et al., 

2024).    

2 Related Work 

Thabit et al., (2023) assessed security algorithms by contrasting their robustness and efficiency with 

their computational expense.  Lightweight-blocking cryptography, stream encryption and hybrid ciphers 

are covered in the study. Therefore, estimates and studies indicated that by 2020, there will be more than 

50 billion connected gadgets.  The study concluded by outlining IoT security risks, assaults and methods 

to mitigate vulnerabilities. 
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Gupta et al., (2022) suggested a novel population theory-driven verification method for IoV security 

that was made possible by blockchain technology. The approach was a three-layer multi-trusted 

authorization system offered here, enabling instantaneous vehicle identification from the initial point of 

entry to the areas under the control of various believed officials. It was accomplished through the use of 

“Physical Unclonable Functions (PUFs)” initially, followed by duel gaming and a “dynamic Proof-of-

Work (dPoW)” consensus mechanism. 

Alzubi et al., (2022) presented a novel technique for defensive the discretion of electronic medical 

archives by combining “deep learning (DL)” and blockchain technologies. CNN was used to classify 

regular and deviant operators from the processed dataset. The model performed and produced 

identification outcomes that were superior to those of other methods currently in use, according to 

experimental data obtained from simulations conducted using the Python programming tool. 

Mohammed et al., (2023) investigated that a reliable decentralized system for authentication can be 

constructed using the technology of Blockchain (Samyadevi et al., 2024). By employing a digital ledger 

model to strengthen the resilience of periodic verification on the information by utilizing an optimized 

number of obtained bioacoustics indicate included instead of traditional biometric traits for 

authorization, maximum safety for the bioacoustics indicator authentication system was ensured 

(Vignesh et al., 2023).   

Gaba et al., (2024) provided a “Blockchain-enabled Fog networking environment security 

architecture (B-SAFE)” for connected vehicles. Initially, as a preliminary to the structure, blockchain 

safety and automotive fog communication were presented. Secondly, a three-layer architecture for B-

SAFE was introduced, with an emphasis on cloud-based trust and incentive administration for 

automobiles, cryptocurrency at fog nodes and automotive communications. Thirdly, a procedure and 

diagrams were provided, together with information about how the blockchain was being implemented 

at fog nodes.  

Mohanta et al., (2022) examined various privacy and security issues in IoT applications. Second, 

research was conducted on blockchain technology, offering a solution for certain IoT security issues. A 

smart transport network uses the consensus technique PBFT, which depends on the blockchain system, 

to carry out safe computations. Vulnerability research demonstrated that even in the presence of 

malfunctioning or malevolent nodes in the suggested protocol operated as intended. 

Obaidat et al., (2020) offered a thorough classification of IoT threats, utilizing the three-layer design 

framework. It also suggested these attacks may affect CIA missions in relevant products by examining 

the sense, system and software tiers. In addition, the research suggested defences and reductions by 

adopting a multifaceted approach as opposed to a single-layer approach. 

Gharavi et al., (2024) examined the various PQC kinds and their newly introduced standardized 

basics in the survey to see whether they can provide security for blockchain-based IoT applications. 

Additionally, it covered new suggestions for blockchain-IoT applications, and it gave a quick 

introduction to blockchain.  

3 Methodology 

A framework for cloud computing is being established to improve the safety of financial data 

transactions. The AECA Method structure is shown in Figure.1 with cloud users and a cloud server for 

the exchange of financial data. The suggested AECA Method's structure diagram for safe cloud data 

transactions is described in Figure.1. Users of the cloud 𝐶𝑈1, 𝐶𝑈2,  𝐶𝑈3…..𝐶𝑈𝑛 With financial 
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data  𝑓𝑑1, 𝑓𝑑2, 𝑓𝑑3,…. 𝑓𝑑𝑚 is securely stored on the cloud server (CS) Registration, encryption, 

authentication, and decryption are all part of the AEC Method. The ensuing sections provide descriptions 

of the three AECA Method processes. 

 

Figure 1: A framework design for the suggested AECA methodology 

3.1 Dataset 

The dataset, which was used to model churns was acquired via Kaggle. An integer parameter that shows 

whether a client has departed the bank or remains a client makes up the target parameter of the dataset, 

which encompasses information on 10,000 bank clients. In 2037 were negative class (exited) samples 

and 7963 were positive class (kept) samples. The binary flags 1 and 0 indicate the client's bank account 

is closed or retained, respectively, in the target variable. Thirteen feature vectors, or predictors, are 

included in the dataset, which were derived from consumer transactions and data (Rahman and Kumar 

2020). 

3.2 Adaptive Elgamal Cryptosystem Algorithm (AECA) based Three Layer Authentication  

A new approach called the AECA Method has been presented to improve data privacy in cloud 

environments. In the AECA Technique, public key cryptography is used. AEC refers to the encryption 

keys that are generated at random for a specific duration. The AECA Method prevents unauthorized 

users from accessing data.   

3.2.1 Registration 

The suggested AECA approaches preserve the data after first registering information with a cloud server. 

To secure a sizable amount of cloud user data on the cloud server, it's time to assume that a financial 

data transaction has been completed. Every cloud user has been registered by the cloud server. Names 

such as original, middle, last, birthdate, gender, contact, age, monthly income, weight, etc., are collected 

by the cloud manipulator during the registration procedure. After the registration procedure, each 

registered user receives a key pair from the cloud server. 

A huge prime number 𝑜 should be chosen such that 
𝑜−1

2
  is also prime. 𝑀 is the total amount of bits. 

Select alpha < 𝑜 as the base. Select 𝑏 < 𝑜 for the private key. 

Data Decryption Cloud Users 

Authorized User 

Authentication  

Data Access  

Financial Data 

Data Encryption 

Cloud User Registration 



Advanced Cloud Security System with Cryptography-

Based Three-Layer Authentication for Banking Services 

                                      Dr. Ved Prakash Mishra et al. 

 

247 

Calculate 𝑎𝑙𝑝ℎ𝑎𝑏 (𝑚𝑜𝑑 𝑜)  = 𝑏𝑒𝑡𝑎. Create two huge, randomized primes, 𝑞 𝑎𝑛𝑑 𝑡, that are nearly 

the same size and that are reduced by 4 produce a balance of 3. Subtract 𝑚 from𝑞∗𝑡. The extended 

Euclidean algorithm can be used to identify numbers B and A such that 𝐵∗𝑞 + 𝐴∗𝑡 = 1 . During the key 

generating stage, it is possible to determine B and A once and for all. Publicize keys 

𝑜, 𝑚, 𝑎𝑙𝑝ℎ𝑎, 𝑎𝑛𝑑 𝑏𝑒𝑡𝑎 while keeping private keys 𝐵, 𝐴, 𝑏, 𝑞, 𝑎𝑛𝑑 𝑡 a secret. 

3.2.2 AECA Encryption 

Data encryption, as used in the AECA Method, is an approach to encrypting financial data while it is 

sent from one location to another. Furthermore, the data is encrypted when it is allocated to the cloud 

server. Thus, the AECA Method was employed to ensure enhanced security on cloud servers.  An 

asymmetric key cryptography algorithm that has a public and private key is called AECA. The recipient's 

public key is used for encryption to prevent unauthorized access to financial data. 

Divide the data into 𝑀 − 1    bit sections and fill them as needed. Choose a secret random number 

𝑙 with 𝑔𝑐𝑑 𝑙  (𝑙, 𝑜 − 1). Every financial data block should have the same 𝑙. Determine the encryption 

key 𝑓(𝑤, 𝑙) = (𝑧1, 𝑧2)for each block 𝑤, where 𝑧1 = 𝑎𝑙𝑝ℎ𝑎𝑙(𝑚𝑜𝑑 𝑜) and 𝑧2 = 𝑏𝑒𝑡𝑎𝑙𝑤(𝑚𝑜𝑑 𝑜). The 

data blocks 𝑧1 and 𝑧2have a length of M. Ten continuous five ("5") digits should be added at the end of 

both𝑧1 and 𝑧2, and 𝑧1 and  𝑧2 should be added as follows: 𝑛 = 𝑧1 + (10 𝑐𝑜𝑛𝑠𝑒𝑐𝑢𝑡𝑖𝑣𝑒 "5" 𝑑𝑖𝑔𝑖𝑡𝑠)  +

  𝑧2 +  (10 𝑐𝑜𝑛𝑠𝑒𝑐𝑢𝑡𝑖𝑣𝑒 "5" 𝑑𝑖𝑔𝑖𝑡𝑠). Subtract 𝑑 from 𝑛2(𝑚𝑜𝑑 𝑚). D is the financial information. 

3.2.3 Bivariate Coefficient Authentication  

Cloud users must authenticate the authenticity of any data they need to access from the server. When 

the cloud server receives a request, it uses an AEC password to verify the user's validity. 

The user authentication procedure in the cloud is shown in Figure. 2. The user messages the server 

with a request. Upon receiving the request, the server sends the AEC password (PIN). The user is 

regarded as having the appropriate authorization and is allowed to access the data from the server in the 

cloud, provided the password they entered (PIN) matches the password that the cloud server sent. A 

bivariate coefficient has been used to match an AEC password to a fingerprint. An AEC password and 

fingerprint are validated using a similarity indicator called the bivariate coefficient. One calculates the 

bivariate correlation as  

𝐵𝐶 =  
∑ 𝑥∗𝑥𝑖

√∑ 𝑥2 ∑ 𝑥𝑖
2
                        (1) 

The bivariate similarity coefficient is indicated by "𝐵𝐶" in equation (1), the amount of product of the 

balancing score of two session passwords is represented by Σ𝑋∗𝑋𝑖, the squared score of 𝑋 is implied by 

Σ𝑋2, and the squared score of 𝑋𝑖 is indicated by Σ𝑋𝑖2. The value of the bivariate correlation coefficient 

(X-coefficient) ranges from '+1' to '-1'. When there is a '+1' similarity coefficient, it means that the 

password and fingerprint have matched correctly, and the user is considered authorized to make financial 

transactions. If not, the financial transaction is refused, and the person is labeled as unauthorized. 
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Figure 2: Procedure for authentication 

3.2.4 AECA Decryption 

After completing user authentication, the authorized handler obtains the original patient data and 

performs AECA decryption. With the use of a private key that the encryption has been completed.  

Subtract 𝑠1 from 𝑑(𝑞+1)/4𝑚𝑜𝑑 𝑞. Subtract 𝑠2 from 𝑑(𝑡+1)4𝑚𝑜𝑑 𝑡. 𝑚𝑜𝑑 𝑚, calculate 𝑤 = 

(𝐵∗𝑞∗𝑠2 + 𝐴∗𝑡∗𝑠1)𝑚𝑜𝑑 𝑚. Subtract 𝑧 from( 𝐵∗𝑞∗𝑠2 + 𝐴∗𝑡∗𝑠1)𝑚𝑜𝑑 𝑚. We obtain four sets of data, 

𝑛1  𝑛2   𝑛3  𝑛4, using 𝑤 and 𝑧 in the following ways: 𝑛1 = 𝑤, 𝑛2 = −𝑤, 𝑛3 = 𝑧, and  𝑛4 = −𝑧. Creating 

use of the additional sequential bytes that have been added to the final portion of the initial 

information𝑚, we may determine that the four original data points are (original data m). Currently, we 

may find the data as follows by using the message 𝑚 

We use the superfluous sequential bits inserted at the end of 𝑧1 to partition the financial data 𝑚 into 

two subblocks, 𝑧1 𝑎𝑛𝑑 𝑧2. Find the solution to calculate 𝑤 = 𝑧2(𝑧1
𝑏−1)(𝑚𝑜𝑑 𝑜)for double consecutive 

blocks,  𝑧1 𝑎𝑛𝑑 𝑧2. The desired block of data is 𝑤. 

4 Results 

The AECA uses innovative encryption approaches to improve cloud security. It optimizes the encryption 

and decryption procedures are implemented using Python's security package. RAM of 8GB is suggested 

for optimal cloud data security performance. 

This section examines the “encryption time (s), decryption time (s), key generation time (ms), and 

security metrics. The classification performance of the fully homomorphic encryption (FHE), Advanced 

Encryption Standard (AES), Rivest–Shamir–Adleman (RSA) models is evaluated (Almalawi et al., 

2024). 

A cloud security system's “encryption time (s)” is the quantity of period desirable to encrypt the 

information before it is transmitted or stored, ensuring its privacy and security. It can be described as 

equation (2): the product of the data size (D), the complexity of the encryption algorithm (C) and the 

processing time per unit of data (T). The encryption time of FHE (36.33), AES (47.68), RSA (21.54) 

and AECA (13.64). The encryption time of the AECA Method has consequently enhanced (Figure.3).  

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒 (𝑠)  =  𝐷 ∗  𝐶 ∗  𝑇                                   (2) 

User Verification  

  

  

  

Grant Access 

Data Access Request  

AECA Password and Fingerprint 

User Entered Password   and   Fingerprint 

Clod Server (i.e., 

Seller) 

Clod Server (i.e., 

Buyer) 
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Figure 3: Encryption time 

A cloud security system's "decryption time" (s) is the amount of time it takes to decode encrypted 

data. It is determined by variables like computational capacity (C), key size (K), and encryption method 

difficulty (E). It is represented as follows: equation (3). The decryption time of FHE (26.43), AES 

(45.76), RSA (26.43) and AECA (15.28). The decryption time of the AECA Method has consequently 

improved (Figure.4).  

𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒 (𝑠)  =  𝐸 ∗  𝐾 / 𝐶                                      (3) 

 

Figure 4: Decryption time 

In a cloud security system, “key generation time (s)” is the quantity of period needed to generate keys 

that guarantee safe communication. It is influenced by variables including processing power (P), 

randomness generation (R), and algorithm complexity (C), which are described in equation (4). The key 

generation time of FHE (612.54), AES (873.76), RSA (569.34), and AECA (347.21). Consequently, the 

AECA Method's key generation time gets better (Figure 5).  

𝐾𝑒𝑦 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒 (𝑠) =  
𝐶×𝑅

𝑝
                                             (4) 
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Figure 5: Key generation time 

A cloud security system protects resources and data stored in cloud settings from cyber threats, illegal 

access and data breaches. The security of FHE (88%), AES (81%), RSA (92%), and AECA (94%). 

When compared to existing approaches, the AECA Method's security is higher and subsequently 

improved (Figure.6).  

𝐶𝑙𝑜𝑢𝑑 𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦 =  𝐷𝑎𝑡𝑎 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 +  𝐴𝑐𝑐𝑒𝑠𝑠 𝐶𝑜𝑛𝑡𝑟𝑜𝑙 +  𝑇ℎ𝑟𝑒𝑎𝑡 𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛   (5) 

 

Figure 6: Security 

Table 1 displays the overall numerical outcomes of the Evaluation metrics. 

Table 1: Values of existing and proposed methods 

Methods Encryption time (s) Decryption 

time(s) 

Key generation 

time (ms) 

Security 

(%) 

FHE 36.33 26.43 612.54 88 

AES 47.68 45.76 873.76 81 

RSA 21.54 26.43 569.34 92 

AECA[Proposed] 13.64 15.28 347.21 94 
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5 Conclusion  

Enhancing the safety of financial data transfer in a cloud setting is the goal of the special AECA Method. 

This study used the AECA Method to complete the registration process. The key pair for the enumerated 

user is generated by the cloud server. The cloud user logs in and sends a request message to customer 

service when they need to complete any financial transactions. Afterwards, the Cloud server sends the 

password and fingerprint to verify the legitimacy of the cloud manipulator. The user is a registered user, 

and they can conduct financial transactions if the cloud manipulator inputs their password and their 

fingerprint matches the password that CS sent. The transaction will be declined in any other case. An 

effective secured financial transaction with higher data security and integrity is completed and utilizing 

the AECA Method. Finally, clouds are used to evaluate the combination of the encryption time (13.64), 

decryption time (15.28), Key generation time (347.21) and security (94%) of the proposed AECA 

Method in comparison with existing research. This method enables efficient and secure financial 

transaction execution by utilizing the AECA Method. The effectiveness of AECA depends on accurate 

adaptation processes, which may add computing complexity. Issues related to compatibility with current 

systems and weaknesses in key management could impede the smooth execution and dependability of 

operations.  AECA can provide increased security in dynamic digital settings by adjusting to counteract 

changing threats related to cryptography. Sensitive data can be safeguarded across diverse platforms, 

due to its ability to adapt the evolving circumstances. 
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