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Abstract

An intrusion detection system is an innovative part of software that analyzes a network for instances
of fraud or violations of web-based application policies. Usually, a security data and management
mechanism were utilized for notifying any hazardous act or infraction. The goal of this research is
to develop a novel machine learning (ML)-driven technique for log-based detection of intrusions in
financial cloud-based apps. In the financial industry, we introduced a new Coupling Catboost with
Chameleon Optimization Algorithm (CC-COA) for identifying web or cloud-based application
assaults. To develop our suggested model, we collected a dataset that contains information from the
websites of significant local economic banks that store log files of activity. The CatBoost method
was used to manage categorical information. Whereas the COA is used to optimize hyperparameters.
A range of indicators, including accuracy (95%), precision (94%), F1 Score (93.5%) and recall
(93%) are used in the outcome assessment phase to evaluate the effectiveness of the proposed model.
The experimental outcomes demonstrate that the mentioned model outperformed the others in
identifying different kinds of assaults in cloud financial apps.
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1 Introduction

Cloud computing has been employed more in the financial services industry to increase operational
efficiency, mobility and accessibility. The inherent risks associated with technology include safety
breaches and unauthorized access to private financial information (Patidar and Bansal (2019)). The
intricacy and regularity of cyberattacks, conventional security measures are insufficient to secure data
held in cloud-based financial apps. Log-based recognition of intrusions was essential for enhancing the
protection of financial cloud-based applications against the attack (Bhattacharya et al., 2022). Log-based
detection of intrusions in cloud computing environments refers to the systematic surveillance and
evaluation of log files generated by different components, such as server infrastructure, servers for
databases and applications (Feng et al., 2020). The organizations that examine their log problems could
discover potential safety risks and take proactive measures to rectify them before entire disruptions.
Compared to signature-based solutions, log-based detection of intrusions serves as a more flexible in
adaptive defense mechanism, and it can discover new threats and zero-day flaws without relying on
patterns of previous intrusions (Rabbani et al., 2020; Alsharifi, 2023).

The log-based detection systems for intrusions, especially for financial institutions, pertain to storing
in cloud contexts (Gunalan et al., 2023). The increasing prevalence of the web-based financial sector,
mobile device money platforms and digital payments, providers of financial services are accountable for
preserving significant volumes of confidential customer data, including personally identifiable
information (PII), accounting information and history of payments (Das et al., 2021). An organization's
reputation could potentially be seriously damaged, along with financial losses and legal consequences,
violation of the security, precision and availability of the data. Through the application of log-based
detection of intrusions, institutions of finance could enhance their security protocols (Liu et al., 2023)
(Farhood, 2023). IDS can compile and examine log information from several outlets, which include
network traffic, web server records, along application data files to provide a comprehensive view of the
accomplished cloud computing system (Jian et al., 2021). The cloud security teams are used to detect
possible paths of attack and risks. Additionally, employing machine learning techniques and detection
of anomalies techniques, IDS possess the capability to recognize the difference between regular user
conduct and malicious behavior, resulting in a reduction of true positives and false negatives (Aoudni et
al., 2022; Alzaidi, 2024).

Log-based detection of intrusions enables the prompt identification of hazards and reacting to
incidents, allowing organizations to effectively manage and terminate breaches of cloud data security
before serious effects (Sanjalawe & Althobaiti, 2023). IDS possesses the option to initiate automatic
notifications and alerts to security staff through constantly inspecting log flows for departures from
established standards and specified parameters (Moreau & Sinclair, 2024). Additionally, the historical
data that includes the identities of users’ dates as well as times and geo-locations, IDS enables security
professionals to conduct extensive forensic evaluation and fundamental assessment (Nakamura &
O’Donnell, 2025). The integration of log-based detection of intrusions in financial cloud services poses
several challenges and aspects (Wang et al., 2022; Selvakumar et al., 2025). The implementation of
decentralized topologies and accessible storage systems was necessary for substantial flexibility and
efficiency limits posed by the enormous amount and rapid speed of log information accumulated in
cloud-based settings (Sunil et al., 2023).

Improving protection stances is the research’'s goal of financial organizations that operate in cloud
settings through the use of log information analysis and continuous surveillance procedures. The
objective is to enhance the robustness of economic cloud-based services towards various cyber-attacks,
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ensuring the protection of confidential financial information concerning privacy, reliability and
accessibility (Deshmukh & Menon, 2025).

The organization of the research includes five sections. Phase 2 contains the related works; Part 3
involves the methodological framework and Phase 4 includes results and discussion. Phase 5 contain the
conclusion.

2 Related Works

RM et al., (2022) proposed cloud computing as a developing pattern in the information technology (IT)
service paradigm due to its ability to provide a range of economical streaming solutions for customers.
The preservation of confidentiality and safety for consumers of cloud services emerged as a significant
challenge (Chinnasamy, 2024). The Intrusion Detection System (IDS) method was utilized for
identifying incidents on cloud computing systems. Farshchi et al., (2018) proposed a unique
methodology for identifying faults in the performance of activities, specifically in the context of periodic
upgrading activities. The approach depends on regression analysis and leverages the connection between
log files of procedures and the impact of operational actions on the resources of the cloud. Cloud-based
computing options provided the necessary capabilities to enhance the integrity of software services by
mitigating the impact of distinct resource faults. The experimental outcome resolved the issue of
controlling internet service activities by analyzing logs and metrics. Zhang, (2022) examined the
particular demands of financial data required for management teams in organizations and the operational
procedures of the accounting department. The cloud platform corporate accounting and finance enabled
the convenient acquisition of resources for computing the internet, preservation and solutions according
to the specific needs of the network's infrastructure (Shah & Bansalm, 2023). The result shows that the
performance of the financial Information Management System (IMS) has exceeded its requirements.

Bhushan & Gupta, (2019) presented a unique methodology that utilizes network traffic analysis on
the individual's side to identify and address Fraudulent Resource Consumption (FRC) assaults toward
services hosted on the cloud. The structure of cloud-based computing attracts resistance from many
entities hindering the widespread utilization of cloud data and services through various entities. The
experiment's outcomes show the effectiveness and stability consume minimum resources for
computation. Wen, (2022) proposed the use of cloud computing incursion detection systems employing
a BP neural network (BP-NN). The primary objective of this research is to offer concepts and
recommendations for the development of future cloud networking incursion identification techniques
particularly considering BP-NN. Abbas & Myeong, (2023) proposed that cloud computing has
transformed the process in various sectors, safeguarding, evaluating and retrieving information. The
growing prevalence of cloud-based services led to reservations pertaining to the safeguarding of
information. Machine learning (ML) represented a highly promising method for improving the security
of cloud-based computing.

Rustogi et al., (2019) presented an innovative approach for identifying the FRC attempt in a web
server hosted in the cloud. The websites were among multiple quantiles according to the attractiveness
indexes. The quantiles are subjected to the Discrete Wavelet Transform to eliminate any high-energy
distortions and improve the homogeneity of duration period statistics. Attou et al., (2023) proposed that
cloud systems can be attractive to intruders because of common infrastructure. The design was necessary
to incorporate robust safety precautions to tackle the safety issues. The system plays a crucial role in
protecting the internet and cloud-based settings, including IDS that regulates network communications
along with the system performance. Idhammad et al., (2018) introduced a system for detecting the
Hypertext Transfer Protocol (HTTP) DDoS assaults in a cloud context, employing the knowledge
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conceptual density principle and a random forest combined learning technique. The coefficient of
entropy connection preamble features of incoming data packets was determined using a time-sensitive
window sliding strategy.

3 Methodology

Figure 1 illustrates the proposed approach in this article. We collected a dataset that comprises data from
important local economic banks' website hosting log files to train our proposed model. We proposed a
novel Coupling Catboost with Chameleon Optimization Algorithm (CC-COA) for detecting attacks on
web or cloud applications in financial sectors.

—
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Detecting Attacks
= —

Coupling Catboost with
Chameleon Optimization
Algorithm (CC-COA)

Performance Evaluation

> Accuracy & e-
3
Precision

>
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Figure 1: Proposed methodology

3.1 Dataset

The dataset includes information from important local economic banks' website hosting log files, both
during and following the financial crisis. They provide the ability to investigate consumer actions. The
log files that were acquired from a financial institution's website hosting server were used for a web-
based inquiry. A sample of 2,071,235 recorded accesses was retrieved during the collection of data
comprising the log files.

3.1 CatBoost (CB)

The gradient-boosting implementation of financial cloud applications enhances their categorical
characteristics and can improve their security infrastructure by utilizing gradient boosting algorithms.
The Greedy Target Statistics (Greedy TS) algorithm was very effective but has an inherent conditional
displacement issue, and was typically used by conventional Gradient Boosted Decision Trees (GBDT)
methods to handle categorical information. The targeted leakage, CatBoost technique adopts a method
focused on organized principles to prevent the problem. Consequently, the approach handles classified
characteristics during development time and provides the entire dataset available for the instructor's
model to gain knowledge. CatBoost rotates the information during arbitrary selection, selects a specific
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category function and computes the median to identify the value that represents the occurrence, and the
identical category value is placed before the category of choice in the randomization. They state that the
sample from the provided information as a set of permutations was replaced in the equation (1);

0-1 _
e-1 [WJO,I—WJO,I]-YJE +B.0

o—-1 —
e_l[wao,l_wao,l]+ﬁ

WO'o'l = (1)
Where o represents a previous value, while £ denotes the weight. The dataset's mean labeled price,
aids in lowering the level of noise from the low-energy classification.

The transition of CatBoost from the classical gradient boosting method to sequential promoting
represents a crucial improvement that solves the inherent issue of gradient distortion during repetition
and improves adaptation capability. The conditional distribution for a training will vary from the test
case, where GBDT replaces qualitative characteristics with numerical indicators according to the desired
metric. Unbiased gradient boosting can be resolved by developing a model excluding a certain sample
to render the baseline of classifiers unshifted. The approach focused in sequence concept, CatBoost
creates arbitrary repeated variations to provide enough iterations to successfully reduce the effects of
overfitting and improve the resilience of algorithms.

The treatment of classification characteristics, CatBoost creates greedy combinations of specific
characteristics and employs them to generate additional attributes. Specifically, CatBoost integrates all
dataset's type characteristics displayed in established structures. By using this technique, systems are
more capable to capture high-order interactions and enhance prediction reliability.

CatBoost adopts an inattentive tree of decisions as base predictive factors, demonstrating another
sophisticated and significant feature. These trees compute a fair decision using the same splitting for
every tree level and perform more quickly, reducing the likelihood of excessive fitting and testing
intervals.

3.3 Chameleon Optimization Algorithm (COA)

The highly specialized group of animals, chameleons can change their coloration to blend in with
their surroundings. Chameleons consume insects and can survive as well as thrive in swamps, deserts,
mountains and desert-like terrain settings. Animals need to track their prey, employ their sight to pursue
it and finally attack the multi-step hunting for food operation. The following subsections provide an
explanation of this algorithm's mathematical models and stages.

3.3.2 Setup and Assessment of Function

A cohort-based metaheuristic termed as COA creates a starting population at random to begin the
optimization process. The dimensional exploration area was used to construct the n-person chameleon
population, where every single member of the population is a possible solution to the optimization issue.
Equation (2) describes the chameleon location in the target region at each individual iteration:

z] = [Z;'l,zsj'z, e Zi (2)
Here, the number of iterations was represented by j = 1,2 ....s and the location of the chameleon
was denoted as z ..
The quantity of chameleons in the region of interest is shown by equation (3) and issue dimensions
are employed to construct the starting individuals:
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7z =k +q(v; — k) 3)

Where r is a randomly distributed integer ranges from 0 to 1, v; and k; denotes the top and bottom
boundaries of the targeted region and z/ indicates the beginning vector of the g th chameleon.
Considering the evaluation of the intended function, the quality of each step's solution was assessed for
every shifting position.

3.3.2 Search of Prey

Equation (4) provides a basis for characterizing the motion activity of the chameleons throughout pursuit
through the position modification technique.

i zI" + 01(05“ - Hsi)‘h + 02(Hsi - Z_s!'l)‘h 4> 0 @)
st z)t + ,u(vi - ki)q3 + kisgn(rand — 0.5)q, < 0, tee
The iteration steps s and (s + 1) denote the s th and (s + 1)) th, respectively. In the ith width, the
ith chameleon was represented by j and i. The chameleon's present position is z,"* and its new position
. The chameleon's optimal postures are shown by 0" and 0! respectively.

S
nzgi,

In this case, exploratory ability is controlled by two positive values, 0, and 0,. The integers g, q»
and g5 are generated at random, uniformly and span from 0 to 1. At index i, a uniformly random integer
between 0 and 1 is formed represented as q;. The chameleon's probability of spotting food is indicated
by 0,. The direction of exploration and exploitation is affected by sgn(rand — 0.5), which can be
either —1 or 1. As an indication of the iteration’s parameter, u falls as the amount of phases rises.

3.3.2 Chameleon’s Eyes Rotation

Chameleons can spot their prey even when they are not using their sense of sight. They can see the prey
around 360 degrees in a rotating function.

e The focal point of gravity was located at the chameleon's initial place of residence.

e The rotation vector identifying the prey's spot was identified.

e The spinning matrix at the center of gravity was employed to update the chameleon's orientation.

e At last, chameleons are put back into their starting place.

3.3.2 Hunting Prey

The ideal chameleon, generally closest to the prey, was considered to produce the most effective
outcomes. The chameleon employs a tongue to attack an individual. The chameleon's situation is
improved by its capacity to multiply the length of its tongue. They facilitate the chameleon's exploitation
of the pursuing space and enable it to successfully seize victims. The chameleon's tongue was expanded
regarding the victims represented in Equation (5).

u;il = a)ug’i +d; (Hsl - Zsj'i) + dz(OSj’i — zsj'i)qz (5)

Where the final velocity of the jth chameleon in the ith dimension of iteration s + 1 is shown by u/7,

and the present velocity in the ith dimension was indicated by ué"".
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3.3.2 Coupling Catboost with Chameleon Optimization Algorithm (CC-COA)

A hybrid method was suggested for log-based detection of intrusion in financial cloud-based services
that combines the CC-COA, a potent gradient boosting algorithm recognized for its efficiency in
handling classification data. The system's ability to identify minor patterns indicates the intrusions in
log information were enhanced by CatBoost's proficient handling of classified information. The COA
dynamically modifies CatBoost's parameters to enhance its performance, deriving influence from
chameleons' ability to adapt to their environments. The financial cloud applications ensure the
confidentiality and integrity of information. The machine learning and optimization techniques offer a
potential remedy for cybersecurity issues in financial systems that rely on the cloud.

4 Results and Discussion

The recommended work was done using TensorFlow 1.12.0, which was expedited by Nvidia GPUs.
Python has to be deployed together with other applications to finish the process. The assessment of the
proposed approach and the use of outcomes for evaluating the method's efficacy. It also contrasts our
proposed method's efficacy with that of other approaches already in use. "Random Forest (RF),
supported vector machines (SVM), and K-nearest neighbor (KNN)" are among the current techniques
(Kolla, 2023). The findings of the prediction are provided in Table 1.

By determining the proportion of correctly anticipated strike indicator occurrences to all occurrences,
accuracy evaluates the accuracy of the model and offers a solid assessment of the technique's
performance. A comparison of the accuracy of the suggested and traditional methods is shown in Figure
2 and Table 1. With a performance level of 95%, the proposed CC-COA outperforms current techniques
like RF, KNN, and SVM, which have accuracies of 89%, 87%, and 72%, respectively. For log-based
intrusion detection for commercial applications that utilize cloud computing, our suggestion offered
better results.

Figure 2: Outcome of accuracy
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A model's degree of precision indicated how accurate its predictions proved. The percentage of
successfully predicting beneficial outcomes to the overall quantity of anticipated advantages is assessed.
Table 1 and Figure. 3 provide a precision analysis. The proposed CC-COA achieves a precise level of
94%, compared with 90%, 88%, and 72% using traditional methods such as RF, KNN, and SVM. Our
suggested approach improved the detection of log-based attacks in cloud-based financial applications.

95
_______________ @
0+ — @
5 (b=
c
S 85
2
3
o 80 -
75
o 1
RF KNN SVM CC-COA [Proposed]
Methods

Figure 3: Result of precision

The ratio of precisely anticipated positive instances to all actual positive instances is known as the
recall measure. The evaluation of recall across the suggested procedures in comparison to other existing
methods is shown in Figure. 4 as well as Table 1. The suggested CC-COA achieves a greater recall rate
of 93% than current approaches like RF, KNN, and SVM, which obtain remember rates of 89%, 87%,

and 72%, respectively. The proposed approach proved to be more effective than current techniques for
log-based intrusion detection in cloud-based financial applications.

CC-COA
[Proposed]

SVM

Methods

|

KNN

RF

0 20 40 60 80 1(I)0
Recall(%)
Figure 4: Consequence of recall

The F1 combination is the average value of accuracy and memory. It provides a balance between
accuracy and storage. Table 1, as well as Figure. 5, shows the F1-score evaluation. Compared to current
techniques such as RF, KNN, and SVM, which achieve F1-Scores of 89%, 87%, and 72%, respectively,
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the proposed CC-COA achieves an F1-Score of 93.5%. The suggested technique was successful in
identifying log intrusions in cloud-based financial applications.

95
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;" 85 -
[*]
@
L 80
75
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RF KNN SVM CC-COA
Methods [Proposed]
Figure 5: Result of F1-score
Table 1: Prediction outcomes value
Methods Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
RF 89 90 89 89
KNN 87 88 87 87
SVM 72 72 72 72
CC-COA [Proposed] 95 94 93 935

5 Conclusion

In this study, we introduced a novel approach called Coupling Catboost with Chameleon Optimization
Algorithm (CC-COA) has proven to be a strong and effective method for financial cloud uses. Detecting
attacks on login in financial cloud applications. The results of the suggested technique were contrasted
compared to the remaining previously used algorithms, and the evaluations' results demonstrated that
the recommended approach was more successful for financial cloud applications in terms of accuracy
(95%), precision (94%), F1 Score (93.5%) and recall (93%). Cloud-based ecosystems exhibit a high
degree of mobility and intricacy, characterized by a diverse array of interconnected elements and
applications. Evaluating logs during the instances can be difficult due to the large quantity, coupled with
the variety of log information produced by different applications and networks. Future research moving
towards the development of behavioral assessment computations could detect departures from regular
patterns of behavior in log information. The log data could allow reactive identification of threats and
reactions extending beyond the detection of signatures.
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