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Abstract

In this research paper, an opamp-based simple chaotic circuit is designed exhibiting coexisting
chaotic attractors with application in [oT secure data communication is presented. It is interestingly,
that this circuit with, only three multipliers and with a few opamps was implemented with OrAD-
Pspice, which displays a chaotic attractor. And the coexisting phenomena were also observed by
varying initial conditions. This implies it increases the encryption space for IoT secure
communication. Finally, an application in IoT for secure data communication, an analog circuit was
implemented using the chaotic Masking method. The proposed chaotic masking was verified for
single encryption, and double encryption and the original data was decrypted at the receiver
successfully using OrAD-Pspice. However, we also prove that when the encrypted signal was
decrypted with a different encryption signal other than the transmitted encryption signal, the original
signal was not decrypted successfully at the receiver. Also, the proposed coexisting chaotic circuit
can be easily manufactured at low cost because of simple circuit implementation compared to nano-
based devices such as memristor.

Keywords: OPAMP, Data Communication, Encryption, and Decryption.

1 Introduction

The ToT-based devices have tremendously increased nowadays are predicted to grow over $69 billion
by 2024 (Hedayatipour et al., 2020). These types of loT devices are interfaced with Transducers for
sensing information from the environment and transmitting the information for analysis to the receiver
side for further processing of signals. Also, with Smart wearables (Wang et al., 2022), heart rhythm
devices, and both bio-fluidic and On-body devices are concerned with production and their privacy and
security (Wen et al., 2021). Therefore, for robust communication against security attacks. Hence, device
duplication poses risk-sensitive challenges that must be carefully managed. In communication-based
chaos techniques, systems have unpredictable signals, a wide spectrum, and a self-synchronization
property widely utilized to transmit secure communication (Al Momin, 2022; Zhong & Ayrom, 1985).
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Also, these systems are much cheaper compared to spread spectrum techniques used in wireless
communication (Volkovskii et al., 2005). It is considered a preferred option for ensuring robust
communication (Duan et al., 2022; Vishwakarma et al., 2023) in the presence of eavesdroppers.
Furthermore, chaos-based methods have been proposed as potential alternatives in the realm of post-
quantum cryptography (Onuki et al., 2022). While advancements have been made in chaos-based
communication such as the development of hyperchaos (Xianhui et al., 2024; Nataliya et al., 2024) and
systems with coexisting attractors (Shi et al., 2025; Subbulaxmi et al., 2024; Prabu et al., 2024) limited
attention has been given to securing the design and production of Chaotic hardware communication
circuits fabricated by potentially unreliable foundries (Rezaei et al., 2019; Anand et al. 2025). Chaotic
system synchronization helps toward improvement in the application of IoT-based secure
communication (Rahul et al., 2023). Many encryption standards are available for digital transmission,
such as AES, RSA, and Lorenz masking (Kaplan & Yorke, 1979), which require complex circuits to be
implemented. Furthermore, compared to AES and RSA, the proposed op-amp-based chaotic system
offers lower hardware complexity, reduced cost, and continuous-time operation suitable for analog
domains. Unlike Lorenz masking, it uses a custom chaotic attractor, increasing resistance to system
identification. Although it does not match the formal security guarantees of AES or RSA, it provides a
lightweight and low-power alternative for secure data masking, key stream generation, or random
number production in resource-constrained or real-time analog environments. Hence, we have the
unique advantage of our coexisting attractor over the above-mentioned cryptography, such as highly
customizable, simple structure, no digital logic needed, fast to prototype, and unpredictability of chaos.
Motivated by the above issues and research perspective, the following objectives are decided for this
work (Ganesh et al., 2025; Stankevich et al., 2024).

1. To investigate a simple opamp-based autonomous chaotic system and also increase encryption
space because of its sensitivity to initial conditions.

2. Analog circuit design and implementation in the OrCAD-PSpice platform.

3. Synchronization between the proposed chaotic system and its use in IoT data communication
with single and double encryption using the OrCAD-PSpice platform.

The following paper is arranged as: the introduction and dynamical behaviors of the proposed
coexisting attractor system and its sensitivity to initial conditions are presented in Section 2. In Section
3, the analog circuit is designed for the proposed chaotic system using OrCAD-PSpice. In Section 4,
application to [oT secure communication is explored using OrCAD-PSpice for the proposed coexisting
attractor system. Finally, conclusions are summarized.

2 Chaotic System Description

The dynamic system of equations and its description

.X:l = 0.2x1 + xZ (1)
. 1 1

X2 = 73X~ gxzxg ()

.X:3 = —0.4x2 - 0.4—x3 + XZX3 (3)

2.1 Stability Analysis

The stability of the proposed coexisting attractor is obtained by equating  x; = 0,x, = 0,x3 = 0.
Three equilibria are given as
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E; =[0,0,0]7
E, = [-2.4357,0.4871,2.2361]
E; = [-1.6965,0.3393,—-2.2361]"

At E1=(0, 0, 0), the Jacobian linearization of the system is achieved as:

0.2 1 0
1 1, 2
Je, = —3 —§x3 —§x2x3

0 —-04+x3 —-04+x,
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Eigen values are calculated as A1,2 = 0.1 + 0.56861, A3 = -0.4. Therefore, the equilibrium point has
saddle focus. Similarly, the equilibrium point E2 is calculated as A1,2 =-0.7796 + 0.9368i, A3 = 0.1795,
and the equilibrium point E3 is determined. Eigen values are 11,2 = -0.8427 + 0.9892i, A3 = 0.1579,
which also exhibit a saddle focus nature about the equilibrium points E2 and E3. It is concluded that the

system has three saddle focus behaviors.

2.2 Lyapunov Exponents and Dimension

The coexisting attractor system are verified for chaotic behaviour using lyapunov exponents. As shown
in Figure 1, the Lyapunov exponents are L1 = 0.031556, L2 = 0.006926, and L3 = -0.401371. The
signa of LE as [+, 0, -] signifies chaotic behaviour. The Lyapunov dimensions [16] indicated below

b =2+— Z L 203155 5 0786
(Ls) t 040137~

The fractional value of the Lyapunov dimension confirms chaotic behavior.

t

o] 20 40 60 80 100 120 140 160

180 200

Figure 1: Dynamical behavior of lyapunov exponents (LEs)

Table 1: Varying initial conditions, the proposed system exhibits chaotic behavior

S.No | x1,x2,x3 S.No | x1,x2,x3 S. No x1, x2, x3
1 (0,-0.1,-0.1) 6 (-0.1,-0.1, 0) 11 (-0.1,0,0.1)
2 (0,0.1,-0.1) 7 (-0.1, 0.1, 0) 12 (-0.1,0,0.1)
3 (0,-0.1,0.1) 8 (0.1, -0.1, 0) 13 (0.1,0,0.1)
4 (0,0.1,0.1) 9 (0.1,0.1,0) 14 (-0.1,-0.1,-0.1)
5 (0,0.1,0) 10 (0.1,0,0) 15 (0,0,-0.1)
16 (0,-0.1,0)
17 (-0.1, 0, 0)
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Chaotic systems are susceptible to slightly varying the initial conditions and may result in
significantly diverse outputs in the state behaviors. Two very close initial conditions are considered as
[0-0.1-0.1] T and [0 -0.10001 -0.10001] T. Figure 2 shows the MATLAB-simulation of the proposed
chaos system. The change of the initial condition is made in the fifth decimal place, and the simulation
result shown in Figure 3 reveals that the two behaviors excited at different initial conditions are identical
till =220 seconds, and after that, the chaotic behaviors are quite different from each other. Furthermore,
from the different initial conditions as listed in Table 1. Whereas in Figure 4, the simulation result reveals
that the two behaviors excited at different initial conditions, say for example ([0 0.1 0.1], [0 -0.1 -0.17)
show the chaotic behavior deviation starts at t=0 itself. These phenomena are also called coexisting
chaotic attractors (Prabu et al., 2024). This, implies that the encryption space gets enhanced for use in
IoT secure communication for the same proposed chaotic system (Zhou et al., 2024).

0.5

1.5

05

L

051

(©)

Figure 2: Phase diagram plots using MATLAB simulated for (a) x1 — x2 phase, (b) x2 — x3 phase, and
(c) x1 —x3 phase
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Figure 3: Shows sensitivity in the initial condition. There are changes the time response of x(t) after
t=220s with a small change in initial conditions
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Figure 4: Shows sensitivity in the initial condition. There are abrupt changes in the time response of x(t)
from t=0s with different initial conditions

3 Circuit Design

The proposed chaotic system is designed using analog components, i.e., resistances, capacitances, and
opamps of different values in OrCAD-PSpice.

( dxq 1 1
& RG T RG
dx, -1 1 )
< At RsC, RGPS
dxs -1 1 1
(dt ~ ReG RGBT RyC,
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The analog implementation is shown in Figure 5. The component values are given as: Ci = 10nF
(i=1, 2, 3). R1=100 kQ, R2=R7 = 20 kQ, R3= R4 = 60 kQ, R5= R6 = 50 kQ. Phase plane behaviors of
the coexisting attractor system are shown in OrCAD-PSpice, as given in Figure 6. Furthermore, the
coexisting proposed attractor system displayed in OrCAD-PSpice, as given in Figure 7. The simulated
phase plots are very similar to the MATLAB-simulated ones.
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Figure 6: Phase diagram plots using ORCAD-PSpice for (a) x:- X2 phase, (b) x2- x3 phase, and

(¢) x1- x3 phase plane
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4 Chaotic Secure Communication

The proposed communication setup using the chaotic masking method (Ouannas et. al., 2021; Liu &
Zhang, 2011) is shown in Figure 7. The masking of the message with a carrier chaos signal at the
transmission side. Unmasking of the orginal signal can be achieved, if synchronization between the
chaotic systems is achieved at the receiver end. A information signal m(t)=1v with a square pulse of
50% duty cycle is added with x2 state at the transmitter end and termed as transmitted content iT = (x2
+ m). At the reception side, the received message is decrypted successfully as m(t) = i; — x,
synchronization The original signal and recovered message signal are shown in Figure 8. However, it
should be observed when the transmitted signal (iT) was recovered with a different state signal, for
example, with x3, i.e. M(t) = i; — x3. The original message was not decrypted successfully at the
receiver, as shown in Figure 9.

<{-X2x3

{2x3

<{X22X3

X2,

Figure 7: Analog circuit diagram of the chaotic masking method for secure communication in an loT
application using ORCAD-PSpice

Furthermore, the proposed communication setup for the double encryption chaotic masking method
synchronization is shown in Figure 10. The information signal m(t)=1v square wave pulse of 50% duty
cycle was added with two state signals, and the transmitted signal iT = (x2 + x3 + m). At the receiver
end, the received message is decrypted successfully, as synchronization m(t) = iy — x, — x3 shown in
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Figure 11. The proposed double encryption makes it difficult for an intruder to decipher two different
chaotic signals, facilitating powerful encryption of the information or message signal during loT secure
communication. Figure 12 proved that the transmission I(t) and reception R(t) are truly match each other.
Also, the difference error is nearly zero as displayed in Figure 12.
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O V(U9:0UT)
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Figure 8: Shows chaotic secure communication (a) Original Information (b) Transmission chaotic
signal, and (c) Decrypted at the receiver successfully
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T
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Figure 9: Shows chaotic secure communication (a) Original Information bearing signal,
(b) Transmitted signal, and (c¢) Decrypted the transmitted signal with different encryption key, and the
original information was not successfully received at the receiver
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Figure 10: Schematic block diagram for double encryption secure communication for IoT application
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Figure 11: Shows chaotic secure communication (a) Original Information bearing signal, (b) Double

encrypted (x2 + x3) transmitted signal, and (c) Double decrypted message signal at the receiver
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Figure 12: The of chaos masking communication method modeling of the proposed coexisting chaos
attractor (a) Difference I(t)/R(t), and (b) e(t)=I(t)-R(t)

5 Conclusion

In this research paper, a coexisting attractor system with saddle focus equilibria is proposed. The system
exhibits chaotic behavior. The dynamical behavior was analyzed using Lyapunov exponents and
dimension. Also, its sensitivity to initial conditions was verified because it enhances the encryption space
of the same chaotic system for IoT secure communication. Further, an analog circuit is designed to
realize the coexisting attractor, and its synchronization. The circuit simulation corresponds to the
MATLAB simulation results. Analog circuit simulation results are in good qualitative agreement. Both
single and double encryption were performed using the chaotic masking method, and the original
information was decrypted at the receiver successfully. Double encryption enabled more secure
encryption of the information signal during communication to achieve high performance, secure
communication for use in IoT applications, and demonstrated. Furthermore, it was proved that when the
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transmitted signal was decrypted with a different state signal than the encrypted state, the original
message signal was not recovered at the receiver successfully. Hence, communication security in
complex dynamical communication networks is a dire need and trending research nowadays.
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