ISSN: 2182-2069 / E-ISSN: 2182-2077

Leveraging P2P Systems for Collaborative E-Learning and
Resource Sharing in Digital Education

Khusniddin Juraev!”, Jahongir Qosimov?, Nargiza Egamberdieva’, Kamalbay Palimbetov*,
Islom Kadirov’, Gulistan Bekbaulieva®, and Shukhrat Eshankulov’

"Dean, Professor, Faculty of Physics, Mathematics and Information Technology, Bukhara State
University, Bukhara, Uzbekistan. khusniddinjuraev82@gmail.com,
https://orcid.org/0000-0002-2812-3024

National Research University of Uzbekistan, Tashkent Institute of Irrigation and Agricultural
Mechanization Engineers, Tashkent, Uzbekistan. jaxongirqosimov7@gmail.com,
https://orcid.org/0009-0000-8600-0156

3Associate Professor, Tashkent State Transport University, Tashkent, Uzbekistan.
egamberdiyevanargiza975@gmail.com, https://orcid.org/0009-0007-4570-7455

*Academy of Sciences of the Republic of Uzbekistan, Tashkent, Uzbekistan; Professor, University
of Tashkent for Applied Sciences, Tashkent, Uzbekistan. pks1965@mail.ru,
https://orcid.org/0009-0002-8528-8770

SAssociate Professor, Urgench State University named after Abu Raykhan Beruni, Urgench,
Uzbekistan. islomqadirov1415@gmail.com, https://orcid.org/0000-0002-1659-6975

SProfessor, Tashkent State Medical University, Tashkent, Uzbekistan. gulistanb2006@yahoo.com,
https://orcid.org/0000-0001-9937-3613

Senior Lecturer, Jizzakh State Pedagogical University, Jizzakh, Uzbekistan.
shukhrat.eshankulov@gmail.com, https://orcid.org/0000-0002-1715-0449

Received: October 01, 2025; Revised: November 10, 2025; Accepted: December 31, 2025; Published: February 27, 2026

Abstract

Centralized Learning Management Systems (LMS) struggle with scalability, bandwidth bottlenecks,
and single points of failure during peak usage periods like examinations or global synchronous
lectures. This paper proposes a novel hybrid Peer-to-Peer (P2P) architecture specifically designed
for collaborative e-learning environments, leveraging institutional Super-Peers for administrative
control, content validation, and DHT index maintenance alongside distributed student
Standard-Peers for resilient resource storage and delivery. The framework integrates three key
innovations: (1) Kademlia-based Distributed Hash Tables (DHT) for logarithmic resource discovery
of chunked educational content (videos, datasets, documents); (2) an adapted tit-for-tat incentive
mechanism with reputation scoring to mitigate free-riding; and (3) Conflict-free Replicated Data
Types (CRDTs) enabling real-time collaborative tools like shared whiteboards and document editing
without central coordination. Evaluation used PeerSim simulations across 30 runs (100-500 nodes,
500x500m? campus area, 20% hourly churn), validated against NS-3 wireless models and filtered
Kaggle network traffic patterns representing lecture streaming. Results demonstrate superior
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performance: 76% average latency reduction (11512 ms vs 480+25 ms client-server baseline,
F=245.3, p<0.001), 7.3x aggregate throughput improvement (8848 Mbps vs 12+2.1 Mbps, F=312.7,
p<0.001), and 96+2% resource success rate under high churn (vs 62+4.2%, F=189.4, p<0.001).
Energy efficiency improved 60% (180 mJ vs 450 mJ per task). Ablation studies confirm critical
contributions: removing incentives caused 40% throughput degradation; replacing DHT with
broadcast search spiked latency to 350+45 ms (3x increase). Raw data, simulation code, and
statistical analyses available at github.com/user/p2p-elearning.

Keywords: Hybrid Peer-to-Peer (P2P), Collaborative E-Learning, Distributed Hash Tables (DHT),
Conflict-free Replicated Data Types (CRDTs), Incentive Mechanisms, Network Scalability, Fault
Tolerance.

1 Introduction

These environments traditionally are based on centralized Learning Management Systems (LMS) and
Cloud Service Providers. Although it works well in the small-scale deployment, the centralized server
architecture poses serious challenges (Theelen & van Breukelen, 2022; Mitra & Shah, 2024). In a typical
client-server model, all video lecture requests, datasets, and collaborative tool requests are sent to a
central node. This dependency causes huge bottlenecks in bandwidth and a high cost of operation in
learning institutions (Saboktakin, 2024). With the increased availability of education to people
worldwide, decentralized digital education is not only an option, but the only solution to ensure
sustainable growth (Ahmad, 2024; Kulkarni & Firmin, 2025; Ala et al., 2023). Conventional e-learning
systems are often faced with issues of scalability and resources when they are at their peak, like
examination weeks or remote lectures that are synchronized (Ramasamy & Khan, 2024; Anitha, 2025).
Such centralized systems offer a single point of failure; if the main server is being serviced or attacked
by a DDoS, then the whole educational process stops (Szymkowiak & Jeganathan, 2022). Moreover, the
physical location of the server and the student may create a very long latency, which poses an obstacle
to real-time cooperation (Jayasekara, 2024). The fact that the current infrastructures cannot dynamically
expand without a significant financial input is a hindrance to the democratization of high-quality digital
education. This study will design and test a Peer-to-peer (P2P) based framework that is specifically
designed for the e-learning context (Thomas, 2025; Vapiwala & Pandita, 2024; Patel, 2025).

The primary objectives are: Architectural Design:

e To come up with a hybrid P2P model that would make use of the stability of institutional servers as
Super-Peers and use student devices to store the data in a distributed manner.

e To introduce smooth resource sharing between the students to access and receive educational
resources provided by their peers.

e To incorporate synchronization protocols to enable interactive tools of shared whiteboards and
group editing, which do not depend on a central coordinator.

The institutions can reduce the cost of the server and bandwidth by moving the distribution of data
to the edges of the network. In addition to technical efficiency, this model gives strength to a
student-driven content distribution system. It creates a genuinely collaborative atmosphere in which
neither learners nor educational resources are passive observers but are active participants in the delivery
and sustainability of their learning resources, such that quality learning materials can be available even
in low-connectivity or high-demand conditions (Pefarrubia-Lozano et al., 2021).
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Paper Organization

The rest of this paper will develop according to the following structure: Section 2: Literature Review
investigates the development of e-learning from Web 2.0 to decentralized approaches and reviews
several P2P topologies and the tools currently used in the educational industry. Section 3: Proposed
System Architecture outlines the hybrid p2p model, node functions, and the processes of resource
discovery and real-time co-operation. Section 4: Methodology and Implementation outline the
simulation environment, content seeding incentive algorithms, and performance evaluation metrics.
Section 5: Results and Discussion compare the proposed system with the traditional models in terms of
scalability, fault tolerance, and user experience. Section 6: Challenges and Future Directions discuss the
issue of security, such as Sybil attacks, and the future of incorporating blockchain as verifiable
credentials. Section 7: Conclusion summarizes the main findings and how the P2P systems can influence
digital education globally.

2 Literature Review

The digital education has gone through different stages of technological maturity, where it started with
the initial models of E-Learning 1.0, which were the models of read-only delivery (Ahmed Hussien
Khalaf, 2022). Web 2.0 also brought about a more interactive age, otherwise known as the E-Learning
2.0, that focused more on social interaction, including blogs, wikis, and discussion forums (Dritsas &
Trigka, 2025). Although this has changed to a collaborative structure, the infrastructure behind it is still
tied to centralized structures. Modern trends of decentralized educational ecosystems are a major
breakage of such models. Decentralized ecosystems are shaped by the necessity to grant learner control
and the requirement of the world to have resilient digital access, and this type of system aims at
disrupting the traditional top-down hierarchical structure (Hayati et al., 2024). These systems focus on
the direct peer-to-peer interaction, which essentially alters learners as passive consumers into active
contributors and moderators of a distributed network of resources.

To enable such decentralized sharing, the network topology is of crucial importance, and there are
two main types of networks unstructured and structured networks (Krishnamoorthy, 2025). Unstructured
networks, such as those found in systems such as Gnutella, are based on random connections of nodes
and query flooding to find a resource. Although these networks are quite robust to churning of peers and
can be deployed easily, they also have the limitation of excessive network traffic and do not guarantee
the existence of a resource even when it is available (Deepika, 2025). On the other hand, structured
networks like Chord, Pastry or Kademlia use Distributed Hash Tables to identify particular resources to
particular nodes. This organization has a mathematical description of resource discovery that is
logarithmically efficient. Structured networks are also usually preferred when educational file sharing is
required on a large scale, as they reduce latency and give a predictable search time, but their cost of
maintenance is more complex, as the structure of the network must be maintained when users join or
leave at a high rate (Mesuwini & Mokoena, 2024).

Existing P2P-based educational tools have some major gaps that prevent their high adoption, as an
analysis of these tools shows (Krishnamoorthy, 2025). Although some shared space models and P2P
publication models have been proposed, they often fail at complex metadata indexing. The existing tools
are mostly streamlined to support basic file transfers, but cannot interoperate with complex educational
metadata, including course tags, learning levels, or versioning, and specific content retrieval is
challenging (Prashanth, 2026; Mishra, 2025). Also, the lack of peer reliability and incentive mechanisms
is significant. The problem of free-riding is common in many of the existing platforms, whereby users
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get to access resources, but they do not pay a contribution to the community in terms of bandwidth.
Moreover, these solutions do not necessarily have in-built systems to authenticate the scholarly honesty
of collective resources, which poses a trust issue, which should be bridged to achieve a reliable and
quality learning atmosphere (Bari et al., 2024).

3 Proposed System Architecture

Hybrid P2P Network Model

The suggested architecture employs the hybrid Peer-to-peer (P2P) network model that is specifically
adapted to balance the merits of decentralization with the need to have some administrative control
regarding the support of the educational environment. A hybrid scheme provides a layer of control that
makes the network reliable without having to push the entire bandwidth load on the central servers, as
is the case in purely decentralized networks, which can also become chaotic. This model is useful in the
sense that it uses the local facilities of the participating students to develop a distributed store of
knowledge that is robust enough to withstand even the absence of core institutional infrastructure as a
result of problems in connectivity. The system can spread the load of the data through the network edge,
and scalability is realized that cannot be achieved by the traditional client-server model in the absence

of heavy financial investment.
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Figure 1: Proposed hybrid P2P system architecture for e-learning
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Figure 1 represents the architecture of a decentralized educational ecosystem, which aims to provide
the efficiency of sharing resources and real-time cooperation. The Hybrid P2P Educational Network is
at the center of the system and helps close the divide between institutionally controlled data and peers
to distribute them. There are multiple integrated components that the system works in. The institutional
servers or instructors run Super-Peer Nodes, which perform essential duties of content checking, trust
management, and index maintenance in systems of resource discovery by DHT. Below this level are
Standard-Peer Nodes that are comprised of the student body, which downloads, stores, and uploads
chunk-sized educational content, which in effect decongests bandwidth demands on the central servers.
Moreover, the Collaborative Layer facilitates interactive learning by having specialized protocols for
Conflict-free Replicated Data Types (CRDTs) to facilitate smooth real-time syncing of whiteboards and
shared document editing. Lastly, the network uses DHT-based resource discovery to utilize the efficient
discovery of resources so that students are capable of finding and accessing fragmented data with an
efficient Chunked File Sharing system.

Node Categorization and Roles

In a bid to uphold order and efficiency in this hybrid model, the network differentiates two major types
of nodes, namely Super-Peers and Standard-Peers. Instructors typically use super-Peers, which are high-
availability nodes like institutional servers and high-performance desktop computers. The nodes are the
pillars of the system that keep the records of resources available, security measures, and help the new
users join the network. Despite this, Standard-Peers are student-owned gadgets like tablets and laptops.
These nodes are both customers and sellers; they receive fragments of education, and at the same time,
seed them to other direct peers around them. This classification is to see to it that, as much as the data
storage and transfer of data is being done by the students, the overall management and integrity of the
curriculum lie in the hands of the educational institution.

Resource Discovery via Distributed Hash Tables (DHT)

The discovery of resources in this distributed world is achieved by a mechanism that is a structured
Distributed Hash Table (DHT). Each piece of educational content in this system, be it a video lecture, a
PDF file, or a software dataset, has a unique cryptographic identifier or key. The DHT enables a mapping
of these keys to the particular IP addresses of peers that are already serving the resource. In the case
when a student is searching for a certain topic, the request is passed via the DHT overlay, which allows
the system to locate the file logarithmically efficiently. This approach avoids the use of a central search
engine and the network overload commonly linked to query flooding in unstructured P2P systems, and
results in the student being able to locate academic resources within a very short amount of time,
notwithstanding the overall size of the network.

Collaborative Layer and Synchronization

The last aspect of the architecture is the collaborative layer, which combines specialization on
synchronization protocols to support real-time interactive learning. The system uses Conflict-free
Replicated Data Type (CRDTSs) to support other features, including shared whiteboards and simultaneous
editing of documents. These protocols enable several students to update a common workspace at the
same time without having to use a central server to facilitate the update. Rather, the propagation of
updates between peers is done, and an automatic merging of updates is done to ensure that all participants
have a consistent picture of the collaborative task. This layer will provide the P2P system with a dynamic
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and interactive classroom experience that enhances the current pedagogical practice, including group
problem-solving and peer-to-peer tutoring.

4 Methodology and Implementation

Simulation Environment

The proposed framework is evaluated with the help of a high-fidelity simulation environment to simulate
large-scale interactions between peers. The PeerSim simulator is chosen because it has the capability of
managing millions of nodes and modeling complex peer-to-peer protocols in different conditions of the
network. In order to verify the correctness of the network latency and packet loss, a custom Python-
based prototype is incorporated to analyze the collaborative layer in fine-grained analysis. The
adjustment of the peer churn rates can be performed in this environment, and it is possible to observe
the system behavior in case students enter or leave the network during one of the live sessions (Thelma
et al., 2024).

The simulation models a realistic university campus (800x800 m?, typical mid-size campus WiFi
coverage area). Node density (0.00016-0.00078 nodes/m?) matches real deployments where 300-500
students connect across lecture halls/buildings. PeerSim handles P2P overlay/DHT/churn; NS-3
validates physical layer latency with 802.11ac parameters. The Kaggle dataset was pre-filtered to UDP
ports 5000-6000 (video streaming) and HTTP range requests, representing 85% of lecture traffic patterns
observed in edX/Moodle deployments. Hardware specs reflect current student devices (no
microcontrollers); Ubuntu eliminates OS inconsistencies.

Key Algorithms

There are two main algorithms that are used to guarantee the sustainability and security of the e-learning
network: an Incentive Mechanism and a Data Integrity Protocol.

Incentive Mechanism (Tit-for-Tat Adaptation)

In order to avoid the problem of free-riding, where nodes drain resources but contribute no bandwidth,
the credit-based reward system is used. Peers also have a score based on reputation, depending on the
upload-to-download ratio.

Algorithm 1: Peer Contribution and Credit Assignment

Algorithm 1: Peer Contribution and Credit Assignment
Input: Peer P, T threshold = 0.8, Initial Credit = 100
Initialize: PU bytes < 0, PD_bytes < 0, P. Credit « Initial Credit, P. Status < "Restricted"
Procedure Update Reputation (Peer P):
Ratio < P.U bytes / max (1, PD_bytes)
if Ratio > T threshold then
P. Status < "Priority"
P. Bandwidth Allocation «— "High"
P. Credit — P. Credit + 10 x Ratio

else
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P Status < "Restricted"
P. Bandwidth Allocation < "Low"
P. Credit < max (0, P. Credit - 5)

end if

return P. Status

Procedure Handle Request (Requester, Provider):

if Requester.Status = "Priority"” A Requester. Crédit > 50 then
Provider. Transfer Resource (Requester)
Provider.U_bytes < Provider.U_bytes + Resource Size

else
Provider.Queue Request (Requester)

end if

The proposed hybrid P2P educational network has a reputation and credit management mechanism
that is contribution-aware, which is defined in Algorithm 1. All the peers start with the same credit score
and are kept under consistent observation depending on their upload and downloading activity. The
algorithm determines a fraction of contribution by dividing the total amount of uploaded bytes by the
number of downloaded bytes per peer. When this ratio goes above a preset value, the peer is deemed a
priority node, and it is assigned more bandwidth allocation and extra credits based on the level of
contribution. On the other hand, peers with low contribution ratios are marked as restricted and are given
low bandwidth priority and credit reduction in order to deter free-riding behavior.

Moreover, the algorithm controls the handling of the resource requests by ranking peers with
adequate credits and positive contribution status. Priority peers who have sufficient credit balance are
served instantly, whereas the requests of low-contributing peers are enrolled onto the waiting list. With
this adaptive credit-based control, the algorithm facilitates equitable use of resources, motivates active
use, and makes the cooperation between peers sustainable throughout the network and improves system
performance, availability, and scalability with collaborative e-learning conditions.

Data Integrity and Verification

The system uses a combination of Merkle Trees and digital signatures to ensure that educational
materials are not tampered with in the distribution process. A cryptographic hash is computed of each
educational file, and then the file is broken into n smaller pieces, and the Hash value of each piece is
computed to allow integrity verification.

Mathematical Description

Let a file F be partitioned into a set of chunks {c;, ¢, ... ¢, }. For each chunk, a hash value is computed
as shown in Equation (1):
H; = Hash(c;) (D)

The calculated hash values are arranged in a Merkle Tree arrangement with the last root hash R that
indicates the integrity of the whole file. This hash root is also signed using the digital signature key of
the instructor (S,yi;)- A peer receiving any chunk c¢; can verify its integrity by validating the hash path
from the chunk to the root as shown in Equation (2):

Verify(c;,Path, R) = Hash(c; + Path) = R 2)
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This process allows checking of single chunks effectively without having to transfer the complete
file, which implies authenticity and integrity during the peer-to-peer distribution procedure.

Performance Metrics

Three main performance measures are used to measure the effectiveness of the proposed P2P system, as
illustrated in the following equations (3), (4), and (5):

Latency (L):

Latency is defined as the duration of time that a resource request has taken since the resource request
was initiated before the data is received. It is calculated as:

L = Torrivar — Trequest 3)

Throughput (1):

Throughput is used to measure how well data was delivered within the network within a time frame. It
is expressed as:

— XDatayeceived (4)
Totaltime

Success Rate (S):

The success rate is used to measure the credibility of the resource retrieval in dynamic network
conditions. Where N; is the number of requests, and N; is the number of successful transfers, the success
rate is determined as:

S = (';—) x 100 (5)

5 Results and Discussion

Experimental Setup and Configuration

The proposed P2P e-learning system was evaluated in terms of a highly dedicated simulation
environment based on the parameters as defined in Table 1. The simulation was a simulation of an
educational campus in which 100 to 500 nodes (student devices and institutional super-peers)
communicated with each other in an area of 100 by 100 m?. The patterns of packet distribution and node
interaction are required to model real network traffic and have peer behavior, so to achieve this goal, the
experimental model used the Peer-to-peer Network Traffic Dataset provided by Kaggle
[https://www.kaggle.com/datasets/jsrojas/labeled-network-traffic-flows-114-applications ], which gave
the required baseline of the patterns of packet distribution and node interaction. With this dataset, it was
possible to carefully test the system with regard to its capacity to group and handle different educational
data streams in high-load situations.
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Table 1: Software and hardware configuration

Configuration Specification
Component

Deployment Area 800x800 m? campus (density: 0.00016-0.00078 nodes/m?, realistic for university WiFi
coverage)

Number of Nodes 100-500 (10% Super-Peers, 90% Standard-Peers)

Node Hardware Student devices: Intel Core i5/AMD Ryzen laptops, ARM tablets (typical campus
specs)

Power Consumption 150-300 mJ/Mb (WiFi upload, measured from Dell Latitude series)

Network Model 802.11ac WiFi, 20-50 Mbps upload per node (campus average)

Software/Simulator PeerSim 1.0.5 (primary P2P protocol/churn simulation) + NS-3.41 (wireless validation)

Operating System Ubuntu 22.04 LTS (all nodes)

Traffic Dataset Kaggle Network Flows filtered for UDP/video streams (mimics lecture streaming, 85%
similarity to edX traffic patterns)

Churn Rate 10-30% per hour (students join/leave during classes)

Simulation Runs 30 runs per scenario, 95% CI reported

Performance Comparison

It was compared to a conventional Client-Server system, as the proposed hybrid P2P system was
benchmarked. Table 2 was about scalability and availability of resources with an increase in the network
density.

Table 2: Comparative analysis at 500 nodes

Metric Client-Server Model | Proposed Hybrid P2P | Improvement
Avg. Latency (ms) 480 ms 115 ms ~76% Reduction
Throughput (Mbps) 12 Mbps 88 Mbps ~7.3x Increase
Success Rate (%) 62% 96% ~54% Increase
Energy Per Task (mJ) 450 mJ 180 mJ ~60% Efficiency

Table 3: Statistical validation (ANOVA results, 30 runs)

Metric Client-Server (p+to) | Hybrid P2P (u+o) | F-statistic | p-value | Effect Size (%)
Latency (ms) 480+25 115+12 2453 <0.001 0.89
Throughput (Mbps) 12+£2.1 88+8 312.7 <0.001 0.92
Success Rate (%) 62+4.2 96+2 189.4 <0.001 0.86

Table 3 presents ANOVA statistical validation from 30 simulation runs, confirming the hybrid P2P
system's superiority over client-server baselines across key metrics.

Scalability Analysis

Figure 2 shows that the Client-Server model has an exponent growth of latency after 250 nodes, which
means the server-side is saturated. The Hybrid P2P model on the other hand exhibits a near linear and
not changing latency curve. The more the students (nodes) added to the network, the more the number
of available providers and the load is distributed evenly, which ensures the response time is low even
during full capacity.
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Fault Tolerance
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Figure 3: Success rate vs. peer churn

The resilience of the system to churn (joining and leaving of nodes) is measured in figure 3. With a
centralized arrangement, when one major access point is not operating, the success rate will be reduced
to zero. The P2P model maintains a success rate above 90% even when 30% of the nodes are offline.

This is because it is based on the Byzantine Fault-Tolerant consensus, and redundant storage of chunked
resources on the network.
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Figure 4: Aggregate throughput

As it is shown in figure 4, the Client-Server model reaches a bandwidth limit, whereas the P2P system
is capable of increasing its throughput with the user base. With the aggregate upload bandwidth of
student devices, the system is able to obtain a total throughput of 88Mbps, enabling the streaming of
high-definition videos and the transfer of large data sets.

Ablation Study

An ablation experiment was carried out to determine the role of certain system parts in the total
performance:

e Without Incentive Mechanism: When the credit-based reward system was removed, "free-riding"
increased by 65%. This led to a 40% drop in overall throughput, as fewer peers were willing to seed
content.

e Without DHT-based Discovery: Replacing structured DHT with simple broadcast-based search
resulted in a 300% increase in network control traffic. Latency shot up to 350 ms due to increased
time nodes wasted searching unnecessary queries.

e Full System (Baseline): The combination of these two elements gave the best balance, as the
resources are located efficiently and peers are encouraged to be highly available.

6 Challenges and Future Directions

Security Concerns and Content Integrity

Although the P2P systems have a decentralization advantage, allowing resilience, there is a high security
vulnerability that needs to be mitigated to ensure a safe learning environment. One of the key issues is
the so-called Sybil attack, where one bad actor builds many fake identities to expand unreasonable
influence on the network, which will allow manipulatively discovering resources or implicitly dropping
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legitimate data packets. Moreover, the absence of a central authority to screen each upload will put the
user at risk of sharing malicious programs or content that is not pedagogically correct. In order to address
such risks, the suggested system should be developed to incorporate efficient reputation-based filtering
and decentralized identity verification procedures. Deploying content cross-referencing of Super-Peers
can also be automated to ensure that only known educational contents are spread over the net.

Bandwidth and Resource Constraints

One of the key issues in the deployment of P2P e-learning is the different hardware and network
connectivity of the student members. Student devices are also likely to be low data plan or low battery
life devices in contrast to the institutional servers (Iskakova, 2024). The system could overload a student
on their upload bandwidth, which would cause data exhaustion or overheating of their device, which
serves as a discouraging factor to the participation. The next versions of the framework should focus on
the resource conscious scheduling, i.e. the network will modify the upload tasks according to the current
battery value, type of the connection (Wi-Fi or Cellular), and available data quota. This can be done by
introducing low-power settings when working with Standard-Peers, which would allow the system to
make the collaborative ecosystem inclusive to students in areas with inadequate digital infrastructure.

Future Scope: Blockchain and Smart Contracts

The next step in decentralized digital education is the integration of the technology of Blockchain (Bidry
et al., 2023). Through a distributed ledger, the system will be able to offer a permanent and resistant
record of the student achievements, which can be verifiably credentialed, independent of any individual
university database. In addition to keeping of records, a Smart Contract can be used to automate the
Incentive Mechanism that is talked about in this study. As an example, peer tutoring of high quality by
students or high seeding ratios might automatically result in digital tokens or micro-credentials. These
smart contracts might also be used to support decentralized autonomous organizations (DAOs) to
develop its curriculum where students and educators participate in a vote to add new resources so that
the e-learning ecosystem continues to be dynamic, secure, and self-sustaining.

7 Conclusion

This study demonstrates that the proposed hybrid Peer-to-Peer (P2P) architecture is a superior alternative
to centralized Learning Management Systems (LMS) in modern digital education. By integrating
institutional Super-Peers with distributed student Standard-Peers, the system successfully addresses the
scalability and infrastructure overhead constraints inherent in traditional client-server models. Empirical
results from PeerSim simulations and NS-3 wireless modeling validate this performance, showing a
significant 76% reduction in average latency (115+12 ms compared to 480425 ms) and a 7.3x
improvement in aggregate throughput, reaching 88+=8 Mbps. The resilience of the framework is further
evidenced by a 96% resource success rate under conditions of 20% hourly churn, proving the system's
reliability in dynamic student-led networks. Statistical analysis (F=245.3, p<0.001) confirms these
improvements are significant. Furthermore, the ablation study highlights the necessity of the
Kademlia-based DHT and the adapted tit-for-tat incentive mechanism in maintaining network health and
mitigating free-riding. By distributing content at the network edge and utilizing CRDTs for real-time
collaboration, academic institutions can lower operational costs while enhancing user experiences for
tools like shared whiteboards. Ultimately, this shift toward decentralized networks democratizes access
to educational resources, fostering a participatory culture and establishing a robust foundation for future
integrations, such as blockchain technology, to create secure and borderless online classrooms.
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