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Abstract 

The swift growth of Internet services based on AI has amplified the threat to cybersecurity to a great 

extent, as it requires intelligent and autonomous defense systems rather than conventional rule-based 

systems. This paper suggests a combined Deep Neural Network-Reinforcement Learning (DNN-

RL) architecture to control the detection of threats in real-time and adjust the cyber defense. The 

architecture integrates a hybrid CNNLSTM model for spatial-temporal traffic analysis and a Deep 

Q-Network (DQN) agent for optimal mitigation decision-making. The UNSW-NB15 dataset, as well 

as the CICIDS2017 dataset, consisting of more than 5.3 million labelled network flow records, were 

experimented on. The offered framework had a higher ROC-AUC of 98.1%, a false alarm rate of 

3.8%, a defense success rate of 92.4%, and a network throughput of 742 Mbps than traditional 

frameworks like Random Forest and Support Vector Machines on all metrics. The reinforcement 

learning module minimised the mitigation latency by about 22.5% relative to the detection-only 
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CNNLSTM model and enhanced the adaptive response efficacy during multi-stage attack situations 

by 7.7%. Paired t-tests were used to statistically validate the results that the performance had 

improved significantly at p < 0.01. The findings reveal that the combination of deep learning-based 

detection and reinforcement learning-based autonomous response can increase operational 

efficiency, resilience, and scalability under dynamic AI-enabled service environments. The 

framework facilitates the ongoing learning process and dynamic mitigation, and it is appropriate to 

be implemented in large-scale, real-time cyber defense infrastructures. 

Keywords: Deep Neural Networks, Reinforcement Learning, CNN–LSTM, Deep Q-Network, 

Real-Time Threat Detection, Autonomous Cyber Defense, AI-Driven Internet Services. 

1 Introduction 

The development of AI-based Internet services, such as cloud computing platforms, intelligent 

applications, and distributed digital ecosystems, has been profoundly changing the contemporary world 

of computing and is also widening the scope of the cybersecurity threat. They have extremely                          

large-scale data streams (heterogeneous), and are highly dynamic network environments, which render 

them susceptible to advanced cyberattacks like advanced persistent threats, zero-day exploits, and 

concerted intrusion campaigns. Traditional signature-based and rule-based intrusion detection systems 

are frequently deficient in their capabilities to respond to changing attack patterns and adapt to newer 

threat vectors on the fly, and as a result, intelligent and autonomous defense mechanisms are required 

(Zhang et al., 2025; Sridhar, 2025). 

Recent developments in deep learning have shown a high potential in the ability to extract                              

multi-faceted spatial and temporal features in high-volume network traffic data, which requires better 

performance in the detection and classification of anomalies than machine learning-based methods. 

Convolutional and recurrent-based deep neural networks have been extensively studied on intrusion 

detection tasks and achieved significant accuracy and false positive reductions on various datasets and 

new technologies (Neto et al., 2025). However, such models are generally passive sensors and have no 

ability to autonomously act against threats or change their defence policies according to varying attack 

patterns (Raj & Palanivelu, 2025; Wu et al., 2024). 

Reinforcement learning (RL) has become one of the promising models of adaptive cyber defense in 

order to overcome these limitations. Using the RL-based systems approach, cybersecurity can be 

modeled as a sequential decision-making issue, and therefore can result in learning optimal response 

policies with interactions with the environment, meaning the ability to dynamically mitigate threat 

attacks and keep improving policies (Maddireddy & Maddireddy, 2024). The deep reinforcement 

approaches, including Deep Q-Networks and policy-gradient algorithms, have also increased the 

scalability of autonomous defense agents together with their decision-making abilities in highly 

distributed and intricate network systems (Alavizadeh et al., 2022). 

Detection and reinforcement learning of autonomous response by combining deep neural networks 

has become a focus of attention as a viable approach to real-time cyber defense. These hybrid schemes 

combine the strong predictive ability of deep learning and the adaptive decision-making skills of RL to 

produce proactive and context-aware security schemes (Almuhanna & Dardouri, 2025). This integration 

is able to greatly enhance resilience and shorten the response latency in AI-driven service settings, in 

which traffic dynamics are non-stationary, and attack strategies constantly change (Ahmed et al., 2024). 

Moreover, current research highlights the importance of multi-agent and adaptive RL models in 

solving the problem of coordinated and multi-stage cyberattacks, and allowing decentralized and 
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collaborative defense mechanisms of the distributed network nodes (Fard et al., 2023). The increased 

use of AI-driven services in the areas of Internet of Things (IoT), 5G networks, and cloud-edge 

architectures further underlines the necessity of intelligent and autonomous cybersecurity solutions that 

can operate at scale without compromising performance in real-time (Alnfiai, 2025). Regardless of these 

developments, there are still problems with scalability, explainability, adversarial immunity, and                      

real-world implementation of deep learning and RL-based cyber defense systems (Rizzardi et al., 2023). 

Key Contributions 

• A unified CNN–LSTM and Deep Q-Network–based framework for real-time threat detection 

and autonomous mitigation in AI-driven Internet services. 

• A spatial–temporal intrusion detection model achieving a ROC-AUC of 98.1% with a reduced 

false alarm rate of 3.8% across large-scale benchmark datasets. 

• An adaptive reinforcement learning defense mechanism that reduces detection latency to 14.1 

ms and improves defense success rate to 92.4% under multi-stage attack scenarios. 

• Comprehensive evaluation including robustness metrics, ablation study, and statistical 

validation demonstrating significant performance gains (p < 0.01) over conventional machine 

learning approaches. 

The rest of the paper is structured in the following way. Section I contains the introduction and the 

motivation behind the deep learning reinforced with reinforcement learning in cyber defense systems. 

Section II evaluates the literature regarding intrusion detection and adaptive mitigation mechanisms. 

Section III explains the planned methodology, such as the architecture design, mathematical 

construction, and algorithm code of the CNN-LSTM and DQN architecture. Section IV shows the 

performance analysis, experiment results, comparative analysis, and ablation study. Lastly, V is a 

conclusion of the paper and indicates the direction of possible future research. 

2 Literature Survey 

According to a number of surveys, deep learning models are effective in representing a complex pattern 

of traffic and detecting advanced cyber threats (John & Ghate, 2024). As an example, more recent 

intensive studies have shown that deep neural networks are markedly superior in detection accuracy and 

robustness to standard benchmark datasets as compared to traditional machine learning algorithms, but 

issues regarding explainability and deployment efficiency are still present (Ferrag et al., 2022). Equally, 

research on deep learning-based intrusion detection models also highlights problematic aspects like high 

computational cost, data imbalance, and challenges with real-time streaming data, indicating the 

necessity of hybrid and dynamic models (Karthiga et al., 2022). 

Deep reinforcement learning (DRL) has recently been popular because of its dynamism in learning 

optimal defense strategies by engaging in interaction with dynamic environments. Systematic reviews 

show that DRL-enhanced intrusion detection systems can learn to adapt to changing attack behaviour, 

minimise false positives, and enable real-time decision making in large-scale networks (Ozkan-Okay et 

al., 2024). Previous surveys of reinforcement learning also further reinforce the appropriateness of RL 

to optimization of cybersecurity tasks, including intrusion prevention, resource allocation, and 

automated policy learning, especially in complex and uncertain settings (Sewak et al., 2023). 

In more recent work, there has been interest in integrating deep learning designs with reinforcement 

learning to formulate self-directed and autonomous cyber defense systems. The research on DRL-based 
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intrusion detection in IoT and edge settings show that they outperform their counterparts in terms of 

detection accuracy and flexibility because of the ability to adapt dynamically to new conditions and 

constraints (e.g., resource-constrained infrastructure) (Otoum et al., 2022). Also, the work on AI-assisted 

cyber resilience in 5G networks indicates that threat hunting that is reinforced by reinforcement learning 

can be used to actively scan the network for signs of bad actors and strengthen the network-wide 

defensive measures on the fly (Alnfiai, 2025). 

Combination of deep learning and machine learning methods of detecting anomalies in the source of 

the data have also revealed positive results, especially in detecting unknown and zero-day attacks with 

the help of data-based feature extraction and classification processes (Qazi et al., 2023). Moreover, new 

models that can combine the cognitive-inspired reinforcement learning systems with anomaly detection 

systems have been shown to be more stable, converge quicker, and with more detection rates in                          

large-scale log analysis systems (Chang et al., 2024). 

Sophisticated hybrid deep learning models including attention-based graph neural networks, 

recurrent models have been suggested in order to learn both structural and temporal dependencies of 

network traffic. These models have recorded excellent success in detecting multi-stage and coordinated 

cyberattacks, which also means the contextual and sequential learning will be critical to the                                

next-generation intrusion detection systems (Kumar & Sharma, 2023). Recent works on DRL-based 

intrusion detection of IoT edge gateway also highlight the importance of multi-objective optimization, 

such as energy efficiency and responsiveness in real-time, to be used in the deployment of a distributed 

cyber-physical system (Saeed et al., 2025). 

Inference 

The literature review shows that deep learning models are highly accurate in identifying sophisticated 

attack patterns, and reinforcement learning allows responding to attackers adaptively and autonomously. 

Still, the vast majority of the current solutions are either detection-only or isolated decision-making 

processes that provide minimal real-time flexibility and scalability in the AI-driven Internet services. 

Hybrid deep learning-reinforcement learning systems have demonstrated a potentially successful future 

but continue to suffer in the areas of computational efficiency, multi-environment generalization, and 

being able to fit into real-time functional pipelines. The presented results encourage the present research, 

the purpose of which is to create a single framework integrating deep neural networks based on threat 

detection and reinforcement learning-based autonomous cyber defense in order to provide scalable,                  

real-time and context-aware security in AI-based Internet service ecosystems. 

3 Methodology 

Overall Methodology Flow 

The suggested approach combines CNN-LSTM of threat detection with a Deep Q-Network (DQN) agent 

of reinforcement learning to accomplish real-time threat detection and automatic mitigation within AI-

driven Internet services. As shown in Figure 1, network data streams with real-time traffic flows and 

log-based characteristics are initially pre-processed and converted into structured feature vectors. These 

vectors are then inputted into the CNNLSTM hybrid network with the convolutional part of the network 

executing the spatial correlations of the traffic features and the LSTM part of the network executing the 

temporal relationships of sequential flows. The detection model provides a probabilistic threat 

categorization that is subsequently passed to the DQN agent as a state representation. 
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The reinforcement agent identifies the threat state that is detected and uses the best mitigation strategy 

that includes blocking, throttling, or isolating malicious traffic. Mitigation effectiveness and response 

latency give a reward signal that causes policy refinement to be continuously done. This is a closed 

feedback loop which enables the system to dynamically evolve to changing attack strategies without 

being forced to update rules manually. 

 

Figure 1:  Proposed methodology architecture of the integrated DNN–RL cyber defense framework for 

real-time threat detection and autonomous response 

Mathematical Description 

The proposed framework integrates supervised deep learning for threat detection and reinforcement 

learning for adaptive mitigation. The CNN–LSTM network first maps input traffic feature vectors 𝑥𝑖 ∈

 ℝ𝑑 to a probability distribution over threat classes using a SoftMax classifier defined as Equation (1): 

 𝑃( 𝑦 = 𝑘 ∣∣ 𝑥𝑖 ) =
exp (𝑧𝑘)

∑ exp (𝑧𝑗)𝐾
𝑗=1

                                                   (1)     

where 𝑧𝑘  denotes the logit corresponding to class 𝑘, and 𝐾 represents the total number of attack 

categories. Equation (1) computes normalized class probabilities for multi-class intrusion detection. 

The detection network is trained by minimizing the categorical cross-entropy loss function as shown 

in Equation (2): 

  ℒ𝑑 = − ∑ ∑ 𝑦𝑖,𝑘

𝐾

𝑘=1

𝑁

𝑖=1

log(𝑃𝑖,𝑘)                                              (2) 

where 𝑦𝑖,𝑘   is the ground truth indicator for sample 𝑖 belonging to class 𝑘, and 𝑃𝑖,𝑘  is the predicted 

probability. Equation (2) optimizes classification accuracy across the training dataset. 

The reinforcement learning component models mitigation selection as a Markov Decision Process. 

The Deep Q-Network updates its action-value function according to the Bellman optimality equation as 

shown in Equation (3): 

Network Data Streams 

• Real-Time Traffic Flows 

• Log & Flow Features 

CNN–LSTM Hybrid Model 

• Spatial Feature Extraction (CNN) 

• Temporal Pattern Learning (LSTM) 

• Multi-Class Threat Classification 

Deep Q-Network (DQN) Agent 

• Adaptive Policy Learning 

• Optimal Mitigation Selection 

Autonomous Defense Output 

• Threat Alerts 

• Mitigation Actions 

• Adaptive Response 

Integrated DNN–RL Cyber Defense Framework 

Feedback loop 
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𝑄(𝑠t, 𝑎t) =  𝑟t + 𝛾 max
𝑎

𝑄(𝑠t+1, 𝑎)                                         (3)    

where 𝑠t denotes the system state derived from DNN outputs at time 𝑡, 𝑎t is the selected mitigation 

action, 𝑟t is the immediate reward, and 𝛾 ∈ (0,1) is the discount factor. Equation (3) enables long-term 

reward optimization and adaptive policy refinement. 

Algorithm 1: Integrated CNN–LSTM and DQN-Based Autonomous Cyber Defense 

Input: 

𝑋𝑡: Incoming traffic feature batch at time 𝑡 

𝜃d: CNN–LSTM parameters 

𝜃q: DQN parameters   

𝒜: Set of mitigation actions 

Output: 

𝑌t: Predicted threat labels 

𝑎t: Selected mitigation action  

Pseudocode: 

Initialize CNN–LSTM parameters 𝜃d 

Initialize Q-network parameters 𝜃q 

Initialize replay memory 𝐷 

For each time step 𝑡 do  

 Receive traffic batch 𝑋𝑡 

 Compute spatial features using CNN layers 

 Compute temporal representation using LSTM layers 

 Obtain threat probability vector 𝑌t: using Equation (1) 

 Construct state 𝑠t from 𝑌t: 

 Select action 𝑎t using ε-greedy policy: 

         𝑎t = arg 𝑚𝑎𝑥𝑎∈𝒜𝑄(𝑠t, 𝑎; 𝜃q)  

 Execute mitigation action 𝑎t 

 Observe reward 𝑟t and next state 𝑠t+1 

 Store transition (𝑠t, 𝑎t, 𝑟t, 𝑠t+1) in replay memory 𝐷 

 Sample mini-batch from 𝐷 

 Update 𝜃q using gradient descent based on Equation (3) 

End For 

Return final threat labels 𝑌t and mitigation decisions  𝑎t 
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The functionality of the autonomous cyber defense structure that is based on the CNNLSTM and 

Deep Q-Network algorithms is explained in Algorithm 1. It starts with the initializing of CNN-LSTM 

detection model parameters and DQN policy network. To every incoming portion of real-time traffic 

data, the CNN layers initially compute spatial correlations between network flow characteristics, and 

then the LSTM layers compute temporal dependencies between sequential traffic patterns. The detection 

module then generates the probability distribution of the categories of threat based on the SoftMax in 

Equation (1). The expected probability distribution is converted to a state representation to the 

reinforcement learning component. According to this condition, the DQN agent determines the best 

mitigation action based on an 2 e -greedy exploration method to maintain a balance between exploitation 

and exploration. Once the chosen action is executed, the system monitors a reward signal showing the 

effectiveness of mitigation and latency of response. Replay memory stores the interaction triple of the 

state at the point of taking an action, the action taken, the reward obtained and the state of the system 

afterwards. Minimal batch gradient descent is used to update the Q-network parameters based on the 

Bellman update rule illustrated in Equation (3). This dynamic process of detection and decision module 

allows the system to keep learning continuously and refining policies to keep dynamic to adapt to new 

patterns of attack and retain high detection and low mitigation latency. 

4 Results and Discussion 

Software and Implementation Details 

The suggested CNNLSTM and DQN model was coded with Python 3.10 and TensorFlow 2.13 and Keras 

as the deep neural network modeling tools. Reinforcement learning was created with the help of 

TensorFlow-Agents. Pandas and Scikit-learn were used to perform the data preprocessing and feature 

engineering. The experiments were performed in a workstation that had an Intel i7 processor, 32 GB 

RAM, and a NVIDIA RTX 3060 with 12 GB memory. The training of the models was done with the 

help of the acceleration of the GPUs to provide the effective processing of the large-scale traffic datasets. 

In order to prevent overfitting, grid search and validation splits were used to hyperparameter tune. 

Dataset Description 

The assessment was based on the publicly available intrusion detection data used extensively in studies 

of cybersecurity. The descriptive statistics of the data are presented in Table 1. 

Table 1: Dataset characteristics used for experimental evaluation 

Dataset Source Institution Total 

Records 

Attack 

Categories 

No. of 

Features 

Data 

Type 

UNSW-NB15 Australian Centre for Cyber 

Security 

2,540,044 9 49 Flow-

based 

CICIDS2017 Canadian Institute for 

Cybersecurity 

2,830,743 14 78 Flow-

based 

Table 1 indicates that the contents of both datasets include large-scale labelled traffic logs of varied 

categories of attacks, and thus, they are appropriate in assessing the effectiveness of multi-class threat 

detection and adaptive mitigation measures. 
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Parameter Initialization 

The CNN layer was made up of two convolutional layers of 64 and 128 filters, 3x3 kernel size, and then 

max-pooling. The LSTM cell was set up using 128 hidden units in order to learn temporal correlations. 

The SoftMax classifier had K output neurons which represented classes of attacks. The learning rate was 

set to 0.001 and the batch size was 128. 

On the reinforcement learning part, the DQN network was made up of two fully connected layers of 

128 neurons. The discount factor was 0.95 (the default value), replay memory size was 10, 000 

transitions and mini-batch size was 64. The exploration rate ε was set to 1.0 and reduced during training 

slowly to 0.1. 

Performance Metrics and Comparison 

To avoid repetition of commonly used metrics such as accuracy and precision, the evaluation employed 

alternative robustness-oriented performance indicators. 

The first evaluation metric, Detection Latency (DL), is mathematically defined as Equation (4): 

  𝐷𝐿 =
∑ 𝑇𝑖

𝑁
𝑖=1

𝑁
                                                       (4)  

where 𝑇𝑖 represents the detection time for the 𝑖𝑡ℎ network sample and 𝑁 denotes the total number of 

evaluated samples. Equation (4) measures the average time required by the system to identify malicious 

traffic. 

The second evaluation metric, Defense Success Rate (DSR), is expressed as Equation (5): 

  𝐷𝑆𝑅 =
𝑁𝑠𝑢𝑐𝑐𝑒𝑠𝑠

𝑁𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑
× 100                                               (5)    

where 𝑁𝑠𝑢𝑐𝑐𝑒𝑠𝑠 indicates the number of successfully mitigated attacks and 𝑁𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑  represents the 

total number of detected attack instances. Equation (5) quantifies the effectiveness of the autonomous 

mitigation strategy implemented by the DQN agent. 

Table 2: Performance comparison across models using robust metrics 

Model Detection 

Latency 

(ms) 

Defense 

Success Rate 

(%) 

ROC-

AUC 

(%) 

False Alarm 

Rate (%) 

Throughput 

(Mbps) 

Random Forest 21.8 78.4 91.2 7.5 512 

Support Vector 

Machine 

26.4 74.9 89.6 8.3 476 

CNN–LSTM (Only) 18.2 84.7 95.8 5.9 628 

Proposed DNN–RL 14.1 92.4 98.1 3.8 742 

As it is shown in Table 2, the integrated DNN-RL architecture has the lowest detection latency and 

false alarm rate and the highest defense success rate and network throughput. 
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Figure 2: Detection latency comparison across models 

As Figure 2 indicates, the proposed model has a much shorter detection time than other baseline 

modes thus it can be implemented in real-time. 

 

Figure 3: Defense success rate under multi-stage attack scenarios 

Figure 3 depicts that with the increase in the complexity of the attack; the RL-enhanced framework 

has superior mitigation capability than detection-only model. 

Ablation Study 

Ablation study was done to determine the contribution of each component. By eliminating the LSTM 

layer, ROC-AUC dropped to 94.9%, which shows that a temporal model is significant. Removing the 

DQN module raised average detection latency to 18.2 ms and decreased defense success rate to 84.7%, 

which validates the need to use adaptive reinforcement learning to train an autonomous system to 

mitigate threats. These findings confirm that spatial-temporal feature learning and dynamic policy 

optimization are the most important to system performance. 
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Discussion 

These experimental findings indicate that a combination of CNNLSTM detection and reinforcement 

learning is much more effective at enhancing the efficiency of operations as well as adaptive resilience. 

Although the traditional models are based on the classification performance, the framework proposed 

considers real-time optimization of the response as well as the mitigation robustness in the event of a 

complex attack. The findings of the ablation also support the point that the reinforcement learning aspect 

predominantly controls the stability of defense against multi-stage intrusion. On the whole, the proposed 

system with its trade-off of response latency, detection accuracy, and autonomous decision-making will 

be applicable to the implementation in an AI-based Internet service infrastructure. 

5 Conclusion and Future Work 

It can be seen that the suggested hybrid DNN-RL model proves that the combination of spatial-temporal 

deep learning detection and reinforcement-learning-based mitigation greatly improves the performance 

of real-time cyber-defense. As demonstrated by the experimental results on UNSW-NB15 and 

CICIDS2017 datasets with more than 5.3 million records of traffic, the framework attains a ROC-AUC 

of 98.1%, detection latency of 14.1 ms, false alarm rate of 3.8, and defense success rate of 92.4%. The 

proposed system increases the effectiveness of mitigation by 7.7% and decreases the latency by around 

22.5% compared to the traditional machine learning model and detection-only architecture. The ablation 

study is also another evidence that the LSTM-based temporal modeling and the DQN-based adaptive 

policy learning are indeed essential to the realization of a stable and scalable performance. The 

improvements are statistically significant (p < 0.01) and prove that they are not caused by chance but 

rather the synergistic combination of detection and decision-making modules. 

Although the promising outcomes can be noted, there are a number of research directions that can be 

explored in the future. To begin with, the introduction of explainable AI mechanisms would contribute 

to the transparency and the credibility of models in the field of operation. Second, multi-agent 

reinforcement learning can be used to enhance collaborative defense among distributed networks 

including 5G and IoT ecosystems. Third, the analysis of adversarial robustness in opposition to the 

evasion-based attacks on deep models must be carried out. Lastly, practical deployment experience to 

cloud-edge infrastructure would offer a better understanding of scalability and energy efficiency 

concerns. Future efforts will be aimed at furthering the suggested framework to include federated and 

distributed cyber defense models to facilitate safe, large-scale AI-powered Internet services. 
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