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Abstract 

This study aims to evaluate the robustness and security of deep vision-based crop–weed 

segmentation models against targeted adversarial evasion attacks and to assess the effectiveness of 

defense mechanisms for improving reliability in precision agriculture systems. Experiments were 

conducted using the SorghumWeedDataset_Segmentation dataset containing 5,555 annotated 

segments from 252 high-resolution RGB images of sorghum, grasses, and broad-leaf weeds. 

Convolutional neural networks were trained using state-of-the-art methods, and they were used to 

perform pixel-based segmentation and classification. Fast Gradient Sign Method (FGSM) and 

Projected Gradient Descent (PGD) were used to produce adversarial examples at different 

magnitudes of perturbations (ε). The measures of model performance were accuracy, precision, 

recall, F1-score, Intersection over Union (IoU), Attack Success Rate (ASR), and a robustness 

measure. Adversarial training was introduced in order to increase resilience. The model had 94.8% 

classification and a 0.887 mean IoU under clean conditions. Nevertheless, it deteriorated 

considerably during adversarial perturbations. However, performance degraded significantly under 

adversarial perturbations. At ε = 0.03, FGSM reduced accuracy to 68.4% and mean IoU to 0.612 

(ASR: 31.6%), while PGD caused a sharper decline to 54.7% accuracy and 0.482 mean IoU (ASR: 

45.3%). After adversarial training, adversarial accuracy improved from 68.4% to 81.2%, and mean 

IoU increased from 0.612 to 0.743, with only a marginal reduction in clean accuracy (94.8% to 

92.6%). The results indicate that deep agricultural vision models are very susceptible to                         

gradient-based adversarial attacks, especially iterative ones, such as PGD. The Introduction of 

adversarial training makes it much more robust and trades off a little clean performance. Robustness 
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evaluation is therefore essential for the secure deployment of AI-driven weed management systems 

in real-world agricultural environments. 

Keywords: Adversarial Attacks, Deep Learning, Precision Agriculture, Robustness, Semantic 

Segmentation. 

1 Introduction 

The fact is that the drastic development of deep learning has transformed agriculture, especially the 

implementation of computer vision technology in crop monitoring and weed management. Deep neural 

networks (DNNs) in automated crop-weed classification have made possible precision agriculture 

methods that have led to the reduction of labor expenses, enhanced resource management, and enhanced 

productivity. These systems can be used to accurately differentiate between crops and weeds, which 

helps in targeted application of herbicides, reducing the use of chemicals and environmental effects. 

Although DNNs achieve a high-performance rate when used in a controlled environment, they also 

inherently suffer adversarial attacks that are carefully constructed perturbations to trick the input images 

into misclassifications, yet are not visible to human eyes (Gao et al., 2024). Such misclassifications may 

lead to incorrect weed elimination, damage to crops, and economic losses in agricultural settings, and 

therefore, the immediate necessity to study the security and strength of these systems in a real-life 

application (Yazdinejad et al., 2021). 

The main aim of this research is to evaluate the susceptibility of deep vision-based agricultural 

software to adversarial evasion attacks and also to test methods of enhancing model resistance. The study 

seeks to establish how much adversarial manipulation can impair classification by methodically 

examining how the manipulation of crop and weed images affects their classification (Qu & Su, 2024; 

San & Kakani, 2025). Moreover, the research examines defense strategies, such as adversarial training 

and perturbation-resilient model adaptations, in order to assess the success of all of them in correcting 

attacks on their systems (Mowla, 2021). 

Adversarial attacks and defense strategies are well studied in the general computer vision domains; 

however, there is limited research done in the specific area of agriculture. The majority of current                      

crop-weed classification models are tested using ideal or clean datasets, which ignore the risks that could 

be generated by adversarial interference in the field. Also, the systematic evaluation of both targeted and 

untargeted attack conditions and their effects on the model reliability is lacking. The identified research 

gap highlights the necessity of special research that will span the areas of agricultural deep learning and 

security analysis to offer real-life insights into their application (Zhao & Wang, 2025). 

In this hypothesis, although deep vision models are highly accurate on traditional datasets, 

agricultural deep vision models are vulnerable to adversarial perturbations that may cause major 

misclassification between crops and weeds. Strategies that are more robust, including adversarial 

training or detectors, can enhance model robustness and guarantee it operates reliably in adversarial 

environments (Pai et al., 2024). 

The main contributions made in this work are four. It first gives the complete security analysis of 

state-of-the-art models of crop-weed classification to targeted adversarial attacks. Second, it measures 

model weaknesses at different levels of attack strengths and conditions. Third, it suggests and analyzes 

the enhancement of robustness strategies modified to suit agricultural purposes. Lastly, the research 

results provide viable recommendations on how to implement secure and reliable deep learning systems 

to support safer and more efficient practices of crop management in the field of precision agriculture. 
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This paper is divided into six key sections. The Introduction provides the motivation, research 

objectives, hypothesis, and main contributions in connection to the adversarial robustness in agricultural 

deep learning. The Literature Survey reviews prior work on crop–weed classification and adversarial 

security. The Materials and Methods section describes the SorghumWeedDataset_Segmentation, 

preprocessing, deep vision model, adversarial attack generation (FGSM and PGD), metrics of 

robustness, and the experiment. Results contain objective and antagonistic performance appraisals and 

are quantitative analyses. The Discussion makes sense of significant findings and limitations. Lastly, 

there is the Conclusion, which lists the contributions and future research directions of secure precision 

agriculture deployment. 

2 Literature Survey 

The use of artificial intelligence (AI) and deep learning in agriculture has contributed greatly to precision 

farming, especially in crop monitoring, weed detection, and autonomous agricultural equipment. Recent 

surveys have noted that deep learning-based crop-weed recognition frameworks have demonstrated high 

accuracy within a controlled setting, allowing intelligent equipment to make real-time discoveries and 

spray onto specific regions (Qu & Su, 2024; Jia et al., 2025). Convolutional neural networks (CNNs), 

U-Net, and transformer-based models are commonly used in semantic and instance segmentation of 

agricultural images. Likewise, (Rizvi et al., 2024) indicates the revolutionary potential of machine 

learning and deep learning to enhance the quality of crops as well as the efficiency of weeding machines 

at a higher level (Garcia-Oliveira et al., 2026; Tarek et al., 2023). 

Although all this is happening, the topic of security and robustness issues in agricultural AI is                    

under-researched. There are new security risks that are aimed at agricultural AIs, such as adversarial 

manipulation, data poisoning, and vulnerabilities in the system of autonomous farming machinery 

(Zhang et al., 2025). Detection of cyber-physical attacks in smart farming systems with emphasis on 

safe model implementation. IoT-based agriculture presents new attack venues, such as sensor-spoofing 

and vulnerabilities of the communication layers (Naseer et al., 2024; Enoch et al., 2026). 

Although significant advancements have been achieved in deep learning-based weed detection, the 

majority of research tests deep learning models in clean datasets, and little focus is on the adversarial 

robustness of the models. Accept environmental variations without paying much attention to intentional 

adversarial perturbations (Gill et al., 2022; Wu et al., 2025). Likewise, smart precision weeding and                   

AI-based cooperative control systems have applications that are based on efficiency and automation, 

and not security (Divyanth et al., 2022; Xu et al., 2025). 

The increased use of AI in agri-food engineering and plant breeding further increases the motivation 

to have secure and trustworthy AI systems (Prakash & Pravinesh, 2024; Sun et al., 2025). Nevertheless, 

there are no systematic analyses of adversarial evasion attacks in crop- weed recognition. This thus 

clearly indicates that there is a major gap between the high-performance agricultural vision systems and 

the security robustness, and thus the need for precise adversarial vulnerability assessment and model 

design that is defense-aware is indeed imperative in precision agriculture. 
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3 Materials and Methods 

Dataset Description and Preprocessing 

This study utilizes the Sorghum Weed Dataset Segmentation, a publicly available crop-weed research 

dataset aimed at addressing real-time weed management challenges through computer vision 

applications. The dataset consists of 5555 hand-labeled data segments of 252 high-resolution (RGB) 

images, which include sorghum plants (Class 0), grasses (Class 1), and broad-leaf weeds (Class 2). The 

data was collected in the period of April and May 2023 in the Sri Ramaswamy Memorial (SRM) Care 

Farm, in the Chengalpattu district, Tamil Nadu, India, and under varying weather and lighting conditions 

in order to generalize (Michael, 2023). 

The images were shot with a Canon EOS 80D DSLR camera with a 22.3 mm x 14.9 mm CMOS 

sensor in a resolution of 6000 x 4000 pixels (~13 MB). The dataset contains manually pixel-wise 

annotated ground truth files in JSON, CSV, and COCO formats, which may be used in object detection, 

instance segmentation, and semantic segmentation. The dataset is divided into training, validation, and 

testing sets in an 8:1:1 ratio, and the samples are well balanced. The preprocessing steps include the 

resizing of images to standard resolution, pixel intensity normalization, and augmentation of images by 

random rotation, flips, and the intensity of the light to improve generalization in the models. 

Deep Vision Model Architecture 

Crop-weed classification and segmentation are achieved by using the state-of-the-art convolutional 

neural networks (CNNs), such as ResNet and EfficientNet series. The input image 𝑋 ∈ ℝ𝐻×𝑊×𝐶 passes 

through multiple convolutional layers 𝐹𝑖 with learnable weights 𝑊𝑖 and biases 𝑏𝑖 , producing feature 

maps: 

𝐹𝑖 = 𝑓(𝑊𝑖 ∗ 𝑋 + 𝑏𝑖)                                                                     (1) 

In equation (1) ∗ represents convolution and 𝑓is the activation function (ReLU). A softmax layer 

generates the class probabilities for sorghum, grasses, and broad-leaf weeds: 

𝑦̂ = softmax(𝑍) =
𝑒𝑍𝑗

∑ 𝑒𝑍𝑘𝐾
𝑘=1

                                                      (2) 

In equation (2), Z denotes output logits and 𝐾 = 3is the number of classes. For segmentation tasks, 

the output is a per-pixel class prediction corresponding to the annotated ground truth masks. 

Adversarial Attack Generation 

Targeted adversarial attacks are generated to evaluate model robustness. The Fast Gradient Sign Method 

(FGSM) and Projected Gradient Descent (PGD) are used to craft perturbations 𝛿for each input image 𝑋, 

creating adversarial samples 𝑋′: 

𝑋′ = 𝑋 + 𝜖 ⋅ sign(∇𝑋ℒ(𝜃, 𝑋, 𝑦))                                                     (3) 

In equation (3) 𝜖is the perturbation magnitude and ℒis the cross-entropy loss. PGD iteratively applies 

small perturbations while keeping them within a predefined ℓ∞norm bound. 
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Robustness Assessment 

Model robustness is quantified using classification and segmentation accuracy, adversarial success rate, 

and a robustness metric 𝑅 shown as equation (4): 

𝑅 = 1 −
# successful adversarial misclassifications

, Total adversarial samples
                        (4) 

Experiments are conducted across different perturbation magnitudes 𝜖 , and defense strategies, 

including adversarial training and input preprocessing, are evaluated for their effectiveness in improving 

robustness. 

Algorithm 1: Robustness Assessment of Crop-Weed Segmentation Models Using 

SorghumWeedDataset_Segmentation 

Input: 

• Labeled dataset 𝐷 = {(𝑋𝑖, 𝑌𝑖)}𝑖=1
𝑁 from SorghumWeedDataset_Segmentation, where 𝑋𝑖is the 

input RGB image and 𝑌𝑖is the pixel-wise annotated mask 

• Deep vision model 𝑀(𝜃)for segmentation and classification 

• Perturbation magnitude 𝜖 

• Number of attack iterations 𝑇(for iterative attacks like PGD) 

• Loss function ℒ(cross-entropy for classification, pixel-wise segmentation loss for masks) 

Output: 

• Clean segmentation and classification accuracy 𝐴clean 

• Adversarial segmentation and classification accuracy 𝐴adv 

• Robustness metric 𝑅 

Step 1: Dataset Preparation 

1. Load SorghumWeedDataset_Segmentation images and pixel-wise annotations in JSON, CSV, 

or COCO format. 

2. Preprocess images: resize to uniform resolution, normalize pixel values. 

3. Apply data augmentation: random rotations, flips, and brightness variations. 

4. Split the dataset into training, validation, and testing sets with an 8:1:1 ratio. 

Step 2: Model Training 

1. Initialize deep vision segmentation model 𝑀(𝜃)(e.g., ResNet, EfficientNet, U-Net variant). 

2. For each batch in the training set: 

a. Forward pass: compute predicted segmentation masks 𝑌̂ = 𝑀(𝑋) 

b. Compute pixel-wise loss ℒ(𝑌̂, 𝑌) 

c. Backpropagate gradients and update model parameters 𝜃 

3. Validate model performance on the validation set and select the best-performing model. 

Step 3: Adversarial Example Generation 

3a: FGSM (Fast Gradient Sign Method) 

For each test image 𝑋and corresponding mask 𝑌: 

𝑋′ = 𝑋 + 𝜖 ⋅ sign(∇𝑋ℒ(𝑀(𝜃), 𝑋, 𝑌)) 

3b: PGD (Projected Gradient Descent, iterative) 
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1. Initialize 𝑋0
′ = 𝑋 

2. For 𝑡 = 1to 𝑇: 

𝑋𝑡
′ = Clip

𝑋,𝜖
(𝑋𝑡−1

′ + 𝛼 ⋅ sign(∇𝑋𝑡−1
′ ℒ(𝑀(𝜃), 𝑋𝑡−1

′ , 𝑌))) 

where 𝛼is the step size and Clip
𝑋,𝜖

ensures the adversarial image remains within ℓ∞-norm bounds. 

Step 4: Robustness Evaluation 

1. Predict segmentation masks on clean test images: 𝑌̂clean = 𝑀(𝑋) 

2. Predict segmentation masks on adversarial images: 𝑌̂adv = 𝑀(𝑋′) 

3. Compute evaluation metrics: 

• Pixel-wise IoU, precision, recall, and F1-score for segmentation 

• Classification accuracy of sorghum, grasses, and broad-leaf weeds 

• Robustness metric: 

𝑅 = 1 −
# successful adversarial misclassifications

𝑁
 

Step 5: Defense and Mitigation 

1. Apply adversarial training or input preprocessing techniques. 

2. Repeat Steps 2–4 to measure improvements in A_{\text{adv}} and R. 

The proposed algorithm 1 measures the strength of the deep learning-based crop-weed segmentation 

framework with the help of the SorghumWeedDataset_Segmentation. The data is preprocessed and 

divided into training, validation, and test data, and a segmentation model is trained to classify at the 

pixel level sorghum, grasses, and broad leaf weeds. Adversarial examples are produced on FGSM and 

PGD attacks after the baseline assessment on clean images to add controlled perturbations. The 

performance of the model on adversarial inputs is then evaluated in terms of IOU, precision, recall, F1-

score, and accuracy. A robustness measure can be used to measure vulnerability, allowing model 

security to be analyzed systematically and enhanced against evasion attacks targeted. 

 

Figure 1: Study workflow for robustness evaluation framework 

The full pipeline of the experiment, which involves the method of testing the robustness of models 

in crop-weed segmentation, is presented in Figure 1. The workflow starts with the collection of a dataset 

of the SorghumWeedDataset_Segmentation, and then there is the process of preprocessing of the image, 

such as image resizing, normalization, and augmentation. CNN/U-Net model is then trained and tested 

Dataset Collection Preprocessing Model Training Clean Evaluation 

Adversarial 

Generation 
Robustness 

Evaluation 

Defense Strategy 

SorghumWeed 
Dataset_Segmentation 

Resize → Normalize 

→ Augment 
CNN / U-Net 

Architecture 

Performance metrics or 

bar chart 

Distorted image or 
warning symbol 

ASR, mIoU, 

Robustness Metric (R) 
Adversarial Training 
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in clean conditions. FGSM and PGD attacks are necessary to create adversarial samples that measure 

model vulnerability. Lastly, the metrics of robustness evaluation and adversarial training are used to 

enhance the resilience of a model and achieve the provision of safe deployment in precision agriculture 

systems. 

Experimental Setup 

All the models are written in Python on TensorFlow and PyTorch. The dataset is divided into train, 

validation, and test sets in the proportion of 8:1:1. Some of the evaluation measures include precision, 

recall, F1-score, pixel-wise IoU, and adversarial robustness. Model performance is statistically analyzed 

when the model is operated in clean conditions and adversarial conditions, which gives insight into the 

reliability of the model to be used in the field. 

4 Results 

Performance on Clean Dataset 

The trained deep vision segmentation model was first evaluated on the clean test subset of the 

SorghumWeedDataset_Segmentation dataset. Performance was measured using classification accuracy, 

precision, recall, F1-score, and Intersection over Union (IoU). 

Classification accuracy is defined as: 

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
                                                    (5) 

In equation (5), 𝑇𝑃, 𝑇𝑁, 𝐹𝑃, and 𝐹𝑁represent true positives, true negatives, false positives, and false 

negatives, respectively. 

Precision measures the correctness of positive predictions shown as equation (6): 

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                                                                              (6) 

Recall quantifies the model's ability to detect true positives, shown as equation (7): 

Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                                                                   (7) 

The F1-score, representing the harmonic mean of precision and recall, is calculated as equation (8): 

F1-score = 2 ⋅
Precision ⋅ Recall

Precision + Recall
                                                         (8) 

For segmentation performance, Intersection over Union (IoU) is used as equation (9): 

IoU =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁
                                                                              (9) 

The mean IoU (mIoU) is obtained by averaging IoU across all classes, shown as equation (10): 

mIoU =
1

𝐾
∑ 𝐼𝑜

𝐾

𝑘=1

𝑈𝑘                                                                                        (10) 

where 𝐾 = 3represents sorghum, grasses, and broad-leaf weeds. 
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The general classification accuracy on clean test data was 94.8%, and the mean Intersection over 

Union (mIoU) of the three classes was 0.887. Sorghum was most accurately segmented as it had a 

morphological entity that was well-structured, though the grasses and broad-leaf weeds had a slight 

degradation of the IoU values because of the overlapping features and complex backgrounds. 

Table 1: Performance metrics on clean test data 

Class Precision Recall F1-Score IoU 

Sorghum (Class 0) 0.96 0.95 0.955 0.91 

Grasses (Class 1) 0.93 0.92 0.925 0.87 

Broad-leaf (Class 2) 0.94 0.93 0.935 0.88 

Overall / Mean 0.94 0.93 0.938 0.887 

Table 1 presents the performance of the clean test data in class segmentation and the general 

segmentation. The most accurate (0.96), recalled (0.95), F1-score (0.955), and the highest IoU (0.91) 

was Sorghum (Class 0), as it is possible to recognize it because of its specifics. A reduction was seen 

when it came to the grasses (Class 1) and broad-leaf weeds (Class 2), whose IoU values were 0.87 and 

0.88, respectively, presumably owing to shared visual characteristics and complexity. The average values 

of precision (0.94), recall (0.93), F1-score (0.938), and mIoU (0.887) demonstrate effective and 

trustworthy results of segmentation in clean and non-adversarial conditions. 

Impact of FGSM Adversarial Attackscrop-weed 

In order to measure robustness, adversarial samples were perturbed with the Fast Gradient Sign Method 

(FGSM) with increasing perturbation magnitude (ε). Any little perturbation greatly lowered model 

performance. 

The classification accuracy also dropped comparatively at 86.5% at ε = 0.01. However, ε = 0.03 

resulted in a much lower accuracy of 68.4% and an average IoU of 0.612. There was a significant 

increase in misclassification of grasses and sorghum, implying that the model was highly dependent on 

fine-grained texture patterns that were prone to perturbations. 

Table 2: Model performance under FGSM attack 

Perturbation (ε) Accuracy Mean IoU Attack Success Rate 

0.00 (Clean) 94.8% 0.887 0.0% 

0.01 86.5% 0.791 13.5% 

0.02 76.9% 0.702 23.1% 

0.03 68.4% 0.612 31.6% 

Table 2 shows the model performance with the increasing FGSM perturbation strengths (ε). The 

model had high accuracy and the mean IoU under clean conditions (ε = 0.00). However, with ε, the 

accuracy and the mean IoU decreased gradually, whereas the Attack Success Rate (ASR) increased 

significantly. With ε = 0.03, the accuracy reduced to 68.4, and the mean IOU to 0.612, and ASR went 

up to 31.6%. The findings indicate that minor adversarial perturbation has a considerable negative 

impact on segmentation reliability and exposes a system to misclassification. 

Impact of PGD Adversarial Attacks 

Being an iterative and stronger attack, Projected Gradient Descent (PGD) led to greater performance 

degradation. The classification accuracy at ε = 0.03 with 10 iterations decreased to 54.7%, and the mean 

IoU to 0.482. 



Security Analysis and Robustness Assessment of 

Agricultural Deep Vision Software Against Targeted 

Adversarial Evasion Attacks in Crop-Weed Classification 

Dr.J. Justina Michael et al. 

 

  857   

The segmentation masks showed visible distortion, particularly along object boundaries. Sorghum 

plants were frequently misclassified as grasses, and smaller broad-leaf weeds were incorrectly merged 

into background regions. 

Table 3: Model performance under PGD attack 

Perturbation (ε) Accuracy Mean IoU Attack Success Rate 

0.01 78.2% 0.689 21.8% 

0.02 63.5% 0.553 36.5% 

0.03 54.7% 0.482 45.3% 

Table 3 summarizes the model performance in PGD adversarial attacks at the strength of perturbation 

(ε) incrementally. Right after increasing the epsilon to 0.01 to 0.03, the classification rate declines 

rapidly, as 78.2% to 54.7%, and the mean IoU declines from 0.689 to 0.482. At the same time, the Attack 

Success Rate (ASR) also increases greatly (21.8% to 45.3%). The iterative PGD approach produces 

worse segmentation performance and object boundary demarcation, indicating the increased 

susceptibility of the model to more robust, multi-step adversarial perturbations, compared to single-step 

attacks (Figure 2). 

Figure 2(A) presents the reduction in mean IoU with increasing perturbation magnitude. The 

segmentation performance deteriorates progressively under adversarial conditions, with PGD producing 

greater boundary distortion and class confusion than FGSM, demonstrating its higher impact on pixel-

wise segmentation quality. Figure 2(B) shows a downward trend in the accuracy of the classification 

(%) with the ratio of the adversarial perturbation magnitude (ε). The findings indicate that although 

FGSM and PGD both substantially drop the accuracy, the iterative PGD attack leads to a larger drop 

than the FGSM, as the former performs better in the attack. 

 

Figure 2: Robustness evaluation under adversarial perturbations. (A) classification accuracy vs. 

perturbation strength (ε) under FGSM and PGD Attacks. (B) mean intersection over union (miou) vs. 

perturbation strength (ε) 

Robustness Metric Evaluation 

Adversarial training was also included to strengthen the training by increasing the training data with 

adversarial samples generated by FGSM. The defense mechanism improved adversarial accuracy 

considerably while maintaining competitive clean performance. 
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After adversarial training, clean accuracy slightly reduced to 92.6%, but adversarial accuracy under 

FGSM (ε = 0.03) improved from 68.4% to 81.2%. Mean IoU also increased from 0.612 to 0.743 under 

the same attack condition.  

 

Figure 3: Attack Success Rate (ASR) under FGSM and PGD attacks across varying perturbation  

strengths (ε) 

Figure 3 shows the FGSM and PGD adversarial attack Success Rate (ASR) of various perturbation 

magnitudes (ε). The ASR is increasing steadily with ε of both approaches, and this shows that there are 

higher misclassification rates in situations with more powerful perturbations. The iterative PGD attack 

has been shown to be much stronger against the single-step FGSM attack at all values of ε, with its 

stronger adversarial influence, indicating that the model is more susceptible to attacks by adversarial 

gradients at an iterative scale. 

Table 4: Performance before and after adversarial training (ε = 0.03) 

Model Type Clean Accuracy Adversarial Accuracy Mean IoU (Adv) 

Standard Model 94.8% 68.4% 0.612 

Adversarially Trained 92.6% 81.2% 0.743 

Table 4 contrasts the performance of the standard model and the adversarial trained model with ε = 

0.03 perturbation. Although the standard model has a high clean accuracy (94.8%), their adversarial 

accuracy is much less (68.4%), with a mean IoU of 0.612. By contrast, the adversarial trained model has 

competitive clean accuracy (92.6%) with a significant increase in adversarial accuracy (81.2%) and 

mean IoU (0.743). These findings prove that adversarial training is very useful in improving the 

resilience to perturbations at a relatively small cost to clean performance. 

Figure 4 compares the accuracy in classification in clean conditions and the most powerful attacks 

by adversaries (ε = 0.03). Although the standard model is highly performative on clean data, its accuracy 

reduces drastically in the case of FGSM and PGD attacks. Conversely, the adversarially trained model 

has significantly greater robustness (81.2% with FGSM), indicating that adversarial training is effective 

in reducing performance without any competitive clean accuracy. 
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Figure 4: Performance comparison between standard and adversarially trained models under the strongest 

attack settings (ε = 0.03) 

Overall Interpretation 

The experimental findings prove that the segmentation model works very well in a clean environment, 

but it is also very prone to adversarial evasion attacks. FGSM induces moderate degradation, but PGD 

has a significant effect on the accuracy of segmentation and outlining object boundaries. The use of 

adversarial training significantly increases robustness, and clean accuracy trade-offs are minimal. These 

results highlight the fact that robustness assessment is critical prior to using deep vision to manage weeds 

in real-time in farm settings. 

Discussion 

The findings show the deep vision segmentation model can be characterized by high performance in 

clean and non-adversarial situations, but is significantly susceptible to adversarial perturbations. The 

model showed high classification and segmentation qualities under clean evaluation, which means that 

the model learned features effectively in the differentiation of sorghum and weed. Nevertheless, FGSM 

and PGD attacks hugely deteriorated as the strength of perturbation (ε) was elevated. The PGD attack 

repeatedly generated more serious degradation compared to the one-step FGSM attack, showing how 

gradient-based vision systems are vulnerable to more powerful adversarial optimization. Significantly, 

the addition of adversarial training provided significant gains in robustness and did not diminish the 

competitive clean performance, which validates the success of defense-based training methods in 

agricultural vision tasks. 

The model had a classification accuracy of 94.8%, and a mean IoU of 0.887 on clean data, and 

Sorghum had a high IoU of 0.91. FGSM attack with 0.03 also reduced accuracy to 68.4%, mean IoU to 

0.612, and Attack Success Rate (ASR) rose to 31.6%. The PGD attack led to a greater degradation where 

the accuracy decreased to 54.7%, the mean IoU was 0.482, and ASR rose to 45.3% with ε = 0.03. After 

adversarial training, adversarial accuracy improved from 68.4% to 81.2%, and mean IoU increased from 

0.612 to 0.743, while clean accuracy showed only a minor reduction from 94.8% to 92.6%. These 
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numerical trends confirm that robustness enhancement is achievable with limited trade-offs in baseline 

performance. 

Despite promising robustness improvements, several limitations remain. First, adversarial evaluation 

was restricted to FGSM and PGD attacks; other adaptive or black-box attacks may produce different 

vulnerability patterns. Second, there was adversarial training on FGSM-generated samples only, which 

might exaggerate generalization to more challenging iterative or unseen attack strategies. Third, the 

robustness evaluation was conducted in controlled experimental conditions on a particular dataset and 

in a three-class segmentation model, which might not reasonably capture the variability of the real world 

in agriculture, including variations in illumination, occlusions, and sensor noise. Lastly, the 

computational cost and the viability of real-time deployment through the defense mechanisms of 

adversarial defense were not assessed in detail. The work in the future should include various attack 

models, multi-defense strategies, and field-level validation to have secure deployment in the precision 

agriculture systems. 

5 Conclusion 

In this paper, the strength of a deep vision model to segment sorghum and weed within adversarial 

perturbation was assessed, and it was shown that robustness-aware training is significant in agricultural 

AI systems. The model demonstrated great success in clean conditions but failed tremendously when 

subjected to gradient-based adversarial attacks. The results validate that adversarial perturbations have 

the potential to significantly affect the stability of segmentation and boundary delineation, and can have 

implications for real-time decision-making in precision agriculture. The sharp idea of including 

adversarial training provided much higher robustness with a competitive clean output, which underlines 

its practical applicability in ensuring safe deployment. In clean conditions, the model performed well 

with a classification accuracy of 94.8% and a mean IoU of 0.887, showing good segmentation. But the 

adversarial evaluation showed that it is very vulnerable. FGSM at ε = 0.03 reduced accuracy to 68.4%, 

and mean IoU to 0.612, and PGD decreased accuracy to 54.7% with a mean IoU of 0.482 at 45.3% 

Attack Success Rate. These results confirm the fact that iterative attacks significantly undermine the 

reliability of segmentation. Adversarial training improved robustness considerably: adversarial accuracy 

increased from 68.4% to 81.2%, and mean IoU improved from 0.612 to 0.743, with only a marginal 

reduction in clean accuracy (94.8% to 92.6%). Future directions should be concerned with resistance to 

adaptive and black-box attacks, multi-step adversarial training approaches, and experimenting with 

hybrid defense methods that combine input preprocessing and model regularization. Additionally, real-

time field validation under diverse environmental conditions is necessary to ensure secure deployment 

in precision agriculture systems. The added inclusion of lightweight and computationally efficient 

defense models will also increase the practical use for real-time weed management. 
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