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Abstract 

As more and more professional educators play a key role in the safe use of institutional data and 

student engagement in safe digital practices, it is more important than ever to understand the 

importance of effective cybersecurity awareness and defensive skills in the world of education.  

However, research cited in the literature indicates that there are some teachers who are still not 

adequately prepared to detect cyber threats, such as phishing, credential attacks, and data breaches, 

that can place educational environments in high-risk situations for security threats. This paper 

examines the value of a formalized program of cybersecurity awareness and defensive skills training 

that is specifically designed to be appropriate for professional educators. The quantitative research 

methodology was used, where a sample of 200 educators working in higher education institutions 

was used. The pre-test, post-test design was used to collect data, which is complemented with a 

standardized questionnaire assessing the awareness towards cybersecurity, capability to identify 

threats, and readiness to respond. The modules of the training intervention were threat detection, use 

of secure passwords, secure online communication, and incident response strategies. The results 
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revealed a significant improvement of 32% in the scores of cybersecurity awareness after training 

compared with the scores before training. Furthermore, the respondents were found to have 

improved the ability to detect phishing attacks by 34.7%, and were found to have improved the 

ability to identify phishing attacks and to have confidence in their ability to implement defensive 

cybersecurity practices in the academic environment by 36.2%, to identify phishing attacks and to 

have confidence in their ability to implement defensive cybersecurity practices in the academic 

environment. Statistical analysis showed that the improvements were statistically significant                         

(p < 0.05), which means that the training intervention was effective. These results underscore the 

need to incorporate continuous cybersecurity education into professional development programs for 

teachers to reduce the emergent digital threats and foster a secure academic ecosystem. 

Keywords: Cybersecurity Awareness, Educators Training, Defensive Cybersecurity Skills, 

Phishing Detection, Digital Security Education, Cyber Threat Mitigation, Educational Institutions 

Security. 

1 Introduction 

As digital technologies have become increasingly central to learning institutions, cybersecurity is a 

growing concern, especially where educators are faced with increasing demands to oversee academic 

information, digital tools, and digital communication networks (Tempestini et al., 2024). But the use of 

it has not yet established enough awareness about cyber security and the practice of cyber defensive 

skills among professional educators, so the institutions are still at risk of cyber-attacks such as phishing, 

ransomware attacks, and unauthentic access to the data (Arishi et al., 2024; Lallie et al., 2025). 

Educational institutions have also been a target due to the lack of preparedness and inconsistencies in 

the training practices, where structured cybersecurity education programs are in high demand (Bonaci 

et al., 2022). 

Previous studies underline that the cybersecurity awareness level of educational institutions is 

directly related to the cyber incident resilience at the institutional level, as human error is still considered 

as one of the leading factors causing security breaches (Amoresano & Yankson, 2023;                                    

Salem & Sobaih, 2023). Research has also indicated that the incorporation of cybersecurity training in 

the course of professional development has been proven to largely enhance the ability to recognize and 

adapt to the threat (Nasir, 2023). Nevertheless, gaps exist in standardized training models specific to 

educators since most of the currently existing programs are targeted at general users, but not academic 

professionals (Kaibiru et al., 2023; Wei-Kocsis et al., 2023). 

Moreover, the success of cybersecurity training has a strong connection with the application of 

practical, scenario-based learning strategies that can simulate actual attack vectors in a real-world 

setting, like phishing emails and credential compromise attempts (Chowdhury et al., 2022). According 

to research, teachers who have been trained in a structured manner exhibit better decision-making and 

less vulnerability to cyber threats (Zwilling et al., 2022; Korchenko et al., 2025). Moreover, institutional 

policies that endorse ongoing cybersecurity education can help foster behavioral change over the long 

term and increase digital safety behaviors (Cheng & Wang, 2022). 

This paper is based on the available literature, as it assesses the effectiveness of a structured 

cybersecurity awareness and defensive skills training program that targets professional educators and is 

aimed at enhancing both levels of awareness and practical defensive skills in academic settings. 

The paper is structured as follows: Section I introduces the importance of cybersecurity awareness 

for educators. Section II reviews related work, while Section III presents the proposed methodology. 
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Section IV discusses experimental results and performance analysis, and Section V concludes with 

future research directions. 

2 Related Work 

The recent studies indicate that there is an increasing worry about the cybersecurity preparedness of 

educators, especially as the digital learning environment continues to grow in size across educational 

institutions. The role of teachers is critical because teachers are the first line of defence when it comes 

to cyber threats, but they are not trained well and consistently to deal with cybersecurity threats                    
(Yusuf & Steyn, 2026). This has led to the research of well-structured training paradigms aimed at 

raising awareness and successful defence in schools (Otoom et al., 2025). 

Several studies have been performed to investigate the impact of cybersecurity consciousness courses 

on improving educators' ability to detect and respond to cybercrimes such as phishing, malware attacks, 

and social engineering tricks. The results indicate that there is a significant correlation between 

awareness-based interventions and threat detection, and a decrease in risky behaviors online (Netshiunda 

& Madzvamuse, 2025). Similarly, simulation-based training has been found to enhance knowledge 

retention and application in educators' training using a hands-on approach.  

Furthermore, researchers have studied the effectiveness of CPD programs in sustaining cybersecurity 

knowledge in the long run. Results have shown that in the long term, periodical training can cause 

behavioral change and improve educational institutions' practices in digital hygiene (Hatzivasilis et al., 

2020). However, there are problems such as the lack of standardized curricula and the lack of 

institutional support for the widespread adoption of cybersecurity training for educators (Alenazi, 2024). 

Research has also investigated the psychological and behavioral aspects of cybersecurity training and 

found that confidence and perceived self-efficacy are critical factors in how educators implement 

defensive strategies in real-world situations (Kavitha, 2025). Studies also point out that the success of 

cybersecurity awareness campaigns heavily depends on the institutional policies and leadership support 

(Yi et al., 2025). 

Further, comparative analysis between the conventional method of lecture-based training and 

interactive learning strategies reveals that the experiential approach of learning is more engaging and 

more effective in imparting skills to teachers (Karthika, 2026). Lastly, there is recent evidence that 

institutional resilience to cyber threats could be greatly improved by incorporating cybersecurity training 

into professional development frameworks, which are mandatory (Abrahams et al., 2024). 

The literature reviewed collectively points out that although there has been a focus on cybersecurity 

awareness amongst educators, there is a strong gap in the consistency, practice, and standardization of 

training methods. The majority of research works are united in the idea that the methods of experiential 

and continuous learning prove to be more efficient than traditional theoretical training. However, the 

institutional implementation is limited, and there are no formal frameworks that limit long-term efficacy. 

These observations indicate the need to have a specific, systematic model of training that is specific to 

the professional educator, which is the foundation of the current study. 
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3 Proposed Methodology 

3.1 Overall Flow of the Proposed Study 

The suggested methodology is developed to assess the efficiency of cybersecurity awareness and 

training in defensive skills among professional educators systematically. It starts with the choice of 

participants of higher education institutions, and with a formal pre-training assessment to gauge                    

base-level cybersecurity awareness, ability to recognize threats, skills in defensive response, and level 

of confidence. These baseline measures form the first competency profile of the participants. 

After the pre-assessment, a course on cybersecurity training intervention is offered that includes 

modules on phishing detection, safe password management, safe communication, data protection, 

incident response, and best practices in cybersecurity. The post-training evaluation is conducted after 

the training period, via the same evaluation framework, to assess improvements in knowledge, skills, 

and preparedness in behaviors. 

Data collected in the two stages is processed and statistically analyzed to determine the effectiveness 

of the training program. Finally, the results are then analyzed to draw conclusions and recommendations 

to improve the existing cybersecurity education system for teachers. 

 

Figure 1: Architecture for evaluating cybersecurity training in educators 

Architectural Diagram for Evaluating Cybersecurity Awareness 

and Defensive Skills Training Among Professional Educators  
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In figure 1 shows the entire architectural process of the proposed system for testing the level of 

cybersecurity awareness and the level of training in defensive skills among professional educators.                      

The design of the architecture is based on a structured pipeline where the input layer is selected; in this 

case, professional educators are chosen as the primary sample group. This is preceded by a pre-training 

assessment module, which determines baseline levels of cybersecurity competencies. 

The training intervention module is the major part of the architecture that provides structured 

cybersecurity education based on various focused learning units that include phishing awareness, 

password security, threat detection, and incident response. The post-training assessment module is a 

post-training evaluation that reviews the advances in the performance of the participants. 

The output layer gives a comparative analysis of the pre- and post-training results with emphasis on 

the skills improvement and statistical significance. To facilitate this workflow, a data processing and 

analysis department carries out quantitative analysis of the data gathered. The last layer gives 

conclusions and recommendations on enhancing cybersecurity preparedness in the educational setting. 

3.2 Algorithm for Training Effectiveness Evaluation 

Algorithm 1: Cybersecurity Training Evaluation for Educators 

Input: 

Educator dataset 𝐸𝑑 

Pre-training score vector 𝑃𝑠 = {𝐴𝑤, 𝑇𝑑 , 𝐷𝑠, 𝐶𝑓} 

Post-training score vector 𝑄𝑠 = {𝐴𝑤
′ , 𝑇𝑑

′ , 𝐷𝑠
′, 𝐶𝑓

′} 

Training module set 𝑀𝑡 

Output: 

Effectiveness score 𝐸𝑓 

Statistical significance result 𝑆𝑔 

Improvement report 𝑅𝑝 

Pseudo Code: 

BEGIN 

Step 1: Load the educator dataset 𝐸𝑑  from selected institutions 

Step 2: FOR each educator in 𝐸𝑑  DO 

        Conduct pre-training assessment 

        Record pre-training score vector 𝑃𝑠 

END FOR 

Step 3: Deliver cybersecurity training modules 𝑀𝑡 to all educators 

Step 4: FOR each educator in 𝐸𝑑  DO 

        Conduct post-training assessment 

        Record post-training score vector 𝑄𝑠 

END FOR 
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Step 5: FOR each educator in 𝐸𝑑  DO 

        Compute Improvement score 𝐼𝑠= 𝑄𝑠- 𝑃𝑠 

END FOR 

Step 6: Aggregate all improvement scores 

        Compute overall effectiveness score 𝐸𝑓 

Step 7: Perform statistical significance test 

        Generate significance result 𝑆𝑔 

Step 8: Generate detailed improvement report 𝑅𝑝 

Step 9: Return 𝐸𝑓, 𝑆𝑔, 𝑅𝑝 

END 

Assessing the effectiveness of cybersecurity training among educators is an organized sequence of steps 

beginning with collecting a baseline of information on the selected target population, called                     

Algorithm 1. Pre-training cyber awareness assessment is conducted first to identify the baseline 

cybersecurity awareness, threat, and defensive response skills and confidence of the teachers. After these 

baseline values are recorded, the participants undergo a structured training program that involves 

exposure to a series of instructions that cover the following information: how to identify phishing, safe 

password practices, safe communication on the internet, identification of threats, data protection 

mechanisms, and incident response strategies. After the training period, a post-training evaluation is 

undertaken, where the same evaluation criterion is used to ensure that there is a consistent evaluation 

criterion to compare. The difference between pre-training and post-training performance is then 

calculated by the algorithm to calculate the level of improvement of each participant. These are further 

examined using statistics to prove that the observed changes are meaningful. Lastly, the algorithm 

produces a general effectiveness score and a detailed performance report, which is used to assess the 

effectiveness of the training intervention and offers recommendations on how to improve the 

cybersecurity education programs within academic institutions. 

3.3 Mathematical Formulation of the Proposed Model 

Cybersecurity training performance is measured by a combination of performance improvement 

measurement, awareness scoring, and statistical significance testing.  

The total cybersecurity awareness can be characterized by the following equation 1: 

  𝑆𝑎 =
1

𝑛
∑ (𝑤1𝐴𝑖 + 𝑤2𝑇𝑖 + 𝑤3𝐷𝑖 + 𝑤4𝐶𝑖)                              (1)   

𝑛

𝑖=1
 

Where 𝐴𝑖 , 𝑇𝑖, 𝐷𝑖 and 𝐶𝑖 present awareness, threat detection, defensive skill, and confidence scores, 

respectively, and 𝑤1, 𝑤2, 𝑤3, 𝑤4  re-weighting factors.  

The difference between the post-training and the pre-training is computed as equation 2: 

  𝐼𝑔 = 𝑆𝑝𝑜𝑠𝑡 − 𝑆𝑝𝑟𝑒                                                                                (2)     

Where 𝑆𝑝𝑜𝑠𝑡   and 𝑆𝑝𝑟𝑒  denote post-training and pre-training cybersecurity scores, respectively.  

To assess the statistical significance of improvement, a normalized test statistic as provided in 

equation 3 is used: 
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    𝑍 =
𝜇𝑝𝑜𝑠𝑡 − 𝜇𝑝𝑟𝑒

𝜎/√𝑛
                                                                       (3)  

Where 𝜇𝑝𝑜𝑠𝑡   and 𝜇𝑝𝑟𝑒   are the mean post- and pre-training scores, 𝜎 is standard deviation, and 𝑛 is 

the sample size. 

All such equations are part of the analytical framework that determines training effectiveness in a 

structured and statistically tested way. 

4 Results and Discussion 

4.1 Software and Implementation Details 

The given framework of cybersecurity training evaluation was introduced into the system with the help 

of Python-based tools, which are efficiently used to process and analyze data. NumPy and Pandas were 

libraries that were used to process structured data and perform numerical calculations. Statistical 

validation of the findings was conducted using SPSS, especially to confirm the level of significance of 

improvement with the help of hypothesis testing. The Matplotlib was used to create visualization of the 

performance trends to ensure that the results of the training could be clearly interpreted.                                       

This implementation was carried out on a conventional computing system using an Intel i5 processor,               

8 GB RAM, and the Windows operating system, which shows that the implementation does not demand 

a high level of computing power and can be readily implemented in a typical academic setting. 

4.2 Dataset Description 

The sample data consists of results from a pre-test/post-test structure with 200 professional educators.  

It includes a number of attributes, which represent awareness and defensive skills in cybersecurity. 

Table 1: Dataset characteristics for cybersecurity training evaluation 

Attribute Description 

Total Participants 200 Educators 

Data Type Structured Survey Data 

Collection Method Pre-test and Post-test Questionnaires 

Features Awareness Score, Threat Detection Score, Defensive Skill Score,  

Confidence Level 

Time Frame 4 Weeks Training Period 

Data Format Numerical (Scaled Scores) 

In table 1 presents the data composition, and it can be confirmed that the data is organized and can 

be used to conduct a quantitative assessment of training effectiveness. 

4.3 Parameter Initialization 

All of the evaluation parameters were initialized so that there would be consistency in the experiments. 

The scoring measures, such as awareness, threat detection, defensive skills, and confidence levels, were 

put on a scale of 0 to 100. Each parameter was given equal weight in order to ensure that the assessment 

was not biased. Statistical validation was done at a significance level of 0.05. Moreover, the participants 

were subjected to the same amount of time in training and the same exposure to the module so that no 

variation in terms of time is introduced during the training, and to ensure that there is fairness in the 

comparison of performances. 
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4.4 Performance Evaluation 

The impact of the training program was measured with the help of the improvement-based metrics that 

reflect the learning gain and post-training competency. 

The rate of improvement is defined as equation 4: 

 𝐼𝑟 =
𝑆𝑝𝑜𝑠𝑡 − 𝑆𝑝𝑟𝑒

𝑆𝑝𝑟𝑒
                                               (4)  

Where 𝑆𝑝𝑜𝑠𝑡   represents the post-training score obtained after the training intervention, and 𝑆𝑝𝑟𝑒  

represents the pre-training score obtained before the training. 

The skill retention index is defined as equation 5: 

𝑆𝑟 =
𝑆𝑝𝑜𝑠𝑡

𝑆𝑚𝑎𝑥
                                                                   (5)        

Where 𝑆𝑝𝑜𝑠𝑡 represents the post-training score achieved by the participant, and 𝑆𝑚𝑎𝑥 represents the 

maximum possible score in the assessment. 

In figure 2 illustrates the difference in the improvement of various elements of cybersecurity skills. 

 

Figure 2: Improvement rate across cybersecurity skill components 

In figure 2, it is evident that confidence level and threat detection have been affected the most, and it 

can be concluded that practical and scenario-based training modules have a strong impact. 
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Table 2: Performance comparison using multiple evaluation metrics 

Metric Name Pre-Training Post-Training 

Awareness Index 52 68 

Threat Recognition Rate 49 66 

Defensive Readiness 50 65 

Confidence Score 47 64 

Response Efficiency 45 63 

Skill Retention Index 0.52 0.68 

The table 2 vividly illustrates a steady increase in all measures post-training. The Skill Retention 

Index also validates that the participants could effectively retain cybersecurity learning, which showed                  

long-lasting learning effects, rather than short-term learning gains. 

4.6 Ablation Study 

To examine the role of each element of training, an ablation study was designed to remove individual 

modules to determine the effect on overall effectiveness. 

 

Figure 3: Impact of training modules on overall effectiveness 

In figure 3 indicates that performance is decreased by the removal of any core module, and incident 

response has the greatest overall effect on performance. 
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The findings indicate that the designed cybersecurity training framework can make a significant 
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preparedness for defence. The increased effectiveness of all the assessment indicators reflects the 

effectiveness of the scenario-based structured training. The Skill Retention Index is also included, which 
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performance, hence the need for a comprehensive training framework. The results show that strategically 
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security landscape of learning establishments and reducing their vulnerability to cyber threats. 
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6 Conclusion and Future Work 

This paper assessed the quality of a developed cybersecurity awareness and defensive skills training 

course that is specially designed to meet the needs of professional educators. The results show clearly 

that specific training in the area of cybersecurity can have great effects since the changes are seen in the 

improvement of numerous assessment parameters. The findings show that the post-training scores had 

increased by around 32%, which is in line with the results reported in the abstract. Also, respondents 

reported that they were able to better recognize phishing attacks and it improved by 34.7%, and a 36.2% 

increase in their confidence in applying defensive cybersecurity practices in academic settings. These 

improvements are statistically validated (p < 0.05) to confirm that these improvements are significant 

and can be directly attributed to the training intervention. The results highlight the importance of 

structured cybersecurity education, based on scenarios, in promoting awareness and practice in cyber 

defence. Overall, the recommended strategy is a scalable and effective solution that can equip teachers 

to be more effective in responding to cyber threats and assist in the creation of a more resilient and 

secure learning environment. 

Future study can be expanded to include more and larger-scale data at various levels of education, 

e.g., primary and secondary schools, which further enhances the study's generalizability. One can 

enhance the effectiveness of cybersecurity training programs even more by incorporating adaptive 

learning strategies and personalizing them with AI: it enables content to be adapted to each learner's 

specific needs. An extension of this project could also be done on incorporating it with an institutional 

cybersecurity policy and automation systems, which is a holistic security system. The strength of the 

proposed approach can be further validated by comparing it with the other approaches to training and 

by cross-institutional benchmarking. 
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