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Abstract

Due to the emergence of online examination systems, there have been significant cybersecurity
issues, particularly in Distributed Denial of Service (DDoS) attacks, that may cause disruption of
system availability and compromise the integrity of the assessments. This work promotes a
multi-layered approach to mitigation to ensure that secure, reliable, and uninterrupted examination
services are provided during adversity. The architecture proposed combines traffic filtering,
anomaly detection (with a machine learning element), adaptive rate limiting, dynamic load
balancing, and cloud-based traffic scrubbing into one line of defence. In training and testing the
detection model, a dataset containing both benchmark traffic and simulated examination-specific
network traffic was used in order to provide a comprehensive examination of normal and malicious
network traffic patterns. Experimental results show that the model can achieve a detection rate of
97% at a low false positive rate and high traffic, 520 Mbps. Under normal conditions, the system
can achieve an average response time of 150ms, which is quite suitable for controlling latency, even
under a heavy attack scenario. Furthermore, the framework reduces the drop rate of packets down
to 4% and increases the overall service availability, reducing the downtime by an order of 41% as
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compared to the traditional mitigation measures. Ablation study also shows that the intelligent
detection and adaptive mitigation functions can significantly enhance the performance and
robustness of the system. The results indicate that there is a framework that can successfully address
various attack vectors in DDoS attacks with a relatively low computation cost and without disrupting
the functioning of the system. The study reveals the power of using machine learning to identify
attacks and scalable network defence strategies to improve resilience. The proposed solution
promises the prospect of enhancing the security and integrity of the online examination platform
and, in the same breath, maintains its continuity and validity to the online assessment ecosystem,
which is increasingly becoming a reality. The solution is not only viable but scalable as well and
might be implemented to improve the security, integrity, and continuity of online exam platforms
so0 as to provide a fair and reliable online assessment environment.

Keywords: Distributed Denial of Service, Online Examination Security, DDoS Mitigation, Machine
Learning Detection, Network Traffic Analysis, Cloud-Based Defence.

1. Introduction

With an increased adoption of digital technologies to provide examinations online, the problems of
security are significant, and one of the gravest attacks is the Distributed Denial of Service (DDoS) attack.
Such attacks are supposed to overload network resources to make the platforms unusable to legitimate
users, in a way that would disrupt and/or bias continuity and fairness of examination processes. DDoS
attacks exploit the openness and distribution of the Internet, where a variety of compromised systems
are used to "flood" the targeted servers, causing degradation or denial of service to the targeted servers
(Anyanwu et al., 2022). This is especially a problem on the Internet, where a few seconds of outage can
lead to mis-scoring and affect the academic integrity.

Recent studies show that DDoS attacks are increasingly becoming more sophisticated, using
techniques like the amplification attack, low-rate attack, and flooding with application-layer traffic,
which are more challenging to detect using a rule-based approach (Patil et al., 2022; Dai et al., 2024).
To improve the accuracy of detection and to provide an adaptive defence against changing attack
patterns, machine learning and statistical methods have been increasingly used (Alsadhan et al., 2025;
Yigit et al., 2022). In addition, SDN and cloud-based architectures have opened new opportunities for
scalable mitigation, but also with their use comes a new set of vulnerabilities that attackers can exploit
(Pradeesh et al., 2025; Karnani et al., 2024).

It has been shown that there are detection systems in the market, but these are, in most cases, not
effective in real-time processing of high volumes of vehicle traffic, and might have delayed detection or
may not be reliable in critical applications like online examinations (Patil et al., 2022; Javaheri et al.,
2023). Many other more sophisticated anomaly detection methods, such as entropy-based methods and
Kernel-based learning algorithms, have opened new opportunities for scalable mitigation, but also with
their use comes a new set of vulnerabilities that algorithms have been proposed and demonstrated to
help increase detection efficiency and adaptability (Pradeesh et al., 2025; Alsadhan et al., 2025).
Furthermore, according to surveys, in order to provide complete protection, it is necessary to implement
multiple defence mechanisms like traffic filtering and behaviour analysis, and use distributed mitigation
frameworks (Gaurav et al., 2022; Yigit et al., 2022).

As schools rely more and more on learning platforms, the examination platforms' resilience and
availability have become a big topic in the field of cybersecurity (Srilatha & Thillaiarasu, 2022).
To address this issue, in this paper, a complete mitigation framework using intelligent detection and
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scalable network defence techniques is proposed to ensure the reliability of the systems and the integrity
of online exams in the face of an advanced DDoS attack.

Key Contributions

e Proposed a framework for mitigating DDoS based on multiple layers to be implemented to protect
online examination systems.

¢ Invented an intelligent traffic classification detection based on machine learning.

e In-built adaptive mitigation techniques such as rate limiting and load balancing for better
performance.

e Successfully achieved an excellent detection rate (97%) and low latency, through comprehensive
testing.

It has the following structure: Section I gives the introduction and gives an idea of the relevance of
DDoS threats in online examination systems. Section Il summarizes the recent literature about DDoS
detection and mitigation techniques. In Section III, the proposed methodology is described, which
consists of system architecture, algorithm, and mathematical formulation. The experimental result,
performance evaluation, and comparative analysis between the experimental result and the existing work
are discussed in Section IV. Lastly, a summary of the study and highlighting some future research
opportunities is presented in Section V.

2. Literature Review

There have been many studies that have investigated advanced DDoS attack detection and mitigation
techniques, especially in cloud-based and distributed settings. With the increase in complexity of the
attack pattern, researchers apply network-level, statistical, and machine learning techniques to the
defence strategies, which are also intelligent and hybrid. In this case, a deep learning-based system has
been proven to be very successful in detecting deep traffic anomalies, with a higher detection rate than
traditional signature-based systems, as demonstrated in (Myneni et al., 2022; Long & Jinsong, 2023).
Similarly, ensemble learning models are also proposed to enhance the robustness of the classification
and reduce false positives in network traffic with large volume (Onyilo & Uzuegbu, 2025).

Software-Defined Networking (SDN) has been a very promising area for dynamic DDoS mitigation.
One of the characteristic features of SDN-based architectures is the capability to centrally control and
manage the traffic in real-time, which helps in efficient identification and isolation of malicious traffic
flows (Gupta et al., 2022; Yousuf & Mir, 2022). Furthermore, blockchain technologies have been
proposed for security purposes to provide trust and transparency within distributed mitigation systems
and reduce the risk of a single point of failure (Dixit et al., 2024; Chen et al., 2022). The large-scale
volumetric attacks can be effectively responded to if many cloud-based mitigation solutions have been
applied, including traffic scrubbing or elastic resource allocation (Alashhab et al.,, 2022;
Rahman etal., 2022).

A study recently conducted also highlights the need for lightweight and real-time detection models,
especially in online examination platforms, which are sensitive to latency times. The statistical entropy
measures combined with machine learning classifiers have been shown to be more effective than in the
detection of low-rate and stealthy attacks (Kumar et al., 2025). Moreover, Federated learning is applied
to the collaborative detection of attacks, where data privacy is kept between multiple nodes, which
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increases the capability of attack detection and data privacy (Krishnamoorthy, 2026; Ghimire & Rawat,
2022).

All these have come a long way, but there are a number of issues that need to be addressed and
solved, including scalability, latency, and adaptive capabilities to adjust to shifts in attack vectors.
The majority of the already developed methods are designed for common network environments and are
not specifically designed for critical applications, such as an online examination system that needs
uninterrupted services and fair service.

The literature reviewed indicates that machine learning, SDN, and cloud-based solutions have
demonstrated good results for the detection and mitigation of DDoS attacks, but they are not always
adaptable, scalable, and optimizable for a particular application in real-time. An all-in-one system that
combines intelligent detection and predictive adaptive mitigation strategies that cater to varying
requirements for online examination systems is clearly needed. This can enhance system resilience as
well as service continuity and service integrity in the event of adverse conditions in terms of digital
assessments.

3. Methodology

The proposed methodology brings a multi-layered defensive approach to ensure that the online
examination platform is made available and the integrity of the platform is not breached by Distributed
Denial of Service (DDoS) attacks. The complete system consists of a series of interlocking stages: traffic
entry filtering, intelligent traffic detection, adaptive traffic mitigation, secure traffic access enforcement,
and constant monitoring. Incoming traffic from legitimate users and possible attackers is filtered by an
edge filtering mechanism, whose functionality is provided by a very simple packet inspection and access
control lists. The filtered traffic is subsequently passed to the detection layer for analysis of
characteristics of the packets, flows, and behaviors using feature extraction methods. These features are
then fed to a trained machine learning model for classification of the traffic as normal or malicious.

Proposed Architecture for DDoS Mitigation in
Online Examination Platforms

Traffic Sources 1. Traffic Entry & ( 2. DDoS Detection T\
Pre-filtering Layer Layer 5. Online Examination
4. Secure Access Platform
Layer

Legitimate Users Feature Traffic 4

Extraction Classification Examination Server

Edge Firewall &
ACL Filtering ML-based WAF & Access
Dat
DDoS Attackers Anomaly Normal Control atabase
) Traffic
Detection
;/ Logs & Audit
Malicious
Traffic

3. Mitigation Layer
Dynamic Rate | coud-based Traffic Load Balancing
Limiting Scrubbing & Traffic Redirection
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Figure 1: Multi-Layer architecture for DDoS mitigation in online examination systems
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Once the malicious traffic is identified, the defence strategies are dynamically activated to neutralize
attack traffic while at the same time still allowing legitimate users to access the site: rate limiting, traffic
redirection, and cloud scrubbing. Forwards clean traffic to the secure access layer and other secure points
(such as web apps, firewalls, and authentication filters), offering secure communication to the exam
platform. Adaptive learning and enhancing the system are achieved by a monitoring and feedback
module that constantly monitors the system performance, events, and updates detection thresholds.

The proposed architecture of the system is shown in figure 1, where the detection, mitigation, and
monitoring components interact with each other to make the platform resilient to DDoS attacks.

Algorithm 1: Intelligent DDoS Detection and Mitigation Process
Input:
T;pn: Incoming network traffic stream
F: Extracted traffic features
M: Trained machine learning model
0: Detection threshold
Output:
Tciean: Filtered legitimate traffic
Apiock: Blocked malicious traffic
Pseudocode:
Initialize system parameters and detection threshold 6
Receive incoming traffic stream. Tj,
For each packet p in T, do
Extract feature vector F, from p
Compute anomaly score S = M (F,)
IfS > 0 then
Label p as malicious
Add p to Apjock
Apply mitigation (rate limit/drop/redirect)
Else
Label p as legitimate
Forward p to secure the access layer
Add p to Terean
End If
End For
Update model parameters using feedback data

Return Tclean and AblOCk
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In Algorithm 1, it continuously checks the network traffic coming in and processes every packet one
by one to decide whether the packet is legitimate or not. In the first phase, traffic is received and
forwarded to a feature extraction stage where relevant features like packet size, flow behaviour, and
frequency of requests are extracted. These extracted features are then fed into a machine learning model
trained to produce a score, known as the anomaly score, indicating the probability that there is malicious
behaviour. This score is compared with a previously set score to determine the traffic using this
algorithm. When the score goes above the threshold, the packet is marked as malicious, and other
mitigating measures, like dropping, rate limiting, or redirection, are taken without further delay. On the
other hand, if the traffic is considered to be legitimate, then it is passed on to the secure access layer for
normal processing. The system builds up a classification history of traffic and uses feedback information
to improve the traffic detection ability, which greatly improves the detection accuracy and adaptability
to the complex traffic environment.

Mathematical Description

Anomaly scores are utilized to mathematically form the methodology on the basis of features, traffic
rate control, and handling mechanisms for system loads. For a traffic instance, the anomaly score is
calculated as shown in equation 1:

W=y wifie) M

1=

Where S(x) represents the anomaly score, f;(x)denotes the extracted features, and w; represents the
learned weights of the model.

The traffic rate limiting function is defined as equation 2:

Rour = min(Rin, Rimax) (2)
Where R;,, is the incoming request rate and R, is the maximum allowable rate to prevent overload.
The load balancing condition in the system is given by equation 3:

k
* T
i=1"1 (3)

Where L represents the average load across servers and Tj; is the traffic handled by each server.

L =

These formulations collectively specify the operation of the system during DDoS attack conditions,
ensuring its stable and secure operation while detecting anomalies, controlling traffic flow, and
maintaining a balanced resource utilization during the attack.

4. Results and Discussion

Software Details

The DDoS mitigation framework is built in a network simulation environment with the help of Python.
The machine learning model training and evaluation were performed using the Python libraries, namely
Scikit-learn and TensorFlow, whereas the detection module was developed. A control-based virtual
environment (Mininet) and a cloud-based testbed were used to simulate and test the network with a
scalable configuration for scalability analysis. The Packet analysis and feature extraction were done with
Wireshark and scripts. The system was deployed on a workstation to ensure adequate computational
power for processing traffic in real-time applications and modeling evaluation. The system was
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implemented on a workstation with an Intel i7 processor, 16 GB of RAM, and an Ubuntu operating
system to provide sufficient computational power for real-time traffic processing and model evaluation.

Dataset Details

The traffic data set used for experimentation includes simulated and benchmark network traffic data
sets, both normal and attack scenarios, which are shown in table 1.

Table 1: Dataset description for DDoS detection experiments

Dataset Name Source Instances | Features Attack Types Included
CIC-DD0S2019 | Public Benchmark | 50,000 80 UDP Flood, SYN Flood
Custom Exam Data | Simulated Traffic 20,000 45 HTTP Flood, Low-rate DDoS

Mixed Dataset Combined 70,000 85 Multi-vector Attacks

The data set covers flow-based and statistical characteristics (packet rate, flow duration, number of
bytes, inter-arrival time) that allow for a comprehensive analysis of the traffic behaviour.

Parameter Initialization

Parameter values of the system were set empirically and from previous experimental results.
An optimum detection threshold of 0.65 was chosen to ensure a good sensitivity and, at the same time,
minimize the number of false alarms. For training the machine learning model, the parameters were set
to 100 epochs and a batch size of 64. The rate-limiting parameter was set to ensure that the maximum
number of requests allowed per second for a single user is 500. Load balancing is distributed among 3
virtual servers to provide even traffic load handling. The parameters were chosen to get the best
real-time performance for different traffic loads.

Performance Evaluation

The proposed model was tested using various performance metrics to check the effectiveness of the
proposed model in the DDoS attack condition. The results show good system performance with respect
to detection ability, latency, and stability of throughput.

96
95
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91
90
89
88
100 300 500 700 900

Traffic Intensity (Requests/sec)

Detection Rate (%)

B Detection Rate (%)

Figure 2: Detection rate versus traffic intensity
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As presented in figure 2, the detection rate rises with an increase in traffic volume, which suggests
that the model is effective in detecting traffic with a high volume of attacks.

10 30 50 70 90

Attack Load (%)

200
180
160
140
120
100
80
60
40
20
0

Average Latency (ms)

m Average Latency (ms)

Figure 3: Average latency under increasing attack load

As shown in figure 3, although the latency increases as the attack load grows, the system still keeps
a good response time thanks to effective mitigation mechanisms.

Performance Comparison

As can be seen in the performance comparison in table 2, the performance of the proposed model is
superior to that of all the metrics evaluated. It has the highest rate of 97% for malicious traffic detection,
which shows that it has a high level of ability to accurately detect malicious traffic. The model also has
the highest throughput, reaching 520 Mbps, which indicates that it can manage the large volume of
network traffic efficiently. It also has a lower latency and response time than other models, which
ensures quicker system performance. Furthermore, the packet drop rate is reduced to 4%, which not only

reduces the effects on legitimate traffic but also ensures a more reliable system.

Table 2: Performance comparison of DDoS mitigation models

Model Detection Rate Throughput Latency Packet Drop Response Time
(%) (Mbps) (ms) Rate (%) (ms)
Traditional 85 320 210 12 240
Filter
ML-Based
Model 92 410 180 8 200
SDN-Based
Model 94 450 165 6 175
Proposed Model 97 520 150 4 160
Metrics Formulae
The detection rate is determined by using equation 4:
Detection Rat e (4
etection Rate = ——
TP +FN )
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Where TP is True Positive, the number of correctly detected attacks, and FN is False Negative, the
number of attacks not detected.

The packet drop rate is defined using equation 5:

Ndropped (5)

Packet Drop Rate =
Ntotal

Where, Ngroppeq represents the number of dropped packets and Niytq; represents the total number
of incoming packets

Ablation Study

To evaluate the contribution of the individual components in the proposed framework, an ablation study
was carried out and is shown in table 3.

Table 3: Ablation study of model components

Configuration Detection Rate (%) | Latency (ms)
Without ML Detection 82 210
Without Rate Limiting 88 195

Without Load Balancing 90 185
Full Proposed Model 97 150

The results show that the rate limiting and load balancing have the most impact on the performance,
but the machine learning detection module also plays a crucial role when it comes to the latency and
stability.

5. Discussion

The experimental results show that it is possible to increase the resilience of an online exam platform to
a DDoS attack by employing the proposed multi-layered mitigation framework. Under increasing
attacks, detection rates remain high while latency is low, and efficient handling of the traffic is achieved.
The intelligent detection combined with adaptive mitigation strategies greatly enhances throughput and
hence the reduction in packet loss as compared to the existing methods. The results of the ablation study
also show the need for multiple defence mechanisms in order to obtain optimal performance.
The obtained results, in general, validate that the proposed method is a reliable and scalable method of
providing continuous examination service in the adversarial network environment.

6. Conclusion and Future Work

In this study, a multi-layered mitigation framework that protects online examination platforms from
Distributed Denial of Service attacks is presented. The proposed solution involves intelligent traffic
filtering, anomaly detection using machine learning, adaptive rate limiting, and cloud-based mitigation,
which ensures seamless availability of the system. The experimental testing showed excellent results of
detection with a detection ratio of 97%, throughput of 520 Mbps, and a low packet dropping rate (4%)
even when the attack is heavy, and also a low latency of 150ms. It was also seen that the outcomes
resulted in a significant improvement in service up time, as the downtime was reduced by 41% from
traditional methods in round 4. The ablation study also confirmed the usefulness of the inclusion of the
detection and mitigation parts, as the full model was always superior to the partial models. Overall, the
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framework offers a scalable and efficient answer to preserving the integrity, reliability, and accessibility
of online exams in hostile surroundings.

In the future, a more flexible framework can be developed by using more advanced deep learning
models and real-time federated learning models for distributed detection. Using blockchain verification
systems in collaboration might improve trust and transparency in such scenarios. Moreover, if the model
can be extended to handle the new multi-vector and stealthy attack model, it might increase the
robustness of the model. The deployment and testing of the system in the real education system can
provide more insights into the performance of the system. Also, computational overhead and energy
efficiency can be taken into account for obtaining the resource-constrained environment. In addition,
adding both user behaviour analytics and zero-trust security models can help increase the resilience of
systems to changing cyber threats.
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