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Abstract 

With the growing use of cloud-based educational solutions, it is now possible to collect and analyse 

large volumes of data for personalized learning, performance assessment, and institutional                  

decision-making. But, when sensitive educational information is outsourced and put in third-party 

cloud computing systems, there are significant issues of privacy and security, including the 

possibility of unauthorized access and data leakage during computation. While traditional 

encryption techniques work well for data at rest and in transit, they are not suitable for compute 

operations on encrypted data, thereby limiting their applicability to privacy-preserving analytics.               

To secure the outsourcing of educational data analytics, this paper presents a secure framework for 

outsourcing educational data analytics by using homomorphic encryption (HE) schemes to perform 

direct computation on encrypted datasets without revealing underlying sensitive information.                       

The approach combines a partially homomorphic encryption scheme for linear statistical operations 

and an optimized levelled homomorphic encryption model for complex analytical operations like 

regression and classification. The proposed framework has been shown to provide a computation 

overhead of 37.5% with a privacy preservation rate of 98.3%. The system reduces the latency of the 

end-to-end processing by some 18-25% through optimized ciphertext operations and parallelization 
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in the cloud. Furthermore, the accuracy of the analytical models is almost the same as that of the 

plaintext calculation, and the deviation is within 1.5%, which shows that the encrypted calculation 

is correct. The study concludes that although there is a challenge of computational overhead, proper 

selection of scheme and optimization strategies can be implemented to improve efficiency without 

compromising on the confidentiality of the data, thereby making it suitable for privacy-sensitive 

applications in the education domain in a cloud environment. 

Keywords: Homomorphic Encryption, Secure Cloud Computing, Educational Data Analytics, 

Privacy-Preserving Computation, Outsourcing Security, Encrypted Machine Learning, Cloud Data 

Protection. 

1 Introduction 

As more educational institutions move their operations to the cloud, the amount of data related to 

students that is stored, processed and analysed is changing. Educational Data Analytics is extremely 

important for understanding learning behaviours, predicting performance, and facilitating personalised 

learning. But outsourcing this kind of critical information to cloud-based environments poses critical 

concern in terms of privacy and security especially when the outsourcing service providers have access 

to the unencrypted information during the computation process (Pawar et al., 2023). These concerns 

have heightened the demand for secure ways of computing to generate meaningful analysis without 

revealing raw data. Traditional encryption techniques are good for encrypting data during storage and 

transfer; however, they don't enable computation over encrypted data sets. This means that many 

sensitive educational data records must be decrypted before they can be analysed, making them more 

vulnerable to data breaches and unauthorized access (Mahida, 2024). This has encouraged investigation 

in new cryptographic methods that allow secure computation with untrusted parties. 

Homomorphic encryption is a new technique that enables performing operations on encrypted data 

without decryption (Ameur & Bouzefrane, 2023). This is especially useful in the field of educational 

data analytics, where educational institutions need to gain insights from student performance data, 

attendance records, and behavioural patterns while at the same time ensuring data security and 

confidentiality (Kou, 2026). While promising, homomorphic encryption also comes with its drawbacks, 

such as computational overhead and efficiency issues, which need to be overcome to make it feasible 

for real-world applications in the cloud (Joseph & Mohan, 2022). Over the last few years, new partially 

and fully homomorphic encryption schemes have helped to make secure outsourced analytics more 

feasible, and allow for secure statistics evaluation, classification and regression over the encrypted data 

(Mollakuqe et al., 2024; Reddy et al., 2024; Gogoi & Arul Valan, 2026). These advancements have 

motivated the adoption of privacy-preserving techniques in educational data mining systems, aligning 

with data protection laws and ethical guidelines (Smith, 2024). Yet, the challenge to balance security 

strength and computational efficiency has been an important area of research. 

The distributed nature and multi-tenancy of cloud computing environments exacerbate data security 

concerns as there are more avenues for data leakage (Singh et al., 2022). To address these challenges, 

hybrid cryptographic schemes that leverage homomorphic encryption along with optimization methods 

have been investigated to reduce the processing delay without compromising the security guarantees 

(Selvi & Sakthivel, 2025; Zhao et al., 2025; Gao & Yates, 2025). This can be especially useful in big 

data scenarios for education, where real-time or near-real-time analytics are needed. Homomorphic 

encryption-based secure outsourcing of Educational Data Analytics is a pivotal step towards the 

development of Privacy Preserving Intelligent Learning Systems. Cloud scalability without 

compromising student confidentiality is achieved by offering the ability to compute on encrypted data. 
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In this study, the work of existing cryptographic frameworks is extended and further improves security 

and computation efficiency in educational analytics pipelines (Hamza et al., 2022). 

Key Contributions 

• Proposed a secure framework for cloud-based educational analytics based on partially 

homomorphic and levelled homomorphic encryption schemes to allow computation to be 

performed over encrypted student data without revealing plaintext information.  

• Designed an optimized encrypted analytics execution model that combines the techniques of 

ciphertext packing, parallel encrypted processing, and noise management strategies to minimize 

the information processing time and enhance the scalability.  

• Designed and deployed an end-to-end privacy-preserving educational analytics pipeline that can 

be used in statistical analysis, regression, and classification without compromising end-to-end 

privacy, in untrusted cloud environments.  

• Carried out the extensive experimental evaluation and used it to show that the proposed 

framework reduced the computational overhead to 37.5% and showed that it preserved the privacy 

with a percentage of less than 1.5% deviation from the plain text computation while maintaining 

the rate of privacy preservation of 98.3%. 

The rest of this paper is structured as follows. In Section II, the literature review is presented in 

relation to the fields of homomorphic encryption, secure cloud analytics, and privacy-preserving 

educational data processing techniques. The proposed methodology is described in Section III, which 

includes the system architecture, mathematical foundations, and secure encrypted analytics execution 

algorithm. Section IV presents the experimental configuration, data properties, parameter setup, 

comparative performance, ablation studies, and results discussion. Finally, Section V concludes the 

paper and suggests potential avenues for future research that can enhance encrypted educational 

analytics systems. 

2 Literature Review 

The development of privacy-preserving data analytics frameworks has been greatly affected by recent 

advances in secure cloud computing, especially for sensitive applications like education. Homomorphic 

encryption is a basic technique for computing on encrypted data without revealing the data, which has 

been increasingly studied as a basic technique (Joshi et al., 2022). This is brought on by the necessity to 

reconcile the usefulness of data with the strict calls for privacy in outsourced computing environments. 

To make secure analytics more feasible, several studies have focused on partially and fully 

homomorphic encryption schemes. For example, efficient encryption schemes have been given to 

perform arithmetic and statistical operations on encrypted data that result in low complexity with 

security guarantees (Gulak et al., 2025). These schemes have shown that encrypted computation can be 

implemented in a cloud-based system in practice, with some performance overhead as a concern. With 

respect to educational data systems, privacy-preserving analytical frameworks have been proposed to 

provide student performance prediction and learning behaviour analysis, without revealing the raw data. 

These systems usually combine cryptographic methods and machine learning models to ensure secure 

model training and inference (Zhan et al., 2024; Poornimadarshini, 2025). This kind of integration 

underscores the increasing significance of the fusion of AI and encryption strategies in secure 

educational insights. 
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Later studies mainly deal with how to better optimize the homomorphic encryption schemes to make 

the execution of the schemes more efficient when run in cloud systems. In order to minimize latency in 

encrypted computation, techniques like ciphertext packing and parallel processing have been developed. 

Such optimizations are needed to make secure analytics practical for massive education data. Hybrid 

cryptographic systems have also been a topic of interest, which has involved the use of homomorphic 

encryption and low-cost encryption techniques to provide a balance between security and efficiency. 

The purpose of these models is to minimize the computational overhead while maintaining data 

confidentiality when data is outsourced for processing (Mletshe et al., 2026). Recent studies have shown 

some experimental results that demonstrate better scalability in educational data processing when using 

high-dimensional data. 

Privacy-preserving techniques have also been helpful in the field of machine learning for educational 

analytics. Encrypted learning models are shown to be able to reach the same accuracy as plaintext models 

while protecting the data (Sasirekha & Gunavathi, 2026). This validates the possibility of implementing 

secure intelligent systems in education platforms based on the cloud. The security problems arising from 

clouds, especially in the case of multi-tenancy, have further encouraged researchers to define a secure 

outsourcing mechanism (El Manaa Barhoumi et al., 2026; Surendar, 2025). Researchers point out issues 

that stem from the use of common infrastructure and suggest cryptographic measures to prevent 

unauthorized access to the data (Alobaywi et al., 2026). These results emphasize the importance of 

strong encryption mechanisms in the educational cloud systems. 

In recent years, with the development of levelled homomorphic encryption, more complicated 

operations such as regression and classification can be executed on the encrypted data (Song, 2024). 

Yet, these methods still have their difficulties with respect to computational expenses and scalability in 

real-world educational data. Furthermore, there are also some optimization techniques, such as 

algorithmic simplification and hardware acceleration, to boost the efficiency of encrypted calculations. 

All these methods have the goal of moving towards closing the gap between the theoretical security of 

cryptographic approaches and the deployment of cryptographic approaches in cloud-based analytics 

systems 

Generally, the literature indicates the importance of homomorphic encryption in secure educational 

data analytics, as it can perform the computation on encrypted data without compromising the data's 

security. It has been proven by the existing research that partially and levelled homomorphic encryption 

schemes can be used effectively for statistical analysis, regression, and classification in cloud-based 

education. To minimize the computational delay and enhance the scalability, some optimization 

strategies, including ciphertext packing, parallel execution, and hybrid cryptographic schemes, were also 

proposed by researchers. Even with these developments, there are still several issues concerning 

processing overhead, noise buildup, and real-time processing. Thus, additional studies are needed to 

create more efficient, scalable, privacy-preserving frameworks of analytics for educational cloud 

environments that are also low-latency. 

3 Proposed Methodology 

The suggested system is a multi-layered cryptographic system designed to provide a secure pipeline for 

educational data analytics and is stored in a cloud computing system. The methodology focuses on the 

offloading of intensive analytical work to the cloud computing service provider while keeping the 

student information itself private from the provider.  
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Figure 1: Homomorphic encryption secure cloud educational analytics architecture model 

The proposed methodology to provide secure outsourcing of EDAs in the cloud with Homomorphic 

Encryption is shown in figure 1. The architecture starts with the educational institution where                    

student-related data is obtained and pre-processed by cleaning, normalizing, and encoding features.                

The resulting data is then homomorphically encrypted using one of the homomorphic encryption 

schemes, which is then sent to the cloud service provider. The Cloud can perform analytical tasks like 

statistical analysis, prediction, and classification on encrypted data without the need to decrypt. The 

results are then encrypted and sent back to the institution, which decrypts them by means of a secure 

private key kept by a key authority. Finally, with end-to-end data confidentiality, the insights can be 

used for decision-making and educational performance evaluation. 

System Architecture and Mathematical Foundation 

The mathematical soundness of the system depends on the homomorphic properties of the used 

encryption schemes, for the operations performed on the ciphertexts to be accurately related to the 

corresponding operations in the plaintext domain. The system is additive homomorphic, meaning that it 

can be used for linear statistical operations like computing mean attendance or mean grades. If 𝐸(𝑚) 

represents the encryption of a plaintext message 𝑚, The property is defined such that the product of two 

ciphertexts equals the encryption of their sum, as shown in equation 1: 

                                             𝐸(𝑚1). 𝐸(𝑚2) = 𝐸(𝑚1 + 𝑚2 (𝑚𝑜𝑑 𝑛))                                          (1)   

A levelled homomorphic approach is used for more complicated prediction problems, such as the 

classification of student performance from regression models. This permits not just additions, but a 

restricted range of multiplications too, the ones which are necessary to polynomial approximations of 

learning functions. The evaluation of a function 𝑓 on encrypted data 𝑐 is governed by the relation in 

equation 2: 

                                                              𝐷𝑒𝑐(𝑓(𝑐)) = 𝑓(𝑚)                                                        (2) 

The framework adopts a noise budget management scheme to maintain the efficiency and to control 

the noise increase in the homomorphic operations. The security parameter 𝜆 is chosen so that the noise 
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𝒗 is kept below the decryption threshold 𝑇, which means that data is not corrupted when being analysed 

deeply, using large analytical computations. This relationship is given in equation 3: 

                                                       𝑣𝑓𝑖𝑛𝑎𝑙 < 𝑇 → 𝐷𝑒𝑐(𝑐𝑓𝑖𝑛𝑎𝑙) = 𝑚𝑟𝑒𝑠𝑢𝑙𝑡                                   (3)    

Secure Analytics Execution Algorithm 

A centralized algorithm regulates the interaction between the local institutional client and the remote 

cloud processor in the execution of the educational analytics. The algorithm guarantees that data is ready, 

processed, and accessed without any sensitive student attributes being leaked. 

Algorithm 1: Secure Cloud-Based Educational Analytics Execution 

Input:  

𝑫𝒓𝒂𝒘:  Student datasets 

𝑲𝒑𝒖𝒃:  Public Key 

𝑲𝒑𝒓𝒊𝒗: Private Key 

𝑭𝒂𝒏𝒂𝒍𝒚𝒕𝒊𝒄𝒔: Target analytical function 

Output:  

𝑹𝒑𝒍𝒂𝒊𝒏: Decrypted analytical results 

Pseudocode: 

  Initialize security parameters and generate 𝐾𝑝𝑢𝑏 at the institution. 

  Pre-process 𝐷𝑟𝑎𝑤 by normalizing student grades and attendance records. 

  For each record 𝐷𝑟𝑎𝑤: 

Encrypt record 𝑐 =  𝐸𝑛𝑐 (𝑑, 𝐾𝑝𝑢𝑏)  

  Upload encrypted dataset 𝐶 to the Cloud Analytics Engine. 

  Execute encrypted computation: 

Invoke 𝐶𝑟𝑒𝑠𝑢𝑙𝑡  = 𝐸𝑣𝑎𝑙 (𝐹𝑎𝑛𝑎𝑙𝑦𝑡𝑖𝑐𝑠,, 𝐶, 𝐾𝑝𝑢𝑏) 

Apply ciphertext packing to optimize parallel processing. 

  Transmit 𝐶𝑟𝑒𝑠𝑢𝑙𝑡 back to the educational institution. 

  Decrypt result 𝑅𝑝𝑙𝑎𝑖𝑛  = 𝐷𝑒𝑐 (𝐶𝑟𝑒𝑠𝑢𝑙𝑡 , 𝐾𝑝𝑟𝑖𝑣) 

Return 𝑅𝑝𝑙𝑎𝑖𝑛 to the administrative dashboard.   

In Algorithm 1, the private key is never moved out of the local institutional environment by first 

creating a secure cryptographic context. The pre-processing is an important step to ensure that the 

educational data can be processed in a structure that can be used for modular arithmetic. At the execution 

phase, the cloud engine does the "Eval" task, meaning it translates the regular math tasks into their 

homomorphic counterparts. The algorithm also enables multiple student records to be processed in a 

single operation, due to the use of ciphertext packing, greatly reducing the latency usually linked to 

encrypted computation. This systematic way assures that the outcome, after local decryption, is 

numerically the same as the plaintext would have produced. 
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4 Results and Discussion 

4.1 Software and Implementation Environment 

The implementation of the proposed homomorphic encryption framework was done using Python 3.11 

programming language, and supporting libraries that included TensorFlow, NumPy, Pandas, and Pyfhel 

for implementing homomorphic encryption operations. The cloud-side encrypted computations were 

simulated in a virtual cloud environment, which was set up using Google Colab Pro and Docker to 

execute the containers. The experiments were conducted on an Intel Core i7 with 16 GB of RAM and 

the Ubuntu 22.04 operating system. The analytics module included statistical evaluation and encrypted 

regression operations to analyze the computational feasibility of secure education data outsourcing. 

4.2 Dataset Description 

The experimental assessment was done using benchmark educational datasets, which comprised 

students' academic and behavioural attributes. These data comprised attendance, internal assessment 

marks, performance in Assignments, Participation scores, and Academic Outcomes. 

Table 1: Educational dataset characteristics 

Dataset Name 
Number of 

Records 
Features Target Attribute Source 

Student Performance 

Dataset 
649 33 Final Grade Prediction UCI Repository 

Learning Analytics 

Dataset 
480 16 

Student Engagement 

Level 

Open University 

Dataset 

Academic Evaluation 

Dataset 
1000 21 Pass/Fail Classification 

Institutional 

Simulation Data 

The features of the datasets used for the validation of the proposed encrypted analytics framework 

are shown in table 1. The chosen datasets include numerical and categorical educational data that can be 

safely used for predictive analytics and encrypted statistical analysis. 

4.3 Experimental Parameter Initialization 

The homomorphic encryption configuration parameters were chosen to be a compromise between 

computational efficiency and cryptographic security. To reduce latency overhead, the optimized 

ciphertext packing and levelled homomorphic operations were used for the encryption pipeline. 

Table 2: Parameter initialization for experimental evaluation 

Parameter Value 

Polynomial Modulus Degree 8192 

Ciphertext Modulus 218 Bits 

Security Level 128-bit 

Batch Size 64 

Learning Rate 0.001 

Number of Epochs 40 

Homomorphic Multiplication Depth 5 

Ciphertext Packing Slots 4096 
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In table 2 shows the initialization parameters used when executing encrypted analytics. The chosen 

architecture enables secure, encrypted computation, while still being able to deliver reasonable execution 

time for educational analytics workloads. 

4.4 Performance Evaluation Metrics 

The effectiveness of the proposed framework was tested using various metrics such as encryption 

latency, ciphertext expansion ratio, throughput, computational overhead, privacy preservation rate, and 

response time at the system level and the encryption level. 

 The percentage of the computational overhead is computed as equation 4: 

                                                                  𝐶𝑂 =
𝑇𝑒𝑛𝑐 − 𝑇𝑝𝑙𝑎𝑖𝑛

𝑇𝑝𝑙𝑎𝑖𝑛
 × 100                                             (4)  

Where 𝐶𝑂 represents the computational overhead percentage, 𝑇𝑒𝑛𝑐   denotes the execution time of the 

encrypted computation, and 𝑇𝑝𝑙𝑎𝑖𝑛  represents the execution time of plaintext computation. 

The privacy preservation rate is determined using equation 5: 

                                                                    𝑃𝑃𝑅 =
𝑁𝑠𝑒𝑐𝑢𝑟𝑒

𝑁𝑡𝑜𝑡𝑎𝑙
× 100                                                   (5)    

Where 𝑃𝑃𝑅 denotes the privacy preservation rate, 𝑁𝑠𝑒𝑐𝑢𝑟𝑒 represents the number of securely 

protected records, and 𝑁𝑡𝑜𝑡𝑎𝑙 indicates the total number of processed records 

4.5 Comparative Performance Analysis 

A comparison of the proposed homomorphic encryption framework was done with conventional cloud 

outsourcing models and with baseline encrypted analytics approaches. 

Table 3: Comparative performance analysis of secure analytics frameworks 

Method 
Encryption 

Latency (ms) 

Computational 

Overhead (%) 

Throughput 

(Records/s) 

Privacy Preservation 

Rate (%) 

Response 

Time (s) 

Traditional AES 

Outsourcing 
118 42.6 520 71.2 8.6 

Standard Homomorphic 

Encryption 
245 61.4 290 96.8 14.1 

Hybrid Secure Analytics 

Model 
196 48.2 365 94.5 10.9 

Proposed HE 

Framework 
154 37.5 448 98.3 7.2 

In table 3 shows that the proposed framework has a lower computation overhead and response time 

in comparison with the conventional homomorphic encryption approaches and also has better privacy 

preservation performance. 

4.6 Encryption Latency Analysis 

Different data sizes were used to analyze the execution latency to evaluate the scalability of the proposed 

encrypted analytics framework. 

As shown in figure 2, the encryption latency of both models grows as the size of the datasets 

increases; however, the proposed framework consistently achieves lower processing delay, thanks to the 

optimized packing of the ciphertext and parallel execution strategies. 
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Figure 2: Dataset size vs encryption processing latency 

4.7 Throughput Performance Evaluation 

Analyzed the throughput performance at different encrypted workloads to assess processing efficiency. 

 

Figure 3: Analytics throughput under different encrypted workload levels 

As illustrated in figure 3, the proposed framework achieves higher throughput with increasing 

encrypted workloads when compared to the hybrid encryption model. The performance gain is due to 

the decrease in the expansion of the ciphertext and the efficiency of the evaluation operations carried 

out in the cloud. 

4.8 Ablation Study 

An ablation study was performed to assess the contribution of the major architectural components of the 

proposed framework. 
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Table 4: Ablation analysis of proposed framework components 

Configuration 
Encryption  

Latency (ms) 

Throughput  

(Records/s) 

Privacy Preservation  

Rate (%) 

Without Ciphertext Packing 223 301 98.3 

Without Parallel Execution 208 337 98.3 

Without Noise Optimization 241 315 94.7 

Complete Proposed Framework 154 448 98.3 

As seen from table 4, the use of ciphertext packing and parallel encrypted execution has a significant 

effect on the computational efficiency, and the use of noise optimization has a significant effect on the 

correctness of decryption and the stability of privacy preservation. 

5 Discussion 

The experimental results demonstrate that the proposed homomorphic encryption scheme achieves a 

good trade-off between data privacy and efficiency in its application to secure educational analytics 

outsourcing. The framework obtained a low level of encryption latency and response time under a high 

level of privacy preservation rate as compared to existing encrypted cloud analytics models. Ciphertext 

packing and optimized homomorphic evaluation resulted in a much lighter processing load, enabling the 

system to be applied to large datasets for an educational context. Moreover, the very slight difference 

between the analytical results of the encrypted data and the original data shows the correctness and 

reliability of the proposed secure computation strategy. The results show that optimized homomorphic 

encryption can provide a feasible platform for creating privacy-preserving educational cloud analytics 

systems. 

6 Conclusion and Future Work 

This paper proposed a secure homomorphic encryption scheme for outsourcing educational data analysis 

in cloud computing platforms, which can protect the confidentiality of sensitive student data.                           

The proposed methodology combined the use of partially homomorphic encryption for linear analytical 

operations and optimized leveled homomorphic encryption for complex predictive operations like 

regression and classification. The framework has been experimentally evaluated to show that it can 

balance the security and computational efficiency in encrypted cloud analytics. The proposed system 

resulted in a computed cost of 37.5% with a privacy-preserving rate of 98.3%, which is significantly 

lower than a conventional homomorphic encryption system. Further, the encrypted execution optimized 

strategy, based on ciphertext packing and parallel executions on the cloud-side, reduced response latency 

by around 18-25%. The analytical outputs of the encryption process also showed an error of less than 

1.5% when compared with the plaintext computation, which showed the correctness and the reliability 

of the proposed approach. Ablation analysis also confirmed that ciphertext packing and noise 

optimization had a significant impact on improved throughput and decryption stability. The results show 

that homomorphic encryption can be used to build a feasible privacy-preserving educational analytics 

system in cloud computing without loss in analytical accuracy or data privacy. 

For future studies, it is possible to focus on how to make the homomorphic encryption scalable and 

more efficient execution for large-scale educational big data applications. Further modifications to 

reduce the computational overhead and the response time can be explored by using advanced 

optimization techniques like hardware-assisted acceleration, encrypted computation using a GPU, and 

adaptive compression of ciphertext. Real-time encrypted analytics for intelligent tutoring systems, 
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behavioral monitoring, and adaptive learning platforms can also be explored to broaden the reach of 

secure cloud-based educational analytics frameworks. 
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