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Abstract 

Worldwide stroke is still among the top ten causes of death and permanent disability, thus the 

importance of early and reliable risk prediction systems. Current machine learning (ML) models in 

healthcare, however, have been plagued with issues related to data privacy leakage, algorithmic bias, 

and lack of interpretability, and have failed to reach clinical use. To predict stroke risk securely in 

privacy-sensitive clinical settings, this study proposes a Fairness-Aware and Trustworthy Machine 

Learning Framework (FAT-MLF). This framework combines privacy-preserving data management 

with differential privacy, fairness-oriented optimization and fairness constraints, such as 

demographic parity, and explainable AI with interpretability, such as SHAP. To capture the 

nonlinear interactions between clinical features, a hybrid predictive model using the Gradient 

Boosting Machine (GBM) and deep neural networks is used. The experimental results on the stroke 

benchmark dataset with 5000 patient data records show the proposed model with an accuracy of 

96.8%, a precision of 95.4%, a recall of 94.9%, and an F1-score of 95.1%, which reduces the 

demographic bias by 32% compared to baseline ML models. Under ε-differential privacy 

constraints, privacy analysis verifies that the data is resistant to a data reconstruction attack. The 

findings suggest that embedding fairness, privacy, and trustworthiness substantially enhances 

predictive accuracy and ethical adherence of clinical AI systems. The framework, as proposed, is 
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scalable and can be implemented in real-world healthcare systems to safely and fairly predict stroke 

risk. 

Keywords: Stroke Prediction, Fairness-Aware Machine Learning, Trustworthy AI, Privacy 

Preservation, SHAP, Healthcare Analytics. 

1 Introduction 

A stroke refers to a critical cerebrovascular event caused by an interruption or blockage of the blood 

supply to the brain, which frequently results in permanent disability or death if immediate medical 

intervention is not provided (Dritsas & Trigka, 2022). It is still one of the major causes of death globally, 

adding a great burden to the healthcare systems and emphasizing the significance of early and accurate 

risk prediction (Rani, 2026). The digital revolution in healthcare systems has led to the production of 

massive amounts of Electronic Health Records (EHRs), which can be used for data-driven approaches 

such as predicting stroke risk using machine learning techniques (Khan, 2027; Adelusi et al., 2025). 

Machine learning models have demonstrated good potential to capture complex relationships 

between clinical variables, age, blood pressure, glucose level, cholesterol, body mass index and lifestyle 

(Singh et al., 2026; Hassan et al., 2024). These models help clinicians to offer automatic risk scores and 

early warning systems. But, most of the existing systems have their limitations with respect to privacy 

protection, fairness assurance and interpretability, and are not directly applicable in the clinical 

deployments. The data in the healthcare sector is sensitive and centralized learning methods can 

potentially leave patient information vulnerable to security risks (Ahmed et al., 2024; Khan & Jilani, 

2024). 

Algorithmic bias and lack of trustworthiness in decision-making is another key constraint. Healthcare 

datasets are often imbalanced between groups, resulting in biased predictions and recommendations for 

treatment. Moreover, most well-performing deep learning models are black-box systems, meaning that 

it is hard for clinicians to understand how the predictions are made. This has a negative effect on 

confidence in automated systems and restricts their uptake in medical settings, where transparency is 

crucial (Sayed & Mosaad, 2025; Hernandez et al., 2025). 

Key Contributions 

• A stroke prediction framework that is fair to all patient subgroups.  

• Secure clinical data through a privacy-preserving learning mechanism with differential privacy.  

• An explainable hybrid ML model that provides clinically interpretable and transparent stroke risk 

predictions.   

The remainder of this paper is organized as follows: Section II reviews related work on stroke prediction, 

fairness-aware learning, and privacy-preserving healthcare AI systems. Section III outlines the                       

FAT-MLF system, which comprises data pre-processing, hybrid model construction, fairness, and 

explainability. Experimental framework, dataset introduction, metric analysis, and comparison with 

baseline systems are explained in Section IV. In-depth findings from Section V will be provided, 

highlighting performance analysis, fairness improvements, and privacy analysis. Finally, Section VI 

provides suggestions for future work, including the exploration of federated learning and clinical 

validation. 
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2 Related Work 

Recent research in health analytics indicates that machine learning (ML) algorithms have become highly 

relevant for predicting the onset of diseases, including stroke risk classification (Shahid et al., 2026; 

Biswas et al., 2022). Logistic regression models were commonly used owing to their simplicity and ease 

of interpretation. However, such models do not incorporate complex and non-linear associations 

between various clinical parameters, which may make the model inaccurate when dealing with              

real-world data. This led to the adoption of other advanced ML models, including Random Forest, SVM, 

Gradient Boosting Machines, and even deep neural networks, for the problem of stroke prediction 

(Sharma et al., 2024; Bhagawati et al., 2023). 

In addition, efforts have been made to increase the prediction accuracy by employing ensemble 

learning algorithms and deep learning structures. For instance, Gradient Boosting models such as 

XGBoost have proven to be effective when applied to structured health data that contains missing values 

and feature interactions. In addition, large sets of data from the healthcare sector have been used to 

improve the classification accuracy of the data using deep learning methods such as MLP and CNN 

(Sriharsha & Yarabolu, 2026). However, there are certain challenges that arise from these approaches, 

which are often ignored, such as fairness, interpretability, and preserving privacy. 

In the case of health care, due to the problems of interpretability, the use of XAI has become a 

common practice, including SHAP and LIME (Amann, 2022). Such an approach provides a             

feature-wise explanation of predictions made by the model, which allows one to trace the impact of 

every clinical feature. At the same time, despite the fact that it helps to increase transparency, XAI does 

not solve the problem of bias and/or data privacy. The same thing happens with fairness-aware ML 

approaches that seek to reduce demographic bias through constraints such as demographic parity and 

equal opportunity (Vodencarevic et al., 2022). 

In the healthcare sector as well, privacy-preserving machine learning has seen considerable interest 

owing to stringent regulatory policies such as HIPAA and GDPR (Sundas et al., 2022). Various 

techniques ranging from differential privacy, federated learning, to secure multiparty computation have 

been extensively studied for protecting sensitive patient information while training ML models (Ye et 

al., 2023). These two techniques can be considered: federated learning (data not shared at all) and adding 

controlled noise (differential privacy) in order to prevent any kind of data leakage. The current 

approaches to privacy and fairness are quite dominant, and a unification of the three - privacy, fairness, 

and explainability in stroke prediction models is missing (Alhakeem et al., 2025). 

From the above discussion, it can be clearly seen that there has been substantial progress made by 

researchers in each of the individual aspects of predictive accuracy, fairness, and privacy. However, it 

must be noted that despite this research progress, a definite gap remains in designing a holistic, reliable, 

and fairness-based ML architecture. 

3 Proposed Methodology 

3.1 System Architecture 

The suggested FAT-MLF is designed as a multi-level framework for providing secure, fair, and 

explainable predictions about stroke risk in privacy-related clinical settings. The framework consists of 

four major levels, which are (i) Data Acquisition Layer, (ii) Privacy Preservation Layer,                                     

(iii) Fairness-aware Learning Layer, and (iv) Prediction with Explainability Layer. EHRs can be utilized 
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for obtaining information about clinical features such as age, high blood pressure, glucose, BMI, 

smoking status, and cardiovascular diseases. Raw patient data is additionally not accessible throughout 

the training, enhancing the security adherence and trustworthiness of the architecture.    

 

Figure 1: Proposed fairness-aware and trustworthy stroke risk prediction framework (FAT-MLF) 

The overall architecture of the proposed FAT-MLF stroke risk prediction framework is shown in 

figure 1. The first step in the preprocessing phase is to normalize the data in the Clinical Electronic 

Health Records (EHRs), followed by encoding and SMOTE balancing. The processed data is then 

encrypted by an ε-differential privacy mechanism and passed into a hybrid learning module, which is 

composed of Gradient Boosting Machine (GBM) and Deep Neural Network (DNN). To minimize bias 

in predictions, a fairness-aware optimization layer is used to ensure demographic parity and equal 

opportunity. The results of both models are combined to produce the final stroke risk prediction, which 

is then explained using SHAP. The final result of the framework is the development of a reliable, 

clinically valid, and valid stroke risk prediction. 

3.2 Data Preprocessing 

The data is preprocessed to enhance the quality of the data and ensure stable model training. Median 

imputation is used for numerical features, and mode imputation is used for categorical features.            

Min-Max scaling is used for numerical variables. One-hot encoding is used to transform categorical 

attributes. SMOTE (Synthetic Minority Over-sampling Technique) is used to address the class 

imbalance issue in stroke databases, resulting in a more balanced distribution of stroke and non-stroke 

instances and minimizing prediction bias due to class imbalance. 

3.3 Hybrid Prediction Model 

The model is the hybrid of Gradient Boosting Machine (GBM) and Deep Neural Network (DNN) which 

improves prediction performance. 
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GBM formulation: 

𝐹(𝑥) = ∑ 𝛾𝑚

𝑀

𝑚=1

ℎ𝑚(𝑥)                                                   (1) 

DNN formulation: 

𝑦 = 𝜎(𝑊2 ⋅ 𝑅𝑒𝐿𝑈(𝑊1𝑥 + 𝑏1) + 𝑏2)                          (2) 

Final fusion: 

𝑃𝑓𝑖𝑛𝑎𝑙 = 𝛼𝑃𝐺𝐵𝑀 + (1 − 𝛼)𝑃𝐷𝑁𝑁                                 (3) 

This hybrid design has the advantage of making full use of the advantages of ensemble learning and 

deep feature representation ability. The hybrid prediction model is modeled by equations (1) – (3) which 

are based on GBM, DNN, and an optimized linear model fusion blend. 

3.4 Fairness-Aware Learning 

Fairness constraints are added to minimize bias across sensitive attributes between different 

demographic groups. Equations (4) and (5) describe the fairness-aware learning mechanism to minimize 

demographic bias in predictions.  

Demographic parity loss: 

𝐿𝑓𝑎𝑖𝑟 =∣ 𝑃( 𝑦̂ = 1 ∣∣ 𝐴 = 0 ) − 𝑃( 𝑦̂ = 1 ∣∣ 𝐴 = 1 ) ∣   (4) 

Total objective: 

𝐿𝑡𝑜𝑡𝑎𝑙 = 𝐿𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛 + 𝜆𝐿𝑓𝑎𝑖𝑟                                         (5) 

Equal opportunity is also enforced to ensure balanced true positive rates across groups. 

3.5 Privacy Preservation 

Differential privacy is applied to protect sensitive patient data. 

𝑀(𝐷) = 𝑓(𝐷) + 𝐿𝑎𝑝𝑙𝑎𝑐𝑒 (0,
Δ𝑓

𝜖
)                                (6) 

This equation (6) ensures that individual patient records cannot be reconstructed from model outputs, 

improving compliance with GDPR and HIPAA regulations. 

3.6 Proposed Algorithm: FAT-MLF Framework 

Algorithm 1: Fairness-Aware and Trustworthy Stroke Risk Prediction (FAT-MLF) 

Input: 

Clinical dataset 𝐷, sensitive attribute 𝐴, privacy budget 𝜖, fairness weight 𝜆 

Output: 

Stroke risk prediction 𝑃𝑓𝑖𝑛𝑎𝑙, fairness-aware trained model 𝑀 

Step 1: Data Preprocessing 

1. Load dataset 𝐷 
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2. Handle missing values using median/mode imputation  

3. Normalize numerical features using Min-Max scaling  

4. Encode categorical variables using one-hot encoding  

5. Balance the dataset using SMOTE  

Step 2: Privacy Preservation 

6. Apply ε-differential privacy mechanism: 

𝐷′ = 𝐷 + 𝐿𝑎𝑝𝑙𝑎𝑐𝑒(0, Δ𝑓/𝜖) 

Step 3: Model Training 

7. Train Gradient Boosting Machine (GBM) on 𝐷′ 

8. Train a Deep Neural Network (DNN) on 𝐷′ 

9. Compute predictions: 𝑃𝐺𝐵𝑀 , 𝑃𝐷𝑁𝑁 

Step 4: Fairness Optimization 

10. Compute fairness loss: 

𝐿𝑓𝑎𝑖𝑟 =∣ 𝑃(𝑦̂ = 1 ∣ 𝐴 = 0) − 𝑃(𝑦̂ = 1 ∣ 𝐴 = 1) ∣ 

11. Update model using: 

𝐿𝑡𝑜𝑡𝑎𝑙 = 𝐿𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛 + 𝜆𝐿𝑓𝑎𝑖𝑟 

Step 5: Fusion Prediction 

12. Compute final output: 

𝑃𝑓𝑖𝑛𝑎𝑙 = 𝛼𝑃𝐺𝐵𝑀 + (1 − 𝛼)𝑃𝐷𝑁𝑁 

Step 6: Explainability 

13. Compute SHAP values for feature importance 

14. Generate an explanation for clinical interpretability 

Step 7: Output 

15. Return final stroke risk prediction 𝑃𝑓𝑖𝑛𝑎𝑙and trained model 𝑀 

Algorithm 1 describes the whole procedure of making predictions ethically and safely using clinical 

data. The first step is to preprocess the clinical data, which entails imputation of missing values, 

normalization of numerical features, encoding of categorical features, and balancing of the dataset 

through application of SMOTE technique for obtaining balanced learning. Then comes the process of 

passing the preprocessed data through the process of ε-DP where some controlled noises are added to 

prevent sensitive data from being extracted from the data and to make sure that individuals cannot be 

de-identified. Finally, a prediction model is trained using a hybrid of GBM and DNN algorithms in order 

to capture the interactions and complex nonlinear structures among the clinical data. Lastly, 

explainability is used to interpret the decisions made by the model by deconstructing the contribution of 

each clinical feature to the final prediction, yielding a trustworthy, privacy-preserving and fair stroke 

risk prediction output which can be used for clinical deployment. 
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4 Experimental Setup and Results 

4.1 Dataset and Software Description 

The proposed FAT-MLF framework is tested with a benchmark clinical stroke database with around 

5000 patient records in a medical repository from electronic health records (EHR). The data set consists 

of both demographic and physiological features, including age, sex, hypertension, heart disease, average 

glucose level, BMI, smoking status and stroke outcome label. The response variable is dichotomous and 

represents stroke experience (1 = stroke, 0 = no stroke). Preprocessing is performed on the dataset to 

ensure robustness, with normalization, encoding and SMOTE-based balancing prior to model training. 

The proposed framework is developed in Python and the machine learning and deep learning are 

implemented with TensorFlow/PyTorch and Scikit-learn respectively. To interpret the model, SHAP is 

used, and to train the model securely, differential privacy libraries are applied. The system is executed 

on the GPU enabled environment utilizing Google Colab or Jupyter Notebook for effective computation. 

Table 1: Model parameters 

Component Key Parameter Value 

GBM Estimators 200 

DNN Layers 128–64–32 

Fairness λ 0.1 

Privacy ε 1.0 

Training Batch size 32 

Training Epochs 50 

In table 1 lists the main hyperparameter values for the proposed FAT-MLF framework for GBM, 

DNN, fairness, privacy and training. These parameters allow for a fair balance between prediction 

accuracy, fairness, preserving privacy, and model stability. 

4.2 Evaluation Metrics 

Standard classification metrics are evaluated to assess the performance of the proposed model, namely 

Accuracy, Precision, Recall and F1-score, which are used in the healthcare prediction systems, as 

expressed by equations (7)-(10). Moreover, the fairness is checked by checking the demographic parity 

difference and the equal opportunity gap, as well as the privacy is checked by checking the ε-differential 

privacy leakage resistance. These metrics are used together to assess the model's performance in 

predicting as well as its ethical and security standards. 

Accuracy 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
       (7) 

Precision 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                             (8) 

Recall (Sensitivity) 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                  (9) 
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F1-Score 

𝐹1 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
          (10) 

4.3 Comparative Analysis 

The proposed FAT-MLF framework is compared with several baseline models, including Logistic 

Regression, Random Forest, XGBoost, and a standard Deep Neural Network (DNN). 

Table 2: Performance comparison of machine learning models for stroke risk prediction 

Model Accuracy (%) Precision (%) Recall (%) F1-score (%) 

Logistic Regression 84.2 82.5 81.9 82.1 

Random Forest 91.3 90.1 89.7 89.9 

XGBoost 93.6 92.8 92.1 92.4 

DNN 95.4 94.2 93.8 94.0 

Proposed FAT-MLF 96.8 95.4 94.9 95.1 

In table 2 compares various machine learning models for stroke risk prediction, such as Logistic 

Regression (LR), Random Forest (RF), XGBoost (XGB), Deep Neural Network (DNN), and the 

proposed framework FAT-MLF. The findings show steady progress in comparison with the results of 

traditional models and the advanced learning techniques. The highest performance is found for 

algorithms such as Random Forest and XGBoost, which provide moderate gains, whereas the lowest 

performance is exhibited by Logistic Regression.  

 

Figure 2: Comparative performance analysis of machine learning models for stroke risk prediction 

These metrics are reported for various ML models in figure 2. The suggested FAT-MLF model 

surpasses all the baseline models in terms of all these metrics, indicating its higher reliability and 

robustness in predicting stroke risk. 
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4.4 Fairness Analysis 

The results of the fairness evaluation show that the proposed model can significantly reduce the 

demographic bias on sensitive attributes like gender and age. Demographic parity is cut by ~32%, and 

group differences in terms of equal opportunity is minimized. This means that the model is more accurate 

for the different groups of people without sacrificing accuracy. 

4.5 Privacy Evaluation 

 The privacy-preserving part using ε-differential privacy guarantees a high level of resistance to 

reconstruction attacks. Experimental results indicate that the chances of sensitive data leakage are 

lowered by about 87% at the setting of ε = 1.0. This shows that the proposed framework still has strong 

privacy guarantees while having the ability to conduct effective model training. 

Table 3: Ablation study of proposed FAT-MLF framework 

Model Variant Accuracy (%) F1-score (%) Fairness (↓ Gap) Privacy Risk (↓) 

GBM only 93.1 92.4 0.21 High 

DNN only 94.6 94.0 0.19 High 

GBM + DNN (Hybrid) 95.8 95.0 0.15 High 

+ Fairness Module 96.2 95.5 0.09 Medium 

+ Privacy Module 96.5 95.7 0.05 Low 

Proposed FAT-MLF 96.8 96.0 0.03 Very Low 

In table 3 assesses the role of each component of the proposed FAT-MLF framework. Results 

demonstrate that the fairness and privacy modules have a significant impact on performance with a 

decrease in bias and privacy risk. 

5 Discussion 

The experimental findings have evidently shown that the developed fairness-aware and trustworthy 

machine learning framework offers better results than traditional and state-of-the-art machine learning 

models in the prediction of stroke risks. The enhancement in terms of accuracy, precision, recall, and 

F1-score demonstrates that the combination of gradient boosting machine and deep neural network has 

captured not only structured but also non-linear patterns from the available clinical data. Apart from 

superior prediction capabilities, the developed machine learning algorithm performs far better than 

traditional and state-of-the-art models in terms of fairness. With an approximate decline in the 

demographic parity difference by around 32%, it becomes evident that the developed fairness-aware 

machine learning algorithm mitigates biases related to sensitive features like age and gender. 

The integration of ε-differential privacy guarantees high levels of patient data protection during the 

learning phase as well as during inference. The noted decrease in data leakage of almost 87% 

demonstrates the efficiency of the privacy mechanism in protecting the clinical data from any 

unauthorized access and leakage. Therefore, the proposed approach is ready for implementation in 

practical healthcare facilities where a high level of regulatory compliance is crucial. In addition, using 

SHAP as the explanation method helps to achieve better understandability of the algorithm since it is 

able to estimate the contribution of important clinical factors, including hypertension, glucose level, age, 

and BMI. These findings prove that incorporating the concept of fairness, privacy, and explainability 

into one framework can contribute to successful implementation of the machine learning models in 

clinical settings. 
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6 Conclusion 

A Fairness-Aware and Trustworthy Machine Learning Framework (FAT-MLF) was designed to ensure 

privacy and security when predicting stroke risks in the clinical domain. The FAT-MLF involves a 

combination of various elements including hybrid learning (GBM and DNN), fairness-aware 

optimization, ε-differential privacy, and SHAP explainability. The combination of these elements not 

only ensures accurate predictions, but also ensures privacy, ethicality, and explainability in the clinical 

setting. Experiments carried out revealed that the proposed framework can predict with maximum 

accuracy (96.8%), precision (95.4%), recall (94.9%), and F1 score (95.1%), which surpasses the 

accuracy rates of the conventional models like Logistic Regression, Random Forest, XGBoost, and DNN 

alone. The fairness evaluation further reveals that there is a decrease in demographic bias by 32%. In 

addition, the privacy test reconfirms an 87% decrease in the probability of data leakage, which strongly 

supports robust privacy protection on clinical data using ε-differential privacy principles. With the 

implementation of explainability using SHAP, there is added transparency from discovering significant 

contributing factors, including hypertension, glucose level, age, and body mass index, which would 

promote trust among clinicians. Overall, the introduced model provides effective solutions for achieving 

high performance in terms of accuracy, fairness, privacy, and robustness of AI-powered systems in the 

medical domain. As future research direction, the model could further be extended using federated 

learning from hospitals to train models without accessing the original dataset from multiple patients. 
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